STRAW R. Ravi ndranat h

I nternet-Draft T. Reddy
I ntended status: Standards Track G Salgueiro
Expi res: Septenber 9, 2015 Ci sco
V. Pascual

Quobi s

Part hasarat hi. Ravi ndran
Noki a Sol uti ons and Networ ks
March 8, 2015

DTLS- SRTP Handling in Session Initiation Protocol (SIP) Back-to-Back
User Agents (B2BUAs)
draft-ramstraw b2bua-dtls-srtp-03

Abst r act

Session Initiation Protocol (SIP) Back-to-Back User Agents (B2BUAs)
often function on the nedia plane, rather than just on the signaling
path. This document describes the behavi or B2BUAs shoul d fol | ow when
acting on the nedia plane that use Secure Real -time Transport (SRTP)
security context setup with Datagram Transport Layer Security (DTLS)
pr ot ocol .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Septenber 9, 2015.
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I ntroduction
1. Overview

[ RFC5763] describes how Session Initiation Protocol (SIP) [RFC3261]
can be used to establish a Secure Real -time Transport Protocol (SRTP)
[ RFC3711] security context with Datagram Transport Layer Security
(DTLS) [ RFC4347] protocol. It describes a nechanism of transporting
a certificate fingerprint in the Session Description Protocol (SDP)

[ RFCA566], which identifies the certificate that will be presented
during the DTLS handshake. DTLS-SRTP is defined for point-to-point
medi a sessions, in which there are exactly two participants. Each
DTLS- SRTP sessi on contains a single DILS association, and either two
SRTP contexts (if media traffic is flowing in both directions on the
same host/port quartet) or one SRTP context (if nedia traffic is only
flowing in one direction).

In many SI P deploynents, SIP entities exist in the SIP signaling path
bet ween the originating and final terninating endpoints. These SIP
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entities, as described in [RFC7092], nodify SIP and SDP bodi es and
also are likely to be on the nmedia path. Such entities, when present
in the signaling/nedia path, are likely to do several things. For
exanpl e, sone B2BUAs nodify parts of the SDP body (like |IP address,
port) and subsequently nodify the RTP headers as well.

1.2. Goals

[ RFC7092] describes two different categories of such B2BUAs,
according to the level of activities perforned on the nedia pl ane:

A B2BUA that act as a sinple nedia relay effectively unaware of
anything that is transported and only nodifies the UDP/IP header
of the packets.

A B2BUA that perforns a nedia-aware role. It inspects and
potentially nodifies RTP or RTP Control Protocol (RTCP) headers;
but it does not nodify the payl oad of RTP/ RTCP.

The follow ng sections describe the behaviour B2BUAs should follow in
order to avoid any inpact on end-to-end DILS- SRTP streans.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
The followi ng generalized terns are defined in [ RFC3261], Section 6.
B2BUA: a SI P Back-to-Back User Agent, which is the |ogical
combi nation of a User Agent Server (UAS) and User Agent Cient
(UAC) .
UAS. a SIP User Agent Server.
UAC. a SIP User Agent Cient.

Al'l of the pertinent B2BUA term nol ogy and taxonony used in this
docunent is based on [ RFC7092].

It is assuned the reader is already familiar with the fundanental
concepts of the RTP protocol [RFC3550] and its taxonony
[I-D.ietf-avtext-rtp-groupi ng-taxonony], as well as those of SRTP
[ RFC3711], and DTLS [ RFC4347].
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3. Media Plane B2BUAs
3.1. Media Relay

A nedia relay, as defined in section 3.2.1 of [RFC7092], from an
application layer point-of-view, forwards all packets it receives on
a negotiated UDP connection, w thout inspecting or nodifying them

It forwards the UDP payl oad as-is changing only the UDP/IP header.

A nedia relay B2BUA MUST forward the certificate fingerprint and
setup attribute it receives in the SDP fromthe originating endpoint
as-is to the remote side and vice-versa. The exanpl e bel ow shows an
"INVITEwith SDP' SIP call flow, with both SIP user agents doing
DTLS- SRTP and a nedia relay B2BUA that changes only the | P address/
port.
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| <o | < |
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I I I
I I I
[ (9,10)ServerHello + use_srtp [
[=--mmmmmmm e R R >|
I (11) I I
| [Certificate exchange between Alice and Bob over |
| DTLS ] | |
I I I
I (12) I I
| <--------- SRTP/ SRTCP- - - - >| <----SRTP/ SRTCP----------- >|
I I

[ B2BUA j ust changes UDP/ | P header]
Figure 1: INVITE with SDP callflow for Media Relay B2BUA
NOTE: For brevity the entire fingerprint attribute is not shown.

For each RTP or RTCP flow, the peers do a DTLS handshake on the same
source and destination port pair to establish a DILS association. 1In
this case, Bob, after he receives an INVITE, triggers a DILS
connection. Note the DILS handshake and the response to the INVITE
may happen in parallel; thus, the B2BUA SHOULD be prepared to receive
media on the ports it advertised to Bob in the OFFER. Since a nedia
rel ay B2BUA does not differentiate between a DTLS, RTP or any packet
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sent it receives, it just changes the UDP/IP addresses and forwards
the packet on either |eg.

[I-Dietf-stir-rfc4474bis] provides a neans for signing portions of
SIP requests in order to provide identity assurance and certificate
pi nning by providing a signature over the fingerprint of keying
material in SDP for DTLS-SRTP [ RFC5763]. A nedia relay B2BUA MJST
ensure that it does not nodify any of the headers used to construct
t he signature.

In the above exanple Alice may be authorized by the authorization
server (SIP proxy) in its domain using the procedures in section 5 of
[I-Dietf-stir-rfc4474bis]. |In such a case, if B2BUA changes some of
the SIP headers or SDP content that was used by Alice’s authorization
server to generate the identity, it would break the identity
verification procedure explained in section 4.2 of
[I-D.ietf-stir-rfc4474bis] resulting in a 438 error response being
returned.

3.2. Media Aware Rel ay

A nedi a-aware relay, unlike the nedia relay discussed in the previous
section, is actually aware of the nedia traffic it is handling. A
medi a-aware relay inspects SRTP and SRTCP packets flow ng through it,
and may or may not nodify the headers of the packets before
forwardi ng them

3.2.1. RTP and RTCP Header I|nspection

B2BUAs explained in Section 3.2.2 of [RFC7092] do not nodify the RTP
and RTCP headers but only inspect the headers. Such B2BUA MJST not
term nate the DTLS- SRTP session

3.2.2. RTP and RTCP Header Mbdification

In addition to inspecting the RTP and RTCP headers, the B2BUAs

expl ained in section 3.2.2 [RFC7092], can also potentially nodify
them To nodify nmedia headers a B2BUA needs to act as a DTLS
intermedi ary and term nate the DILS connection so it can decrypt/re-
encrypt RTP packets. This breaks end-to-end security. This security
and privacy problemcan be addressed by havi ng separate keys for
encrypting the RTP header and nedi a payl oad as di scussed in
[1-D.jones-avtcore-private-nedia-reqts], in which case the B2BUA is
not aware of the keys used to decrypt the media payl oad.
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3.3. Media Plane B2BUA wi th NAT handli ng

8.

DTLS- SRTP handshakes and of fer/answer can happen in parallel. |If a
UA is behind a NAT and acting as a DTLS server, the CientHello
message froma B2BUA(DTLS client) is likely to be lost, as described

in section 7.3 of [RFC5763]. In order to overconme this problem a UA
and B2BUA nust support |CE as discussed in section 7.3 of [RFC5763].
If I CE check is successful then UA will receive OientHello packet
from B2BUA.

Security Considerations

Thi s docunent describes the behavi or nedia pl ane B2BUAs (nedi a- awar e
and nedi a-unaware) shoul d foll ow when acting on the nmedi a pl ane that
uses SRTP security context setup with the DTLS protocol. It does not
i ntroduce any specific security considerations beyond those detail ed
in [RFC5763]. The B2BUA behavi ors outlined here also do not inpact
the security and integrity of the DTLS-SRTP session nor the data
exchanged over it. A nalicious B2BUA can try to break into the DTLS
session, but such an attack can be prevented using the identity

val i dati on nechani smdiscussed in [I-D.ietf-stir-rfcd4474bis].

| ANA Consi derations
Thi s docunent nakes no request of | ANA
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