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Abst r act

Thi s docunent specifies a TCP Option called EchoCookie. It provides
a single field that a TCP server can use to store opaque cookie data
"in flight' rather than in menmory. As new TCP options are defined,
they can require that inplenentations support the EchoCooki e option
Then if a server’s SYN queue is under pressure froma SYN fl oodi ng
attack, it can ask clients to echo its connection state in their
acknow edgenent. This facility is simlar to the classic SYN Cooki e,
but it provides enough space for connection state associated with TCP
options. In contrast, the classic location for a SYN Cookie only
provi des enough space for a degraded encodi ng of the Maxi num Segnent
Size (MSS) TCP option and no ot hers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 28, 2015.
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In order to initiate a connection, a TCP client sends a SYN segnent
to a TCP server. The server normally allocates nmenory to hold the
required connection state then responds with a SYN ACK segnent to the
address the client clains to be sending from |If a TCP server is
under SYN flood attack, it can resort to including a SYN Cookie in
the SYN ACK [ RFC4987] and not hol di ng any connection state until the
client follows through with an echo of the SYN Cookie. Therefore, a
SYN Cookie effectively allows a TCP server to store its connection
state 'in flight’ for a round. Then while it is testing which client
addresses correctly conplete the handshake, it can protect its nenory
from exhausti on.

The linmited size of a SYN Cookie is a known limtation. SYN Cookies
are not standardised (and don’'t need to be), but typically the server
encodes its SYN Cookie into the 16 bits of the Initial Sequence
Nunmber (1SN) [ RFCO793] and the 9 least significant bits of the
timestanp option [RFC7323] (if supported by the client). These
fields are only |l arge enough to hold a few conmon TCP options, such
as a degraded record of the client’s maxi mum segnment size (MSS), the
wi ndow scal e option and SACK-ok. Therefore, SYN Cookies only protect
a rudi nentary TCP connection service--they do not protect all the
facilities provided by TCP options during an attack
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These 41 bits are the only space avail abl e for SYN cookies. A server
can only exploit fields that it can set to any value it chooses and
that are naturally echoed by all (or at |east nost) TCP clients.
Ideally, the server would be able to place a cookie of any reasonable
size in a new generic EchoCookie TCP option on the SYN ACK and the
client would be required to echo it back in the foll owi ng ACK
However, that would be of little use until nost clients supported it.

A simple solution to this problemis to require that EchoCookie
support mnust be inplenmented with any TCP options defined from now on
A new capability to extend the TCP option space on SYN ACK segnents,
e.g. [I-D.touch-tcpmtcp-syn-ext-opt] or

[1-D. briscoe-tcpminner-space], could also require that the
EchoCooki e mechani sm nust be inplenented with it.

1.1. Term nol ogy

The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. These
words only have such normative significance when in ALL CAPS, not
when in | ower case

2. Echo Cookie TCP Option
If a TCP server’s SYN queue is under pressure froma SYN fl ood

attack, it MAY send an EchoCookie TCP option on the SYN ACK, instead
of consuming nenory to hold connection state.

0 1 2

012345678901234567890123 /]
R R e ] 1--------- +
| EchoCooki e | Length | OpaqueCooki e I/

Fi gure 1: The EchoCookie TCP Option

The general structure of TCP options is defined in [RFCO793]. The
EchoCookie TCP option is defined in Figure 1. The Option Kind is
EchoCooki e with value {ToDo: Value TBA}. The Length in octets can be
any val ue greater than 1.

The OpaqueCookie field is available for the sender to fill with any

anount of any type of data it wishes to store in the cookie, only
constrained in size to an integer nunber of octets.
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When a TCP receiver acknow edges a segnment carrying an EchoCooki e
option, it MJIST return an EchoCookie TCP option carrying an identica
OpaqueCooki e.

The mechani sm a server uses to determ ne whether the echoed contents
of the cookie are the sane as the contents it sent are inplenentation
dependent and do not need to be standardi sed.

The EchoCookie option with Iength greater than 2 is only defined on a
SYN ACK or on the ACK in response.

A client MAY send an enpty EchoCookie TCP option with Length=2 on the
SYN, to indicate that it supports the EchoCookie facility. This wll
not be necessary if support is inplied by some other nmeans (e.g. use
of the Inner Space protocol [I-D.briscoe-tcpminner-space] inplies
support for EchoCookie).

If there is any TCP Payload in the SYN, it will never be necessary to
include this data in a subsequent Echo Cookie. Not acknow edgi ng the
data woul d be sufficient to get the client to retransmt it.

If the client sends a valid TCP Fast Open (TFO cookie
[I-D.ietf-tcpmfastopen] on the SYN of a resuned connection, there
will be no need to defer establishing the connection by responding
with an EchoCooki e, because the client source address is already
known to the server.

3. | ANA Consi derati ons

This specification requires |ANA to allocate a value fromthe TCP
Option Kind nane-space agai nst the nane:

" EchoCooki e"

Early inplenmentation before the I ANA allocation MJST fol |l ow [ RFC6994]
and use experinental option 254 and respective Experinent |D

OXEEEE (16 bits);

{ToDo: Instead it m ght be prudent/possible for initial experinents
to reuse Option Kinds 6 and/or 7 defined by RFC 1072 (Cct 1988) for a
4-octet Echo and Echo Reply facility that was superceded by the

conbi ned Echo and Reply facility in the Tinmestanp option of RFC1323
(May 1992) and formally obsol eted by RFC6247 (May 2011). Then if the
experinents find that no | egacy inplenentations recogni se these
options it can re-use themto avoid consum ng new Option Kind

val ues. }
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6

{ToDo: Values TBA and register themw th I ANA} then nmigrate to the
assigned option after allocation.}

Security Considerations

If the cookie holds state that was negotiated over a secure
connection, it MJST be echoed with the same or a stronger |evel of
security.

A SYN ACK carrying an EchoCooki e request MJUST NOT exceed the size of
the TCP SYN that preceded it. This ensures that the EchoCookie
defence cannot anplify an attack by reflection

A server may record a random sel ection of the clients to which it
responds with an EchoCookie option. Then it can detect if a spoof
client is nmounting a reflection attack, by repeatedly asking the
server to send a SYNACK to the sane victimclient that rarely or
never responds. In such a case the server SHOULD linit the frequency
at which it responds to such a client.

{ToDo: More?}
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Appendi x A.  Protocol Design Issues (to be Del eted before Publication)

This appendix is informative, not normative. It records outstanding
i ssues with the protocol design that will need to be resolved before
publi cati on.

Wiy linmit to SYN ACK? {ToDo: Consider whether it is OKto generalise
EchoCookie with Length > 2 to any segnent fromclient or server
(except the SYN, which would create a vulnerability to reflection
attacks), especially the FIN, FINNACK etc.. It nmay even be
possible to generalise this to cover TFQO '}
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