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Abst ract
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Resul ts: message header fields to allow relaying of the results of an
emai | sent using STARTTLS [ RFC3207] or not.
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1. Introduction

STARTTLS [ RFC3207] defines how to send an enmil over an SMIP
[ RFC5321] encrypted session between two mail servers.

This nmeno thus registers an additional reporting property allow ng a
TLS result to be relayed as an annotation in a nessage header.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Di scussi on

STARTTLS [ RFC3207] defines how to send an email over an encrypted
session between two mail servers, Message Transfer Agent (MFA), using
the TLS [ RFC5246] protocol.

Most of these exchanges are opportunistic, meaning a best effort is
done to establish an encrypted nmessage exchange regardl ess of the
strength of the cipher or the validity of the certificates used.
However, the results of this negotiation should be recorded in the
nmessage via the Authentication-Results header [ RFC7001] to indicate
to other message processing algorithns, including Messaging User
Agents (MJA), how securely this nessage was transmitted fromthe MIA
client to the MIA server.

The concept of authentication here is related to the presentation of
a certificate which is verified valid by a set of trusted Certificate
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Aut horithies (CA), via DANE [ RFC6698] or by local policy. This does
not indicate that any string in the certificate is related to any
string in the email.

The usage and useful ness of the Authentication-Results header is
di scussed in [ RFC7001] .

2. Definitions

This meno adds to the "Enail Authentication Methods" registry,
created by | ANA upon publication of [RFC7001], the foll ow ng:

o The nethod "tls"; and

0 Associated with that nmethod, the properties (reporting itens)
"cert.client", "cert.server", "cert.verif", "tls.v",
"key. ci phersuite", "key.fingerprint", "key.length" and
"key.strength".

2.1. results meaning
The "tls" nmethod can have the foll owing results:
none: the nessage was sent in clear
pass: the nessage was sent encrypted and the client certificate was
verified valid either using a trusted CA, via DANE [ RFC6698] or via a

| ocal policy and host identity was verified.

sel fsigned: the nessage was sent encrypted but the client certificate
is self signed

i nval i dhost: the nessage was sent encrypted and the client
certificate is verified valid but the host identity is invalid.

fail: the nessage was sent encrypted but the client certificate is
not valid. It is advised to use conments to indicate the nature of
the problemlike certifcate expired, not linked to a trusted CA ..

tenperror: the nessage was sent encrypted and the server was not able
to verify the client certificate at this time. This nay indicate for
i nstance that the server could not fetch the CRL.

permerror: the nessage was sent encrypted and the client certificate

was not verified by the MIA server. MIA should always attenpt to
verify the client certificate.
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2.2. properties

cert.client: the subject of the X. 509 certificate used by the client
toinitiate TLS.

cert.server: the subject of the X 509 certificate used by the server
to initiate TLS (optional).

cert.clientalt: the subject alternative name of the X 509 certificate
used by the client to initiate TLS (optional).

cert.serveralt: the subject alternative nane of the X 509 certificate
used by the server to initiate TLS (optional).

cert.clientissuer: the issuer of the X 509 certificate used by the
client to initiate TLS (optional).

cert.serverissuer: the issuer of the X 509 certificate used by the
server to initiate TLS (optional).

cert.verif: the type of certification performed: CA, DANE [ RFC6698],
LOCAL (optional).

tls.v: the protocol version used to encrypt SSL2.0, SSL3.0, TLS1.0,
TLS1.1,... (optional)

key. ci phersuite: the description of the TLS cipher suite used as
defined in the I ANA ci pher suite registry.

key.fingerprint: the fingerprint of the key used (optional).
key.length: the length in bits of the key used (optional).

key.strength: as many SMIP TLS are opportunistic in nature this
property is an arbitrary value set by the MIA server to indicate the
strength of the encryption (optional).

Wil e ciphers strength vary overtine, and key length in bits does not
i ndi cate a conparable strength between various cyphers, it may be
difficult for all the processors of the authentication-results header
to redo the anal ysis based on the cipher used and all to arrive to
the same conclusion. |t seens, therefore, best if the receiving MA
does that analysis and comunicate it to the other layers. This is
the purpose of the key.strength. For instance This value could be
used by the MJA to indicate to the end user sone quality of the
encryption channel
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pr ot ocol
ver si on
description
from RFC 5246

the following itens have been added to the "Enail
Aut hentication Result Names" registry:
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_________________ +
I ANA ci pher [
Suite registry [
description |
from RFC 5246 |

_________________ +
key I
fingerprint [
from RFC 5246 [

_________________ +
in bits |

_________________ +
| ow |
medi um |
hi gh [

I

__________________ +
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. I R I I +
| Code | Existing/New | Defined In | Method | Meaning |
TSRS S Fom e e o Fomm e o e e e o +
| none | existing | RFC 7001 | tls | this menmo [
I I I | (added) | I
. . N . N . +
| pass | existing | RFC 7001 | tlIs | this nmenmo

I I I | (added) | I
TSRS S Fom e e o Fomm e o e e e o +
| selfsigned | existing | RFC 7001 | tls | this menmo [
I I I | (added) | I
. . N . N . +
| invalidhost | existing | RFC 7001 | tls | this meno

I I I | (added) | I
TSRS S Fom e e o Fomm e o e e e o +
| fail | existing | RFC 7001 | tls | this menmo [
I I I | (added) | I
. . N . N . +
| tenperror | existing | RFC 7001 | tlIs | this nmenmo |
I I I | (added) | I
TSRS S Fom e e o Fomm e o e e e o +
| permerror | existing | RFC 7001 | tlIs | this menmo [
I I I | (added) | I
. . N . N . +

Security Considerations

This meno creates a nechanismfor relaying STARTTLS [ RFC3207] results
using the structure already defined by [ RFC7001]. The Security

Consi der at i

ons sections of those docunents should be consulted.

By this nechanism sone identifiers of the client certificates gets
to live pass the receiving MTA. This is a change in the sender
expectation on where the client certificate is used

5. References

5. 1. Nor mat i ve Ref erences

[ RFC2119]

[ RFC3207]

[ RFC3552]

Martin

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

Hof f man, P., "SMIP Service Extension for Secure SMIP over
Transport Layer Security", RFC 3207, February 2002

Rescorla, E. and B. Korver, "Quidelines for Witing RFC

Text on Security Considerations", BCP 72, RFC 3552, July
2003.

Expi res June 22, 2015 [ Page 7]



Internet-Draft Aut h-Results TLS Regi stration Decenber 2014

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, May 2008.

[ RFC5321] Klensin, J., "Sinple Mail Transfer Protocol", RFC 5321,
Cct ober 2008.

[ RFC6698] Hoffman, P. and J. Schlyter, "The DNS-Based Authentication
of Named Entities (DANE) Transport Layer Security (TLS)
Protocol : TLSA", RFC 6698, August 2012.

[ RFC7001] Kucherawy, M, "Message Header Field for Indicating
Message Authentication Status", RFC 7001, Septenber 2013.

5.2. Informative References
[ RFC5226] Narten, T. and H Alvestrand, "Quidelines for Witing an
I ANA Consi derations Section in RFCs", BCP 26, RFC 5226,
May 2008.
Appendi x A.  Authentication-Results Exanples

This section presents an exanple of the use of this new header field
to indicate TLS results.

A.1l. TLS Results
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A nmessage that went over a successful TLS session:

Aut henti cation-Results: mail-router. exanple. net;
dki mepass (good signature) header.d=newyor k. exanpl e. com
header . b=0l NEG8hg;
tl s=pass (verified, expires 20140505)
cert.verif=CA
cert.client="CN=sntp. exanpl e. com O=ACME, L=ToonTown,
ST=CA, C=US"
cert.clientalt="DNS: sntp. exanpl e. com DNS: newyor k. exanpl e. cont
cert.clientissuer="C=US, O=AcneCert Inc, CN=AcneCert CA"
key. ci phersuite=TLS RSA WTH RC4 128 SHA
tls.v=TLS1.0
key. fingerprint="68: B3: 29: DA: 98: 93: E3: 40: 99: C7: D8:
AD: 5C: B9: C9: 40"
key. | engt h=128
key. st rengt h=MEDI UM
Recei ved: from newyork. exanpl e. com
(newyor k. exanpl e. com [192. 0. 2. 250])
by mail-router.exanple.net (8.11.6/8.11.6)
for <recipi ent @xanpl e. net>
with ESMIPS id i 7PKOsH7021929;
Fri, Feb 15 2002 17:19:22 -0800
DKI M Si gnhature: v=1; a=rsa-sha256; s=rashani;
d=newyor k. exanpl e. com
t=1188964191; c=rel axed/si npl e;
h=Fr om Dat e: To: VBR- | nf o: Message- | d: Subj ect ;
bh=sEu28nf s9f uZAY pSr 7ANysbY3j t da@XvIxPQ SOnv=;
b=ol NEGBhgn/ gnunsg ... 9n9CDSNFSDi j 3=
From sender @ewyor k. exanpl e. com
Date: Fri, Feb 15 2002 16:54: 30 - 0800
To: meeti ngs@xanpl e. net
Message-1d: <12345. abc@ewyor k. exanpl e. conr
Subj ect: here’'s a sanple

Aut hor’ s Addr ess

Franck Martin (editor)
Li nkedl n

Mountain View, CA

us

Email: frmarti n@i nkedi n. com
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