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1. I nt roducti on

Bit Index Explicit Replication (BlIER)
[1-D.draft-w jnands-bi er-architecture-04] defines an architecture
where all intended nulticast receivers are encoded as bitnmask in the
Mul ticast packet header within different encapsul ations such as
[1-D.draft-w jnands-npl s-bi er-encapsul ation-02]. A router that

recei ves such a packet will forward the packet based on the Bit
Position in the packet header towards the receiver(s), following a
preconputed tree for each of the bits in the packet. Each receiver
is represented by a unique bit in the bitnmask corresponding to its
BFR-id. BFR-ids are sub-domain specific.

Once the nunber of receivers beconmes large (i.e. many sets are
present) or receivers choose to participate in many independent sub-
domai ns, assignment of a unique BIER bit to a node is a non-trivial
probl em that can benefit highly froman autonmated solution. The
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usual trade-offs are either a centralized (server) approach or a

di stributed approach which (from experience with other protocols such
as DHCP or OSPF), provide at the cost of additional protoco

compl exity higher availability.

Thi s docunent presents necessary, optional extensions to the
currently deployed ISIS for I P [RFCL195] protocol to support
automatic el ection of BFR-ids by neans of a distributed protocol
Thi s docunment defines new TLVs to be advertised by every router

participating in BIER signaling and supporting such an election. In
case sone nodes are statically configured with a BFR-id, the protoco
can detect nisconfiguration, i.e. overlapping bit assignments or

otherw se respects statically assigned BFR ids.

Thi s extension operates seanl essly in a backwards conpatible fashion
with BIER procedures for I1SIS as defined in
[I-D.draft-przygi enda-bi er-isis-ranges-02]. Only BFRs inplenenting
this extensions benefit from automatic assignnent.

2. Term nol ogy
Sone of the term nology specified in
[I-D.draft-w jnands-bier-architecture-04] is replicated here and
ext ended by necessary definitions:

BIER Bit Index Explicit Replication (The overall architecture of
forwarding nulticast using a Bit Position).

BIER-OL: BIER Overlay Signaling. (The nmethod for the BFIR to |l earn
about BFER s).

BFR. Bit Forwarding Router (A router that participates in Bit |ndex
Mul tipoint Forwarding). A BFRis identified by a unique BFR-
prefix in a Bl ER donai n.

BFIR Bit Forwarding |Ingress Router (The ingress border router that
inserts the BMinto the packet).

BFER Bit Forwarding Egress Router. A router that participates in
Bit Index Forwarding as |leaf. Each BFER nust be a BFR Each BFER
must have a valid BFR-id assigned.

BFT: Bit Forwarding Tree used to reach all BFERs in a domain.

BIFT: Bit Index Forwarding Tabl e.

BMS: Bit Mask Set. Set containing bit positions of all BFER
participating in a set.

Przygi enda & Tantsura Expires Septenber 10, 2015 [ Page 3]



Internet-Draft draft-prz-bier-bfrid-assignnent-00 March 2015

BMP: Bit Mask Position, a given bit in a BM5
Invalid BMP: Unassigned Bit Mask Position, consisting of all Os.

| GP signalled BIER donain: A BIER underlay where the BIER
synchroni zation information is carried in IGP. Observe that a
mul ti-topology is NOT a separate BIER domain in | GP

Bl ER sub-domain: A further distinction within a Bl ER domain
identified by its unique sub-domain identifier. A BIER sub-donmain
can support nultiple BitString Lengths.

BFR-id: An optional, unique identifier for a BFR within a Bl ER sub-
domai n.

Invalid BFR-id: Unassigned BFR-id, consisting of all Os.
3. | ANA Consi derations

Thi s docunment adds the follow ng new sub-sub-TLVs to the registry of
sub-TLVs for BIER Info sub-TLV.

Bl ER Protocol Election sub-sub-TLV Value: TBD (suggested - to be
assi gned by | ANA)

Thi s docunent adds the followi ng new TLV to the registery of 1SIS
TLVs.

Bl ER PE BMP Assignnents TLV Val ue: TBD (suggested - to be assigned
by | ANA)

4. Pr ocedur es

The follow ng sections present BIER | GP protocol procedures for the
aut o-el ecti on and nmi nt ai nance of uni que Bl ER BFR-i ds across
subdonai ns. Conpared to purely administrative assignnent of the

bi t mask use of those procedures largely facilitates depl oynment of
BIER in large setups. The election and bit assignnment procedures
described in the according sections indicate how the BFRs participate
in an election nechanismthat allows themto

0 wuse a dynanically chosen Designated and Backup Designated router
for coordination and distribution of necessary state across al
participants in the set across the network in a robust fashion

o allocate the necessary BWMP in a sub-domain for each BFER
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o automatically or administratively partition the elections for
di fferent sub-domai ns across the set of BFRs for maxi num
reliability

o discover adm nistrative m sconfiguration of BFERs
El ection Al gorithm

After a sub-domain <M, SD, M_.s>

[I-D.draft-przygi enda-bier-isis-ranges-02] is enabled, the according
el ection procedures for D-BFR and Backup D BFR are perfornmed based
upon the set of avail able Bl ER-PE sub-sub-TLVs. G ven the fact that
SD is uniquely tied to its MI per today's architecture and M.s are of
no further inportance to the introduced procedures, a sub-domain wll
be abbreviated without |oss of generality as <SD>.

The election is indebted to and | argely nodeled (to the point of
quoting parts of it verbatin) after the DR OSPF El ection procedure in
OSPF [ RFC2328] which has proven to work exceedingly well over nany
years in the field.

This section describes the algorithmused for calculating a network’s
Desi gnat ed BFR and Backup Desi gnated BFR and procedures that all ow
those to allocate bit mask bits to a participating BFER in a sub-
domain SD whi ch we designate as BFER<SD>. The election runs per SD
the router is participating in. The initial tinme a router runs the
el ection algorithm the D BFR<SD> and BD-BFR<SD> are initialized to
0.0.0.0 or equivalent enpty router ID. This indicates the |ack of
bot h a Desi gnated BFR<SD> and a Backup Desi gnat ed BFR<SD>.

The D BFR<SD> el ection al gorithm proceeds as foll ows:

0o Call the router doing the calculation Router X<SD>. A router can
participate in nultiple elections for other BM5S and nulti -
topol ogi es at varying priorities.

0 The list of BFRs participating in <SD> whose according Bl ER-
PEs<SD> have been received by Router X<SD> and are connected (i.e.
reachabl e via SPF conputation) in standard topol ogy MJST be
exam ned.

0 Router X<SD> itself MJST be also considered to be on the list.
o Discard all routers fromthe list that are ineligible to becone

D BFR<SD>. (Routers having Router Priority of 0 for <SD> MJST NOT
be eligible to becone D BFR<SD>.)
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The follow ng steps MJST then be executed, considering only those
routers that remain on the list:

1. Note the current values for D BFR<SD> and Backup D-BFR<SD>. This
is used | ater for conparison purposes.

2. Calculate the new Backup D BFR<SD> as foll ows.

* Only those routers on the |list that have not decl ared
t hensel ves to be D BFR<SD> MJST be eligible to become Backup
D- BFR<SD>.

* |f one or nore of these routers have decl ared thensel ves
Backup D-BFR<SD> (i.e., they are currently listing thensel ves
as Backup D-BFR<SD>, but not as D-BFR<SD>, in their according
Bl ER- PE packets) the one having highest Router Priority for
<SD> MJST be declared to be Backup D BFR<SD>.

* In case of a tie, the one having the highest Router ID XOR ed
with SD (assum ng big endian order, both values right-aligned
and all bits of the shorter value filled up with zeroes to the
| ength of the |onger value) MJUST be chosen.

* |f no routers have decl ared thensel ves Backup D BFR<SD>, the
rout er having highest Router Priority for <SD> MJST be chosen,
(agai n excludi ng those routers who have decl ared t hensel ves
D BFR<SD>), and again use the Router ID XOR ed with SD to
break ties.

3. Calculate the new D-BFR<SD> for the network as follows. |If one
or nore of the routers have decl ared thensel ves D BFR<SD> (i.e.,
they are currently listing themselves as D-BFR<SD> in their BIER-
PE advertisenents) the one having highest Router Priority for
<SD> is declared to be DBFR<SD>. In case of a tie, the one
havi ng the highest Router ID XOR ed with SDis chosen. |If no
routers have decl ared thensel ves D BFR<SD>, assign the D BFR<SD>
to be the same as the newy el ected BD BFR<SD>.

4. If Router X<SD> is now newly the D-BFR<SD> or newy the BD
BFR<SD>, or is now no |onger the D-BFR<SD> or no |onger the BD
BFR<SD>, repeat steps 2 and 3, and then proceed to step 5. For
exanple, if Router X<SD> is now the D BFR<SD>, when step 2 is
repeated X<SD> will no |onger be eligible for BD BFR<SD>
el ection. Anobng other things, this will ensure that no router
will declare itself both BD BFR<SD> and D- BFR<SD>.
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5. As aresult of these calculations, the router itself nmay now be
D BFR<SD> or BD-BFR<SD>. See Section 4.2 and Section 4.3 for the
additional duties this would entail.

6. |If the above cal cul ati ons have caused the identity of either the
D BFR<SD> or BD- BFR<SD> to change, all routers nust re-evaluate
whet her they have been el ected D BFR<SD> or BD- BFR<SD> and
initiate according procedures. |n case the new D-BFR<SD> or BD-
BFR<SD> is not advertising accordi ng bitmask assignment and they
are needed, they initiate according procedures in Section 4.2.1.

The reason behind the election algorithm s conplexity is the desire
for an orderly transition from BD- BFR<SD> to D-BFR<SD>, when the
current D-BFR<SD> fails. This orderly transition is ensured through
the introduction of hysteresis: no new BD BFR<SD> can be chosen until
the ol d Backup accepts its new D-BFR<SD> responsibilities.

The above procedure nmay el ect the same router to be both D BFR<SD>
and BD- BFR<SD>, al though that router will never be the cal cul ating
router (Router X<SD>) itself. The elected D-BFR<SD> may not be the
router having the highest Router Priority for <SD> nor will the BD
BFR<SD> necessarily have the second hi ghest Router Priority. |If
Router X<SD> is not itself eligible to becone D-BFR<SD>, it is

possi bl e that neither a BD BFR<SD> nor a D-BFR<SD> will be sel ected
in the above procedure. Note also that if Router X<SD> is the only
router that is eligible to becone D-BFR<SD>, it will select itself as
D BFR<SD> and there will be no BD BFR<SD> for the network.

4.2. D BFR Procedures

A router that assunmes D-BFR role for a given <SD> conbi nation invokes
addi ti onal set of procedures as synchronization and el ecti on point
for all the BFRs in <SD>.

4.2.1. Assignnent of BMPs to BFERs in <SD>

Each BFER i ncludes a strongly abbreviated DHCP-1i ke FSMto obtain
fromthe D-BFR<SD> its BMP or to advertise an administrative
preference of its BMP.

The procedure is initiated by a BFER<SD> announcing in BIER I nfo sub-
TLV for <SD> its assigned bit (or request for BMP assignhnent). The
D-BFR<SD> initiates then a set of procedures to assign BMPs to such
BFER in the <SD> or announces colli sions.

bserve that BFERs can request (or announce) the bits even before a

BDR<SD> has been chosen so the el ection and assignnent are largely
orthogonal sets of procedures.
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4.3. BD BFR Procedures

A router that is elected BD-BFR<SD> MUST mirror in its advertisements
the exact state of the D BFR<SD> and on each received adverti senent
mai ntains its internal states to use as starting point in all

D BFR<SD> procedures in case it | ooses connectivity (i.e. it cannot
conpute SPF reachability to the D-BFR in standard topology) to the

D- BFR<SD>.

4.4, BFER Procedures

5.
5.

A BFER in <SD> controls its BMP in the set by providing values in its
BIER Info sub-TLV for <SD> and signalling towards B-DR using A and R
bits per Section 9.2. |If it advertises the BFR-id without A or R bit
set it indicates a fixed value it has chosen adm nistratively.

It may request the assignnment of a BMP by setting the Rbit. The
prefered BFR-id is signalled by providing a BFR-id value. The D BFR
MUST try to keep the preferred setting val ue when choosi ng BWP for
the BFER. All other BFRs MJST NOT use the BFR-id val ue when the R
bit is set. 1In case of routers not understanding this extensions,
the behavior is enforced by the neans of the C bit.

Once the BFER has been assigned a value fromD-BFR and is willing to
accept it, it MJST copy the value into the BFR-id field in the Bl ER
PE-BMPs it receives and set the A bit while clearing the R bit.

On the other side, the D-BFR for <SD> advertises the BMP assignnents
by the neans of advertising Bl ER-PE-BMP for <SD>.

Speci al Consi derations
1. BD-BFER to D-BFER Transition

In the normal case a router will assume its role as D BFR<SD>
promoting itself fromBD-BFR<SD> with its own set of procedures.
Based on those it will hold the state of the abdicating D BFR<SD> and
it MUST use this state as initial state for the D-BFR procedures it
initiates per Section 4.2 . This should warranty a seanl ess fall-over
wi t hout changes in the assignnents of bits for BFERs for the

accordi ng <SD> whi ch SHOULD t ake preference over all other

consi derations. (Cbserve that the inplication is that a configured
adm ni strative preference MIST NOT be used unl ess changed or set
explicitly again. The FSMs visualize this behavior nore explicitly.
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6. Election FSM for BFR<SD>

to-m- oo +
| ==== El = PE EXpI red OR
| Init | Pl Expired New Admi n
| —=== Pr ef
+-+----+ +- -+
|
| Joined SD e ++ |
| Revd First PE for SD Lost DR | ======= <-+
I Ao + Passive |
+-V----+ | | —=—=—=—=== |
| —=== | B +
| wait | Tiner RN v-+ Lost |
| === - -- - - - - - - S SSSSDDDT - - - e e - e e - - - +
te----- + | Election |
Fe e e e m - + === e e e m - - +
| Won BDR +7------- A-+ Won DR |
I I I
I | | New DR |
+----VH | | Seen +V---+
| === +--------- + S - + ==
| BDR | New BDR | DR |
+--> === Lost DR +---+ ==
| ++----+ | N, S
(. El | I
+---+ Diff RFlag | |
New DR PE Dff AFlag | [
New Admi n Pref oo v+ |
| BMP +---+
| Assign |
RS +

The full set of procedures can be described as a finite state machine
per <SD> run within each participating BFR with the foll ow ng events
and transitions

6.1. States
Init Initial State of the Machine

Wait State waiting for routers to update their PEs for <SD> on
startup

El ection State that runs the el ection procedures and generates
according events that progress it into another state i mediately
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Passive State entered when | ost both DR and BDR in el ecti on.
El ected DR
El ect ed BDR

BMP Assign State in which the assignnment of bits happens upons
requests from BFERs.

6. 2. Event s

Timer Initial tinmer waiting for s of other routers before el ection
is triggered.

Signalling/Rcvd First PE First PE for <SD> has been received or
signalling enabled for the set S on BFR

Lost DR Current D BFR<SD> cannot be reached anynore via SPF
conputation in standard topol ogy.

Lost Lost election for D BFR and BD- BFR

Wn BDR Won el ection for BD BFR

Wwn DR Wn election for D BFR

New BDR A new BD-BFR has been el ected by the D BFR

New DR PE New Bl ER- PE | nstance from D-BFR

New Admin Pref Changed Adninistrative preference.

Diff RFlag R flag has been announced by a BFR which was not present
before. In case of a new R flag, an assignnent should be

attenpted. 1In case of R flag being del eted

if the Aflag is set, the validity of the copied BFR-id with
the assignnment is checked

if the Aflag is clear, the value is assuned non-negoti abl e and
re-assignments nay be necessary

Diff AFlag A flag has been wi thdrawn or announced. |f A flag was
present before and

Rflag is clear, the value is assuned non-negotiable and re-
assi gnnents nay be necessary.
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9.

R flag is set, a new assignment is requested.
If Aflag was not present before and

Rflag is clear, the validity of the copied BFR-id with the
assignnent is checked

Rflag is set, the client MJUST be declared faulty and
di sregar ded.

To Be Conpleted TBD
FSM Fi gure/ Events for BFER TBD
Backwar ds Conpatiblity

The procedures prescribed guarantee a conpl ete backwards conpatiblity
to [I-D. draft-przygi enda-bier-isis-ranges-02]. During the assignnent
procedure the according values are hidden from BFRs | acking this
extension by the neans of the C bit. Once assigned, they become
visible. On the other hand, BFR-id val ues chosen by the BFRs wi t hout
el ection extensions are respected in assignnent.

Packet Formats

Some of the new information is carried within the the existing BlIER
Info sub-TLV per [I-D.draft-przygi enda-bi er-isis-ranges-02] and some
presents a new | SIS TLV.

1. BIER-PE: BIER Protocol Election sub-sub-TLV

This sub-sub-TLV is included in the BIER I nfo sub-TLV of the
accordi ng sub-domain as specified by

[I-D.draft-przygi enda-bier-isis-ranges-02]. It MJST be included in
the BIER Info sub-TLV only once, otherwise the first instance is
used.

0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s
| Type | Length | DBFR Priority| Reserved |
I T i i S T i i S i SN S
| D-BFR I D |
B i S S T s i S T st i S S S S S S S S i
[ BD-BFR I D [
T o T i S T i i S e i e s
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9.

2.

Type: TBD1.

Length: 1 octet.

Priority Priority at which this router is set to become D BFR for
t he <SD>.

D-BFRID ID of the router chosen as DDBFR If the router el ected
itself as DDBFR it MJST set it toits own ID

BD-BFR ID ID of the router chosen as BD-BFR |f the router
elected itself as BD-BFR it MJST set it toits own |D.

Reuse of the Reserved Bits in BIER Info sub-TLV

0 1 2 3
01234567890123456789012345678901
I T T S R

| Type | Length |
B T T i I T T o S S S e b S S S
| Ver|CJO 0 0 AR subdomain-id | BFR-i d

T S S T T S S S i S S S S i S S e

Version Version of the protocol. It remains at O.

C The conpatiblity bit. It is set according to follow ng rules:

If the Rbit is set, Cis set to 0, i.e. the TLV is not
compatible with version 0 of the BIER information. This wll
prevent routers not inplenenting this specification from

| ooking at this advertisenent.

If the Rbit is clear, Cis set to 1. |In case the BFRid has
been obtained without an error by requesting it froma D BFR
the value is copied into BFR-id of this sub-TLV, otherw se it
is set to invalid BFR-id.

R Request Bit. Wen set, this bit advertises that the BFER i s

willing to accept another BWMP than the one admi nistratively
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desired from D- BFR<SD>. The val ue of BMP is then deternined by
the according elenment in Bl ER-PE-BMP of the D BFR<SD>.

A Wen this bit is set, the BFER adverti ses that the val ue indicated
in the BFR-id has been copied fromthe assi gnnment provided by
D-BFR.  If clear and BFR-id is set, the value is administratively
assigned and i s non-negoti abl e.

BFR-id If set and R bit is clear, it indicates the BFR-id the BFR i s
occupying to the DDBFR. If the Rbit is set, it indicates the
desired BFR-id to be assigned or no preference.

9.3. BIER PE-BWMP: BI ER PE BMP Assignments TLV

This TLV is advertised only for the <SD> for which the router has
been el ected to be D-BDR<SD> or BD-BDR<SD>. It can repeat nultiple
times.

0 1 2 3
01234567890123456789012345678901
B S S s ik N s

| Type | Length [
B E e r e s i s i o T T s S S S S 2
|RRRR M-ID | subdomain-id |# of Assignments|
B i s T T S T et S S T S I T s sl s ol ST S S S
<---+
B o T T e e e i S L e s ol ST S S S S S S S S [
| AF | E| Stats| Assigned BFR-id | Prefix Length | # Bit
+-+-+-+-+-+- - - - - - - - - - - - e - - - - - e e - - - - - -+ Mask
| Address Prefix (variable) | Assgn
B T o S e i ik S S I i i S Tl i e e |
<---+
Type TBD

MI-1D Milti topology for which the assignnents are provided
subdonmi n-id subdomain-id for which the assignnents are provided

AF identifies address famly of the prefix for which the assignnent
is provided. Values TBD

Prefix Length Prefix length of the prefix for which the assignnent
i s provided.
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Prefix Prefix containing the identifying prefix fromTLVs 235, 237
135 or 236 for which the assignnent is provided.

Assigned BFR-id Bit Mask Position assigned by D-BFR set to invalid
BMP on an error status. 2 octets.

E Bit indicating assignnent error, i.e. the BFER does NOT have a
val id assi gnment.

Status Status of the assignnent, 3 bits.

0 Assignnent is OK and can be used (based on either
adm nistratively requested BMP or chosen by D BFR for the
requesting BFER). E-bit MJST be clear.

1 error: Unresolvable collision with other administratively set
val ues, Bit Mask Position cannot be used. E-bit MJST be set.

2 error: Qut of Bit Mask Positions for the Topol ogy and Set, Bit
Mask Position cannot be used. E-bit MJST be set.

all other values reserved, MJST NOT be used.

The assignnments SHOULD be sorted on BFER-ID. Assignnments MJST NOT
repeat when the TLV is advertised nmultiple tinmes and a router

di scovering such condition MJST i ssue an adequate warni ng. Wen
mul ti pl e assignnents for the sane BFR are found, the first one in
first TLV MJUST be used and all others disregarded.

The assignments MUST NOT repeat any BIER I nfo sub-TLVs that have the
R and A bit cleared, e.g. purely adninistrative assignnents. A
router discovering such condition MJST i ssue an adequate warni ng and
di sregard such assi gnnments.

The assignments MUST repeat all assigned BIER I nfo sub-TLVs (that
have A bit set). Wen such assignnment is not advertised anynore, the
accordi ng BFER MJUST interpret that as |loss as assignment, i.e. start
with Rbit again or set the BFRid to invalid BFR-id.

10. Security Considerations
| mpl enent ati ons nust assure that mal forned TLV and sub- TLV

pernutations do not result in errors which cause hard protoco
failures.
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