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Abst ract

Thi s docunent defines a nethod by which a device or application may
signal information relating to current threat handling to other

devi ces/applications that may reside locally or in the cloud. The
initial focus is ddos mitigation; however, the nmethod nmay be extended
to comuni cate any threat type. This will allow for a vendor or

provi der agnostic approach to threat nmitigation utilising multiple

| ayers of protection as the operator sees fit.

The di ssem nation of threat information will occur utilising JSON RPC
APl over HTTPS communi cati ons between devi ces/applications and will be
augnmented by | PFI X and UDP for signaling telenetry infornation
relating to attacks and protected object data.

An open standards based approach to communi cati on between on-preni se
DDoS mitigation devices and cl oud based DDoS protection services
allows for enterprises to have a wider range of options to better
secure their environments without the linitations of vendor |ock-in.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79. Internet-Drafts are working
docunents of the Internet Engineering Task Force (I ETF). Note that
other groups nmay al so distribute working docunents as Internet-Drafts.
The list of current Internet-Drafts is at
http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 18, 2015.

Copyright Notice
Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents carefully,
as they describe your rights and restrictions with respect to this
docunent .
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1. Introduction

There are many devices and applications dealing with threat handling
that may be a discrete part of a larger strategy. These elenents may
be required fromtine to tine to signal to an upstream conponent or
provider that the capabilities of the device are exceeded and that an
of frampi ng of attack traffic to a nore capable el enent or
infrastructure is desired or required. Signaling the need to off-ramp
is not the only necessary feature; however, it is also desirable to
communi cate the formthat the threat takes in order to accelerate the
next layer nitigation process.

Al t hough many vendors and providers inplenent their own variation or
invest in integrating disparate APls, we are proposing the adoption of
a standard nethod for elenents to signal allow ng greater integration
anong any CPE (Customer Prem se Equi pnent) device, service or cloud
provider. |In addition to the goal of interoperability, the intent

is to present a robust nethod capable of continued signaling in the
event of congested ingress paths to the originator. Statefu
transport exchanges between conmponents may | everage recogni sed JSON
APl channels in order to pass white & black lists, export collector

i nformation, protected object attributes, signature updates,
mtigation details etc. These exchanges can occur at regul ar
intervals during tines of relative inactivity and could conti nue
during attacks up to the point where a signaling conponent or path
beconmes overwhelmed. In parallel, a UDP | PFI X channel wll export
data pertaining to protected objects as well as current and ongoi ng
incidents. The receiver for export will be delivered to the signaling
conmponent via the JSON APl channel, allowi ng for the upstream el enent
to set the destination dynanically. The UDP export will focus nore
specifically on communicating the current state of the threat and the
conponent dealing with it. Should the signaling component risk
becom ng degraded, the telenmetry data passed fromthis node wll
comruni cate this risk while also ensuring an upstream device or
provider has the required information to take over traffic handling
without the need to relearn and re-detect.

2. Data Dictionary
The data dictionary refers to a set of attributes comobn across

i npl ementations. The dictionary is not exhaustive and expansion is
encouraged. The object definitions, as presented in this draft, are

intended to comuni cate an event. An event will include a nunber of
attributes which will identify an attack profile, the targeted
resource, any existing mtigation actions being undertaken, sla

i nformati on and scope. |In certain circunmstances, such as initia

regi stration and discovery, it nmay be desirable to export infornmation
regardi ng protected objects currently nmanaged by the signaling
component outside the scope of any threat or action. These nmay be
identified as informational when the record is acconpani ed by an
event key of O.

Teague. Expires July 18 2015 [ Page 2]



Internet-Draft draft-teague-open-threat-signaling-00 January 15
The event attributes will appear:

- Access Token

- Key

- Time

- Type (category and subtype)
- Description

- Counter

- Scope

- SCs

- Threshol ds

* Access Token - authentication token (e.g. pre-shared nonce)

* Key - the signaling conponent specific event identifier

* Time - the time the event was triggered. The tinestanp of the
record may be used to determine the resulting duration

* Type - determned fromthe attack definitions

* Description - textual notes

* Scope - refers to the status of started, ended or ongoing

* SOS - this allows for a signaling conmponent to sinply conmunicate
that further filtering by additional infrastructure, provider or
cloud is necessary. This negates the need to perform additiona

anal ytics on traffic characteristics and load. This field should be
i gnored where the scope identifies an attack as having ended. The
SCS field is expected to conmuni cate whenever the signaling conponent
is overwhelmed but in certain circunmstances this nay need to be set
for any or all events, it should therefore not be exclusively tied to
si gnal i ng conponents heal t h.

* Thresholds - load factorl % of nmax, |oad factor2 % of nax

The above event attributes will be augnmented by additional data
relating to the resource being attacked and the current handling.

The protected object attributes will appear

- Access Token

- Key

- Label

- I Pv/Prefix
* version
* address/ prefix
* protocol
* port(s)

- SLA QoS

- Mtigation status

- B/Wthreshol d

- Counters
*Current Pps
*Curr ent Bps
* PeakPps
* PeakBps
*Typi cal Pps
*Typi cal Bps
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The Access Token and Key el ements correspond to those found in the
event notifier. Timestanp may be derived fromthe export-tinmestanp in
the |1 PFI X header.

Label - textual I|abe
* |Pv/Prefix - identifies the protected object under attack including
i p version, address, protocol, port
* SLA - expressed as the first three bits of the dscp field val ue.
This will map to (lowest to highest) BE, CS1, CS2, CS3, CS4, and CS5.
The purpose is for the upstream el enment or provider to be able to
classify and handle attack traffic accordingly.
* Mtigation status - sinple true or false to denote whether an active
nmtigation is occurring
* B/Wthreshold - event bandwi dth as a % of overall capacity
* Rate/frequency - exports counters based upon current, peak and
aver age bps/ pps

The attack type identifier will be constructed froma category and a
sub elenment. The category will be one of the high level types bel ow
with the sub elenent providing greater granularity into the event.
This specific set of identifiers may be further expanded and a
mechani smto update the attack dictionary across the JSON APl channe
or alternately for the elenents to negotiate a standard set of
definitions or an expanded set should be considered for a future
iteration.

3. Attack/threat categories and sub el ements

Bandwi dth - b/w exceeds avail abl e capacity or threshold
Packet Rate - pps exceeds capacity or threshold
| pv4 Object - may be one or a conbination of the foll ow ng:
- addr
- protocol
- src port
- dscp
- length
- flags
- ttl
- martian
| pv6 Object - may be on or a conbination of the follow ng:
- addr
- protocol / next - header
- src port
- length
- traffic class
- hop limt
- flow I abel
- martian

Teague. Expires July 18 2015 [ Page 4]



Internet-Draft draft-teague-open-threat-signaling-00 January 15

- Packet Sanity - packets that fail basic sanity checks:
- UDP packets with invalid UDP | ength
- TCP packets with corrupt header
- UDP/TCP with src/dst port O
- invalid version
- invalid option
- runt/giant/ping of death
- land
- fragnments
- TCP - attacks agai nst TCP
- syn abuse
- ack abuse
- fin abuse
- rst abuse
- psh abuse
- urg abuse
- Wi ndow abuse
- invalid TCP flags (null,xnmas)
- fragnent abuse
- invalid option
- sockstress
- UDP - attacks agai nst UDP
- flood abuse
- fragnent abuse
- 0 payl oad
- I1CGwW - attacks against icnp:
- flood
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- Application - higher |ayer attacks:

- http

hash col | i sion

get flood
- post flood
- randonfinvalid url
- sloworis
- slow read
- r-u-dead-yet (rudy)
- url regex
- mal forned request
- XSS
htt ps
- ssl session exhaustion

- request spoofing

- query flood

- nxdomain fl ood

- any flood

- query regex

- mal formed query

- response flood

- dnssec abuse

sip
- mal fornmed request

sql
- injection

ification - amplified/anplifier attacks

dns

nt p

snnmp

net bi os

ssdp

char gen

gotd

bittorrent

kad

smur f

quake

st eam

- Intrusion - potential intrusion or nuisance

- Custom -

port scan
buf f er overfl ow

draft-teague-open-threat-signaling-00

January 15

well know threat identifiers (CERT, energing threats etc.)

t he standard

custonil
cust on®
etc.
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An event will be triggered based on the attack profile.

E.g. application:http-sloworis and icnp:flood woul d be consi dered
2x separate events. The ability to roll individual events into a
parent event id is also permissible. In these instances the ability
to identify a parent event would be necessary. A device nay use a
threat data field in the export to comunicate a sanpl e payl oad for
scrutiny by an upstream system or provider and on which a signature
based filter may be based

4. Threat enuneration
Threats will be identified using a 16 bit format split into 2x octets,

the 1st octet will identify the category where there 2nd octet wll
relate to a specific sub type.

Fom e e e oo Fom e o - o e e m e e e e e e e e e e — e oo Hom e e oo - +
| Cat egory | I D | SubType | ID |
o e oo [ RS oo e e e e e e e e eee— oo s o m e e oo +
| Bandwi dt h | 1 [ [ [
| Packet Rate | 10 | | |
| 1Pv4 bject | 11 [ [ [
[ [ | addr | Obl [
| | | protocol | Obi10 |
| | | port | Obi1l |
[ [ | src port | Ob100 |
| | | dscp | Ob101 |
[ [ | Iength | Ob110 |
[ [ | flags | Ob111 |
| | | ttl | Ob1000 |
| | | martian | Ob1001 |
| 1Pv6 hject | 100 [ [ [
[ [ | addr | Obl [
| | | protocol/nh | Obi1l |
[ [ | src port | O0b100 |
| | | Iength | Ob101 |
| | | traffic class | Ob110 |
[ [ | hop limt | Ob1l11 |
[ [ | flow | abel | 0b1000

| | | martian | Ob1001 |
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| Packet Sanity | 101 | | |
[ [ | UDP I ength | Ob1l [
| | | TCP corrupt header | Obio |
| | | UDP/TCP src port O | Obi1l |
[ [ | invalid version | 0b100

| | | invalid option | Ob101 |
| | | runt/giant/ping of death | Ob110

[ [ | land | Obl111 |
| | | fragments | Ob1000 |
| TCP | 110 | | |
[ [ | syn abuse | Obl [
| | | ack abuse | Obi10 |
| [ | fin abuse | Obl1 [
| | | rst abuse | Ob100 |
| | | psh abuse | Ob101 |
| | | urg abuse | Ob111 |
[ [ | w ndow abuse | 0b1000 |
| | | invalid TCP fl ags | Ob1001

| [ | fragnment abuse | O0b1010

| [ | invalid option | Ob1011

| | | sockstress | Ob1100

| uDP | 111 | | |
[ [ | flood abuse | Obl [
| | | fragment abuse | Obi10 |
| | | O payl oad | Obi1l |
| 1CwP | 1000 [ [ [
[ [ | flood | Obl [
| Application | 1001 | | |
[ [ | hash collision | Obl [
| | | http - get flood | Obi10 |
| [ | http - post flood | Obl1 [
| | | http - randomiinvalid url | Ob100

| | | http - sloworis | Ob101 |
| | | http - slow read | Obi11o0

[ [ | http - r-u-dead-yet (rudy) | Obl11 |
| | | http - nal forned request | Ob1000

| [ | http - xss | O0b1001 |
| [ | https - ssl session exhaustion | 0b1010

| | | dns - request spoofing | Ob1011

| | | dns - query flood | Ob1100

[ [ | dns - nxdonmain flood | Ob1101 |
| | | dns - query regex | Ob1110

[ [ | dns - malfornmed query | Obl111

| | | dns - response flood | Ob10000|
| | | dns - dnssec abuse | Ob10001
| | | sip - malformed request | Ob10010|
[ [ | sgl - injection | Ob10011
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| Amplification | 1010 [ [ [
[ [ | dns | Obl [
I I | ntp | Obl0 |
| | | snnp | Obll |
[ [ | netbios | O0b100 |
| | | ssdp | Ob101 |
[ | | chargen | Ob110 |
[ [ | gotd | Ob111 |
| | | bittorrent | Ob1000

[ [ | kad | Obl001 |
[ [ | snurf | O0b1010 |
| | | quake | Ob1011 |
| | | steam | Ob1100 |
| [ | I'ntrusion | Ob1011 |
| | | port scan | Obi |
| | | buffer overflow | Obio |
[ [ | well known - energing threats | Obll [
| | | well known - us-cert | Ob100

[ [ | well known - idefence | Ob101 |
| .. | ... I I I
| Custom | 11111111 | [ [
| | | customl | Ob1i |
[ [ | custon® | 0bl0 [
| | | custonB | Obi1l |
| | | customit | Ob100 |
[ [ | custonb | Ob101 |
| | | custonb | Ob110 |
| | | custonv | Ob111 |
[ [ | custonB | 0b1000 |
I I I I I
. N T e Fommamenn +

5. JSON RPC APl over HTTPS communi cati on

The JSON APl channel is expected to be opened at regular intervals
for the exchange of command and control data. The signaling conponent
wi Il authenticate using a standard user/rol e: password or api-key and
request URL:{schene}://{host}:{port}/ocs/api/cloudinfo using a POST
met hod with a request body of {"device_ip":"<device ip>"

"l oad_factorl":"<alias>", "load factor2":"<alias>"...}. The upstream
el ement will use the access token plus ip address to verify the
originators credentials as valid signaling component. The upstream
el ement may then pass to the requesting conmponent the IPFIX ID

token, the | PFI X destination address, white lists and nitigation

i nformati on.
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METHOD: POST
URL: {schene}://{host}:{port}/ocs/api/cloudinfo
Request Body:

{"device_ip":"<device ip>", "load factorl": "<alias>"
"l oad factor2": "<alias>" }

Response Body:

{

"access_t oken": " <Access- Token>"

"export _host":"<ip>",

"whitelist_ips":["<ipl>","<ip2>"..],

"device_threshold config": {"load factorl": "% of max",

"l oad factor2": "% of nax", "load factor3":"% of nmax"}
"mtigation_info":{"status":"<status(lnactive, Monitoring, Mtigating)>"
,"swing_flag":"<true or false>",

"bl acklistaddrs":["<i pl>","<ip2>"..]}

"custont:"arbitrary data”

}
Request Body:

The device_ip attribute sinply details the signaling conponents source
address. The device may al so communi cate the aliases assigned to
| ocal load factors of interest e.g. cpu, nenory, state table etc.

Response Body:

The access_token will be used for basic authentication of |IPFIX
exports to the upstream coll ector

The export_host will comunicate the ipv4/ipv6é addr of the upstream
| PFI X col | ector.

The whitelist_ips attribute will allow for an provider or cloud
instance to white list certain ip addresses fromwhich all traffic
shoul d be accepted to ensure that any proxied traffic where the
original address is obscured is not nistaken for a new attack

si gnature.

The device_threshold _config is an extensible object which allows the
upstream el enent to set thresholds of common netrics at which to
trigger an SCS=true. The common netrics are described as |oad factors
and nay be device specific, these should be expressed as a % of the
maxi mum capacity.

The mitigation_info object is also extensible and will comunicate the
current status, offranp/restoration status and any rel evant bl ack
l'ist information.

Teague. Expires July 18 2015 [ Page 10]



Internet-Draft draft-teague-open-threat-signaling-00 January 15
The status attribute of the nmitigation_ info object as 3x states:

* | nactive - no | PFl X nessages have been received in the |ast
heal th-refresh-ti meout period.

* Monitoring - | PFI X nessages are being received

* Mtigating - the upstreamis actively nitigating a threat

The swing attribute of the nitigation_info object is set either true
or fal se

* True - the attack has abated or reduced (if volunetric) to a | eve
deenmed within the capacity of the original signaling conponent.

* False - the attack mitigation should continue to be handled by the
upstream el enent .

The bl acklistaddrs attribute is a sinple set of ipv4 or ipv6 addresses
and all ows an upstream el enent to conmuni cate known bad actors or
conprom sed hosts to the signaling conmponent.

The customfield may be used for the upstream el ement to communicate

an arbitrary object. This could include a portal url in the cloud or
some other yet to be standardi sed dat a.

5.1 JSON APl Exanpl e interaction

+- -+ +- -+
| D|--------- HTTPS------- | C|
+-+- + +-+- +
I I
| +-+-+
R | PRI X------- | 1|
+- -+
D = DDoS nitigation device 192.0.2.1
C = doud provider 198.51.100.1

| | PFI X recei ver 203.0.113.1

Dinitiates an https connection to C
URL: https://user:password@98. 51. 100. 1: 443/ ocs/ api / cl oudi nfo

D posts:

{
"device_ip":"192.0.2.1"
}
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C responds:

{

"access_token":"abc123"

"export _host":"203.0.113. 1",
"whitelist_ips":["203.0.113.254","203.0.113. 253"],
"device_threshold _config":

{"load_factorl1": "85", "load factor2": "75", "load factor3": "85"},
"mtigation_info":
{"status":"Inactive","swing flag":"True", "blacklistaddrs":[""]},

"custont: {"portal _url":"https://portal.cloud.net/Mtige?=192.0.2.1"}
}

Upon recei pt of the response body the device 192.0.2.1 would now
send event exports to the I PFI X receiver at 203.0.113.1 and woul d

aut henticate using the 1D "abcl123". Periodically a new token may be
exchanged or an alternate | PFl X destination (export_host) set. In
these instances the signaling conponent should start using the new
credentials or destination inmrediately. The conponent will whitelist
the ip addresses of 203.0.113.254 and 203.0.113.253. The SCS flag
will be set to true should the conmponent cpu=85% or mem=85% or
bandwi dt h=75%

6. | PFI X export

| PFI X was selected for this channel due to its push nature, extensible
tenplates and its existing availability on ddos and security

pl atforns. Leveraging an existing protocol will result in m ninmnal
retooling and hopefully |lower any barrier to adoption

An attack will trigger the creation of an incident record on the
conponent which in turn will trigger |PFIX export to an upstream
device or provider with details of the attack paraneters. Due to the
unreliabl e nature of UDP event data sets will repeat at regul ar
intervals for the duration of the attack

An attack may generate different data exports which will conmunicate
various facets of the threat, the target and the overall incident.

The event data set will define the base key and this will be used to
link other records such as protected objects and threat profile data
sets. Corresponding data sets referencing the same key will be

consi dered part of the sane event when conbined with the conponent id.

An | PFI X event data export nay be used as a heartbeat between
elements. It is recommended that the signaling conponent periodically
send heartbeats upstreamto verify its status during periods of
relative inactivity, failure by the upstreamto receive these
heartbeats may then trigger an alert or further investigation into
why they never reached their destination.
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The tenplate for events will contain 8x fields as detail ed:
i T e e o o e e e e e L o o o SIS
| Set ID=2 | Length |
B i S S T s i S T st i S S S S S S S S i
[ Tenplate ID n [ Field Count = 8 [
T T T b i e s i i ey
| 1] Access Token | Field Length = n |
i e o o i S e e e L o ok o S
| 1] Key | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Ti me [ Field Length = n [
T T T i i e T i i i S
| 1] Type [ Field Length = n [
T e o o s S e e e L o T o NI e
| 1] Descri ption | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Scope [ Field Length = n [
T T i i i e e TR S R C L ok i R S
| 1] SOS | Field Length = n |
T e o o e S e e e L o ok o S e
| 1] Thr eshol ds | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
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The tenplate for protected object will contain 16x fields as detail ed:
i T e e o o s S e e et e ok o o R
| Set ID=2 | Length |
B i S S T s i S T st i S S S S S S S S i
[ Tenplate ID n [ Field Count = 16 [
T T T b i e s i i ey
| 1] Access Token | Field Length = n |
i e o o i S e e e L o ok o S
| 1] Key | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Label [ Field Length = n [
T T T i i e T i i i S
| 1] | P version [ Field Length = n [
T e o o e S e e e L o ok o S e
| 1] Addr ess/ Prefi x | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Pr ot ocol [ Field Length = n [
T T T i i e T i i i S
| 1] Por t | Field Length = n |
T e o o e S e e e L o ok o S e
| 1] SLA Code Poi nt | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Mtigation Status [ Field Length = n [
T T i i i i S e L E ok S N Sae
| 1] B/ W Thr eshol d [ Field Length = n [
T e o o e S e e e L o ok o S e
| 1] Current Pps | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Current Bps [ Field Length = n [
I T i i i e e stk i S S N SR
| 1] Peak Pps | Field Length = n |
T e o o i e e e L o o o NI e
| 1] Peak Bps | Field Length = n |
B i S S T s i S T st i S S S S S S S S i
| 1] Typi cal Pps [ Field Length = n [
T T i i i e e e i i i s S I S S S S
| 1] Typi cal Bps [ Field Length = n [
I s o i e e e e e ok o S e
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The tenplate for attack and threat identification will contain

4x fields as detail ed:
B i s T T S T et S S T S I T s sl s ol ST S S S
| Set ID=2 | Length |
B T i S S i S T h T i S S S S e
| Tenplate 1D n | Field Count = 4 |
B E e r e s i s i o T T s S S S S 2
| 1] Access Token | Field Length = n |
B i s T T S T et S S T S I T s sl s ol ST S S S
| 1] Key | Field Length = n |
B T i S S i S T h T i S S S S e
| 1] Threat ldentifier | Field Length = n |
B E e r e s i s i o T T s S S S S 2
| 1] Threat Data | Field Length = n |
B i s T T S T et S S T S I T s sl s ol ST S S S

Note - where no threat data is required to aid in mtigation
(ie the identifier is enough) the Threat Data field nay be set to
nul | .

7. Security Considerations

The protocol described here serves as a security nitigation tool
Potential vulnerabilities of this systemare addressed by the use of
encrypted channels for comuni cati on between the el enments and the use
of |l ow overhead control signals in case there is denial of service or
congestion affecting the paths between the el enents. The security
consi derations of [RFC7011] and [ RFC5405] apply to the | PFI X and UDP
based channel s respectively. Additional security considerations wll
be added to subsequent drafts.

8. | ANA Consi derations

There are not expected to be requests to the IANAin relation to this
neno.

9. Contributors

This docunent represents a coll aborative effort by engineers at
Verisign and Juniper to create a candidate for an open standards
effort supporting conmuni cati on between on-preni se DDoS mitigation
devi ces and cl oud based DDoS mitigation services. A standards based
approach all ows businesses to have a wi der range of options to better
secure their complex environments without the Iimtation of vendor

| ock-in. The conpani es have published a draft specification through
the Internet Engineering Task Force (I ETF) to encourage conmunity
participation and further devel opnent of these proposals toward
becom ng an open standard.
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