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Abst ract

Information Centric Networking is a new paradi gm where the network
provi des users with named content, instead of comunication channels
bet ween hosts. This docunent outlines sone research directions for
Information Centric Networking (ICN) with respect to applying ICN
approaches for coping with natural or human-generated, |arge-scale
di sasters.
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1. Introduction

Thi s docunment summarizes sone research chall enges for coping with
natural or human-generated, |arge-scale disasters. Further, the
docunent di scusses potential directions for applying Information
Centric Networking (ICN) to address these chall enges.

Section 2 gives sone exanpl es of what can be considered a | arge-scal e
di saster and what the effects of such disasters on communi cation
networks are. Section 3 outlines why ICN can be beneficial in such
scenarios and provides a high-level overview on correspondi ng
research chall enges. Section 4 describes sone concrete use cases and
requirenents for disaster scenarios. In Section 5, sone concrete

| CN- based sol utions approaches are outlined. Related research
activities are ongoing in the GeenlCN research project; Section 6
provi des an overvi ew of this project.
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2. Disaster Scenarios

An enor nous earthquake hit Northeastern Japan (Tohoku areas) on March
11, 2011, and caused extensive damages including bl ackouts, fires,
tsunam s and a nuclear crisis. The lack of information and neans of
conmmuni cation caused the isolation of several Japanese cities. This
i npacted the safety and well-being of residents, and affected rescue
wor k, evacuation activities, and the supply chain for food and ot her
essential itenms. Even in the Tokyo area that is 300km away fromthe
Tohoku area, nore than 100, 000 peopl e becane 'returner’ refugees, who
could not reach their hones because they had no neans of public
transportation (the Japanese governnent has estinated that nore than
6.5 nmillion people would beconme returner refugees if such a
catastrophic disaster were to hit the Tokyo area).

That earthquake in Japan al so showed that the current network is

vul nerabl e agai nst di sasters and that nobil e phones have becone the
lifelines for comunication including safety confirmation. The
aftermath of a disaster puts a high strain on avail able resources due
to the need for comunication by everyone. Authorities such as the
President/Prine-Mnister, local authorities, Police, fire brigades
and rescue and nedi cal personnel would like to informthe citizens of
possi bl e shelters, food, or even of inpending danger. Relatives
woul d Iike to comunicate with each other and be informed about their
wel | being. Affected citizens would like to make enquiries of food
distribution centres, shelters or report trapped, m ssing people to
the authorities. Mdreover, damage to conmunication equi pnent, in
addition to the already existing heavy demand for conmmunication

hi ghlights the issue of fault-tolerance and energy efficiency.

Additionally, disasters caused by humans such as a terrorist attack
may need to be considered, i.e. disasters that are caused
deliberately and willfully and have the el enent of human intent. In
such cases, the perpetrators could be actively harm ng the network by
| aunching a Deni al -of -Service attack or by nonitoring the network
passively to obtain informati on exchanged, even after the nain

di saster itself has taken place. Unlike sone natural disasters that
are predictable using weat her forecasting technol ogi es and have a

sl ower onset and occur in known geographi cal regions and seasons,
terrorist attacks may occur suddenly wi thout any advance war ni ng.
Nevert hel ess, there exi st nany comonalities between natural and
human-i nduced di sasters, particularly relating to response and
recovery, conmuni cation, search and rescue, and coordi nation of

vol unt eers.

The tinely dissem nation of information generated and requested by

all the affected parties during and the imedi ate aftermath of a
disaster is difficult to provide within the current context of gl oba
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3.

3.

i nformation aggregators (such as Google, Yahoo, Bing etc.) that need
to index the vast anpunts of specialized information related to the
di saster. Specialized coverage of the situation and tinely

di ssem nation are key to successfully nmanagi ng di saster situations.
We believe that network infrastructure capability provided by
Information Centric Networks can be suitable, in conjunction with
application and m ddl eware assi stance.

Research Chal | enges and Benefits of ICN
1. High-Level Research Chall enges

G ven a disaster scenario as described in Section 2, on a high-1|evel
one can derive the follow ng (inconplete) list of corresponding
techni cal chal |l enges

o Enabling usage of functional parts of the infrastructure, even
when these are disconnected fromthe rest of the network: Assum ng
that parts of the network infrastructure (i.e. cables/Iinks,
routers, nobile bases stations, ...) are functional after a
di saster has taken place, it is desirable to be able to continue
usi ng such conponents for conmunication as nuch as possible. This
i s chall engi ng when these conponents are di sconnected fromthe
backhaul , thus forming fragnented networks. This is especially
true for today’s nobile networks which are conprised of a
centralised architecture, mandating connectivity to centra
entities (which are located in the core of the nobile network) for
communi cation. But also in fixed networks, access to a nane
resol ution service is often necessary to access sonme given
content.

0 Decentralised authentication: In nobile networks, users are
aut henticated via central entities. |In order to conmunicate in
fragmented or di sconnected parts of a nobile network, the
chal | enge of decentralising such user authentication arises.
I ndependently of the network being fixed or nobile, data origin
aut hentication of content retrieved fromthe network is
chal | engi ng when being 'offline’ (e.g. disconnected from servers
of a security infrastructure such as a PKl).

0 Delivering/obtaining information in congested networks: Due to
broken cables, failed routers, etc., it is likely that in a
di saster scenario the communicati on network has nuch | ess overal
capacity for handling traffic. Thus, significant congestion can
be expected in parts of the infrastructure. It is therefore a
chal | enge to guarantee nessage delivery in such a scenario. This
is even nore inportant as in the case of a disaster aftermath, it
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may be crucial to deliver certain information to recipients (e.qg.
warnings to citizens).

Del ay/ Di sruption Tol erant Approach: Fragnmented networks nakes it
difficult to support end-to-end comunication. However,

communi cation in general and especially during disaster can
tolerate some formof delay. E.g. in order to know if his/her
relatives are safe or a 'SOS' call need not be supported in an
end-to-end manner. It is sufficient to inprove comruni cation
resilience in order to deliver such inportant nessages.

Energy Efficiency: Long-Ilasting power outages may lead to
batteries of conmunication devices running out, so designing
energy-efficient solutions is very inportant in order to maintain
a usabl e conmuni cation infrastructure.

The list above is nost likely inconplete; future revisions of this
docunent intend to add additional challenges to the list.

3. 2.

How | CN can be Benefi ci al

Several aspects of |ICN nake rel ated approaches attractive candi dates
for addressing the challenges described in Section 3.1. Belowis an
(inconplete) list of considerations why |ICN approaches can be
beneficial to address these chall enges:

(0]

Rout i ng- by-nane: |1CN protocols natively route by naned data
objects and can identify objects by nanes, effectively noving the
process of name resolution fromthe application layer to the
network layer. This functionality is very handy in a fragnmented
network where reference to | ocation-based, fixed addresses nay not
work as a consequence of disruptions. For instance, nane
resolution with I CN does not necessarily rely on the reachability
of application-layer servers (e.g. DNS resolvers). 1In highly
decentralised scenarios (e.g. in infrastructurel ess, opportunistic
environnments) the I CN routing-by-nane paradi gmeffectively may
lead to a 'replication-by-nane’ approach, where content is
replicated depending on its nane.

Aut hentication of naned data objects: ICNis built around the
concept of naned data objects. Several proposals exist for
integrating the concept of 'self-certifying data’ into a nam ng
schene (see e.g. [RFC6920]). Wth such approaches, the origin of
data retrieved fromthe network can be authenticated w thout
relying on a trusted third party or PKI

Cont ent - based access control: ICN can regul ate access to data
objects (e.g. only to a specific user or class of users) by neans
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of content-based security; this functionality could facilitate
trusted comuni cati ons anbng peer users in isolated areas of the
net wor k.

0 Caching: Caching content along a delivery path is an inherent
concept in ICN. Caching helps in handling huge anmounts of
traffic, and can help to avoid congestion in the network (e.g.
congestion in backhaul |inks can be avoi ded by delivering content
from caches at access nodes).

0 Sessionless: ICN does not require full end-to-end connectivity.
This feature facilitates a seemn ess aggregati on between a nornal
network and a fragmented network, which needs DIN-|li ke nessage
f orwar di ng.

The list above is nost likely inconplete; future revisions of this
docunent intend to add nore considerations to the list and to argue
in nore detail why ICNis suitable for addressing the aforenentioned
research chal | enges

4. Use Cases and Requirements

This Section describes sone use cases for the aforenenti oned di saster
scenario (as outlined in Section 2) and di scusses the correspondi ng
techni cal requirements for enabling these use cases.

0 Delivering Messages to Relatives/Friends: After a disaster
strikes, citizens want to confirmto each other that they are
safe. For instance, shortly after a large disaster (e.g.

Eart hquake, Tornado), people have noved to different refugee
shelters. The mobile network is not fully recovered and is
fragment ed, but some base stations are functional. This use case
i nposes the followi ng high-level requirenents: a) People nust be
able to communicate with others in the sanme network fragnent, b)
peopl e nust be able to communicate with others that are located in
different fragnented parts of the overall network. More
concretely, the follow ng requirenments are needed to enable the
use case: a) a nechanismfor scal abl e nessage forwardi ng schene
that dynam cally adapts to changing conditions in disconnected
networ ks, b) DTN-li ke nmechanisns for getting information from

di sconnected island to another disconnected island, and c) data
origin authentication so that users can confirmthat the nessages
they receive are indeed fromtheir relatives or friends.

0 Spreading Crucial Information to Citizens: State authorities want
to be able to convey inportant information (e.g. warnings, or
i nformati on on where to go or how to behave) to citizens. These
kinds of information shall reach as nany citizens as possible.
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i.e. Crucial content fromlegal authorities shall potentially
reach all users in time. The technical requirenments that can be
derived fromthis use case are: a) Data origin authentication

such that citizens can confrimthe authenticity of nessages sent
by authorities, b) nechanisns that guarantee the tineliness and

| oss-free delivery of such information, which may include
techniques for prioritizing certain nmessages in the network
dependi ng on who sent them and c) DIN-1i ke mechani sms for getting
i nformati on from di sconnected island to another disconnected

i sl and.

It can be observed that different key use cases for disaster
scenarios inply overlapping and sinmilar technical requirements for
fulfilling them As discussed in Section 3.2, ICN approaches are
envisioned to be very suitable for addressing these requirenments with
actual technical solutions

5. Solution Design

This Section outlines sone | CN-based approaches that aim at
fulfilling the previously nentioned use cases and requirenents.

o ICN'data mules’: To facilitate the exchange of nessages between
different network fragnents, nobile entitites can act as ICN 'data
mul es’ which are equi pped with storage space and nove around the
di saster-stricken area gathering information to be di ssem nat ed.
As the mul es nove around, they deliver nmessages to other
i ndividuals or points of attachnent to different fragnents of the
network. These 'data nmules’ could have a pre-determ ned path (an
ambul ance going to and fro froma hospital), a fixed path (drone/
robot assigned specifically to do so) or a conpletely random path
(doctors moving fromone canp to another).

o Priority dependent Nane-based replication: By allow ng spatial and
tenporal scoping of named nessages, priority based replication
dependi ng on the scope of a given nessage is possible. dearly,
spreading information in disaster cases involves space and tine
factors that have to be taken into account as messages spread. A
concrete approach for such scope-based prioritisation of |ICN
messages in disasters, called 'NREP', has been proposed
[ Psaras2014], where |ICN nessages have attributes such as user-
defined priority, space, and tenmporal-validity. These attributes
are then taken into account when prioritizing nessages. In
[ Psaras2014], eval uati ons show how thi s approach can be applied to
the use case ’'Delivering Messages to Rel atives/Friends’ decribed
in Section 4
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o Energy Efficiency: A large-scale disaster causes a |arge-scale
bl ackout and thus a nunber of base stations (BSs) will be operated
by their batteries. Capacities of such batteries are not |arge
enough to provide cellular comunication for several days after
the disaster. |n order to prolong the batteries’ life fromone
day to several days, different techni ques need to be expl ored:
Priority control, cell-zooning, and coll aborative upload. Cel
zoom ng switches-off some of the BSs because switching-off is the
only way to reduce power consuned at the idle tine. In cel
zoom ng, areas covered by such inactive BSs are covered by the
active BSs. Collaborative comunication is conplenentary to cel
zoom ng and reduces power proportional to a load of a BS. The
| oad represents cellular frequency resources. |In collaborative
communi cati on, end-devices del egate sending and receivi ng nessages
to and froma base station to a representative end-device of which
radi o propagation quality is better. The design of an | CN based
publ i sh/ subscri be protocol that incorporates collaborative upload
is ongoing work. |In particular, the integration of collaborative
upl oad techniques into the COPSS (Content Oiented Publish/
Subscri be System} franmework is envisioned [ COPSS2011].

o Data-centric confidentiality and access control: In ICN, the
requested content is not anynore associated to a trusted server or
an endpoint location, but it can be retrieved fromany network
cache or a replica server. This call for 'data-centric’ security,
where security relies on information exclusively contained in the
message itself, or, if extra information provided by trusted
entities is needed, this should be gathered through offline,
asynchronous, and non interactive communication, rather than from
an explicit online interactive handshake with trusted servers.

The ability to guarantee security w thout any online entities is
particularly inmportant in disaster scenarios with fragnented
networks. One concrete cryptographic technique is ’C phertext-
Policy Attribute Based Encryption’” (CP-ABE), allowing a party to
encrypt a content specifying a policy, which consists in a Bool ean
expression over attributes, that nust be satisfied by those who
want to decrypt such content. Such encryption schenes tie
confidentiality and access-control to the transferred data, which
can be transnmitted also in an unsecured channel, enabling the
source to specify the set of nodes allowed to decrypt.

0 Decentralised authentication of nessages: Self-certifying nanes
provide the property that any entity in a distributed system can
verify the binding between a correspondi ng public key and the
self-certifying name without relying on a trusted third party.
Sel f-certifying nanmes thus provide a decentralized formof data
origin authentication. However, self-certifying nanes |ack a
binding with a corresponding real-world identity. Gven the
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decentralised nature of a disaster scenario, a PKI-based approach
for binding self-certifying names with real-world identities is
not feasible. Instead, a Web-of-Trust can be used to provide this
binding. Not only are the cryptograohic signatures used within a
Web- of - Trust i ndependent of any central authority; there are al so
techni cal means for making the inherent trust relationships of a
Web- of - Trust available to network entities in a decentralised,

"of fline’ fashion, such that information received can be assessed
based on these trust relationships. A concrete scheme for such an
approach has been published in [Seedorf2014], where al so concrete
exanples for fulfilling the use case 'Delivering Messages to

Rel ati ves/Friends’ with this approach are given

The Greenl CN Proj ect

This section provides a brief overview of the GreenlCN project. You
can find nore information at the project web site
http://ww. greenicn. org/

The recently forned Greenl CN project, funded by the EU and Japan

ainms to accelerate the practical deploynment of ICN, addressing how

I CN networks and devices can operate in a highly scal abl e and ener gy-
efficient way. The project will exploit the designed infrastructure
to support nultiple applications including the follow ng two broad
exenpl ary scenarios: 1) The aftermath of a disaster, e.g. hurricane,
eart hquake, tsunanmi, or a human-generated network breakdown when
energy and communication resources are at a premumand it is
critical to efficiently distribute disaster notification and critica
rescue information. Key to this is the ability to exploit fragnmented
networks with only internmittent connectivity, the potential
exploitation of nultiple nodalities of comunication and use of
query/response and pub/sub approaches; 2) Scal able, efficient pub/sub
vi deo delivery, a key requirenent in both normal and disaster
situations.

GreenlCN will expose a functionality-rich APl to spur the creation of
new applications and services expected to drive industry and
consumers, with special focus on the EU and Japanese environments,
into ICN adoption. Qur team conprising researchers with diverse
expertise, system and network equi pnment manufacturers, device
vendors, a startup, and nobile tel ecommuni cati ons operators, is very
wel | positioned to design, prototype and depl oy G eenl CN technol ogy,
and validate usability and perfornmance of real-world G eenl CN
applications, contributing to create a new, |owenergy, Information-
Centric gl obal communications infrastructure. W also plan to nmake
contributions to standards bodies to further the adoption of ICN

t echnol ogi es.
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7. Concl usi on

Thi s docunment outlines some research directions for Information
Centric Networking (ICN) with respect to applying |ICN approaches for
coping with natural or hunan-generated, |arge-scale disasters. The
docunent describes high-level research challenges as well as a
general rationale why I CN approaches coul d be beneficial to address
these chall enges. One main objective of this docunent is to gather
feedback fromthe ICN community within the I ETF and | RTF regardi ng
how | CN approaches can be suitable to solve the presented research
chal  enges. Future revisions of this draft intend to include

addi tional research challenges and to discuss what inplications this
research area has regarding related, future | ETF standardisation
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