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Abst r act

Online Social Networking (OSN) applications have attracted nillions
of people over the last few years. Their traffic represents a large
part of the traffic of the Internet. For instance, Facebook
represents near 25 percent of the Internet traffic [14][15], and a
part of this traffic is exchanged anpngst groups of end-users which
are located in the sane geographic area. In this docunent, we

i ntroduce a Named Data Networking (NDN) architecture to inprove the
delivery of OSNs contents requested by end-users in the

nei ghbour hood of the publishers: Having the know edge of the social
networ k graph and the end-users network | ocation, a SDN based NDN
controller dynamcally configures the NDN routers to route the
interest requests directly between the end-users.
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1. Introduction

I nternet usage has rapidly evolved over the | ast decade, noving
beyond si npl e one-to-one connections toward nore conpl ex

i nterconnecti ons between hosts. Online Social Networking (OSN)
services are distributed platforns through which people sharing the
same interests, activities, background and so on can interact. The
nost proninent OSNs are Facebook, Twitter and Linkedln [1].

Anal ysi ng the OSN end-users behavi our is done by several research
teans, wi shing to better understand the social relationships between
users, their habits, their way of using and consum ng OSNs, etc.
From t hose papers, such as [2][3][4], we can say that locality plays
an inportant role in OSN applications. People are very frequently
connected to other people that are in the same town, same region, in
short in a close vicinity (e.g. tweets are distributed locally to

| ocal followers, users often send their tweets fromthe same

| ocation, etc.), except for very popular accounts (e.g. a Twitter
account having mllions of followers). However, the current
net wor ki ng behavi our of the OSN applications does not take this into
account . Messages are always transferred toward renote centralised
servers, while the real destinations of the messages can be very

cl ose[ 3].

We then defined a franework of NDN for OSN Delivery (NOD), which is
an name-based forwardi ng scheme designed to optinize the delivery of
OSN data, based on the social relationships. Qur NOD franework
focuses on four key features:
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The separation of the NDN control plane from forwarding plane

- Acentralized NDN controller and view of the network topol ogy

Interface between the NDN controller and the OSN server to share
soci al network graph information

Interface between the NDN controller and the NDN routers to
dynani cal ly configure the forwarding pl ane.

This migration of control, formerly tightly bound in individua
net wor k devi ces, enables the underlying infrastructure to be
abstracted for applications and network services, which can treat
the network as a logical or virtual entity.

The centralized view and the separation of the control plane and the
data plane nean that the controller can create and naintain a

t opol ogy of how the forwardi ng nodes under his control are connected
and, based on sone conbi nation algorithms, can create paths through
the network. That allows the controller to better nanage traffic
flows across the entire network and to react to changes qui cker and
nmore intelligently.

The exanples given in the draft configure the forwarding plane using
SDN i nterfaces to highlight how Information-Centric Networking (ICN)
concepts can help to deliver OSN contents nore efficiently. These

i nterfaces and underlying networking data transport could be done
usi ng other content nami ng schenes or routing protocols.

2. Analysis of OSN Networking Behavi our

OSN applications work on graph structures that define the social
rel ati onshi ps between end-users. The study [4] of the graph of the
user communities of Twitter and Facebook shows that they are very
simlar:

A majority of users have friends in the inmediate vicinity
(city, district or country).

Only very popul ar users have "friends" (or foll owers)

di stributed al nost everywhere around the world.

The delivery of contents anpbngst OSN users can then be categorized
into two groups:

a) OSN users having a mainly local (e.g., national) follower group,
their content is consuned locally
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b) OSN users having non-local (i.e., international) follower group
their content is consunmed worl dwi de.

The study of OSN network traffic shows that the flows do not reflect
the end-users graphs. OSN applications currently forward end-users’
requests toward either the OSN renote servers or sone CDN caches
irrespectively of the end-users’ relationships. For exanple, the
exchange of OSN content between two users, who are friends on the
OSN and located in the sane access ISP network, is directed outside
the | SP network toward the OSN servers.

The delivery of OSN content locally represents an inportant field of
resources saving (transit cost, quality of experience, ...).

Qur study proposes a new architectural solution for optim zing
content delivery in OSNs. It is based on a routing schene that takes
into account end-users’ co-locality.

This draft proposes a network nodel based on Nanmed Data Networ ki ng
(NDN) and t he know edge about the co-locality of end-users: The NDN
controller configures NDN routing states in the network based on its
know edge about the |ocations of NDN forwardi ng nodes and OSN
content, as well as the social graph fromthe GOSN

3. NDN-based Nam ng Schene

Whi | e our approach | everages nane-based routing principles, it does
not depend on a particular nam ng schenme. We propose to adopt a

hi erarchi cal nam ng schene all owi ng addressi ng OSN appli cati ons,
end-users of a specific OSN and the contents produced by end-users.
As an exanple, for a particular OSN application the foll ow ng

hi erarchi cal nanmi ng schene is proposed:

/ OSNapp/ User | D/ content | D
The nane prefix /OSNapp denotes a specific OSN application. Then,
the prefix /OSNapp/ UserI D identifies an end-user in this OSN

"OSNapp". Finally, /OSNapp/UserlDicontentlD refers to a content
produced by the end-user "Userl D' of the OSN " OSNapp".
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4. Locality-aware Name-based Routing

Based on the anal ysis of the OSN networki ng behavi our and the end-
users behavi or as described in Section 2, we propose a centralised
control |l er-based NDN forwardi ng schenme that differentiates end-users
based on their OSN graph, in particular on the properties of the
list of followers of an OSN user

Popul ar end-users, whose content is consuned worl dw de, should have
a different way of working than non-popul ar | ocal end-users, whose
content will be locally consuned. For popul ar end-users the current
net wor ki ng behavi our of OSNs (e.g.; requests toward the centralized
server and data given back by the server) can be retained. It
enabl es OSN providers to keep know edge of their clients and

possi bly adapt sone processing for very popul ar end-users.
Furthernore, it can be an added val ue for them (and sonethi ng they
can nonetize) for popularity neasurenents, targeted adverti senent
(e.g. announcenent of a live of a popular singer that is foll owed by
nmllions of people, etc.).

For local end-users, i.e. for users that have mainly friends in the
i Mmediate vicinity, we adopt a nodified architecture to alleviate
the load on the OSN server and to reduce the network | oad between
the users’ access networks and the OSN server, as according to our
research the majority of the traffic stays locally. As such, we
suggest to route interest requests for local content toward the

| ocal end-users thensel ves who will provide the content.

To nmake | ocal routing possible, we first define the notion of

| ocality between OSN end-users by using the network routing hop. W
say that two users are local if there are separated by two routing
hops (or any other val ue depending on the design configuration).

We assune now that all end-users (local end-users but also non-loca
ones and popul ar ones) can announce their prefix nane in the
net wor k.

Fol I owi ng the hierarchical nam ng approach described in the previous
section, locality-aware nanme-based routing is possible since NDN
allows for the routing of interests based on the | ongest-prefix

mat chi ng on the nanme. |Indeed, |et us suppose that locality is
defined by 2 routing hops, and that the user Bob requests an
Interest for Alice’'s content who nane is "/ QOSNapp/ Alice/content 245"
We then have the two foll owi ng possible situations:
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If Bob is located nore than 2 routing hops far fromAlice, his
Interest will be routed toward the OSN server based on the OSN
application nane prefix "/OSNapp”". (Note that this forwarding
process toward the OSN server is also very likely to be applied
to popul ar end-users who have friends/followers located in
numer ous pl aces around the world.)

On the opposite side, if Bob is located within the network
region delinmted by 2 routing hops, his Interest will be
directly routed toward Alice using the name prefix
"/ OSNapp/ Alice". Alice is then required to serve Bob's |nterest
by send the requested content in a Data nessage to Bob

As we can see, in addition to have the route for the prefix

"/ CSNapp", we should then have different entries "/ OSNapp/ Userl D"
(for locally serving content requests) in the Forwarding Information
Base (FIB) of the NDN routers. So in order to avoid a scalability

i ssue when storing those routes for local users in the FIBs, we
advocate the use of a logically-centralized NDN controller to
dynanically configure the routes toward end-users taking into
account information fromtheir OSN application social graph
required, as described in the follow ng section

5. SDN-based routing configuration enploying OSN information

We advocate for a dynam c and tenporary configuration of the FIB
tables with the help of the NDN controller because is not realistic
to think that every forwardi ng node will keep know edge of all end-
users in their FIB table for scalability reasons

For ensuring better scalability in the control plane with user’s
prefix announcenents, we adopt a dynam cal approach, based a

Sof t war e- Defi ned Networking (SDN)-Iike architecture between a
centralized controller and the NDN routers, which allows to
dynanically configure the NDN forwarding tables for applying our

I ocal routing schenme, based on the social interactions in the OSN
(e.g. add route in the local NDN routers according to the network
operator’s requirements and policies for a certain network region
and/ or a particular group of contents/users). In a general context
of the workflow, when the controller receives an update nessage from
the OSN server containing information about OSN contents or users
| ocations, it can decide to re-calculate routes using topol ogica
and OSN social graph information. If a newly cal cul ated route
requires nodifications to one or nore NDN forwarding el enents, the
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controll er comunicates the changes to the registered NDN forwarding
nodes, respectively.

A threshold val ue can be defined for each |ocal user to estimate his
popul arity which takes into account the nunber of followers in an
OSN application.

If the user’s nunber of followers exceeds the predefined threshold
val ue, the OSN application can instruct the NDN controller to nodify
the FIBs of forwarding nodes |ocated in close vicinity to the user

| ocation as discussed above by addi ng new prefixes and targets.

On the other hand, if the nunber of followers of the local user is
bel ow a predefined threshold, the OSN application can instruct the
NDN controller to nodify the FIBs of the previously sel ected
forwardi ng nodes to renove the additional FIB entries for the
particul ar |ocal user.

This hel ps scaling the name-based routing approach by avoiding the
accunul ati on of unnecessary FIB entries in the forwardi ng nodes.

We describe in the following the main types of notification which
can be sent to our NDN controller.

5.1. Notification to the controller for setting routes to the OSN
server

At the startup, the OSN provider is responsible for announcing its
nane prefix '/ OSNapp’ in the network: this allows to set up routes
in the network toward the OSN server. The announcenent can be

regi stered by a service running on the NDN controller to calcul ate
routes for interest requests in the network to the OSN application
server.

Subsequently the controller populates the Forwarding | nfornmation
base (FIB) of the regi stered NDN forwardi ng nodes. The FIB of each
forwarding node will then contain at |east one entry natching

"/ CSNapp’ to forward all requests for OSNapp content to the
respective application server if no other FIB entry has a | onger
prefix match. It is presuned that the OSN application servers are
stable and always on so that there will no requirenents for frequent
updates of this particular FIB entry.
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5.2. Notification to the controller for OSN users’ |ocation

When an user, let us say Joe, is getting online, the OSN server
notifies the controller that Joe is now available. In the
notification message, the OSN server provides the controller with
i nformati on about Joe, such as:

the | ocation of the NDN router to which Joe is connected

the list of Joe's friends/followers who are currently online,
along with their location (i.e. the location of the NDN routers
to which Joe's online friends are connected)

the list of users Joe follows (friendship in OSNs is not
necessarily two-way, reciprocal.)

additionally, some other optional neta-information, which can
be especially useful when Joe defines different access rights
to his contents for his friends. For exanple, Joe can restrict
the access to his personal photos to only his fanily nenbers.

Based on those elenents fromthe OSN server and on its know edge of
the network topol ogy and policies, the controller can configure the
network with new routes toward Joe, by adding the entry

"/ OSNapp/ Joe" into the FIB of the NDN nodes that are |ocated within
the | ocal network region around Joe (i.e. located at nbst 2 routing
hops far fromthe Joe, supposing that we have set the locality val ue
to 2 - the value depends on network topol ogy and configuration).
Note that this route is added to a local NDN router only if it is
the access router of Joe or there are Joe's online friends attached
to the router.

After the controller has configured the | ocal NDN forwardi ng nodes
for Joe’'s reachability, local friends can retrieve Joe’'s contents
fromhinself: all related content requests will thus forwarding to
Joe who is responsible for serving the demand.

Now, when Joe is disconnecting, the OSN server notifies the
controller again, which in turn can check the list of Joe’s
followers to evaluate with the help of a pre-defined threshold val ue
if the nunmber of followers of Joe still exceeds the threshold or if
the FIB of a NDN forwardi ng node can be cleaned fromthe entries
corresponding to "/ OSNapp/Joe" nane prefix. And also in the reverse
operation, the controller can check the |list of users that Joe
hinself follows in order to check if it can renove other FIB entries
to those users to inprove scalability of the approach
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6. Application Call Flows

This section describes in details the call flows for our |ocal-aware
NDN- based architecture with dynam c routing configuration

Let us consider the network configuration as illustrated by Figure
1. W represent the different NDN routers in the Figure by their FIB
(F1, F2, etc). Al NDN routers have been registered with the
controller. Therefore, as described in Section 5.1, all the FIBs,

F1, F2,...,F6 in the Figure, contain, as a mininum the entry

"/ CSNapp" for the route to the OSN server

T +
| NDN Controller |
R T +-+
+-L-+ +-- -+ R +
| F3+-------- | F4+----] OSN Server
+- +- +\ +---+ I +
| \
[ \
+- +- + \ +---+
Fomemm - + F2+ Fomemm - + F5+-----mn--- +
[ +-+- + +---+ [
+-+-+ \ |
| F1 \ |
+-+-+ \ +- -+
o\ \ | F6|
/ \ \ +- +- +
/ \ \ [
e e i i ++- +- - + -+ - +
| Val ter| |Joe| | Al'i cel | Bob
Fommmm - + 4---+ - - + - - +

Figure 1: Social- and Local -aware network routing configuration
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6.1. Publication of Tweets

For | ocal -aware routing, we set the locality as network regions
delinmted by two routing hops. As a consequence, Alice, Joe, Walter
are local users, i.e. located in the same |ocal area

1. Joe is getting online: he connects to the OSN server using an
application client on his smartphone or conputer.

2. The OSN server registers Joe’'s client and eval uates the nunber of
Joe’ s foll owers

3. In case the nunber of followers exceeds a predefined threshold
val ue, the OSN server can decide to informthe NDN controller with
a notification nmessage containing neta information related to Joe

4. The NDN controller configures the |ocal NDN routers (located at
nmost two routing hops fromJoe) by adding the route "/ OSNapp/Joe"
for Joe's reachability in the related FIBs (F1 and F2 in Figure
1). (Note that in Figure 1, we suppose Alice and Walter follow
Joe. However, if Alice does not follow Joe, and there are no other
users follow ng Joe under the sanme router, the controller does not
add the route "/ OSNapp/Joe" to the FIB.)

5. The NDN router FIBs F1 and F2 contain now an entry "/ OSNapp/Joe"
for the route to Joe’s device.

6. Joe can now publish his new content: the content object is stored
in the OSN server.

6.2. Retrieval of Tweets for Local Users

We keep the sanme network configuration as in 6.1 (Figure 1). As we
set locality to two routing hops, Alice and Walter are |ocal users
conpared to Joe's location. They are located in the sanme |oca
network region. Alice and Walter can then benefits froml ocal -aware
routing.

1. Alice wants to retrieve Joe's content. She then expresses an
Interest for "/ OSNapp/Joe/ Vi deol0"

2. Thanks to the previous routing configuration by the controller
(the router FIBs F1 and F2 in Figure 1 contain a route for
"/ CSNapp/ Joe"), the network knows how to forward the
I nterest("/OSNapp/ Joe/ Vi deo10"), which will finally directed to
Joe.

3. Joe, receiving the Interest, returns a Data nessage for serving
the requested content / OSNapp/Joe/ Vi deolO.

4. Wile forwarding the Data nessage on the reverse path (taken by
the Interest), Joe’'s content is also cached in the Content Store
of the traversed routers.

5. Alice can then enjoy Joe’'s content.
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6. Now, when Walter requests Joe's content /OSNapp/Joe/VideolO, he
will get it directly fromthe cache of his NDN access router.

6.3. Retrieval of Tweets for Non-Local Users

Now, we suppose that Bob wants to retrieve Joe's content VideolO
(Figure 1). In this case, as Bob is a non-local user, i.e. |ocated
too far fromJoe, his Interest for "/ COSNapp/Joe/VideolO" will be
forwarded using the prefix "/OSNapp". The OSN server is then
responsi ble for serving the request, and the sent content wll be
cached in the content store of the different traversed NDN routers
on the reverse path.

7. Security Considerations

Thi s docunment does not inpact the security of the Internet.

8. | ANA Consi derati ons

Thi s docunent presents no | ANA consi derations.
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