I CNRG J. Seedorf
I nternet-Draft NEC
I ntended status: |nformational March 5, 2015
Expi res: Septenber 6, 2015

Bi nding Self-certifying Nanmes to Real -Wrld Identities with a Wb-of -
Tr ust
draft-seedorf-icn-wot-selfcertifying-01

Abst ract

Sel f-certifying nanmes are one way of binding a given public key to a
certain name in Information Centric Networking. However, an
additional binding of a self-certifying nanme to a Real -Wrld identity
is needed in nost cases, so that a recipient of sonme infornmation
cannot only verify that the publisher was in possession of the
correct corressponding private key for the requested name, but that
in addition the name itself is the intended one. This draft

speci fies how such a binding of Real-Wrld identities with self-
certifying ICN nanes can be done, taking existing | ETF specifications
into account.
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1. Introduction

Sel f-certifying names provide the useful property that any entity in
a distributed systemcan verify the binding between a correspondi ng
public key and the self-certifying nane without relying on a trusted
third party [Aura2003]. Self-certifying names thus provide a
decentralized formof data origin authentication. This feature nakes
self-certifying nanes a prime candidate for addressing the security
requirenents in Information Centric Networking (ICN) (which are

i nherently different fromIP networks): a source can digitally sign
data associated with a self-certifying name, and any internediate
entity (e.g. ICN-router/Cache) or receiving entity (i.e. issuer of a
request for the nanme) can verify the signature, without the need to
verify the identity of the host that caches the object, nor relying
on a trusted third party, or a Public Key Infrastructure (PKl).
However, as noted in [CGhodsi 2011] and el sewhere, self-certifying
nanes |lack a binding with a corresponding real-world identity (RW):
the concept enables to verify that whoever signed sonme data was in
possession of the private key associated with the self-certifying
nane, but it does not provide any neans to verify what real -world
identity corresponds to the public key, i.e. who actually signed the
data [ Ghodsi 2011] [ NonR014].

In principle, this binding between a public key and an RW could be
provided by a PKlI, or alternatively by a Wb-of-Trust (WT)

Seedor f Expi res Septenber 6, 2015 [ Page 2]



Internet-Draft I CN WOT March 2015

[ Ghodsi 2011]. Several |CN approaches use a PKI [Survey] . However,
until recently, there have not been concrete proposals for a WT-
based approach for binding a public key (or a self-certifying nane)
with an RW in content-oriented architectures. A concrete approach
on how this can be done has been proposed in [NonR014]. This
docunment has the objective of providing the correspondi ng necessary
standards specification to enable this approach (or sinmilar ones) in
principle in an interoperable way.

2. High-Level Design

On a high level, binding of self-certifying nanes and a Web- of - Trust
can be achieved in the followi ng way (see [Non2014] for a detailed
exanpl e of such an approach): The WT key-ID is equivalent to the
self-certifying name part used in the nam ng schenme. This ties the
self-certifying nane with the 1D of the corresponding public key in
the WT.

For instance, in the existing PGP Web-of-Trust, the V4 key IDis the
|l ower 64 bits of the fingerprint of the public key, where the
fingerprint is essentially the 160-bit SHA-1 hash of the public key

[ RFC2440]. So if a self-certifying nane woul d be based on the sane

| ower 64-bits of the fingerprint of a given public key, this public
key would be tied to the self-certifying nane and at the sane tine be
tied to the real-world identity used in the WT, e.g. an email -
address or the real (i.e. non-self-certifying) name of a given ICN
publ i sher.

Thus, if a user requests the content for a self-certifying nanme in a
given ICN architecture, he/she would retrieve the content which
contains a digital signature and the correspondi ng public key for the
self-certifying name. The user can then verify that the content
retrieved indeed belongs to the name by first hashing the public key
and confirmthat the hash (or part of it) matches the requested nane,
and second using the public key to verify the signature over the
content. This is in principle the general way of using self-
certifying names for data origin authentication in distributed
systens. If, in addition, (part of) the self-certifying nane is

equi valent to a WT key-I1D, the user can use any WT infrastructure
(e.g. PGP keyservers) to retrieve certificates for the key ID that
contain/confirmthe binding between the corresponding (to the WT key
ID) public key with a real-world identity, such as an enmil address.
Thi s bi nding provides the requesting user with assurance that the
self-certifying name indeed is owned by the intended publisher, i.e.
is the correct, intended nane fromthe requestor’s perpective.

The current PGP specification [ RFC2440] considers only a bitlength of
64-bit for formng the key-1D, which is not very collision-resistant
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(collision-resistance anong different key-1Ds was not a design goa
for PGP [ RFC2440]). For securely binding a self-certifying name to a
WT key-I1D, collision-resistance is a design goal, because otherw se
attckaers could potentially forge a binding of their public key with
a given self-certifying nane. Thus, either a | onger bitlength of the
hash of the public key (or its fingerprint) nust be used, or hash

ext ensi on techni ques [Aura] must be used, which effectively make
collision attacks harder for constant bitlengths at the price of the
time needed to create a public/private key pair. Future versions of
this docunent will take these design considerations into account.

3. Standardi sati on Consi derations

Future versions of this document will outline a concrete protoco
specification for binding self-certifying names to a Web-of-Trust as
outlined on a high level in the previous Section. Below sone initia
standardi sati on considerations are highlighted, as well as an
assessnent of existing | ETF standards that could be used as buil ding
bl ocks. Al so, future versions of this docunent will look in nore
detail into existing | ETF specifications, e.g. regarding |ICN nam ng
([ RFC6920] ) and Web-of - Trust ([ RFC2440]), and inspect to what extend
such existing specifications can be used directly or in a nodified
form

3.1. High-Level Considerations

An initial list of details that need to be specified is the
fol | owi ng:

o (List of) Asymmetric cryptography algorithnm(s) and correspondi ng
bit-1ength(s)

o (List of) Hash algorithm(s) and corresponding bit-Iength(s)

0 Rules that define what part of the hash is used for form ng the
self-certifying part of the nane, i.e. the Wb-of-Trust Key-ID

0 Rules for formng a self-certifying name based on a public key
0 Senmantics of a signature in the Wb-of - Trust

o Defintion of how many bits are used in case of hash extension
t echni ques [ Aura] [ RFC3972]
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3.

3.

3.

5.

2. Existing Information-Centric Nami ng Schenes in the | ETF

RFC 6920 ' Naming Things with Hashes’ defines a standard for correctly
identifying data 'using the output froma hash function [RFC6920].
In particular, it specifies a '(ni) URl Format’ (see [RFC6920],
Section 3) and a 'Naned I nformation Hash Al gorithm Registry’ (see

[ RFC6920], Section 9.4). These building blocks allow to specify a
format for self-certifying nanes as hashes of WT public keys, as
outlined above,. In particular, truncated hash formats are clearly
defined which can be used to forma self-certifying nanme froma Wb-
of - Trust public key by defining what part of the hash is used for
form ng the WT key-1D self-certifying part of the nane (e.g. ’'sha-
256-64’ for a truncated SHA-256 hash to 64 bits).

3. Existing Web-of-Trust Standards in the | ETF

RFC 2440 asymetric cryptography algorithns and correspondi ng bit-

I ength for usage in a Wb-of-Trust [RFC2440]. Thus, there is an
existing | ETF specification that provides this building block needed
for binding Self-certifying Names to Real-Wirld Identities with a
Web- of - Trust .

4. Hash Extension Techniques

RFC 3972 di scusses hash extension techniques, i.e. approaches that
"increase the cost of both address generation and brute-force attacks
by the sane paraneterized factor while keeping the cost of address
use and verification constant’ [RFC3972]. This can be a building

bl ock for using hash extension techniques for binding Self-certifying
Names to Real -World Identities with a Web-of - Trust.

Concl usi on

One option for binding self-certifying nanmes to real-world identities
is using a Web-of -Trust. This docunment ains at a concrete
specification for providing such a binding, taking existing | ETF
specification into account. An inspection of existing Wb-of-Trust
and Nam ng Scheme standards in the | ETF reveal that the basic
bui |l di ng bl ocks for the intended specification for binding Self-
certifying Nanes to Real -World ldentities with a Web-of-Trust are

al ready available as | ETF standards. Future versions of this
docunment will provide a nore detailed specification.
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