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Abstract

Sour ce Packet Routing in Networking (SPRING architecture for unicast
traffic has been proposed to cope with the use cases in traffic

engi neering, fast re-reroute, service chain, etc. It can |leverage
exi sting MPLS dat apl ane without any nodification. In fact, the |abe
stack capability in MPLS woul d have been utilized well to inplenent
flexible path programming to satisfy all kinds of requirenents of
service bearing. But in the distributed environnent, the flexible
programm ng capability is difficult to inplement and al ways confi ned
to reachability. As the introducing of central control in the
network, the flexible MPLS programm ng capability becones possible
owing to two factors: 1. It becones easier to allocate |abel for
nore purposes than reachability; 2. It is easy to calculate the MPLS
path in a global network view Moreover, the MPLS path progranmi ng
capability can be utilized to satisfy nore requirenments of service
bearing in the service layer which is defined as service-oriented
MPLS pat h programmi ng. This docunent defines the concept of MPLS
pat h progranmm ng, then proposes use cases, architecture and protoco
extension requirenents in the service layer for the architecture of
Sour ce Packet Routing in Networking (SPRING.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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I nt roducti on

Sour ce Packet Routing in Networking (SPRING architecture for unicast
traffic has been proposed to cope with the use cases in traffic

engi neering, fast re-reroute, service chain, etc. It can |leverage
exi sting MPLS dat apl ane wi thout any nodification. 1In fact, the |abe
stack capability in MPLS woul d have been utilized well to inplenent
flexible path programm ng to satisfy all kinds of requirenents of
service bearing. But in the distributed environnent, the flexible
progranmm ng capability is difficult to inplenment and al ways confi ned
to reachability. As the introducing of central control in the
network, the flexible MPLS programr ng capability becones possible
owing to two factors: 1. It beconmes easier to allocate |abel for
nmore purposes than reachability; 2. It is easy to calculate the MPLS
path in a gl obal network view Moreover, the MPLS path progranm ng
capability can be utilized to satisfy nore requirenments of service
bearing in the service layer which is defined as service-oriented
MPLS path progranmi ng. This docunment defines the concept of MPLS
pat h programm ng, then proposes use cases, architecture and protoco
extension requirenents in the service layer for the architecture of
Sour ce Packet Routing in Networking (SPRING.

Ter m nol ogy

BGP: Border Gateway Protoco

BUM Broadcast, Unknown uni cast and Ml ticast
EVPN: Et hernet VPN

FRR: Fast Re-Route

L2VPN: Layer 2 VPN

L3VPN. Layer 3 VPN
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MPP: MPLS Pat h Progranmi ng
MVPN: Mul ticast VPN
RR: Route Reflector
SDN: Sof t war e- Def i ned Net wor k
SR-pat h: Segnent Routing Path
Pr ogramm ng Capability of MPLS Path

MPLS path is conposed by | abel stacks. Since in the |abel stack the
| abels in different |ayers can represent different meaning and the
depth of the |label stack can be unlimted in theory, it is possible
can nake up all kinks of MPLS paths based on the conbination of

| abels. |If we |ook on the conbination of MPLS | abel s as progranm ng,
it is can be seen that the MPLS path has high programming capability.

1. History Review

The sol utions based on MPLS | abel stack have been wi dely depl oyed.

For exanple, in the scenario of OQptions Cinter-AS VPN ([ RFC4364]),
we assune that LDP over TE is used as the transport tunnel and the TE
tunnel starts at the ingress PE, follow ng | abel stack can be
composed by the ingress PE for MPLS path to bear VPN service

| VPN Prefi x| BGP | LDP | RSVP-TE |
| Label | Label | Label | Label

If facility FRR ([ RFC4090]) is deployed for the MPLS TE tunnel, once
the failure happens, additional |abel will be pushed for the | abe
stack which is shown as foll ows:

| VPN Prefi x| BGP | LDP | RSVP-TE | BYPASS FRR |
| Label | Label | Label | Label | Label |

The conbi nation of |abels in the above | abel stack is not sinpler
than the existing segnent routing solution which conposes the segnent
routing path through conbinati on of segments. |In fact, this is also
a use case of source packet routing. But the conbination is not as
flexible as the segnent routing since the conbination of |labels is

al ways to cope with the reachability issue with limted capability in
the distributed environment as foll ows:
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1. Each label in the label stack is always binded with the
reachability to a specific prefix. That is, the purpose of the
| abel binding is limted.

2. It is difficult to inplenent flexible path calcul ati on based on
policy or constraints. For exanple, MPLS TE proposes rich set of
traffic engineering attributes for transport. But it needs
compl ex configurations in each ingress node in an unscal abl e way.
That is, the path cal cul ation and conposition capability is
limted.

As nore concepts on MPLS | abel are proposed such as entropy | abel
source | abel, segment routing, etc., the purpose of |abel binding
expands and the conbi nation of |abels can beconme nore flexible. MLS
pat h progranmm ng capability beconmes nore realistic to satisfy nore
application scenari os.

Gap Anal ysis of Segnment Routing

Segrment Routing ([I-D.filsfils-spring-segnment-routing]) is a typica
exanpl e of MPLS path progranm ng. The segnent based on MPLS | abel is
to represent nodes or agencies in the network. Through the collected
i nformati on of network segnments and path cal cul ati on based on the
service requirement in the central controller, there will be flexible
segrment routing paths for the usage of traffic engineering. The SR
path can be advertised to the ingress node through PCE extensions.
([!-D.sivabal an-pce-segnent-routing]).

Segnent routing can inplenent source packet routing with high
flexibility. On the other hand, there are nmultiple layers for MPLS
path to bear services which is shown in the followi ng figure

+---+ +---+
+- -+ [ [ +-- -+ +-- -+ +-- -+ [ [ +- -+
| CE| ----| PEL|----| P |----] P|----| P|----|PE2|----| CE|
+- -+ | | +-- -+ +-- -+ +-- -+ | | +- -+
+-- -+ +-- -+
0-------- 0--------- Service Layer------------ 0-------- o]
0--------- Net wor k Layer ----------- 0
0------- 0-------- 0--------- 0------- o Transport Layer
0----- 0O O0----- 0 O0----- 0 O0----- 0 O0----- 0O O0----- o Link Layer

Figure 1: Miltiple Layers of Service Bearing
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Now t he segnment routing is to provide the source packet routing in
the transport layer. W can call this type of source packet routing
as Transport-Oriented MPLS path progranming. There will be nore
application scenarios which needs the source packet routing in the
service layer and network layer. W call these types of source
packet routing as Service-Oriented MPLS path progranm ng.

Use Cases of Service-Oiented MPLS Path Progranmmi ng
1. Use Cases for Unicast Service
1.1. Basic Reachability
The basic reachability for VPN service is to allocate |abel to

specific prefix including I P address or MAC address. MPLS path is as
follows (using L3VPN as the exanple):

| VPN Prefix| ---> Transport
| Label | Tunnel

1.2. VPN ldentification
There are several use cases which need to indentify the VPN the
packet belongs to in the forwardi ng plane such as the egress PE node

protection for VPN ([I-D.zhang-I3vpn-1abel -sharing]). MPLS Path can
be as foll ows:

| VPN Prefi x| VPN | ---> Transport

| Label | Label | Tunne
1.3. ECWP( Equal Cost Milti-Path)

In order to satisfy ECMP to take full advantage of |ink bandwi dth in

the network, the entropy | abel ([RFC6790]) can be encapsul ated. MPLS
path can be as foll ows:

| Entropy | VPN Prefix| VPN | ---> Transport
[ Label | Label | Label | Tunne
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4.1.4. Service OAM

QCAM is an inportant requirenent for the service. The performance
metrics should be nmeasured agai nst the Service Level Agreenent(SLA)
for the user. Now there are relatively conplete and nature OAM
nmechani smfor the point-to-point service. But for LDP LSP, owing to
the MP2P nodel it is difficult to identify the flowfroma specific
PE based on the label. Source |abel has been proposed as a possible
solution([1-D.chen-npls-source-label]). Wen the source |abel is
appl i ed, MPLS path can be as foll ows:

| Entropy | VPN Prefix| VPN | Source | ---> Transport
| Label | Label | Label | Label | Tunne

4.1.5. Traffic Steering

Service traffic may span nultiple ASes. It is an inportant use case
to steer traffic at ASBRin an AS to specific ASBR in nei ghboring AS.
There are possible solutions for this type of traffic steering:

1. Traffic Steering based on Transport Tunne

This method | ooks on the segnment between two ASBRs as the extension
of the transport tunnel in an AS. It can steer the traffic through
the specific path to the nei ghboring AS

2. Traffic Steering in Servicel/Network Layer

This method is to directly encapsulate the service flow with the
steering label in the ingress PE before it enters into the transport
tunnel. [I-D.filsfils-spring-segnment-routing-central-epe]
illustrates the application of Segnment Routing to solve the Egress
Peer Engi neering (EPE) requirenent. Wen this nethod is applied, the
MPLS path can be as foll ows:

| Entropy | Steering | VPN Prefix| VPN | Source | ---> Transport
[ Label | Label | Label | Label | Label | Tunne

4.2. Use Cases of Multicast Service
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2.1. Basic Reachability

When MPLS nulticast tunnel is applied for the nmulticast service in
BGP- based MVPN, VPLS or EVPN, the basic MPLS path can be as foll ows:

| Multicast |---> Transport
| Payload | Mul ticast Tunne

2.2. MPN ldentification

When nultiple MVPNs shares the MPLS multicast tunnel, it is necessary
to encapsul ate the label to identify specific MVPN([ RFC6514]). The
MPLS path can be as foll ows:

| Multicast | MPN | ---> Transport
| Payload | Label | Mul ticast Tunne

.2.3. Source ldentification

In order to inplenent the split horizon or CGMAC learning in the
fowar di ng pl ane when MPLS nulticast is to bear BUMtraffic in L2VPN
it is necessary to introduce the |label to identify the source of the

BUMtraffic([I-D.li-Il2vpn-segnent-evpn]). The MPLS path is as
fol | ows:

I TR Fommmmeas Fommmmeas +

| Multicast | EWVPN | Source | ---> Transport

| Payload | Label | Label | Mul ticast Tunne

Fom e e e e - - Fom e - Fom e - +

4,.3. Use Cases of MPLS Virtual Network

Li

The framework of MPLS virtual network has been proposed in
[I-D.Ii-mpls-network-virtualization-framework]. Wen the unicast
service or the multicast service enters into the transport tunnel, it
may take different MPLS virtual network identified by the MPLS | abe

for the purpose of QoS routing, security or virtual operations. The
MPLS path is as follows:

| Servi ce | --->] Virtual Network | ---> Transport
| Label Stack | [ Label [ Tunne
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4. Use cases of Mire Label Conbinations

Servi ce-oriented MPLS path progranm ng can make full use of flexible
conbi nation of MPLS |abels to satisfy different requirenents for the
service flow. Based on the above proposed use cases, MPLS path can
be conposed adopting part or whole |abels for these use cases based
on the service requirenent. Besides this, nore flexible MPLS | abe
combi nation may be provided:

1. Hierarchical process or nultiple repeated process: The |abel for
the sane usage can exist in different layers. O the process
identified by the | abel can exist in multiple nodes al ong the path.
Then the | abels for the sane usage can be encapsul ated several tines
in the | abel stack. The encapsul ation can be as follows (using
SERVI CE LABEL to identify the |label for the sane service process in
different |ayers):

| SERVICE |VPN Prefix| SERVICE | VPN | SERVICE | Tunnel |
| LABEL | Label | LABEL | Label | LABEL | Label

2. Special -purpose | abel indicator: Since the |abel in the service-
oriented MPLS programming is for special-purpose process, it nay need
a special purpose label to indicate the usage of the | abel followed
the speci al -purpose | abels. For exanple, the ELI( Entropy Labe
Indicator) is introduced for the entropy label. This may introduce
nore | abels for the conbination.

This docunent is not to define all possible use cases for the
service-oriented path progranmming. The new use cases can be defined
in the future i ndependent docunent.

5. Use cases for Centralized Mappi ng of Service to Tunnels

In the transport |ayers, there can be nultiple tunnels to one
specific destination which satisfy different constraints. 1In the
traditional way, the tunnel is set up by the distributed forwarding
nodes. As the PCE-initiated LSP setup
[I-D.ietf-pce-pce-initiated-Isp]is introduced, the tunnel can be
setup in the central controlled way. In order to satisfy the
different service requirenents, it is necessary to provide the
capability to flexibly map the service to different tunnels. Since
the central control point has enough information based on the whol e
network view, it can be an effective way to map the service to the
tunnel by the central point and advertise the mapping information to
the end-points of the service to guide the mapping in the forwarding
node.

& Zhuang Expi res Septenber 9, 2015 [ Page 9]



Internet-Draft Service-Oiented MPLS Path Progranm ng March 2015

5.

5.

Li

Framewor k of Service-Oiented MPLS Pat h Progranmi ng
1. Central Control for MPLS Path Progranmm ng

Central control plays an inportant role in MPLS path programrng. It
can extend the MPLS path programm ng capability easily. There are
two inmportant functionalities for the central control

1. Central controlled MPLS | abel allocation: Label can be all ocated
centrally for special usage other than reachability. These |abels
can be used to conpose MPLS path. W call it as MPLS Segnent.

2. Central controlled MPLS path progranming: Central controller can
calculate path in a global network view and inplenment the MPLS path
progranmm ng based on the collected information of MPLS segments to
satisfy different requirenents of services

[ Centr al [
Controller |

|---------- | (Path Cal culation |-------- |
| /Path Progranm ng)|

I
I
/ I \ I
MPLS Pat h / Segmnent \ MPLS Pat h
| / Al | ocati on \ |
| Segment | Segment |
[ Al | ocation [ Al | ocation
I / I \ I
I / I \ I
F + F + F +
| CLIENT | | CLIENT | | CLIENT |
[
I (PE) I I (P I | (PE) I
o m e e oo + o m e e oo + o m e e oo +

Figure 2 Central Control for MPLS Path Progranmi ng

There are two types of MPLS path: Transport-Oriented MPLS Path and
Service-Oriented MPLS Path. For the transport-oriented MPLS path,
segrment routing is the typical solution: MPLS segment distribution is
done by I GP extensions ([I-D.ietf-isis-segment-routing-extensions])
and [I-D.ietf-ospf-segnent-routing-extensions]); the progranmed MPLS
pat h can be downl oaded t hrough PCEP extensions from PCE to

PCC([ | - D. si vabal an- pce-segnent-routing]). For the service-oriented
MPLS path progranmming, it not only includes conposing the MPLS path
in the service and network |layer, but also includes determ ning the
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3.

mappi ng of the service path to the transport path. Since the process
corresponding to the label in the service |abel stack is always

| ocated at the PE nodes, BGP extensions can be introduced for
service-oriented path progranm ng.

BGP- based MPLS Segnent Distribution
1. Label Allocation
There are two types of |abel used for MPLS segnents:

1) Local Label: The service process is done locally. The |abel can
be allocated by the | ocal PE which provides the process.

2) G obal Label: The service process is common in multiple PEs. This
means the | abel has gl obal nmeaning. The |abel allocation can be done
by the central controller. The global |abel work can refer to
[1-D.li-npls-global-Iabel -frameworKk].

2. Label WMapping Distribution

BGP extensions can be used to distribution |abel mapping. Regarding
to the above two types of |abel allocation, the process is as
fol | ows:

1) Local Label Mapping: BGP can directly distribute the |abel mapping
fromthe local PE to peer PEs. The local PE can also only distribute
the | abel mapping to central controller. Then the central controller
re-distribute the | abel mapping to other PEs. 1In this nethod, the
central controller plays the role of traditional RR

2) d obal Label Mapping: The | abel mapping for the service can be
directly distributed by the central controller to nultiple PEs. It
can be done by BGP extensions.

MPLS Service Path Progranm ng
1. Label Conbination and Downl oad of MPLS Path
According to the service requirenents, the central controller can
conbi ne MPLS segnents flexibly. Then it can downl oad the service

| abel conbination for specific prefix related with the service. The
BGP extensions can be reused to downl oad the programed MPLS pat h.
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3.2. Mapping of Service Path to Service Path

Since the transport path is also to satisfy the service bearing the
requirenent, it can reuse the existing MPLS tunnel technology or it
can al so be programmed according to traffic engineering requirenents
of service. Then there needs to be inplenments the mappi ng of the
service path to the transport path. There are two ways to inpl enent
t he mappi ng:

1. BGP Extensions: Through the conmmunity attribute of BGP, the
identifier of the transport path can be carrier when distribute | abe
stack for a specific prefix.

2. |12RS Extensions: |2RS can be used to downl oad route policy to the
client node. Based on the policy, the client node can inplenment the
requi red mappi ng.

5.4, Conpatibility

5.

5.

Li

When the MPLS path programming is done the central controller and
downl oaded t hrough BGP extensions to the Cient node, the path SHOULD
has higher priority than the path calculated on the Client node's

own.

5. Protocol Extensions Requirenments

5.1. BGP

REQ 01: BGP extensions SHOULD be introduced to distribute |ocal |abe
mappi ng for specific process to the central controller and other
client nodes.

REQ 02: BGP extensions SHOULD be introduced to distribute gl oba

| abel mapping for specific process fromthe central controller to the
client nodes

REQ 03: BGP extensions SHOULD be introduced to downl oad | abel stack
for service-oriented MPLS pat h.

REQ 04: BGP extensions SHOULD be introduced to carry the identifier
of the transport MPLS path with service MPLS path to inplenent the
mappi ng.

REQ 05: BGP extensions SHOULD be introduced to specify the end-points
to accept the prefix advertised by the central controller
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REQ 06: BGP extensions SHOULD be introduced to specify the priority
for the prefix with attributes of MPLS path progranm ng advertised by
the central controller.

REQ 07: When route selection is done in the client node, the path

advertised by the central controller SHOULD has higher priority than
the path calculated on the client’s own.

.2. |12RS
REQ 11: 12RS clients SHOULD provide interface to | 2RS agent to
downl oad policy to inplenment the nmapping of the service path to the
transport path.

I ANA Consi derati ons
Thi s docunent nakes no request of | ANA

Security Considerations
TBD.
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