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Abst ract

This draft di scusses sonme existing conmonly-used BGP nechani sns for
ASN migration that are not formally part of the BGP4 protocol

specification. It is necessary to docunent these de facto standards
to ensure that they are properly supported in future BGP protoco
wor K.
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OCONUITOTWWWN

This draft di scusses sone existing comonly-used BGP nechani sns for
Aut ononpus System Nunmber (ASN) migration that are not fornmally part
of the BGP4 [RFC4271] protocol specification. These nechanisns are
|l ocal to a given BGP Speaker and do not require negotiation with or

cooperation of BGP nei ghbors.

The depl oynent of these nechani sns do

not need to interwork with one another to acconplish the desired

resul ts,

so slight variations between existing vendor inplenentations

exist, and will not necessarily be harnoni zed due to this docunent.
However, it is necessary to docunent these de facto standards to

ensure that new inpl ementati ons can be successf ul
prot ocol enhancenments to BGP that propose to read, copy,
or conpare the AS PATH attribute can do so without

of these very widely used ASN mi grati on nechani sns.

The migration nmechani sns di scussed here are usefu

and any future
mani pul at e
i nhibiting the use

to | SPs and

organi zations of all sizes, but it is inportant to understand the
busi ness need for these nmechanisns and illustrate why they are so
critical for |ISPs’ operations. During a nmerger, acquisition or

di vestiture involving two organi zations it

is necessary to seam essly

m grate both internal and external BGP speakers fromone ASN to a
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second ASN. The overall goal in doing so is to sinplify operations

t hrough consi stent configurations across all BGP speakers in the
conmbi ned network. In addition, given that the BGP Path Sel ection

al gorithm selects routes with the shortest AS PATH attribute, it is
critical that the | SP does not increase AS PATH | ength during or
after ASN migration, because an increased AS PATH | ength woul d Iikely
result in sudden, undesirable changes in traffic patterns in the

net wor k.

By default, the BGP protocol requires an operator to configure a
router to use a single renote ASN for the BGP nei ghbor, and the ASN
must match on both ends of the peering in order to successfully
negotiate and establish a BGP session. Prior to the existence of
these nigration nechanisns, it would have required an ISP to

coordi nate an ASN change with, in some cases, tens of thousands of
custoners. In particular, as each router is mgrated to the new ASN,
to avoid an outage due to ASN m smatch, the | SP woul d have to force
all custoners on that router to change their router configurations to
use the new ASN i medi ately after the ASN change. Thus, it becones
critical to allowthe ISP to make this process a bit nore asynmetri c,
so that it could seam essly migrate the ASNwithin its network(s),

but allow the custoners to gradually nmigrate to the I1SP's new ASN at
their leisure, either by coordinating individual reconfigurations, or
accepting sessions using either the old or new ASNto allow for truly
asymmetric migration.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Document ati on note

This draft uses Autononobus System Nunbers (ASNs) fromthe range
reserved for docunmentation as described in RFC 5398 [ RFC5398]. In
the exanpl es used here, they are intended to represent G obally

Uni que ASNs, not private use ASNs as docunmented in RFC 6996 [ RFC6996]
section 5.

2. ASN M gration Scenario Overview

The use case being discussed here is an | SP nmerging two or nore ASNs,
where eventual ly one ASN subsunmes the other(s). |In this use case, we
wi Il assume the nost common case where there are two | SPs, A and B,
that prior to the ASN m gration use AS 64500 and 64510, respectively.
AS 64500 will be the pernmanently retained ASN used across the
consol i dated set of both I SPs network equi pnment, and AS 64510 will be
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retired. Thus, at the conclusion of the ASN migration, there will be

a single ISP A with all internal BGP speakers configured to use AS
64500. To all external BGP speakers, the AS PATH length will not be
i ncreased.

In this sane scenari o, AS 64496 and AS 64499 represent two separate
customer networks: C and D, respectively. Oiginally, customer C (AS
64496) is attached to ISP B, which will undergo ASN migration from AS
64510 to AS 64500. Furthernore, custoner D (AS 64499) is attached to
ISP A which does not undergo ASN migration since the ASN for ISP A
will remain constant, (AS 64500). Although this exanple refers to AS
64496 and 64499 as custonmer networks, either or both nmay be
settlenent-free or other types of peers. |In this use case they are
referred to as "customers” nerely for convenience.

[ ISP A\ [/ ISP B\
| AS 64500 | | AS 64510
\ / \ /
I I
I I
| Cust D | | Cust C
| AS 64499 | | AS 64496 |

/ \
| ISP A
| AS 64500 |
\ /
/ \
/ \
I I
| Cust D | | Cust C [
| AS 64499 | | AS 64496 |

Figure 2: After Mgration
The general order of operations, typically carried out in a single

mai nt enance wi ndow by the network undergoing ASN nigration (ISP B)
are as follows. First, ISP B wll change the global BGP ASN used by
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a Provider Edge (PE) router, from ASN 64510 to 64500. At this point,
the router will no longer be able to establish eBGP sessions toward
the existing Custonmer Edge (CE) devices that are attached to it and
still using AS 64510. Second, since ISP B needs to do this without
coordi nating the sinultaneous change of its ASNwith all of its eBGP
peers, ISP B will configure two separate, but related ASN migration
mechani snms di scussed in this docunment on all eBGP sessions toward all
CE devices. These nmechani sns enable the router to establish BGP

nei ghbors using the | egacy ASN, nodify the AS PATH attribute received
froma CE device when advertising it further, and nodify AS PATH when
transmtted toward CE devices to achieve the desired effect of not

i ncreasing the length of the AS_PATH

At the conclusion of the ASN mi gration, the CE devices at the edge of
the network are not aware of the fact that their upstreamrouter is
now in a new ASN and do not observe any change in the Iength of the
AS PATH attribute. However, after the changes discussed in this
docunent are put in place by ISP A, there is a change to the
contents of the AS_PATH attribute to ensure the AS_PATH is not
artificially lengthened while these AS migration paraneters are used.

In this use case, neither ISP is using BGP Confederati ons RFC 5065
[ RFC5065] internally.

3. External BGP Autonompus System M gration Mechanisns

The follow ng section addresses optional capabilities that are
specific to nodifying the AS PATH attribute at the Autononobus System
Border Routers (ASBRs) of an organization, (typically a single
Service Provider). This ensures that external BGP customers/peers
are not forced to nmake any configuration changes on their CE routers
before or during the exact time the Service Provider w shes to
mgrate to a new, permanently retained ASN. Furthernore, these
mechani sns elimnate the artificial |engthening of the AS PATH both
transmtted fromand received by the Service Provider that is
under goi ng AS M gration, which would have negative inplications on
pat h sel ection by external networks.

3.1. Mdify Inbound BGP AS_PATH Attri bute

The first instrunent used in the process described above is called
"Local AS'. This allows the router to supersede the globally
configured ASN in the "My Aut ononous System' field of the BGP OPEN
[RFC4271] with a locally defined AS value for a specific BGP nei ghbor
or group of neighbors. This mechanismallows the PE router that was
formerly in ISP B to establish an eBGP session toward the existing CE
devices using the legacy AS, AS 64510. Utinmately, the CE devices
(i.e.: custoner C) are conpletely unaware that | SP B has reconfigured
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its router to participate as a nenber of a new AS. Wthin the
context of the former ISP B PE router, the second effect this
speci fi c mechani smhas on AS PATH is that, by default, it prepends
all received BGP UPDATEs with the |l egacy AS of ISP B: AS 64510, while
advertising it (Adj-RIB-Qut) to other BGP speakers (A'). Wthin the
Loc-RIB on ISP B prior to the migration, the AS PATH of route
announcenents received fromcustoner C woul d appear as: 64496

whereas the sane RIB on ISP A (ISP B routers post-migration) would
contain AS_PATH. 64510 64496

A second instrunent, referred to as "No Prepend | nbound", is enabled
on PE routers migrating fromISP B. The "No Prepend | nbound"
capability causes ISP B's routers to not prepend the | egacy AS, AS
64510, when adverti si ng UPDATES received fromcustomer C. This
restores the AS PATHwithin ISP A for route announcenents received
fromcustomer Cso that it is just one ASNin length: 64496

In the direction of CE -> PE (inbound):

1. "Local AS': Allows the local BGP router to generate a BGP OPEN to
an eBGP nei ghbor with the old, |egacy ASN value in the "MW
Aut ononobus Systent field. Wen this capability is activated, it
al so causes the local router to prepend the <ol d_ASN> value to
the AS_PATH when installing or advertising routes received froma
CE to i BGP neighbors inside the Autononous System

2. "No Prepend I nbound (of Local AS)": the local BGP router does not
prepend <ol d_ASN> value to the AS PATH when installing or
advertising routes received fromthe CE to i BG nei ghbors inside
t he Aut ononous System

PE-B is a PE that was originally in ISP B, and has a customer eBGP
session to CE-B. PE-B has had its gl obal configuration ASN changed
fromAS 64510 to AS 64500 to nake it part of the permanently retained
ASN.  This now makes PE-B a nenber of ISP A'. PE-Ais a PE that was
originally in ISP A and has a custoner peer CE-A. Although its

gl obal configuration ASN remai ns AS 64500, throughout this exercise
we al so consider PE-A a nenber of ISP A .

ISP A ISP A
CE-A <--- PE-A <e--cemmmommcamaas PE-B <--- CE-B
64499 New ASN: 64500 O d_ASN: 64510 64496

New_ASN:. 64500
Note: Direction of BGP UPDATE as per the arrows.

Figure 3: Local AS and No Prepend BGP UPDATE Di agram
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As a result using both the "Local AS' and "No Prepend | nbound"
capabilities on PE-B, CE-A will see an AS PATH of: 64500 64496. CE-A
wi Il not receive a BGP UPDATE contai ning AS 64510 in the AS_PATH.

(I'f only the "Local AS" nechani smwas configured w thout "No Prepend
I nbound" on PE-B, then CE-A would have seen an AS PATH of: 64500
64510 64496, which results in an unacceptabl e | engthening of the

AS PATH). NOTE: If there are still routers in the old ASN (64510),

it is possible for themto accept these mani pulated routes (i.e.
those with 64510 renoved fromthe AS PATH by this command) as if they
have not al ready passed through their ASN, potentially causing a

| oop, since BG” s normal | oop-prevention behavior of rejecting routes
that include its ASNin the path will not catch these. Carefu
filtering between routers remaining in the old ASN and routers
mgrated to the new ASN is necessary to mininize the risk of routing
| oops.

3.2. Mdify Qutbound BGP AS PATH Attribute

The two af orenenti oned nmechani sns, "Local AS' and "No Prepend

I nbound”, only nodify the AS PATH Attribute received by the ISP s
PE's in the course of processing BG® UPDATEs from CE devi ces when CE
devices still have an eBGP session established with the |ISPs | egacy
AS (AS64510).

In some existing inplenentations, "Local AS' and "No Prepend | nbound"
does not concurrently nodify the AS PATH Attribute for BGP UPDATEs
that are transnmitted by the ISPs PE's to CE devices. In these

i npl ementations, with "Local AS" and "No Prepend | nbound" used on PE-
B, it automatically causes a | engthening of the AS PATH i n out bound
BGP UPDATEs from ISP A" toward directly attached eBGP speakers,
(Custormer Cin AS 64496). The externally observed result is that
customer C, in AS 64496, will receive the follow ng AS PATH. 64510
64500 64499. Therefore, if ISP A takes no further action, it wll
cause an unacceptable increase in AS PATH Il ength within custoner’s
networks directly attached to ISP A" .

A tertiary nmechanism referred to as "Replace Od AS', is used to
resolve this problem This capability allows ISP A to prevent
routers from appending the globally configured ASN i n out bound BGP
UPDATEs toward directly attached eBGP nei ghbors that are using the
"Local AS" nechanism Instead, only the old (or previously used) AS
will be prepended in the outbound BGP UPDATE toward the custoner’s
network, restoring the AS PATH length to what it what was before AS
M grati on occurred.

To re-use the above diagram but in the opposite direction, we have:
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ISP A ISP A
CE-A ---> PE-A s-cmmmmmcmmeaann > PE-B ---> CE-B
64499 New ASN: 64500 O d_ASN: 64510 64496

New_ASN: 64500
Note: Direction of BGP UPDATE as per the arrows.
Figure 4: Replace AS BGP UPDATE Di agram

By default, without the use of "Replace O d AS', CE-B would see an
AS PATH of: 64510 64500 64499. After ISP A' changes PE-B to use
"Replace A d AS", CE-B would receive an AS PATH of: 64510 64499,
which is the same AS_PATH | ength pre-AS migration

3.3. Inmplenentation

The mechani sns introduced in this section MUST be configurable on a
per - nei ghbor or per neighbor group (i.e. a group of similar BGP

nei ghbor statenments that reuse sonme comon configuration to sinplify
provi sioning) basis to allow for maximum flexibility. Wen the
"Local AS' capability is used, a local ASNwill be provided in the
configuration that is different fromthe gl obally-configured ASN of
the BGP router. To inplenment this nmechanism a BGP speaker SHOULD
send BGP OPEN [ RFC4271] (see section 4.2) nessages to the configured
eBGP peer(s) using the local ASN configured for this session as the
val ue sent in "My Autononous Systeni. The BGP router SHOULD NOT use
the ASN configured globally within the BGP process as the val ue sent
in "My Autononous Systenf in the OPEN nessage. This will avoid
causi ng the eBGP nei ghbor to unnecessarily generate a BGP OPEN Error
message "Bad Peer AS'. This nethod is typically used to re-establish
eBGP sessions with peers expecting the | egacy ASN after a router has
been noved to a new ASN.

| npl enent ati ons MAY support a nore flexible nodel where the eBGP
speaker attenpts to open the BGP session using either the ASN
configured as "Local AS" or the globally configured AS as discussed
in BGP Alias (Section 4.2). |If the session is successfully
established to the globally configured ASN, then the nodifications to
AS_PATH described in this docunment SHOULD NOT be perforned, as they
are unnecessary. The benefit to this nore flexible nodel is that it
all ows the renote neighbor to reconfigure to the new ASN wi t hout
direct coordination between the | SP and the custoner.

Note that this procedure will vary slightly if the locally or

globally configured ASN is a 4-octet ASN. See section 3 of
[ RFC4893] .
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When the BGP router receives UPDATEs fromits eBGP nei ghbor
configured with the "Local AS' mechanism it processes the UPDATE as
described in RFC4271 section 5.1.2 [RFC4271]. However the presence
of a second ASN due to "Local AS' adds the followi ng behavior to
processi ng UPDATEs received froman eBGP nei ghbor configured with
thi s nechani sm

1. Internal: the router SHOULD append the configured "Local AS" ASN
in the AS PATH attribute before installing the route or
advertising the UPDATE to an i BGP nei ghbor. The decision of when
to append the ASN is an inplenentation detail outside the scope
of this document. Some considerations factoring into this
deci sion include consistency in the AS_PATH t hroughout the AS,
and i npl enentation of the | oop detection nmechani sm

2. External: the BGP router SHOULD first append the globally
configured ASN to the AS PATH i mmedi ately foll owed by the "Loca
AS" val ue before advertising the UPDATE to an eBGP nei ghbor

Two options exist to manipul ate the behavior of the basic "Local AS"
mechani sm They nodify the behavior as described bel ow

1. "No Prepend I nbound" - Wen the BGP router receives inbound BGP
UPDATEs fromits eBGP nei ghbor configured with this option, it
MUST NOT append the "Local AS" ASN value in the AS PATH attribute
when installing the route or advertising that UPDATE to i BGP
nei ghbors, but it MJST still append the globally configured ASN
as normal when advertising the UPDATE to other |ocal eBGP
nei ghbors (i.e. those natively peering with the globally
configured ASN)

2. "Replace Ad AS', (outbound) - When the BGP router generates
out bound BGP UPDATEs toward an eBGP nei ghbor configured with this
option, the BGP speaker MJUST NOT append the globally configured
ASN fromthe AS PATH attribute. The BGP router MJST append only
the configured "Local AS' ASN value to the AS_PATH attribute
bef ore sending the BGP UPDATEs outbound to the eBGP nei ghbor

4. Internal BGP Aut ononous System M gration Mechani sns

The follow ng section describes nechani sns that assist with a gradua
and | east service inpacting mgration of Internal BGP sessions froma
I egacy ASN to the permanently retained ASN. The foll owi ng nechani sm
is very valuable to networks undergoing AS migration, but its use
does not cause changes to the AS PATH attri bute.
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4.1. Internal BGP AS Mgration

In this case, all of the routers to be consolidated into a single,
permanently retai ned ASN are under the admi nistrative control of a
single entity. Unfortunately, the traditional nethod of mgrating
all Internal BGP speakers, particularly within | arger networks, is
both tine consum ng and wi dely service inpacting.

The traditional nethod to migrate Internal BGP sessions was strictly
limted to reconfiguration of the global configuration ASN and,
concurrently, changing all iBGP neighbors’ renote ASN fromthe | egacy
ASN to the new, pernanently retained ASN on each router within the

| egacy AS. These changes can be challenging to swiftly execute in
networks with with nore than a few dozen internal BGP routers. There
is also the concomtant service interruptions as these changes are
made to routers within the network, resulting in a reset of iBGP
sessions and subsequent route reconvergence to reestablish optinal
routing paths. Operators often cannot nake such sweepi ng changes
given the associated risks of a highly visible service interruption
rather, they require a nore gradual nethod to migrate Internal BGP
sessions, fromone ASN to a second, permanently retained ASN, that is
not visibly service-inpacting to its custoners

Wth the "Internal BGP AS Mgration" nechani sm described herein, it
allows an Internal BGP speaker to forma single i BGP session using
either the old, |legacy ASN or the new, permanently retained ASN. The
benefits of using this nechanismare several fold. First, it allows
for a nore gradual and | ess service-inpacting mgration away fromthe
| egacy ASN to the permanently retained ASN. Second, it (tenporarily)
permits the coexistence of the | egacy and pernmanently retai ned ASN
within a single network, allowing for uniform BGP path sel ection
anong all routers within the consolidated network.

The i BGP router with the "Internal BGP AS M gration" capability
enabl ed allows the receipt of a BG® OPEN nessage with either the

| egacy ASN value or the new, globally configured ASN value in the "W
Aut ononous System' field of the BGP OPEN nessage from i BGP nei ghbors.
It is inmportant to recognize that enablement of the "Internal BGP AS
M gration" mechani sm preserves the semantics of a regul ar i BGP
session (i.e. using identical ASNs). Thus, the BGP attributes
transmtted by and the acceptabl e nethods of operation on BGP
attributes received fromiBGP sessions configured with "Internal BGP
AS M gration" capability are no different than those exchanged across
an i BGP session without "Internal BGP AS Mgration" configured, as
defined by [ RFC4271] and [ RFC4456].

Typically, in nmediumto | arge networks, BGP Route Reflectors
[ RFC4456] (RRs) are used to aid in reduction of configuration of iBGP
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sessions and scalability with respect to overall TCP (and, BGP)
sessi on mai nt enance between adjacent iBGP routers. Furthernore, BGP
Route Reflectors are typically deployed in pairs within a single
Route Reflection cluster to ensure high reliability of the BGP
Control Plane. As such, the follow ng exanple will use Route

Refl ectors to aid in understanding the use of the "Internal BGP AS

M gration" mechanism Note that Route Reflectors are not a
prerequisite to enable "Internal BGP AS Mgration" and this mechani sm
can be enabl ed i ndependent of the use of Route Reflectors.

The general order of operations is as follows:

1. Wthin the |l egacy network, (the routers conprising the set of
devices that still have a globally configured | egacy ASN), one
menber of a redundant pair of RRs has its global configuration
ASN changed to the permanently retained ASN. Concurrently, the
"Internal BGP AS M gration" capability is enabled on all iBGP
sessions on that device. This will conprise Non-dient iBGP
sessions to other RRs as well as Cient iBGP sessions, typically

to PE devices, both still utilizing the Iegacy ASN. Note that
during this step there will be a reset and reconvergence event on
all iBGP sessions on the RRs whose configuration was nodified;

however, this should not be service inpacting due to the use of
redundant RRs in each RR Custer

2. The above step is repeated for the other side of the redundant
pair of RRs. The one alteration to the above procedure is that
the "Internal BGP AS M gration" nechanismis now renoved fromthe
Non-C i ent i BGP sessions toward the other (previously
reconfigured) RRs, since it is no | onger needed. The "Interna

BG® AS M gration" nmechanismis still required on all RRs for all
RR Client i BGP sessions. Also during this step, there will be a
reset and reconvergence event on all iBGP sessions whose

configuration was nodified, but this should not be service

i mpacting. At the conclusion of this step, all RRs should now
have their globally configured ASN set to the pernanently
retained ASN and "Internal BGP AS M gration" enabled and in use
toward RR Cients.

3. At this point, the network adnministrators would then be able to
establish i BGP sessions between all Route Reflectors in both the
| egacy and permanently retained networks. This would allow the
network to appear to function, both internally and externally, as
a single, consolidated network using the permanently retained
net wor k.

4., To conplete the AS migration, each RR dient (PE) in the |egacy
network still utilizing the | egacy ASN is now nodifi ed.
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Specifically, each |egacy PE would have its globally configured
ASN changed to use the permanently retained ASN. The ASN
configured within the PE for the i BGP sessions toward each RR
woul d be changed to use the permanently retained ASN. It is
unnecessary to enable "Internal BG AS M gration" nmechani smon
these nigrated i BGP sessions. During the sanme nai ntenance

wi ndow, External BGP sessions would be nodified to include the
above "Local AS", "No Prepend" and "Replace A d AS' nechani sns
described in Section 3 above, since all of the changes are
service interrupting to the eBGP sessions of the PE. At this
point, all PEs will have been migrated to the pernanently
retai ned ASN.

5. The final step is to excise the "Internal BGP AS M gration"
configuration fromthe Router Reflectors in an orderly fashion.
After this is conplete, all routers in the network will be using
the new, permanently retained ASN for all iBGP sessions with no
vestiges of the | egacy ASN on any i BGP sessi ons.

The benefit of using the aforementioned "Internal BGP AS M gration"
capability is that it is a nore gradual and |less externally service-
i mpacting change to acconplish an AS nmigration. Previously, wthout
"Internal BGP AS Mgration", such an AS m gration change would carry
a high risk and need to be successfully acconplished in a very short
timeframe (e.g.: at nost several hours). |In addition, it would

i kely cause substantial routing churn and rapid fluctuations in
traffic carried -- potentially causing periods of congestion and
resul tant packet loss -- during the period the configuration changes
are underway to conplete the AS Mgration. On the other hand, with
“Internal BGP AS Mgration", the mgration fromthe |l egacy ASN to the
permanently retai ned ASN can occur over a period of days or weeks
with reduced customer disruption. (The only observable service

di sruption shoul d be when each PE undergoes the changes di scussed in
step 4 above.)

4.2. Inplementation

The mechani smintroduced in this section MJST be configurable on a
per - nei ghbor or per nei ghbor group basis to allow for nmaximum
flexibility. Wen configured with this nmechanism a BGP speaker MJST
accept BGP OPEN and establish an i BGP session from configured i BGP
peers if the ASN value in "My Autononous Systeni is either the

gl obally configured ASN or a locally configured ASN provi ded when
this capability is utilized. Additionally, a BGP router configured
with this mechani sm MUST send its own BGP OPEN [ RFC4271] (see section
4.2) using either the globally configured or the locally configured
ASN in "My Autononpus Systent as follows. To avoid potenti al

deadl ocks when two BGP speakers are attenpting to establish a BGP
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peering session and are both configured with this mechanism the
speaker SHOULD send BGP OPEN using the globally configured ASN first,
and only send a BGP OPEN using the locally configured ASN as a

fall back if the renote nei ghbor responds with the BGP error "Bad Peer
AS'. In each case, the BGP speaker MJST treat UPDATEs sent and
received to this peer as if this was a natively configured i BGP
session, as defined by [RFC4271] and [ RFC4456].

Note that this procedure will vary slightly if the locally or
globally configured ASNis a 4-octet ASN. See section 3 of
[ RFC4893] .

5. Additional Operational Considerations

Thi s docunment describes several nechanisns to support |SPs and ot her
organi zations that need to perform ASN nigrations. Qher variations
of these nechani sns may exist, for exanple, in |legacy router software
t hat has not been upgraded or reached End of Life, but continues to
operate in the network. Such variations are beyond the scope of this
docunent .

Conpani es routinely go through periods of nergers, acquisitions and
divestitures, which in the case of the forner cause themto
accunul ate several |egacy ASNs over tine. |SPs often do not have
control over the configuration of customers’ devices (i.e.: the |SPs
are often not providing a managed CE router service, particularly to
medi um and | arge custoners that require eBGP). Furthernore, |SPs are
usi ng nethods to perform ASN migration that do not require
coordination with custoners. Utimately, this neans there is not a
finite period of tine after which | egacy ASNs will be completely
expunged fromthe ISPs network. In fact, it is comon that |egacy
ASNs and the associ ated External BGP AS M grati on nechani sns

di scussed in this docunent can and do persist for several years, if
not longer. Thus, it is prudent to plan that |egacy ASNs and

associ ated External BGP AS M gration nechanisns will persist in a
operational network indefinitely.

Wth respect to the Internal BGP AS Mgration mechanism all of the
routers to be consolidated into a single, permanently retai ned ASN
are under the administrative control of a single entity. Thus,
completing the mgration fromi BGP sessions using the | egacy ASN to
the permanently retained ASN is nore straightforward and coul d be
acconplished in a matter of days to months. Finally, good
operational hygiene would dictate that it is good practice to avoid
using "Internal BG AS Mgration" capability over a | ong period of
time for reasons of not only operational sinplicity of the network,
but al so reduced reliance on that mechani sm during the ongoi ng
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9.

9.

1.

I'ifecycle managenent of software, features and configurations that
are mai ntai ned on the network.

| ANA Consi derations
This meno includes no request to | ANA
Security Considerations

This draft discusses a process by which one ASNis mgrated into and
subsuned by another. This involves manipul ating the AS PATH
Attribute with the intent of not increasing the AS PATH | ength, which
woul d typically cause the BGP route to no | onger be selected by BGP s
Path Sel ection Algorithmin others’ networks. This could result in
sudden and unexpected shifts in traffic patterns in the network,
potentially resulting in congestion

G ven that these nmechanisns can only be enabl ed through configuration
of routers within a single network, standard security neasures should
be taken to restrict access to the managenent interface(s) of routers
that inplenment these nechanisns. Additionally, BGP sessions SHOULD
be protected using TCP Authentication Option [RFC5925] and the
Generalized TTL Security Mechani sm [ RFC5082]
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| mpl enent ati on report

As noted el sewhere in this docunent, this set of mgration nechani sns
has nultiple existing inplenentations in w de use.
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0 Alcatel-Lucent [ALU|
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This is not intended to be an exhaustive list, as equival ent features
do exist in other inplementations, however the authors were unable to
find publicly avail abl e docunentation of the vendor-specific

i npl ementation to reference
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