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Abstract

This docunent defines a YANG data nodel for configuring and managi ng
routing policies in a vendor-neutral way and based on actua
operational practice. The nmodel provides a generic policy framework
whi ch can be augnented with protocol -specific policy configuration
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

Thi s docunent describes a YANG [ RFC6020] data nodel for routing
policy configuration based on operational usage and best practices in
a variety of service provider networks. The nodel is intended to be
vendor-neutral, in order to all ow operators to manage policy
configuration in a consistent, intuitive way in heterogeneous
environnments with routers supplied by nultiple vendors.

1.1. Goals and approach

This nodel does not aimto be feature conplete -- it is a subset of
the policy configuration paraneters available in a variety of vendor

i npl ement ations, but supports wi dely used constructs for managi ng how
routes are inported, exported, and nodified across different routing
protocols. The nodel devel opment approach has been to exam ne actua
policy configurations in use across a nunmber of operator networks.
Hence the focus is on enabling policy configuration capabilities and
structure that are in w de use

Despite the differences in details of policy expressions and
conventions in various vendor inplenentations, the nodel reflects the
observation that a relatively sinple condition- action approach can
be readily nmapped to several existing vendor inplenmentations, and

al so gives operators an intuitive and straightforward way to express
policy without sacrificing flexibility. A side affect of this design
decision is that |egacy nmethods for expressing policies are not

consi dered. Such methods coul d be added as an augnmentation to the
nmodel if needed.

Consistent with the goal to produce a data nodel that is vendor
neutral, only policy expressions that are deened to be wi dely
avai l abl e in existing major inplenentations are included in the
nmodel . Those configuration itens that are only avail able froma
single inplenmentation are onmtted fromthe nodel with the expectation
they will be avail able in separate vendor-provi ded nodul es that
augnment the current nodel

2. Model overview
The routing policy nodel is defined in two YANG nodul es, the main

policy nodule, and an auxiliary nodul e providing additional generic
types. The nodel has three nmin parts:
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0 A generic framework to express policies as sets of related
conditions and actions. This includes natch sets and actions that
are useful across many routing protocols.

0 A structure that allows routing protocol nodels to add protocol -
specific policy conditions and actions though YANG augnent ati ons.
There is a conplete exanple of this for BGP [ RFC4271] policies in
the proposed vendor-neutral BGP data node
[1-D. shai kh-idr-bgp-nodel ].

0 A reusable grouping for attaching inport and export rules in the
context of routing configuration for different protocols, VRFs,
etc. This also enables creation of policy chains and expressing
default policy behavior.

These nodul es nmake use of the standard Internet types, such as IP
addr esses, autononous system nunbers, etc., defined in RFC 6991
[ RFC6991] .

3. Route policy expression

Pol i cies are expressed as a sequence of top-level policy definitions
each of which consists of a sequence of policy statenments. Policy
statements in turn consist of sinple condition-action tuples.
Conditions may include nultiple match or conpari son operations, and
simlarly, actions may effect nultiple changes to route attributes,
or indicate a final disposition of accepting or rejecting the route.
This structure is shown bel ow.

+--rw routing-policy
+--rw policy-definitions
+--rw policy-definition* [name]
+--rw nane string
+--rw statenents
+--rw statenent* [nane]

+--rw name string
+--rw conditions
[ .

+--rw actions

3.1. Defined sets for policy matching

The nmodel s provides a set of generic sets that can be used for

mat ching in policy conditions. These sets are applicable across
multiple routing protocols, and nmay be further augnented by protocol -
speci fic nodels which have their own defined sets. The supported
defined sets include:
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0 prefix sets - define a set of IP prefixes, each with an associ ated
Cl DR netmask range (or exact |ength)

0 neighbor sets - define a set of neighboring nodes by their IP
addr esses

0o tag set - define a set of generic tag values that can be used in
mat ches for filtering routes

The nodel structure for defined sets is shown bel ow.

+--rw routing-policy
+--rw defined-sets
+--rw prefix-sets
| +--rw prefix-set* [prefix-set-nane]

[ +--rw prefix-set-nane string

| +-rw prefix* [ip-prefix maskl ength-range]

| +--rwip-prefix inet:ip-prefix
[ +- -rw nmaskl engt h-range string

+--rw nei ghbor-sets
| +--rw nei ghbor-set* [neighbor-set-nane]

[ +--rw nei ghbor - set - nane string
| +--rw nei ghbor* [address]
| +--rw address i net:ip-address

+--rw tag-sets
+--rw tag-set* [tag-set-nane]

+--rw tag-set-nane string
+--rw tag* [val ue]
+--rw val ue pt:tag-type

3.2. Policy conditions

Policy statenments consist of a set of conditions and actions (either
of which nmay be enpty). Conditions are used to match route
attributes against a defined set (e.g., a prefix set), or to conpare
attributes against a specific val ue.

Mat ch conditions rmay be further nodified using the match-set-options
configuration which allows operators to change the behavior of a
mat ch. Three options are support ed:

0 ALL - match is true only if the given value matches all menbers of
t he set.

0 ANY - match is true if the given value matches any nenber of the
set.
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0 INVERT - match is true if the given value does not match any
menber of the given set.

Not all options are appropriate for matching against all defined sets
(e.g., match ALL in a prefix set does not nmake sense). |In the nodel,
a restricted set of match options is used where applicable.

Conparison conditions may sinilarly use options to change how route
attributes should be tested, e.g., for equality or inequality,
agai nst a gi ven val ue.

Whil e nost policy conditions will be added by individual routing
protocol nodels via augnentation, this routing policy nodel includes
several generic match conditions and also the ability to test which
protocol or nechanisminstalled a route (e.g., BGP, I1GP, static,
etc.). The conditions included in the nodel are shown bel ow.

+--rw routing-policy
+--rw policy-definitions
+--rw policy-definition* [name]
+--rw statements
+--rw statenent* [nane]
+--rw conditions
+--rw call -policy?
+--rw mat ch- prefix-set!
|  +--rw prefix-set?
| +--rw match-set-options?
+--rw mat ch- nei ghbor - set !
| +--rw nei ghbor-set?
| +--rw nmatch-set-options?
+--rw mat ch-tag- set!
| +--rwtag-set?
| +--rw match-set-options?
+--rwinstall-protocol-eq?
+--rw igp-conditions

Policy actions

When policy conditions are satisfied, policy actions are used to set
various attributes of the route being processed, or to indicate the
final disposition of the route, i.e., accept or reject.

Simlar to policy conditions, the routing policy nodel includes

generic actions in addition to the basic route disposition actions.
These are shown bel ow.
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+--rw routing-policy
+--rw policy-definitions
+--rw policy-definition* [name]
+--rw statenents
+--rw statenent* [nane]
+--rw actions
+--rw (route-disposition)?
| +--:(accept-route)
| | +--rw accept-route? enpty
| +--:(reject-route)
| +--rwreject-route? enpty
+--rw igp-actions
+--rw set-tag? pt:tag-type

3.4. Policy subroutines

Policy 'subroutines’ (or nested policies) are supported by allow ng
policy statement conditions to reference other policy definitions
using the call-policy configuration. Called policies apply their
conditions and actions before returning to the calling policy
statenment and resum ng eval uation. The outcone of the called policy
affects the evaluation of the calling policy. |If the called policy
results in an accept-route (either explicit or by default), then the
subroutine returns an effective boolean true value to the calling
policy. For the calling policy, this is equivalent to a condition
statenment evaluating to a true value and eval uation of the policy
continues (see Section 4). Note that the called policy may al so
nodi fy attributes of the route in its action statenents. Simlarly,
a reject-route action returns false and the calling policy evaluation
will be affected accordingly.

Note that the called policy may itself call other policies (subject
to inmplenentation limtations). The nodel does not prescribe a
nesting depth because this varies anong inplenentations, with sone
maj or inplenentations only supporting a single subroutine, for
exanple. As with any routing policy construction, care nust be taken
with nested policies to ensure that the effective return val ue
results in the intended behavior. Nested policies are a convenience
in many routing policy constructions but creating policies nested
beyond a small nunber of levels (e.g., 2-3) should be discouraged.

4. Policy evaluation

Eval uation of each policy definition proceeds by evaluating its
correspondi ng individual policy statenents in order. Wen a
condition statement in a policy statenent is satisfied, the
correspondi ng action statenent is executed. |If the action statenent
has either accept-route or reject-route actions, evaluation of the
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current policy definition stops, and no further policy definitions in
the chain are eval uated

If the condition is not satisfied, then evaluation proceeds to the
next policy statenent. |f none of the policy statenent conditions
are satisfied, then evaluation of the current policy definition
stops, and the next policy definition in the chain is eval uated.
When the end of the policy chain is reached, the default route

di sposition action is performed (i.e., reject-route unless an an
alternate default action is specified for the chain).

5. Applying routing policy

Routing policy is applied by defining and attaching policy chains in
various routing contexts. Policy chains are sequences of policy
definitions (described in Section 3) that have an associ at ed
direction (inport or export) with respect to the routing context in
which they are defined. The routing policy nodel defines an apply-
policy grouping that can be inported and used by other nodels. As
shown below, it allows definition of inport and export policy chains,
as well as specifying the default route disposition to be used when
no policy definition in the chain results in a final decision

+--rw appl y-policy
| +--rwconfig

| | +--rwinport-policy*

| | +--rwdefault-inport-policy? defaul t-policy-type

| | +--rwexport-policy*

| | +--rw default-export-policy? defaul t-policy-type
The default policy defined by the nodel is to reject the route for
both inport and export policies.

An exanpl e of using the apply-policy group in another routing nodel
is shown below for BGP. Here, inport and export policies are applied
in the context of a particular BGP peer group. Note that the policy
chains reference policy definitions by nanme that are defined in the
routing policy nodel
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peer - group* [ peer-group- nane]
rw peer-group-nane

rw config

+--rw peer-as?
+--rw | ocal - as?

+--rw peer-type?

+--rw aut h- passwor d?
+--rw renove-private-as?
+--rw route-fl ap-danpi ng?
+--rw send-comuni ty?
+--rw description?

+--rw peer-group- name?

ro state

+--ro peer-as?

+--ro local -as?
+--ro0 peer-type?
+--ro aut h-password?

+-T0
+-T0
+-r0
+-T0
+--r10

renove-private-as?
rout e-f | ap- danpi ng?
send- conmuni ty?
description?

peer - gr oup- nanme?
+--ro total -paths?

+--ro total -prefixes?

rw appl y-policy

+--rw config

| +--rwinport-policy*

| +--rw default-inport-policy?

| +--rw export-policy*

| +--rw default-export-policy?

+--r0 state
+--ro inport-policy*

+--ro default-inport-policy?

+--ro export-policy*

+--ro default-export-policy?

6. Routing protocol-specific policies

Rout i ng nodel s t hat
augnent the routing policy nodel
policy configuration.
defined sets,

addi
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7.

An exanple of this is shown below, in which the BGP configuration
nmodel in [1-D.shaikh-idr-bgp-nmodel] adds new defined sets to match on
community val ues or AS paths. The nodel simlarly augnments BGP-
specific conditions and actions into the correspondi ng sections of
the routing policy nodel.

+--rw routing-policy
+--rw defined-sets
+--rw prefix-sets
+-rw prefix-set* [prefix-set-nane]
+--rw prefix-set-nane
+--rw prefix* [ip-prefix maskl engt h-range]
+--rwip-prefix
+--rw maskl engt h-range
--rw nei ghbor -sets
+--rw nei ghbor-set* [ nei ghbor-set - nane]
+--rw nei ghbor - set - nane
+--rw nei ghbor* [address]
+--rw address
+--rw tag-sets
| +--rwtag-set* [tag-set-nane]
[ +--rw t ag- set - nane
| +--rw tag* [val ue]
| +--rw val ue
+--rw bgp- pol : bgp- defi ned-sets
+--rw bgp-pol : comuni ty-sets
| +--rw bgp-pol:community-set* [comunity-set-nane]
[ +--rw bgp-pol : communi ty- set - nane
| +--rw bgp-pol : communi ty- nenber *
+--rw bgp- pol : ext-conmmuni ty-sets
| +--rw bgp-pol:ext-community-set* [ext-comunity-set-nane]
| +--rw bgp- pol : ext - communi ty-set - name
| +--rw bgp- pol : ext - conmuni t y- menber *
+--rw bgp-pol : as-path-sets
+--rw bgp-pol : as- pat h-set* [ as-pat h-set - nane]
+--rw bgp- pol : as- pat h- set - nane
+--rw bgp- pol : as- pat h- set - nenber *

—_—_

Security Considerations

Routing policy configuration has a significant inpact on network
operations, and as such any related nodel carries potential security
risks.

YANG dat a nodel s are generally designed to be used with the NETCONF
protocol over an SSH transport. This provides an authenticated and
secure channel over which to transfer configuration and operati onal
data. Note that use of alternate transport or data encoding (e.g.,
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JSON over HTTPS) would require simlar mechani sms for authenticating
and securing access to configuration data.

Most of the data elenents in the policy nodel could be considered
sensitive froma security standpoint. Unauthorized access or invalid
data coul d cause major disruption

8. | ANA Consi der ati ons

This YANG data nodel and the conponent nodul es currently use a
tenporary ad-hoc nanespace. |If and when it is placed on redirected
for the standards track, an appropriate nanespace URl wll be
registered in the ETF XM. Regi stry" [RFC3688]. The routing policy
YANG nodul es will be registered in the "YANG Mbdul e Names" registry
[ RFC6020] .

9.  YANG nodul es

The routing policy nodel is described by the YANG nodules in the
sections bel ow.

9.1. Routing policy nodel

<CCODE BEG NS> file routing-policy.yang
nodul e routing-policy {

yang-version "1";

/'l nanespace
nanespace "http://openconfig.net/yang/routing-policy";

prefix "rpol";

/1 inport some basic types
import ietf-inet-types { prefix inet; }
i mport policy-types {prefix pt; }

/1 neta
organi zati on
" OpenConfi g working group"

cont act
"OpenConfi g working group
net openconfi g@oogl egr oups. cont';

description
"This nodul e describes a YANG nodel for routing policy

Shai kh, et al. Expi res January 5, 2016 [ Page 10]



Internet-Draft Routing Policy Mbdel July 2015

Shai kh,

configuration. It is a linited subset of all of the policy
configuration paranmeters available in the variety of vendor

i npl ement ati ons, but supports wi dely used constructs for nanagi ng
how routes are inported, exported, and nodified across different
routing protocols. This nodule is intended to be used in
conjunction with routing protocol configuration nodels (e.g.

BGP) defined in other nodul es.

Rout e policy expression

Policies are expressed as a set of top-level policy definitions,
each of which consists of a sequence of policy statenments. Policy
statements consist of sinple condition-action tuples. Conditions
may include nutiple match or conparison operations, and simlarly
actions may be multitude of changes to route attributes or a
final disposition of accepting or rejecting the route.

Rout e policy eval uation

Policy definitions are referenced in routing protocol
configurations using inport and export configuration statenents.
The argunents are nmenbers of an ordered |ist of naned policy
definitions which conprise a policy chain, and optionally, an
explicit default policy action (i.e., reject or accept).

Eval uation of each policy definition proceeds by evaluating its
correspondi ng individual policy statenents in order. Wen a
condition statement in a policy statenent is satisfied, the
correspondi ng action statenent is executed. |f the action
statenment has either accept-route or reject-route actions, policy
eval uation of the current policy definition stops, and no further
policy definitions in the chain are eval uated.

If the condition is not satisfied, then evaluation proceeds to
the next policy statenent. |f none of the policy statenent
conditions are satisfied, then evaluation of the current policy
definition stops, and the next policy definition in the chainis
eval uated. Wen the end of the policy chain is reached, the
default route disposition action is perfornmed (i.e., reject-route
unl ess an an alternate default action is specified for the
chain).

Policy 'subroutines’ (or nested policies) are supported by

all owing policy statenment conditions to reference another policy
definition which applies conditions and actions fromthe
referenced policy before returning to the calling policy
statenent and resuning evaluation. |If the called policy

results in an accept-route (either explicit or by default), then
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the subroutine returns an effective true value to the calling
policy. Similarly, areject-route action returns false. |If the
subroutine returns true, the calling policy continues to evaluate
the remaining conditions (using a nodified route if the
subroutine perforned any changes to the route).";

revision "2015-05-15" {
description
"Initial revision";
reference "TBD';

}

/1 typedef statenents

typedef default-policy-type {
type enuneration {
enum ACCEPT- ROUTE {
description "default policy to accept the route";

}
enum REJECT- ROUTE {
description "default policy to reject the route";
}
description "type used to specify default route disposition in
a policy chain";

}

/1 grouping statenments

groupi ng generi c-defined-sets {
description
"Data definitions for pre-defined sets of attributes used in
policy match conditions. These sets are generic and can
be used in matching conditions in different routing
protocol s.";

contai ner prefix-sets {
description
"Encl osi ng container for defined prefix sets for matching"

list prefix-set {
key prefix-set-nane;
description
"List of the defined prefix sets";

| eaf prefix-set-name {
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type string;
description
"name / |abel of the prefix set -- this is used to
reference the set in match conditions";
}
list prefix {
key "ip-prefix maskl engt h-range";
description
"List of prefix expressions that are part of the set";
| eaf ip-prefix {
type inet:ip-prefix;
mandat ory true;
description
"The prefix nenber in CIDR notation -- while the
prefix nmay be either |1 Pv4 or | Pv6, nost
i mpl ementations require all menbers of the prefix set
to be the sanme address famly. Mxing address types in
the sane prefix set is likely to cause an error.";
}
| eaf maskl engt h-range {
type string {
pattern '~([0-9]+\.\.[0-9]+)| exact$’;
}
description
"Defines a range for the nmasklength, or 'exact’ if
the prefix has an exact | ength.
Exanpl e: 10.3.192.0/21 through 10. 3.192.0/24 woul d be
expressed as prefix: 10.3.192.0/ 21,
maskl engt h-range: 21..24.
Exanpl e: 10.3.192.0/21 woul d be expressed as
prefix: 10.3.192.0/21,
maskl engt h-range: exact";
}
}

}
}

cont ai ner nei ghbor-sets {
description
"Encl osi ng contai ner for defined nei ghbor sets for natching"

i st neighbor-set {
key nei ghbor - set - nane;
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description
"Definitions for neighbor sets"

| eaf nei ghbor-set-nane {

type string;
description
"name / | abel of the neighbor set -- this is used to
reference the set in match conditions"
}
i st neighbor {
key "address";
description
"l'ist of addresses that are part of the nei ghbor set";
| eaf address {
type inet:ip-address;
description
"I P address of the neighbor set nenber";
}
}

}
}

contai ner tag-sets {
description
"Encl osi ng container for defined tag sets for matching"

list tag-set {
key tag-set-nane;
description
"Definitions for tag sets"”

| eaf tag-set-nane {
type string;
description
"name / label of the tag set -- this is used to reference
the set in match conditions"

}

list tag {
key "val ue";
description
"l'ist of tags that are part of the tag set";

| eaf val ue {

type pt:tag-type
description
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"Val ue of the tag set nenber";

groupi ng | ocal -generic-conditions {
description
"Condi tion statenent definitions for consideration of a | oca
characteristic of a route";

| eaf install-protocol-eq {
type identityref {
base pt:install-protocol-type
}
description
"Condition to check the protocol / nethod used to instal
which installed the route into the I ocal routing table";

}
}

groupi ng mat ch-set-opti ons-group {
description
"Groupi ng containing options relating to how a particul ar set
shoul d be matched";

| eaf match-set-options {
type pt:match-set-options-type;
description
"Optional paraneter that governs the behaviour of the
mat ch operation”;
}
}

groupi ng natch-set-options-restricted-group {
description
"Grouping for a restricted set of match operation nodifiers";

| eaf match-set-options {
type pt:match-set-options-restricted-type;
description
"Optional paraneter that governs the behaviour of the
mat ch operation. This leaf only supports matching on ANY
menber of the set or inverting the match. Matching on ALL is
not supported)";
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groupi ng generic-conditions {
description "Condition statement definitions for checking
menbership in a generic defined set”;

contai ner match-prefix-set {

presence
"The presence of this container indicates that the routes

shoul d match the prefix-set referenced.”;

description
"Match a referenced prefix-set according to the logic
defined in the match-set-options leaf";

| eaf prefix-set {
type leafref {
path "/routing-policy/defined-sets/prefix-sets/" +
"prefix-set/prefix-set-nane";
[/ TODO. require-instance should be added when it's
/lsupported in YANG 1.1
/lrequire-instance true

}
description "References a defined prefix set”;
}
uses match-set-options-restricted-group
}
cont ai ner mat ch- nei ghbor -set {
presence

"The presence of this container indicates that the routes
shoul d match the nei ghbour set referenced";

description
"Match a referenced nei ghbor set according to the logic
defined in the match-set-options-leaf";

| eaf nei ghbor-set {

type leafref {
path "/routing-policy/defined-sets/neighbor-sets/" +

"nei ghbor - set/ nei ghbor - set - nane";

/1 TODO. require-instance should be added when it’'s
/lsupported in YANG 1.1

/lrequire-instance true

}

description "References a defined nei ghbor set";

uses match-set-options-restricted-group
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cont ai ner mat ch-tag-set {
presence
"The presence of this container indicates that the routes
shoul d match the tag-set referenced"

description
"Match a referenced tag set according to the |ogic defined
in the match-options-set |eaf";

| eaf tag-set {
type leafref {
path "/routing-policy/defined-sets/tag-sets/tag-set" +
"/tag-set-nane";
[/ TODO. require-instance should be added when it’s
//supported in YANG 1.1
/lrequire-instance true

}

description "References a defined tag set";

}

uses match-set-options-restricted-group

}

uses | ocal -generic-conditions;

}

groupi ng i gp-generic-conditions {
description "grouping for 1GP policy conditions”

groupi ng igp-conditions {
description "grouping for |1GP-specific policy conditions”

contai ner igp-conditions {
description "Policy conditions for IGP attributes”;

uses i gp-generic-conditions;

}
}

groupi ng generic-actions {
description
"Definitions for common set of policy action statenents that
manage the disposition or control flow of the policy";

choi ce route-disposition {
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description
"Select the final disposition for the route, either
accept or reject.”;

| eaf accept-route {

type enpty;

description "accepts the route into the routing table";
}
| eaf reject-route {

type enpty;

description "rejects the route";
}

}
}

groupi ng igp-actions {
description "grouping for |GP-specific policy actions";

cont ai ner igp-actions {
description "Actions to set I1GP route attributes; these actions
apply to multiple | GPs";

| eaf set-tag {
type pt:tag-type
description
"Set the tag value for OSPF or 1S-1S routes.”
}

}
}

contai ner routing-policy {
description
"top-level container for all routing policy configuration”

cont ai ner defined-sets {
description
"Predefined sets of attributes used in policy match
statenments”;

uses generic-defined-sets;

/'l uses bgp-defined-sets;

/1 don't see a need for |GP-specific defined sets at this point
/Il e.g., for OSPF, 1S1S, etc.

}

contai ner policy-definitions {
description
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"Encl osing container for the list of top-level policy
definitions";

list policy-definition {

key nane;

description
"List of top-level policy definitions, keyed by unique
nane. These policy definitions are expected to be
referenced (by nane) in policy chains specified in inport/
export configuration statenents.";

| eaf nane {
type string;
description
"Narme of the top-level policy definition -- this nane
is used in references to the current policy";

}

contai ner statenments {
description
"Encl osi ng container for policy statenments";

list statenment {
key nane;
/1 TODO nanes of policy statements within a policy defn
/1 should be optional, however, YANG requires a unique id
/1 for lists; not sure that a conpound key works either
/1l need to investigate further
or der ed- by user;
description
"Policy statenments group conditions and actions within
a policy definition. They are evaluated in the order
specified (see the description of policy evaluation
at the top of this nodule.";

| eaf nane {
type string;
description "name of the policy statenent”;

}

cont ai ner conditions {

description "Condition statements for this
policy statenent”;

| eaf call-policy {
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type leafref {
path "/rpol:routing-policy/" +
"rpol : policy-definitions/" +
"rpol : policy-definition/rpol:nane";
/1 TODO. require-instance should be added when it's
/lsupported in YANG 1.1
/lrequire-instance true
}
description
"Applies the statenents fromthe specified policy
definition and then returns control the current
policy statenent. Note that the called policy may
itself call other policies (subject to
implementation limtations). This is intended to
provide a policy ’subroutine’ capability. The
called policy should contain an explicit or a
default route disposition that returns an effective
true (accept-route) or false (reject-route),
ot herwi se the behavi or may be amnbi guous and
i mpl ement ati on dependent”;
}
uses generic-conditions;
uses i gp-conditions;

}

cont ai ner actions {

description "Action statenents for this policy
statement”;

uses generic-actions;
uses i gp-actions;

groupi ng apply-policy-config {
description
"Configuration data for routing policies"”

leaf-l1ist inmport-policy {
type leafref {
path "/rpol:routing-policy/rpol:policy-definitions/" +
"rpol : policy-definition/rpol:nane";
[/ TODO. require-instance should be added when it's
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/lsupported in YANG 1.1
/lrequire-instance true

order ed- by user;

description
"l'ist of policy names in sequence to be applied on
receiving a routing update in the current context, e.g.
for the current peer group, neighbor, address fanily,
etc.";

}

| eaf default-inport-policy {
type defaul t-policy-type;
default REJECT- ROUTE
description
"explicitly set a default policy if no policy definition
in the inport policy chain is satisfied."

}

| eaf-1ist export-policy {
type leafref {
path "/rpol:routing-policy/rpol:policy-definitions/" +
"rpol : policy-definition/rpol:nane";
[/ TODO. require-instance should be added when it's
/lsupported in YANG 1.1
/lrequire-instance true

order ed- by user;

description
"l'ist of policy names in sequence to be applied on
sending a routing update in the current context, e.g.
for the current peer group, neighbor, address fanily,
etc.";

}

| eaf default-export-policy {
type defaul t-policy-type;
default REJECT- ROUTE
description
"explicitly set a default policy if no policy definition
in the export policy chain is satisfied."
}
}

groupi ng apply-policy-state {
description
"Operational state associated with routing policy";
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[/ TODO. identify additional state data beyond the intended
/Ipolicy configuration.

groupi ng appl y-policy-group {
description
"Top |l evel container for routing policy applications. This
grouping is intended to be used in routing nodels where
needed. ";

cont ai ner apply-policy {
description
"Anchor point for routing policies in the nodel.
I mport and export policies are with respect to the |oca
routing table, i.e., export (send) and inport (receive),
dependi ng on the context.";

contai ner config {
description
"Policy configuration data.";

uses appl y-policy-config;

contai ner state {
config fal se
description
"Operational state for routing policy";

uses appl y-policy-config;
uses apply-policy-state;

}
}

}
<CODE ENDS>

9.2. Routing policy types

<CCODE BEG NS> file policy-types.yang
nmodul e policy-types {

yang-version "1";

/'l nanespace
nanespace "http://openconfig. net/yang/policy-types";
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prefix "ptypes";

/1 inmport some basic types
import ietf-yang-types { prefix yang; }

Il neta
organi zati on
" OpenConfi g working group";

cont act
"OpenConfig working group
net openconfi g@oogl egr oups. cont';

description
"This nodul e contai ns general data definitions for use in routing
policy. It can be inported by nodul es that contain protocol -
specific policy conditions and actions.";

revision "2015-05-15" {
description
"Initial revision";
reference "TBD';

}

/] identity statements

identity attribute-conparison {
description
"base type for supported conpari son operators on route
attributes”;

}

identity attribute-eq {
base attri bute-conparison;
description "== conparison";

}

identity attribute-ge {
base attri bute-conparison;
description ">= conparison";

}

identity attribute-le {
base attri bute-conparison;
description "<= conparison";

}
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typedef match-set-options-type {
type enuneration {
enum ANY {
description "match is true if given val ue matches any nenber
of the defined set";

}

enum ALL {
description "match is true if given value matches al
menbers of the defined set”;

}

enum | NVERT {
description "match is true if given value does not nmatch any
menber of the defined set”;

}

}

defaul t ANY;

description
"Options that govern the behavior of a match statenment. The
default behavior is ANY, i.e., the given value matches any
of the menbers of the defined set”;

}

typedef match-set-options-restricted-type {
type enuneration {
enum ANY {
description "match is true if given val ue matches any nenber
of the defined set”;

}

enum | NVERT {
description "match is true if given value does not natch any
menber of the defined set”;

}

}

defaul t ANY;

description
"Options that govern the behavior of a match statenment. The
default behavior is ANY, i.e., the given value matches any
of the menbers of the defined set. Note this type is a
restricted version of the match-set-options-type.”
[/ TODO restriction on enunerated types is only allowed in
[1TYANG 1.1. Until then, we will require this additional type

}

groupi ng attribute-conpare-operators {
description "comon definitions for conparison operations in
condition statenments”;

| eaf operator {
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type identityref {
base attri bute-conparison
}

description
"type of conparison to be perforned";

}
| eaf val ue {
type uint32;

description
"value to conpare with the comunity count";
}

}

typedef tag-type {
type union {
type uint32;
type yang: hex-string;

description "type for expressing route tags on a |local system
including 1S-1S and CSPF; may be expressed as either deciml or
hexi deci mal integer";
reference

"RFC 2178 OSPF Version 2

RFC 5130 A Policy Control Mechanismin IS-1S Using

Adm ni strative Tags"

}

identity install-protocol-type {
description
"Base type for protocols which can install prefixes into the
R B";
}

identity BGP {
base install-protocol -type
description "BG";
reference "RFC 4271";

}

identity ISIS{
base install-protocol -type
description "IS-1S";
reference "1 SO | EC 10589"
}

identity OSPF {
base install-protocol -type
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description "OSPFv2";
ref erence "RFC 2328";

}

identity OSPF3 {
base install-protocol -type
description "OSPFv3";
reference "RFC 5340";

}

identity STATIC {
base install-protocol -type
description "Locally-installed static route";

}

i dentity DI RECTLY- CONNECTED {
base install-protocol -type
description "A directly connected route";

}

i dentity LOCAL- AGGREGATE ({
base install-protocol -type
description "Locally defined aggregate route";

}
}
<CODE ENDS>

10. Policy exanples

Bel ow we show an exanpl e of XM.-encoded configuration data using the
routing policy and BGP nodels to illustrate both how policies are
defined, and al so how they can be applied. Note that the XM. has
been sinplified for readability.

<routing-policy>

<defi ned- set s>
<prefix-sets>
<prefix-set>
<prefix-set-name>prefix-set-A</prefix-set-name>
<prefix>
<i p-prefix>192.0. 2.0/ 24</ip-prefix>
<maskl engt h-range>24. . 32</ maskl engt h-r ange>
</ prefix>
<prefix>
<i p-prefix>10.0.0.0/16</i p-prefix>
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<maskl engt h-range>16. . 32</ naskl engt h- r ange>
</ prefix>
<prefix>
<i p-prefix>192. 168.0. 0/ 19</i p-prefix>
<maskl engt h-range>19. . 24</ maskl engt h-r ange>
</ prefix>
</ prefix-set>
</ prefix-sets>
<t ag- set s>
<t ag- set >
<t ag- set - nane>cust - t agl</t ag- set - nane>
<t ag>
<val ue>10</ val ue>
</tag>
</tag-set>
</tag-sets>
</ defi ned- set s>

<policy-definitions>
<pol i cy-definition>
<name>export -t agged- BGP</ nanme>
<st at enent s>
<st at enent >
<nane>t er m 0</ name>
<condi ti ons>
<install - protocol -eq>0SPF3</install-protocol -eq>
<mat ch-t ag- set >
<t ag- set >cust-tagl</tag-set>
</ mat ch-tag-set >
</ condi ti ons>
<actions>
<accept-route />
</ acti ons>
</ st at enent >
</ st at enent s>
</ policy-definition>
</ policy-definitions>

</ routing-policy>

<bgp>

<gl obal >

<confi g>
<as>65517</ as>

</ config>

</ gl obal >

<peer - groups>
<peer - group>

Shai kh, et al. Expi res January 5, 2016

July 2015

[ Page 27]



Internet-Draft Routing Policy Mbdel July 2015

<peer - gr oup- nhame>PGl</ peer - gr oup- hanme>
<confi g>
<peer - as>65518</ peer - as>
<peer -t ype>EXTERNAL</ peer -t ype>
</ config>
<appl y- pol i cy>
<confi g>
<export-pol i cy>export -tagged- BGP</ export-policy>
</ config>
</ appl y-policy>
</ peer - gr oup>
</ peer - gr oups>
</ bgp>
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Appendi x B. Change sunmary
B.1. Changes between revisions -00 and -01

The -01 revision of the policy nodel reflects a nunber of changes to

the data nodel based on additional operator, reviewer, and

i mpl ement or f eedback.

o Modified the apply-policy container to use the pattern for
nmodel i ng operational state described in
[I-D. openconfi g-net nod- opst at e] .

0 Updated prefix lists to use ip-prefix type and maskl ength range to
better enabl e range-checking and validation. Added an 'exact’
option to the nmaskl ength range.

0 Changed accept / reject route to be within a choice statenent.

0 Added enclosing containers to lists.

0 Mnor changes to leaf-lists in defined sets definitions; also to
appl y-policy container structure.

0 Added second type of match-options set to handle restricted case
of only ANY | INVERT (i.e., without ALL). The restricted
enunerated type is now associated with the appropriate types of
set s.

o0 Mved install-protocol-type identity to policy-types nodul e.

0 Renoved require-instance statenents fromleafrefs pending
availability in YANG 1. 1.

0 Fixed discrepancies in the exanple shown in the document, and
sinplified the exanple.
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