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Abstract

Thi s docunent defines a YANG data nodel for configuring and managi ng
BGP, including protocol, policy, and operational aspects based on
data center, carrier and content provider operational requirenments.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 16, 2015.
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Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

YANG [ RFC6020] is a data nodeling | anguage that was introduced to
define the contents of a conceptual data store that all ows networked
devices to be nmanaged usi ng NETCONF [ RFC6241]. YANG is proving

rel evant beyond its initial confines, as bindings to other interfaces
(e.g. ReST) and encodings other than XML (e.g. JSON) are being
defined. Furthernmore, YANG data nodels can be used as the basis of

i mpl ementation for a nunber of interfaces, such as CLIs and
programmuati c APIs.

Thi s docunment describes a YANG data nodel for the BGP [ RFC4271]

protocol, including various protocol extensions, policy
configuration, as well as defining key operational state data. The
nodel is intended to be vendor-neutral, in order to allow operators

to manage BGP configuration in heterogeneous environnents wth
routers supplied by nultiple vendors. The nodel is also intended to
be readily mapped to existing inplenmentations to facilitate support
fromas large a set of routing hardware and software vendors as
possi bl e.

1.1. Goals and approach

The nmodel covers the base BGP features that are depl oyed across mgjor
i npl ementati ons and the common BGP configurations in use across a
nunber of operator network deploynents. In particular, this nodel
attenpts to cover BGP features defined in [ RFC4271], [RFC1997],

[ RFC4456], [RFC4A760], [RFC3065], [RFC2439], [RFC4A724], and [ RFC6811].

Along with configuration of base BGP features, this nodel also
addresses policy configuration, by providing "hooks" for applying
policies, and also defining BGP-specific policy features. The BGP
policy features are intended to be used with the general routing
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policy nodel defined in [I-D.shai kh-rtgwg-policy-nodel]. The nodel
al so supports operational state data to enable a conmon nodel for
reading BGP-rel ated state from a BGP speaker

For the base BGP features, the focus of the npdel described in this
docunent is on providing configuration and operational state
information relating to:

o The gl obal BGP instance, and nei ghbors whose configuration is
specified individually, or tenplated with the use of peer-groups.

0 The address fanilies that are supported by peers, and the gl oba
configuration which relates to them

o The policy configuration "hooks" and BGP-specific policy features
that relate to a neighbor - controlling the inport and export of
NLRI s.

As mentioned earlier, any configuration itens that are deened to be
wi dely available in existing major BGP inplenentations are included
in the nodel. Additional, nore esoteric, configuration itens that
are not commonly used, or only available froma single

i mpl ementation, are onmtted fromthe nodel with an expectation that
they will be available in conpanion nodul es that augnent the current
nodel. This allows clarity in identifying data that is part of the
vendor - neutral base nodel

Where possible, naming in the nodel follows conventions used in
avai |l abl e standards docunents, and otherw se tries to be self-
explanatory with sufficient descriptions of the intended behavior
Simlarly, configuration data value constraints and default val ues,
where used, are based on reconmendations in current standards
docunentation. Since inplenentations vary widely in this respect,
this version of the nodel specifies only a limted set of defaults
and ranges with the expectation of being nore prescriptive in future
versi ons based on actual operator use.

2. Model overvi ew

The BGP nodel is defined across several YANG nodul es but at a high
|l evel is organized into Six el enents:

0 base protocol configuration -- configuration affecting BGP
protocol -rel ated operations, defined at various |evels of
hi er ar chy.

o multiprotocol configuration -- configuration affecting individua

address-fanmi lies within BGP [ RFC4760] .
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0 neighbor configuration -- configuration affecting an individua
nei ghbor within BGP

0 neighbor nultiprotocol configuration -- configuration affecting
i ndi vi dual address-famlies for a neighbor within BGP

o policy configuration -- hooks for application of the policies
defined in [1-D. shai kh-rtgwg-policy-nodel] that act on routes sent
(received) to (from peers or other routing protocols and BGP-
specific policy features.

0 operational state -- variables used for nonitoring, nanagenent,
etc. of BGP operations.

These nodul es al so nake use of standard Internet types, such as IP
addresses and prefixes, autononobus system nunbers, etc., defined in
RFC 6991 [ RFC6991].

Thr oughout the nodel, the approach described in

[1-D. openconfig-netnod-opstate] is used to represent configuration
(intended state), operational and derived state data. That is to
say, that each container holds a "config" and "state" sub-container -
with the config container being used for configurable paraneters, and
the state container container holding representing both the
operational state of configurable |eaves, and derived counters and
statistical information.

2.1. BGP protocol configuration

The BGP protocol configuration nodel is organized hierarchically,
much like the majority of router inplenentations. That is,
configuration itens can be specified at nultiple I evels, as shown
bel ow.

+--rw bgp!

+--rw gl oba

| +-- (gl obal-configuration-options)

+--rw nei ghbors

| +--rw nei ghbor* [neighbor-address]

| +-- (neighbor-configuration-options)

+--rw peer-groups
+--rw peer-group* [peer-group-nane]
+-- (nei ghbor-configuration-options)

Users may specify configuration at a higher |evel and have it apply
to all lower-level itens, or provide overriding configuration at a
| ower level of the hierarchy. Overriding configuration itens are
optional, wth neighbor specific configuration being the nost
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specific or lowest level, followd by peer-group, and finally gl obal
G obal configuration options reflect a subset of the peer-group or
nei ghbor specific configuration options which are relevant to the
entire BGP instance.

The nodel makes the sinplifying assunption that nost of the
configuration itens are available at all levels of the hierarchy.

That is, very little configuration is specific to a particular |eve
in the hierarchy, other than obvious itens such as "group-name" only
bei ng avail abl e for the peer group-level config. A notable exception
is for sub-address fam |y configuration where sone itens are only
applicable for a given AFI-SAFl conbi nation

In order to allow comon configuration to be applied to a set of

nei ghbors, all neighbor configuration options are available within a
peer-group. A neighbor is associated to a particular peer-group
through the use of a peer-group |eaf (which provides a reference to a
configured itemin the peer-group list).

Address-famly configuration is nade available in nultiple points
within the nodel - primarily within the gl obal container, where

i nstance-wi de configuration can be set (for exanple, global protoco
paraneters, the BGP best path route sel ection options, or globa
policies relating to the address-fanily); and on a per-nei ghbor or
per-peer-group basis, where address-families can be enabl ed or

di sabl ed, and policy associated with the parent entity applied.
Wthin the afi-safi container, generic configuration that applies to
all address-famlies (e.g., whether the AFlI-SAFl is enabled) is
presented at the top-level, with address-fam |y specific containers
made available for options relating to only that AFI-SAFI. Wthin
the current revision of the nodel a generic set of address-fanilies,
and common configuration and state options are included - further
work is expected to add additional paraneters to this area of the
nodel .

The following address-fanm lies are currently supported by the nodel:
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+--rw bgp!
+--rw gl oba
+--rw afi-safis
+-rw afi-safi* [afi-safi-nane]

+--rw afi-safi-nane -> ../config/afi-safi-nane
I
+--rw i pv4-uni cast
| c.
+--rw i pv6-uni cast
[ C.
+--rw i pv4-| abel | ed- uni cast
| -
+--rw i pv6-1 abel | ed- uni cast
| c.
+--rw | 3vpn-i pv4-uni cast
[ C.
+--rw | 3vpn-i pv6-uni cast
| -
+--rw | 3vpn-ipv4-mul ticast
| c.
+--rw | 3vpn-i pv6-nul ticast
[ C.
+-rw | 2vpn-vpl s
| -
+--rw | 2vpn- evpn

.2. Policy configuration overview

The BGP policy configuration nodel references the generic YANG
routing policy nodel described in [I-D.shaikh-rtgwg-policy-nodel],

whi ch represents a condition-action policy framework for routing.
Thi s nmodel adds BGP-specific conditions (e.g., matching on the
community attribute), and actions (e.g., setting |local preference) to
the generic policy framework.

Policies that are defined in the routing-policy nodel are referenced
in multiple places within the nodel

o within the global instance, where a policy applies to all address-
famlies for all peers.

o on a global AFI-SAFI basis, where policies apply to all peers for
a particul ar address-famly.

O on a per-peer-group or per-neighbor basis - where the policy
applies to all address-fanilies for the particular parent entity.
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0 on a per-afi-safi basis within a neighbor or peer-group context,
where the policy is specific to the AFl-SAFlI for a a specific
nei ghbor or group.

+--rw bgp

+--rw gl oba

| +--rw afi-safi

| | +--rwafi-safi* [afi-safi-nane]

| +--rw appl y-policy

| +--rw apply-policy

+--rw nei ghbors

| +--rw neighbor* [neighbor-address]

| +--rw afi-safi

| | +--rw afi-safi* [afi-safi-nane]

| | +--rw appl y-policy

[ +--rw appl y-policy

+--rw peer-groups

+--rw peer-group* [peer-group-nane]

+--rw afi-safi
| +--rw afi-safi* [afi-safi-nane]
| +--rw appl y-policy
+--rw appl y-policy

2.3. (Qperational data overview

The BGP operational nodel contains a set of paranmeters which relate
to the operational state of the various elements of the BGP router
As noted in Section 2 - the approach described in

[1-D. openconfig-netnod-opstate] is utilized for the inclusion of
operational and statistical data. To this end, the " _state"

groupi ngs (those that contain derived operational paraneters) are
contained within the BGP operational nodel - and included within the
rel evant "state" containers throughout the core BGP nodel. |In some
cases, operational information nmay be relevant to one instance of a
conmmon groupi ng, but not another - for exanple, the nunber of
received, advertised, and installed prefixes is relevant on a per-
nei ghbor-basis, but is not required (or meaningful) in the peer-group
context. To enable state to be added to particul ar contexts, the
tree is augnented through the base BGP nodul e to add these vari abl es,
wi t hout requiring separate groupings.

3. Security Considerations
BGP configuration has a significant inpact on network operations, and

as such any rel ated protocol or nodel carries potential security
risks.
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YANG data nodel s are generally designed to be used with the NETCONF
protocol over an SSH transport. This provides an authenticated and
secure channel over which to transfer BGP configuration and
operational data. Note that use of alternate transport or data
encoding (e.g., JSON over HTTPS) would require sinilar nechanisns for
aut henti cating and securing access to configuration data.

Most of the data elements in the configuration nodel could be
consi dered sensitive froma security standpoint. Unauthorized access
or invalid data could cause major disruption.

4. | ANA Consi derations

Thi s YANG data nodel and the conponent nodul es currently use a
tenporary ad-hoc nanespace. |If and when it is redirected for the
standards track, an appropriate namespace URI will be registered in
the ETF XML Registry" [RFC3688]. The BGP YANG nodules will be
registered in the "YANG Modul e Nanes" registry [ RFC6020].

5.  YANG npdul es

The nodul es conprising the BGP configuration and operational nodel
are described by the YANG nodul es in the sections below. The base
nmodul e i nmports the other nodules to create the overall nodel.

5. 1. BGP base itens

<CODE BEG NS> fil e bgp.yang
nmodul e bgp {

yang-version "1";

/'l namespace
nanespace "http://openconfig.net/yang/ bgp";

prefix "bgp";

/1 import some basic inet types

inmport ietf-inet-types { prefix inet; }

i mport bgp-multiprotocol { prefix bgp-np; }
import routing-policy { prefix rpol; }

i mport bgp-types { prefix bgp-types; }

i mport bgp-operational { prefix bgp-op; }

/[l meta

organi zati on
"OpenConfig working group”;
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cont act
"OpenConfi g working group
net openconfi g@oogl egr oups. cont';

description
"Thi s nodul e describes a YANG nodel for BGP protoco
configuration.It is a linited subset of all of the configuration
paraneters available in the variety of vendor inplenentations,
hence it is expected that it would be augnented with vendor-
specific configuration data as needed. Additional nodul es or
subnodul es to handl e ot her aspects of BGP configuration
i ncluding policy, VRFs, VPNs, and additional address famlies
are al so expected.

Thi s nodel supports the followi ng BGP configuration |eve

hi er ar chy:
BGP

I

+-> [ global BGP configuration ]
+-> AFl / SAFI gl oba

+-> peer group
+-> [ peer group config ]
+-> AFl / SAFI [ per-AFl overrides ]

+-> nei ghbor
+-> [ neighbor config ]
+-> [ optional pointer to peer-group ]
+-> AFl / SAFlI [ per-AFl overrides |";

revision "2015-05-15" {
description

refe}ence "TBD";

}

groupi ng bgp-gl obal _config {
description
"d obal configuration options for the BGP router."”

| eaf as {
type inet:as-nunber;
mandatory "true";
description
"Local autononous system nunber of the router. Uses
the 32-bit as-nunber type fromthe nodel in RFC 6991."

| eaf router-id {
type inet:ipv4-address;
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description
"Router id of the router, expressed as an
32-bit value, |1Pv4 address.”

}
}

groupi ng bgp-defaul t-route-distance_config {
description
"Configuration options relating to the adm nistrative di stance
(or preference) assigned to routes received fromdifferent
sources (external, internal, and local).";

| eaf external -route-distance {
type uint8 {
range "1..255";
}

description
"Adm ni strative distance for routes | earned from externa
BGP (eBGP).";

| eaf internal-route-distance {
type uint8 {
range "1..255";
}

description
"Adm ni strative distance for routes |earned frominterna
BGP (iBGP).";
}
}

groupi ng bgp-confederation_config {
description
"Configuration options specifying paraneters when the |oca
router is within an autononous systemwhich is part of a BGP
confederation.";

| eaf enabled {
type bool ean;
description
"When this leaf is set to true it indicates that
the local-AS is part of a BGP confederation”

}

| eaf identifier {
type inet:as-nunber;
description
"Confederation identifier for the autononbus system";
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| eaf-1ist nmenber-as {
type inet:as-nunber;
description
"Renpt e aut ononobus systens that are to be treated
as part of the local confederation."”;
}
}

groupi ng bgp-nei ghbor_config {
description
"Nei ghbor | evel configuration itens.";

| eaf peer-as {
type inet:as-nunber;
description
"AS nunber of the peer.";

}

| eaf | ocal-as {
type inet:as-nunber;
description
"The | ocal autononbus system nunber that is to be used
when establishing sessions with the renote peer or peer
group, if this differs fromthe gl obal BGP router
aut ononous system nunber.";

}

| eaf peer-type {
type bgp-types: peer-type;
description
"Explicitly designate the peer or peer group as interna
(iBGP) or external (eBGP).";

| eaf auth-password {
type string;
description
"Configures an MD5 authentication password for use with
nei ghbori ng devices."

}

| eaf renove-private-as {
/1 could also make this a container with a flag to enable
/'l remove-private and separate option. here, option inmplies
/'l remove-private is enabl ed
type bgp-types: renpve-private-as-option
description
"Rermove private AS nunbers from updates sent to peers.";
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}

| eaf route-flap-danping {
type bool ean;
default false
description
"Enabl e route flap danping.";
}

| eaf send-comunity {
type bgp-types: community-type
default "NONE";
description
"Specify which types of community should be sent to the
nei ghbor or group. The default is to not send the
community attribute";

}

| eaf description {
type string;
description
"An optional textual description (intended prinmarily for use
with a peer or group";
}
}

groupi ng bgp-nei ghbor-tiners_config {
description
"Config paraneters related to tiners associated with the BGP
peer";

| eaf connect-retry {
type deci mal 64 {
fraction-digits 2;

}

default 30;

description
"Time interval in seconds between attenpts to establish a
session with the peer.";

}

| eaf hold-tine {
type deci mal 64 {
fraction-digits 2;

}
defaul t 90;

description
"Time interval in seconds that a BGP session will be
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consi dered active in the absence of keepalive or other
messages fromthe peer. The hold-tine is typically
set to 3x the keepalive-interval."

reference
"RFC 4271 - A Border Gateway Protocol 4, Sec. 10";

}

| eaf keepalive-interval {
type deci mal 64 {
fraction-digits 2;

}

default 30;

description
"Time interval in seconds between transmni ssion of keepalive
messages to the neighbor. Typically set to 1/3 the
hol d-tine.";

}

| eaf m ni mum advertisenment-interval {
type deci mal 64 {
fraction-digits 2;

}

default 30;

description
"M nimum tinme which nust el apse between subsequent UPDATE
messages relating to a conmon set of NLRI being transmitted
to a peer. This tinmer is referred to as
M nRout eAdverti senentlnterval Tiner by RFC 4721 and serves to
reduce the nunber of UPDATE nessages transmitted when a
particul ar set of NLRI exhibit instability.";

ref erence
"RFC 4271 - A Border Gateway Protocol 4, Sec 9.2.1.1";

}
}

groupi ng bgp-nei ghbor-transport _config {
description
"Configuration paraneters relating to the transport protoco
used by the BGP session to the peer”

| eaf tcp-mss {

type uint 16;

description
"Sets the max segnent size for BGP TCP sessions.”

}

| eaf ntu-discovery {
type bool ean;
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default false

description
"Turns path ntu discovery for BG TCP sessions on (true)
or off (false)";

}

| eaf passive-node {
type bool ean;
default false
description
"Wait for peers to issue requests to open a BGP session
rather than initiating sessions fromthe |ocal router.";

}

| eaf | ocal -address {
type union {
type inet:ip-address;
type string;

[/ TODO. the string should be converted to a leafref type

//to point to an interface when YANG 1.1 is available with

[Ileafrefs in union types.

description
"Set the local IP (either IPv4d or |Pv6) address to use
for the session when sendi ng BGP update nessages. This
may be expressed as either an | P address or reference
to the name of an interface.”

}
}

groupi ng bgp- nei ghbor-error-handling_config {
description
"Configuration paraneters relating to enhanced error handling
behavi ours for BGP';

| eaf treat-as-wthdraw {
type bool ean;
default "fal se";
description
"Speci fy whet her erroneous UPDATE nessages for which the
NLRI can be extracted are reated as though the NLR is
wi t hdrawn - avoi di ng session reset”;
reference "draft-ietf-idr-error-handling-16"
}
}

groupi ng bgp- nei ghbor -1 oggi ng-options_config {
description
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"Configuration paranmeters specifying the |oggi ng behaviour for
BGP sessions to the peer”;

| eaf | 0g-nei ghbor-state-changes {
type bool ean;
default "true";
description
"Configure | ogging of peer state changes. Default is
to enabl e | oggi ng of peer state changes.”
}
}

groupi ng bgp-nei ghbor-nul ti hop_config {
description
"Configuration paraneters specifying the multi hop behavi our for
BGP sessions to the peer”;

| eaf enabled {
type bool ean;
default "fal se";
description
"When enabl ed the referenced group or neighbors are pernmitted
to be indirectly connected - including cases where the TTL
can be decrenented between the BGP peers”

}
| eaf multihop-ttl ({
type uint8;
description
"Time-to-live value to use when packets are sent to the
referenced group or neighbors and ebgp-nultihop is enabl ed”
}

}

groupi ng bgp-nei ghbor-route-reflector_config {
description
"Configuration paraneters deternining whether the behaviour of
the | ocal system when acting as a route-reflector”;

| eaf route-reflector-cluster-id {
type bgp-types:rr-cluster-id-type;
description
"route-reflector cluster id to use when local router is
configured as a route reflector. Comonly set at the group
| evel, but allows a different cluster
id to be set for each nei ghbor.";
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| eaf route-reflector-client {
type bool ean;
default "fal se”
description
"Configure the neighbor as a route reflector client."
}
}

groupi ng bgp- nei ghbor - as- pat h-options_config {
description
"Configuration paraneters allowi ng manipul ati on of the AS PATH
attribute";

| eaf all ow own-as {
type uint8;
defaul t O;
description
"Specify the number of occurrences of the |local BGP speaker’s
AS that can occur within the AS PATH before it is rejected."”;

}

| eaf replace-peer-as {
type bool ean;
default "fal se";
description
"Repl ace occurrences of the peer’s AS in the AS PATH
with the | ocal autononous system nunber”;
}
}

groupi ng bgp- nei ghbor - add- pat hs_confi g {
description
"Configuration paraneters specfying whether the |ocal system
will send or receive nmultiple paths using ADD PATHS"

| eaf receive {
type bool ean;
default false
description
"Enable ability to receive nultiple path advertisenents
for an NLRI fromthe nei ghbor or group”;

}

| eaf send-max {
type uint8;
description
"The maxi mum nunber of paths to advertise to nei ghbors
for a single NLRI ";
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}
}

groupi ng bgp- nei ghbor - peer-group_config {
description
"Configuration paraneters indicating whether the specified peer
is to be considered as part of a peer-group - and therefore
inherit its configuration”

| eaf peer-group {
type leafref {
/1 we are at /bgp/ nei ghbors/nei ghbor/
pat h "/ bgp/ peer-groups/ peer-group/ peer-group-nane";
require-instance true;
}
description
"The peer-group with which this neighbor is associated"
}
}

groupi ng bgp-graceful -restart {
description
"Configures BGP graceful restart, which is a negotiated
option that indicates that a BGP speaker is able to retain
forwardi ng state when a BGP session restarts”;

reference "RFC 4724: G aceful Restart Mechanismfor BGP"
contai ner graceful-restart {
description
"Paraneters relating the graceful restart mechanismfor BGP";
cont ai ner config {
description
"Configuration paraneters relating to graceful -restart”
uses bgp-nei ghbor-graceful -restart_confi g;
}
contai ner state {
config fal se
description
"State informati on associated with graceful -restart”;
uses bgp- nei ghbor-graceful -restart_confi g;

}
}

groupi ng bgp-nei ghbor-graceful -restart_config {
description
"Configuration paraneters relating to BGP graceful restart."
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| eaf enabled {
type bool ean;
description
"Enabl e or disable the graceful-restart capability.";

}

| eaf restart-tine {

type uint16 {
range 0..4096;

}

description
"Estimated tinme (in seconds) for the local BGP speaker to
restart a session. This value is advertise in the gracefu
restart BGP capability. This is a 12-bit value, referred to
as Restart Time in RFC4724. Per RFC4724, the suggested
default value is <= the hold-tine value.";

}

| eaf stale-routes-tine {
type deci mal 64 {
fraction-digits 2;
}

description

"An upper-bound on the time thate stale routes will be
retained by a router after a session is restarted. If an
End-of -RIB (EOR) marker is received prior to this tiner
expiring stale-routes will be flushed upon its receipt - if
no EOR is received, then when this tinmer expires stale paths
will be purged. This tiner is referred to as the
Sel ection_Deferral _Timer in RFC4724";

}

| eaf hel per-only {
type bool ean;
description
"Enabl e graceful -restart in hel per node only. Wen this
leaf is set, the local system does not retain forwarding
its own state during a restart, but supports procedures
for the receiving speaker, as defined in RFC4724."

// EE IR R I I R I I R R I I R R I I R R R I kR kR I R R R I O O
Il * configuration context containers *

// R E R EEEREEEREEEEREEEREEEEEEREEEREEEERIEEEEEEREEEEEEREEEEEE R EEEE SRS

groupi ng bgp-gl obal - base {
description
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"d obal configuration paranmeters for the BGP router”;

contai ner config {
description
"Configuration paraneters relating to the global BGP router”;
uses bgp-gl obal confi g;

contai ner state {
config fal se
description
"State information relating to the global BGP router";
uses bgp-gl obal confi g;
uses bgp- op: bgp-gl obal _st at e;
}

uses bgp- np: bgp-rout e-sel ecti on-opti ons;

cont ai ner defaul t-route-distance {
description
"Admi ni strative distance (or preference) assigned to
routes received fromdifferent sources
(external, internal, and local).";

contai ner config {
description
"Configuration paraneters relating to the default route
di st ance";
uses bgp-defaul t-route-distance_config;

contai ner state {
config fal se
description
"State information relating to the default route distance”
uses bgp-defaul t-route-distance_config;
}
}

cont ai ner confederation {
description
"Paraneters indicating whether the |ocal systemacts as part
of a BGP confederation”;

cont ai ner config {
description
"Configuration paraneters relating to BGP confederations”
uses bgp-confederation_config;

contai ner state {
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config fal se
description

"State information relating to the BGP confederations”
uses bgp-confederation_config;

}
uses bgp- nmp: bgp-use-nul ti pl e- pat hs;
uses bgp-graceful -restart;

contai ner afi-safis {
description
"Address fam |y specific configuration”
uses bgp- np: bgp-common- afi-safi-list;

}

groupi ng bgp- nei ghbors {
description
"BGP nei ghbors configured on the | ocal systent;
i st neighbor {
key "nei ghbor-address"
description
"Li st of BGP neighbors configured on the |ocal system
uni quely identified by peer |Pv[46] address”

| eaf nei ghbor-address {
type leafref {
path "../confi g/ nei ghbor-address";
}
description
"Reference to the address of the BGP nei ghbor used as
a key in the neighbor list";

}

uses bgp- nei ghbor - gr oup
}
}

groupi ng bgp- peer-group {
description
"BGP peer-groups configured on the |ocal systeni;
list peer-group {
key "peer-group-nane”;
description
"Li st of BGP peer-groups configured on the |ocal system -
uni quely identified by peer-group nane";
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| eaf peer-group-name {
type leafref {
path "../confi g/ peer-group-nane”;
}
description
"Reference to the name of the BGP peer-group used as a
key in the peer-group list";

}
uses bgp- nei ghbor - group

}

groupi ng bgp- nei ghbor - group {
description
"Paraneters related to a BGP nei ghbor or group"

contai ner config {
description
"Configuration paraneters relating to the BGP nei ghbor or
group"”;
uses bgp- nei ghbor _confi g;

contai ner state {
config fal se
description
"State information relating to the BGP nei ghbor or group”;
uses bgp- nei ghbor _confi g;

container tiners {
description
"Timers related to a BGP nei ghbor or group”;
container config {
description
"Configuration paraneters relating to tiners used for the
BGP nei ghbor or group"
uses bgp- nei ghbor-tiners_config;

contai ner state {
config fal se
description
"State information relating to the timers used for the BGP
nei ghbor or group”;
uses bgp- nei ghbor-tiners_config;
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contai ner transport {
description
"Transport session paranmeters for the BGP nei ghbor or group”;
contai ner config {
description
"Configuration paraneters relating to the transport
session(s) used for the BGP nei ghbor or group";
uses bgp-nei ghbor-transport_config;
}
contai ner state {
config fal se
description
"State information relating to the transport session(s)
used for the BGP nei ghbor or group"
uses bgp-nei ghbor-transport_config;

}

contai ner error-handling {
description
"Error handling paranmeters used for the BGP nei ghbor or
group”;
contai ner config {
description
"Configuration parameters enabling or nodifying the
behavi or or enhanced error handling nechani sns for the BGP
nei ghbor or group”;
uses bgp- nei ghbor-error-handling config;

contai ner state {
config fal se
description
"State information relating to enhanced error handling
mechani sns for the BGP nei ghbor or group”
uses bgp- nei ghbor-error-handling config;

}

cont ai ner | oggi ng-options {
description
"Logging options for events related to the BGP nei ghbor or
group”;
cont ai ner config {
description
"Configuration paraneters enabling or nodifying | ogging
for events relating to the BGP nei ghbor or group"
uses bgp- nei ghbor -1 oggi ng-opti ons_confi g;
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contai ner state {
config fal se
description
"State information relating to | ogging for the BGP nei ghbor
or group";
uses bgp- nei ghbor -1 oggi ng- opti ons_confi g;

}

cont ai ner ebgp-mnultihop {
description
"eBGP nulti-hop paranmeters for the BGP nei ghbor or group"
contai ner config {
description
"Configuration paraneters relating to eBGP nultihop for the
BGP nei ghbor or group";
uses bgp- nei ghbor-nul ti hop_confi g;

contai ner state {
config fal se
description
"State information for eBG nultihop, for the BGP nei ghbor
or group";
uses bhgp- nei ghbor-nul ti hop_confi g;

}

contai ner route-reflector {
description
"Route reflector paraneters for the BGP nei ghbor or group"
cont ai ner config {
description
"Configuraton parameters relating to route reflection
for the BGP nei ghbor or group";
uses bgp- nei ghbor-route-refl ector_config;

contai ner state {
config fal se
description
"State information relating to route reflection for the
BGP nei ghbor or group"
uses bgp- nei ghbor-route-reflector_config;

}

cont ai ner as-path-options {
description
"AS_PATH mani pul ati on paraneters for the BGP nei ghbor or
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group”;
contai ner config {
description
"Configuration paraneters relating to AS PATH nani pul ati on
for the BGP peer or group”;
uses bgp- nei ghbor - as- pat h- opti ons_confi g;

contai ner state {
config fal se
description
"State information relating to the AS PATH nani pul ati on
mechani sms for the BGP peer or group";
uses bgp- nei ghbor - as- pat h- opti ons_confi g;

}

cont ai ner add-paths {

description
"Paranmeters relating to the advertisement and receipt of
multiple paths for a single NLR (add-paths)";

contai ner config {
description

"Configuration paraneters relating to ADD PATHS";

uses bgp- nei ghbor - add- pat hs_confi g;

contai ner state {
config fal se
description
"State infornmation associated with ADD PATHS";
uses bgp- nei ghbor - add- pat hs_confi g;
}
}

contai ner afi-safis {
description
"Per-address-fam |y configuration paraneters associated with
t he nei ghbor or group";
uses bgp- nmp: bgp- conmon- afi-safi-list;

uses bgp-graceful -restart;

uses rpol :apply-policy-group

}

groupi ng bgp- nei ghbor - nei ghbor - address_config {
description
"Configuration options relating to the BGP nei ghbor address"
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| eaf nei ghbor-address {
type inet:ip-address;
description
"Address of the BGP peer, either in IPv4 or |Pv6"
}
}

groupi ng bgp- peer - group- peer-group-nanme_config {
description
"Configuration options relating to the BGP peer-group nane";

| eaf peer-group-name {
type string;
description
"Name of the BGP peer-group”;
}

}

/1 add peer-group pointer only for the neighbor Iist
augment / bgp/ nei ghbor s/ nei ghbor/config {
description
"Augnentation to allow associ ati on of a neighbor with a
peer-group";
uses bgp- nei ghbor - peer - group_confi g;

augment /bgp/ nei ghbor s/ nei ghbor/state {
description
"Augnentation to reflect the association of a neighbor with a
peer-group";
uses bgp- nei ghbor - peer - group_confi g;

augnment /bgp/ peer-groups/ peer-group {
description
"Augnentation to add nultipath configuration to a peer-group"
uses bgp- mp: bgp-use-nul ti pl e- pat hs;
}

augrent / bgp/ nei ghbor s/ nei ghbor {
description
"Augnentation to add the nultipath configuration to a
nei ghbor";
uses bgp- nmp: bgp-use-nul ti pl e- pat hs- nei ghbor;
}

augrment /bgp/ peer-groups/ peer-group/ afi-safis/afi-safi {
description
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"Augnentation to add rmultipath configuration to a peer-group
on a per - AFl - SAFl basis";
uses bgp- np: bgp-use-nul ti pl e- pat hs;

augrment /bgp/ nei ghbor s/ nei ghbor/afi-safis/afi-safi {
description
"Augnentation to add rultipath configuration to a nei ghbor
on a per- AFl - SAFl basi s"
uses bgp- np: bgp-use-nul ti pl e- pat hs- nei ghbor

augrment /bgp/ gl obal /afi-safis/afi-safi {
description
"Augnent ati on to add gl obal instance specific AFI-SAFI
configuration information";
uses bgp- np: bgp- gl obal - afi -safi;
uses bgp- nmp: bgp-use-nul ti pl e- pat hs;

augrent /bgp/ peer-groups/ peer-group/afi-safis/afi-safi {
description
"Augnent ati on that adds peer-group instance specific
AFl - SAFI configuration information";
uses bgp- nmp: bgp- group-afi-safi;

augrent /bgp/ nei ghbor s/ nei ghbor/config {
description
"Augnent ati on addi ng the nei ghbor address to the
nei ghbor configuration container";
uses bgp- nei ghbor - nei ghbor - address_confi g;

augrment /bgp/ nei ghbor s/ nei ghbor/state {
description
"Augnent ati on addi ng the nei ghbor address to the
nei ghbor state container”;
uses bgp- nei ghbor - nei ghbor - address_confi g;

augrment [/ bgp/ peer-groups/ peer-group/config {
description
"Augnent ati on addi ng the peer-group nane to the
peer-group configuration container”;
uses bgp- peer - group- peer - group- nane_config;
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augrment / bgp/ peer-groups/ peer-group/state {
description
"Augnent ati on addi ng the peer-group nane to the
peer-group state container";
uses bgp- peer - group- peer - group- nane_config;

}

// R IR I I Ik S I Sk I I R R I I I R S Sk R R kS I S S I R I
Il * Augnent ations to add state *
[l * (rjs: cleaner to have these in the base nodule to avoid *
/1 needi ng to specify which nodule - e.g. augnment of *
/1 / bgp: bgp/ bgp: nei ghbor s/ bgp: nei ghbor. . .) *

// R b S S S S S R R Sk o b S A R R kO S I R I

augment /bgp/ nei ghbor s/ nei ghbor/state {
description
"Augnentation to add operational state related to a particular
BGP nei ghbor";
uses bgp- op: bgp- nei ghbor _st at e;

augrent / bgp/ nei ghbor s/ bgp: nei ghbor/state {
description
"Augnentation to add operational state related to a particular
BGP nei ghbor";

cont ai ner messages {

description
"Counters for BGP nessages sent and received fromthe
nei ghbor";

cont ai ner sent {
description

"Counters relating to BGP nessages sent to the neighbor";

uses bgp- op: bgp- nei ghbor - nessage- count er s-sent _st at e;

cont ai ner received {
description
"Counters for BGP nessages received fromthe nei ghbor";
uses bgp- op: bgp- nei ghbor - nessage- count er s-r ecei ved_st at e;

}

cont ai ner queues {
description
"Counters related to queued nmessages associated with the
BGP nei ghbor";
uses bgp- op: bgp- nei ghbor - queue-count ers_st at e;
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}

augrent / bgp: bgp/ bgp: nei ghbor s/ nei ghbor/timers/state {
description

"Augnentation to add the operational state of tiners associated
with the BGP nei ghbor";

uses bgp- op: bgp-nei ghbor-tinmers_state,;

augrment /bgp/ nei ghbor s/ nei ghbor/transport/state {
description

"Augnentation to add the operational state of the transport
session associated with the BGP nei ghbor";
uses bgp- op: bgp- nei ghbor-transport _st ate;

augrent /bgp/ nei ghbor s/ nei ghbor/error-handling/state {
description

"Augnentation to add the operational state of the error
handl i ng associated with the BGP nei ghbor";

uses bgp- op: bgp- nei ghbor -error-handl i ng_st at e;

augrment / bgp/ nei ghbor s/ nei ghbor/ graceful -restart/state {
description

"Augnentation to add the operational state of graceful -restart
associ ated with a BGP nei ghbor";

uses bgp-op: bgp-afi-safi-graceful -restart_state;

augrment /bgp/ peer-groups/ peer-group/state {
description

"Augnentation to add the operational state and counters
relating to a BGP peer-group”;

uses bgp- op: bgp- peer-group_st at e;

augrment /bgp/ gl obal /afi-safis/afi-safi/state {
description

"Augnentati on to add operational state and counters
on a per-AFl-SAFl basis to the global BGP router”;
uses bgp- op: bgp-gl obal -afi-safi_state,;

augrent / bgp/ nei ghbor s/ nei ghbor/afi-safis/afi-safi/state {
description

"Augnent ati on to add per - AFl - SAFI

operational state
and counters to the BGP nei ghbor";

Shai kh, et al. Expi res Decenber 16, 2015 [ Page 28]



Internet-Draft BGP Model June 2015

uses bgp- op: bgp- nei ghbor-afi-safi _state,;

}

augrment "/ bgp/ nei ghbor s/ nei ghbor/afi-safis/afi-safi/" +
"graceful -restart/state" {
description
"Augnent ati on to add per- AFl - SAFl operational state for BGP
graceful -restart”;
uses bgp- op: bgp-nei ghbor-afi-safi-graceful -restart_state;

// EIE R R R I R R S I R I R R R R S R R R R R I O S R R S R R O S R O S

[l * nodul e structure containers *
// EIR IR I I I I I I I I I I R I S R R I I I I R R b I b I b I b I b I R R I b R b b I I I I I O

contai ner bgp {
presence "Container for BGP protocol hierarchy";
description
"Top-1evel configuration and state for the BGP router”;

cont ai ner gl obal {
description
"d obal configuration for the BGP router”;
uses bgp- gl obal - base
uses rpol :apply-policy-group

}

cont ai ner nei ghbors {
description
"Configuration for BGP nei ghbors"
uses bgp- nei ghbors;

cont ai ner peer-groups {
description
"Configuration for BGP peer-groups"
uses bhgp- peer-group
}
}

}
<CODE ENDS>

5.2. BGP base types
<CODE BEG NS> fil e bgp-types. yang

nmodul e bgp-types {
yang-version "1";

Shai kh, et al. Expi res Decenber 16, 2015 [ Page 29]



Internet-Draft BGP Model June 2015

nanespace "http://openconfig.net/yang/ bgp-types";
prefix "bgp-types”
inmport ietf-inet-types { prefix inet; }

Il neta
organi zati on
" OpenConfi g working group";

cont act
"OpenConfig working group
net openconfi g@oogl egr oups. cont';

description
"This nodul e contains general data definitions for use in BGP
policy. It can be inported by nodul es that make use of BGP
attributes”;

revision "2015-05-15" {
description "lInitial revision";
reference "TBD";

}

identity bgp-capability {
description "Base identity for a BGP capability";
}

identity MPBGP {
base "bgp-capability";
description
"Mul ti-protocol extensions to BG™
reference "RFC2858";

}

identity ROUTE- REFRESH {
base "bgp-capability";
description
"The BGP route-refresh functionality";
reference "RFC2918";

}

identity ASN32 {
base "bgp-capability";
description
"4-byte (32-bit) AS nunber functionality";
reference "RFC6793";
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}

i dentity GRACEFUL- RESTART {
base "bgp-capability";
description
"Graceful restart functionality";
reference "RFC4724";

}

i dentity ADD-PATHS {
base "bgp-capability";
description
"BGP add- pat hs";
reference "draft-ietf-idr-add-paths"”;

}

identity afi-safi-type {
description
"Base identity type for AFlI, SAFI tuples for BGP-4";
reference "RFC4760 - nultiprotocol extensions for BGP-4";

}

identity ipv4-unicast {
base afi-safi-type;
description

"I Pv4 unicast (AFlI,SAFI = 1,1)";
reference "RFC4760";
}
identity ipv6-unicast {
base afi-safi-type;
description
"I Pv6 unicast (AFlI,SAFI = 2,1)";

ref erence "RFC4760";
}

identity ipv4-|abelled-unicast {
base afi-safi-type;
description
"Label | ed | Pv4 unicast (AFl,SAFl = 1,4)";
reference "RFC3107";

}

identity ipv6-1abelled-unicast {
base afi-safi-type;
description
"Label |l ed |1 Pv6 unicast (AFl,SAFI = 2,4)";
reference "RFC3107";
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}

identity |3vpn-ipv4-unicast ({
base afi-safi-type;
description
"Uni cast | Pv4 MPLS L3VPN (AFI, SAFI
ref erence "RFC4364";

}

identity |3vpn-ipv6-unicast {
base afi-safi-type;
description
"Uni cast | Pv6 MPLS L3VPN (AFl, SAFI
reference "RFC4659";

}

identity |3vpn-ipv4-nulticast {
base afi-safi-type;
description
"Mul ticast |1Pv4 MPLS L3VPN (AFI, SAFI
ref erence "RFC6514";

}

identity |3vpn-ipv6-mnulticast {
base afi-safi-type;
description
"Mul ticast |1 Pv6 MPLS L3VPN (AFI, SAFI
reference "RFC6514";

}

identity |2vpn-vpls {
base afi-safi-type;
description
"BGP-signal |l ed VPLS (AFI, SAFI = 25,65)";
reference "RFC4761";

}

identity |2vpn-evpn {
base afi-safi-type;
description
"BGP MPLS Based Et hernet VPN (AFl, SAFl = 25,70)";
}

identity bgp-well-known-std-comunity {
description
"Reserved comunities within the standard community space
defined by RFC1997. These communities nust fall within the
range 0x00000000 to OxFFFFFFFF";

1,128)";

2,128)";

1,129)";

2,129)";
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ref erence " RFC1997";
}

identity NO EXPORT {

base bgp-wel | - known- st d-communi ty;

description
"Do not export NLRI received carrying this comunity outside
t he bounds of this autononmous system or this confederation if
the | ocal autononbus systemis a confederation nenber AS. This
community has a val ue of OxFFFFFFO1.";

reference "RFC1997";

}

identity NO _ADVERTI SE {
base bgp-wel | - known- st d- communi ty;
description
"Al'l NLRI received carrying this community nust not be
advertised to other BGP peers. This community has a val ue of
OxFFFFFF02.";
ref erence "RFC1997";

}

i dentity NO_EXPORT_SUBCONFED {
base bgp-wel | - known- st d-communi ty;
description
"Al'l NLRI received carrying this community nust not be
advertised to external BGP peers - including over confederation
sub- AS boundaries. This community has a val ue of OxFFFFFF03.";
reference "RFCL997";

}

identity NOPEER {

base bgp-wel | - known- st d- communi ty;

description
"An aut ononous systemreceiving NLRI tagged with this conmmunity
is advised not to readvertise the NLRI to external bi-latera
peer autononous systenms. An AS may also filter received NLR
frombilateral peer sessions when they are tagged with this
community val ue";

reference "RFC3765";

}

identity | NTERNET {
base bgp-wel | - known- st d- communi ty;
description
"A community used by some inplenentations with the value 0:0
whi ch represents all possible conmunity val ues."
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typedef bgp-session-direction {
type enuneration {
enum | NBOUND {
description
"Refers to all NLRI received fromthe BGP peer";

}
enum OUTBOUND {
description
"Refers to all NLRI advertised to the BGP peer”
}
}

description
"Type to describe the direction of NLR transm ssion"

typedef bgp-wel | -known-comunity-type {
type identityref {
base bgp-wel | - known- st d-communi ty;

description
"Type definition for well-known | ETF community attribute
val ues";
ref erence
"I ANA Border Gateway Protocol (BGP) Well Known Communities”;

typedef bgp-std-comunity-type {
[l TODO further refine restrictions and all owed patterns
/'l 4-octet val ue:
/'l <as nunmber> 2 octets
/'l <community value> 2 octets
type union {
type uint32 {
/'l per RFC 1997, 0x00000000 - OxO000FFFF and OxFFFFO0O0O0 -
/'l OxFFFFFFFF are reserved
range "65536..4294901759"; // 0x00010000. . OxFFFEFFFF

}

type string {
pattern ' ([0-9]+:[0-9]+)";

}

description
"Type definition for standard community attri butes"”
reference "RFC 1997 - BGP Communities Attribute”

}
typedef bgp-ext-comunity-type {
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/] TODO needs nore work to make this nore precise given the
/1 variability of extended community attribute specifications
/'l 8-octet val ue:

[/l <type> 2 octects

Il <value> 6 octets

type string {
pattern ' ([0-9\.]+(:[0-9]+)2:[0-9]+)";

description
"Type definition for extended comunity attributes";
reference "RFC 4360 - BGP Extended Communities Attribute";

}

typedef bgp-conmunity-regexp-type {
/1l TODO needs nore work to decide what format these regexps can
Il take.
type string;
description
"Type definition for communities specified as regul ar
expressi on patterns”;

}

typedef bgp-origin-attr-type {
type enuneration {
enum | GP {
description "Origin of the NLRI is internal";

}
enum EGP {
description "Origin of the NLRI is EGP";
}
enum | NCOWPLETE {
description "Origin of the NLRI is neither IGP or EG™;
}
oo
description
"Type definition for standard BGP origin attribute";
reference "RFC 4271 - A Border Gateway Protocol 4 (BGP-4),
Sec 4.3";
}

typedef peer-type {

type enuneration {

enum | NTERNAL {
description "internal (iBGP) peer";

}
enum EXTERNAL {
description "external (eBGP) peer";

}
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}

description
"l abel s a peer or peer group as explicitly internal or

external ";

typedef renove-private-as-option {
type enuneration {
enum ALL {
description "renove all private ASes in the path";

}
enum REPLACE {
description "replace private ASes with |ocal AS';

}
}

description
"set of options for configuring how private AS path nunbers

are renoved from adverti senents”;

}

typedef percentage {
type uint8 {
range "0..100";
}
description
"Integer indicating a percentage val ue"

}

typedef rr-cluster-id-type {
type union {
type uint32;
type inet:ipv4-address;

description
"union type for route reflector cluster ids:
option 1: 4-byte nunber
option 2: | P address";

}

typedef comunity-type {
type enuneration {
enum STANDARD {
description "send only standard comunities"”;

}
enum EXTENDED {

description "send only extended comunities"
}
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}
}
<CODE ENDS>
5.3. BGP policy itens
<CODE BEG NS> fil e bgp-policy.yang
nmodul e bgp-policy {
yang-version "1";
/'l namespace
nanespace "http://openconfig.net/yang/ bgp-policy";
prefix "bgp-pol";
/1 import some basic types
inmport ietf-inet-types { prefix inet; }
import routing-policy {prefix rpol; }
i mport policy-types { prefix pt; }
i mport bgp-types { prefix bgp-types; }
/Il meta
organi zati on
"OpenConfig working group”
cont act
" OpenConfi g working group
net openconfi g@oogl egr oups. cont';
description
Shai kh, et al. Expi res Decenber 16, 2015

enum BOTH {

June 2015

description "send both standard and extended comunities"”

}
enum NONE {

}
}

description

description "do not send any community attribute";

"type describing variations of conmunity attributes:
STANDARD: standard BGP comunity [rfcl1997]

EXTENDED: extended BGP comunity [rfc4360]

BOTH: bot h standard and extended comunity";
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"This nodul e contains data definitions for BGP routing policy.
It augments the base routing-policy nodule with BGP-specific
options for conditions and actions.”

revision "2015-05-15" {
description
"Updat ed npdel to augment base routing-policy nodul e";
reference "TBD';

}

/'l extension statements
/| feature statenents
/] identity statements
/] typedef statenents

typedef bgp-as-pat h-prepend-repeat {
type uint8;
description
"Option for the BGP as-prepend policy action. Prepends the
| ocal AS nunber repeated n tines";

}

typedef bgp-set-comunity-option-type {
type enuneration {
enum ADD {
description
"add the specified cotmmunities to the existing
community attribute";

}
enum REMOVE {
description
"renmove the specified comunities fromthe
exi sting comunity attribute";

}
enum REPLACE {
description
"replace the existing comunity attribute with
the specified communities. If an enpty set is
specified, this renoves the community attribute
fromthe route.";
}
}
description

"Type definition for options when setting the conmunity
attribute in a policy action";
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}

typedef bgp-next-hop-type {
type union {
type inet:ip-address;
type enuneration {

enum SELF {
description "special designation for local router’s own
address, i.e., next-hop-self™";

}

}
}
description
"type definition for specifying next-hop in policy actions”;

t ypedef bgp-set-ned-type {
type union {
type uint32;
type string {
pattern "A[+-][0-9]+";
}
type enuneration {
enum | GP {
description "set the MED value to the I GP cost toward the
next hop for the route";

}
}
}
description
"Type definition for specifying how the BGP MED can
be set in BGP policy actions. The three choices are to set
the MED directly, increnment/decrenent using +/- notation
and setting it to the I GP cost (predefined value).";

}
/1 grouping statements

groupi ng bgp-mat ch-conditions {
description
"Condition statement definitions for checking nenbership in a
defined set";

cont ai ner mat ch-comuni ty-set {
presence
"The presence of this container indicates that the routes
shoul d match the referenced conmunity-set";
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description
"Match a referenced community-set according to the logic
defined in the match-set-options leaf";

| eaf community-set {
type leafref {
path "/rpol:routing-policy/rpol:defined-sets/" +
"bgp- pol : bgp- defi ned- set s/ bgp- pol : communi ty-sets/" +
"bgp- pol : comuni ty-set/ bgp- pol : conmuni ty- set - nane";
require-instance true;
}
description
"Ref erences a defined comunity set";

}
uses rpol : mat ch-set-opti ons-group
}
cont ai ner mat ch- ext-communi ty-set {
presence
"The presence of this container indicates that the routes
shoul d match the referenced extended comunity set”;
description
"Match a referenced extended communi ty-set according to the
logic defined in the match-set-options |eaf";
| eaf ext-comunity-set {
type leafref {
path "/rpol:routing-policy/rpol:defined-sets/" +
"bgp- pol : bgp- defi ned- set s/ bgp- pol : ext-comuni ty-sets/" +
"bgp- pol : ext-community-set/" +
"bgp- pol : ext -conmmuni ty- set - nane";
require-instance true;
}
description "References a defined extended comunity set";
}
uses rpol: match-set-options-group
}
cont ai ner mat ch- as-pat h-set {

presence
"The presence of this container indicates that the route
shoul d match the referenced as-path set";

description

"Match a referenced as-path set according to the logic
defined in the match-set-options |eaf";
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| eaf as-path-set {
type leafref {
path "/rpol:routing-policy/rpol:defined-sets/" +
"bgp- pol : bgp- defi ned- set s/ bgp- pol : as- pat h-sets/" +
"bgp- pol : as- pat h- set/ bgp- pol : as- pat h- set - nane";
require-instance true;

}

description "References a defined AS path set”
}
uses rpol: match-set-options-group
}
}

groupi ng bgp-attribute-conditions {
description
"Condition statenment definitions for conparing a BGP route
attribute to a specified val ue";

| eaf nmed-eq {
type uint32;
description
"Condition to check if the received MED value is equal to
the specified val ue";

}

| eaf origin-eq {
type bgp-types: bgp-origin-attr-type;
description
"Condition to check if the route originis equal to the
speci fied val ue";

}

| eaf-1ist next-hop-in {
type inet:ip-address;
description
"List of next hop addresses to check for in the route
updat e";

}

| eaf local-pref-eq {
type uint32;
/1 TODO add support for other conparisons if needed
description
"Condition to check if the local pref attribute is equal to
the specified val ue”

}

cont ai ner communi ty-count {
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presence "node is present in the config data to indicate a
communi ty-count condition";

description
"Val ue and conparison operations for conditions based on the
nunber of communities in the route update”;

uses pt:attribute-conpare-operators;

}

cont ai ner as-path-length {

presence "node is present in the config data to indicate a
as-path-length condition";

description
"Val ue and conpari son operations for conditions based on the
I ength of the AS path in the route update"

uses pt:attribute-conpare-operators;

}

| eaf route-type {
/] TODO verify extent of vendor support for this conparison
type enuneration {
enum | NTERNAL {
description "route type is internal™
}
enum EXTERNAL {
description "route type is external"
}
}
description
"Condition to check the route type in the route update”;

/1 augnent statenents

augrment "/rpol:routing-policy/rpol:defined-sets" {
description "adds BGP defined sets container to routing policy
nmodel ";

cont ai ner bgp-defined-sets {

description
"BGP-rel ated set definitions for policy match conditions"
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contai ner conmunity-sets {
description
"Encl osi ng container for community sets”

list community-set {
key comunity-set-nane;
description
"Definitions for community sets"

| eaf community-set-name {
type string;
mandat ory true
description
"name / | abel of the community set -- this is used to
reference the set in match conditions”

}

| eaf-1ist community-nenber {
type union {
type bgp-types: bgp-std-comunity-type
type bgp-types: bgp- conmuni ty-regexp-type
type bgp-types: bgp-wel | - known- conmuni ty-t ype;

description
"menbers of the community set";
}
}
}

cont ai ner ext-comunity-sets {
description
"Encl osi ng contai ner for extended community sets”

list ext-comunity-set {
key ext-conmunity-set-nang;
description
"Definitions for extended community sets";

| eaf ext-comunity-set-nane {
type string;
description
"name / | abel of the extended community set -- this is
used to reference the set in match conditions";

}

| eaf-1ist ext-community-nenber {
type union {
type bgp-types: bgp- ext-community-type;
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[l TODO is regexp support needed for extended
/1l comunities?
type bgp-types: bgp- conmmuni ty-regexp-type

description
"menbers of the extended community set";
}

}
}

contai ner as-path-sets {
description
"Encl osi ng container for AS path sets";

list as-path-set {
key as-pat h-set - naneg;
description
"Definitions for AS path sets";

| eaf as-path-set-nane {
type string;
description
"name of the AS path set -- this is used to reference
the set in match conditions"

}

| eaf -1i st as-path-set-nmenber {
/1 TODO need to refine typedef for AS path expressions
type string;
description
"AS path expression -- list of ASes in the set";

augrment "/rpol:routing-policy/rpol:policy-definitions/" +
"rpol : policy-definition/rpol:statenents/rpol:statenent/" +
"rpol :conditions" {
description "BGP policy conditions added to routing policy
nodul e";

cont ai ner bgp-conditions {
description "Policy conditions for matching
BGP-speci fic defined sets or conparing BGP-specific
attributes";
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uses bgp-mat ch-conditi ons;
uses bgp-attribute-conditions;

}

augrment "/rpol:routing-policy/rpol:policy-definitions/" +
"rpol : policy-definition/rpol:statenents/rpol:statenent/" +
"rpol :actions" {
description "BGP policy actions added to routing policy
nodul e";

cont ai ner bgp-actions {
description
"Definitions for policy action statenents that
change BGP-specific attributes of the route”

cont ai ner set-as-path-prepend {

presence "node is present in the config data to use the AS
prepend action";
description
"action to prepend |local AS nunber to the AS-path a
speci fied nunber of tines";

| eaf repeat-n {
type uint8;
description "nunber of tines to prepend the |ocal AS
nunber";
}
}

cont ai ner set-comunity {
presence "node is present in the config data when
set-comunity action is used";
description
"action to set the comunity attributes of the route, along
with options to nodify how the conmunity is nodified";

choi ce set-comunity-nmnmethod {
description
"Option to set conmunities using an inline list or
reference to an existing defined set.";

case inline {
leaf-1ist communities {
type union {
type bgp-types: bgp-std-comunity-type
type bgp-types: bgp-wel | - known- conmuni ty-t ype;
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}

description
"Set the community values for the update inline with
alist.";
}
}
case reference {
| eaf community-set-ref {
type leafref {
path "/rpol:routing-policy/rpol:defined-sets/" +
"bgp- pol : bgp-defined-sets/" +
"bgp- pol : comuni ty-sets/bgp-pol : community-set/" +
"bgp- pol : comuni ty-set - nane";
require-instance true;
}
description
"References a defined comunity set by nane";
}

}

| eaf options {
type bgp-set-comunity-option-type
description
"Options for nodifying the cormunity attribute with
the specified values. These options apply to both
met hods of setting the community attribute."”;
}
}

cont ai ner set-ext-conmunity {

presence "node is present in the config data when

set-community action is used"

description
"Action to set the extended community attributes of the
route, along with options to nodify how the comunity is
nodi fi ed";

choi ce set-ext-conmunity-nethod {
description
"Option to set conmunities using an inline list or
reference to an existing defined set.";

case inline {
leaf-1ist communities {
type union {
type bgp-types: bgp-ext-community-type;
type bgp-types: bgp-wel | - known- conmuni ty-t ype;
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}

description
"Set the community values for the update inline with
alist.";
}
}
case reference {
| eaf ext-comunity-set-ref {
type leafref {
path "/rpol:routing-policy/rpol:defined-sets/" +
"bgp- pol : bgp-defined-sets/" +
"bgp- pol : ext-communi ty-sets/" +
"bgp- pol : ext-community-set/" +
"bgp- pol : ext -communi ty- set - nane";
require-instance true;
}
description
"References a defined extended comunity set by
nane";
}
}
}

| eaf options {
type bgp-set-comunity-option-type
description
"options for nodifying the extended conmunity
attribute with the specified values. These options
apply to both nethods of setting the conmmunity
attribute.";
}
}

| eaf set-route-origin {
type bgp-types: bgp-origin-attr-type;
description "set the origin attribute to the specified

val ue";
}
| eaf set-local-pref {
type uint32;
description "set the local pref attribute on the route
updat e";
}

| eaf set-next-hop {
type bgp- next - hop-type;
description "set the next-hop attribute in the route update”;

}

Shai kh, et al. Expi res Decenber 16, 2015 [ Page 47]



Internet-Draft BGP Model June 2015

| eaf set-med {
type bgp-set-nmed-type
description "set the med netric attribute in the route
updat e";
}
}
}

/1 rpc statements
/'l notification statenents

}
<CODE ENDS>

5.4. BGP nultiprotocol itens

<CODE BEG NS> file bgp-nultiprotocol.yang
nodul e bgp-nul ti protocol {

yang-version "1";

/'l nanmespace
nanespace "http://openconfig. net/yang/ bgp-nmnultiprotocol"”

prefix "bgp-np";

/1 inport sonme basic inet types

import routing-policy { prefix rpol; }

i mport bgp-types { prefix bgp-types; }

i mport bgp-operational { prefix bgp-op; }

/1 neta
organi zati on
" OpenConfi g working group"

cont act
"OpenConfi g working group
net openconfi g@oogl egr oups. cont';

description
"This nodule is part of a YANG nodel for BGP protoco
configuration, focusing on configuration of mnultiprotoco
BGP, in particular various relevant address fanmlies (AFl) and
sub- address fam lies (SAFI).

Identities (rather than enunerated types) are used to identify
each AFlI / SAFlI type to make it easier for users to extend to
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pre-standard or custom AFlI/SAFl types. This nodule is only
i ntended to capture the nost";

revision "2015-05-15" {
description
"Refactored nul tiprotocol nodul e";
reference "TBD';

}

groupi ng i pv4-uni cast-group {
description
"Group for IPv4 Unicast configuration options”

cont ai ner i pv4-unicast {
when "../afi-safi-name = 'bgp-np:ipv4-unicast’" {
description
"I'nclude this container for |IPv4 Unicast specific
configuration";

}

description "I Pv4 unicast configuration options";

/1 include common | Pv[46] unicast options
uses i pv4-i pv6-uni cast - comon,;

/1 placehol der for IPv4 unicast specific configuration

}
}

groupi ng i pv6-uni cast-group {
description
"Group for IPv6 Unicast configuration options”

cont ai ner ipv6-unicast {
when "../afi-safi-name = 'bgp-np:ipv6-unicast’" {
description
"I'nclude this container for IPv6 Unicast specific
configuration”;

}

description "I Pv6 unicast configuration options";

/1 include common | Pv[46] unicast options
uses i pv4-i pv6-uni cast - comon;

/'l placehol der for | Pv6 unicast specific configuration
/1 options
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}
}

groupi ng i pv4-1| abel | ed-uni cast-group {
description
"Group for | Pv4 Labelled Unicast configuration options"

cont ai ner ipv4-1I abell ed-unicast {
when "../afi-safi-name = ’'bgp-np:ipv4-1abelled-unicast’ " {
description
"I'nclude this container for |IPv4 Labelled Unicast specific
configuration";

}

description "I Pv4 Labell ed Unicast configuration options”
uses all-afi-safi-conmmon;

/'l placehol der for |Pv4 Labelled Unicast specific config
/1 options
}
}

groupi ng i pv6-Iabel | ed-uni cast-group {
description
"Group for IPv6 Labelled Unicast configuration options"

cont ai ner ipv6-I|abell ed-unicast {
when "../afi-safi-name = 'bgp-np:ipv6e-1abell ed-unicast’" {
description
"I'nclude this container for IPv6 Labelled Unicast specific
configuration";

}

description "I Pv6 Labell ed Unicast configuration options";
uses all -afi-safi-common;

/1 placehol der for |1Pv6 Labell ed Unicast specific config
/'l options.

}
}

groupi ng | 3vpn-i pv4-uni cast-group {
description
"Group for IPv4 Unicast L3VPN configuration options"

cont ai ner | 3vpn-ipv4-uni cast {
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when "../afi-safi-name = 'bgp-np:13vpn-ipv4-unicast’" {
description
"Include this container for |IPv4 Unicast L3VPN specific
configuration";

}

description "Unicast | Pv4 L3VPN configuration options";

/1 include comobn L3VPN configuration options
uses | 3vpn-i pv4-i pv6-uni cast - conmon;

/'l placehol der for |Pv4 Unicast L3VPN specific config options.

}
}

groupi ng | 3vpn-i pv6-uni cast-group {
description
"Group for IPv6 Unicast L3VPN configuration options";

cont ai ner |3vpn-ipv6-uni cast {
when "../afi-safi-name = ' bgp-np: | 3vpn-ipv6-unicast’ " {
description
"Include this container for unicast IPv6 L3VPN specific
configuration";

}

description "Unicast | Pv6é L3VPN configuration options”

/1 include comobn L3VPN configuration options
uses | 3vpn-ipv4-i pv6-uni cast - conmon;

/1 placehol der for I Pv6 Unicast L3VPN specific configuration
/1 options
}
}

groupi ng | 3vpn-i pv4-nul ticast-group {
description
"Group for IPv4 L3VPN nulticast configuration options”

contai ner |3vpn-ipv4-multicast {
when "../afi-safi-name = 'bgp-np:|3vpn-ipvd-multicast’" {
description
"I'nclude this container for multicast | Pv6 L3VPN specific
configuration”;

}
description "Miulticast |1 Pv4 L3VPN configuration options";
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/1 include conmon L3VPN multicast options
uses | 3vpn-ipv4-ipv6-nul ticast-common;

/1 placehol der for I1Pv4 Milticast L3VPN specific configuration
/1 options
}
}

groupi ng | 3vpn-ipv6-mnul ticast-group {
description
"Group for IPv6 L3VPN nulticast configuration options”

contai ner |3vpn-ipv6-multicast {
when "../afi-safi-name = ' bgp-np:|3vpn-ipve-multicast’" {
description
"I'nclude this container for nmulticast | Pv6 L3VPN specific
configuration";

}

description "Milticast 1Pv6 L3VPN configuration options";

/1 include comobn L3VPN nulticast options
uses | 3vpn-ipv4-ipv6-nul ti cast-comon;

/'l placehol der for I Pv6 Miulticast L3VPN specific configuration
/1 options
}
}

groupi ng | 2vpn-vpl s-group {
description
"Group for BGP-signalled VPLS configuration options”

contai ner |2vpn-vpls {
when "../afi-safi-name = 'bgp-np:|2vpn-vpls' " {
description
"Include this container for BGP-signalled VPLS specific
configuration";

}

description "BGP-signalled VPLS configuration options";

/1 include conmon L2VPN options
uses | 2vpn- conmon;

/1 placehol der for BGP-signalled VPLS specific configuration
/1 options
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}

groupi ng | 2vpn-evpn-group {
description
"Group for BGP EVPN configuration options";

cont ai ner | 2vpn-evpn {
when "../afi-safi-name = 'bgp-np:|2vpn-evpn " {
description
"I'nclude this container for BGP EVPN specific
configuration";

}

description "BGP EVPN configuration options";

/1 include comobn L2VPN options
uses | 2vpn- common;

/'l placehol der for BGP EVPN specific configuration options

groupi ng bgp-route-sel ection-options_config {
description
"Set of configuration options that govern best
path sel ection."”;

| eaf al ways- conpare-ned {

type bool ean;

default "fal se";

description
"Conpare nulti-exit discrimnator (MED) value from
di fferent ASes when selecting the best route. The
default behavior is to only conpare MEDs for paths
received fromthe sane AS.";

}

| eaf ignore-as-path-length {
type bool ean;
default "fal se";
description
"I gnore the AS path | ength when sel ecting the best path.
The default is to use the AS path length and prefer paths
with shorter length.";
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| eaf external -conmpare-router-id {
type bool ean;
default "true";
description
"When conparing sinmlar routes received from externa
BGP peers, use the router-id as a criterion to sel ect
the active path.";

}

| eaf advertise-inactive-routes {
type bool ean;
default "fal se";
description
"Advertise inactive routes to external peers. The
default is to only advertise active routes.”

}

| eaf enabl e-aigp {
type bool ean;
default false
description
"Flag to enable sending / receiving accunul ated | GP
attribute in routing updates”;

}

| eaf ignore-next-hop-igp-netric {
type bool ean;
default "fal se";
description
"Ignore the IGP nmetric to the next-hop when cal cul ating
BGP best-path. The default is to select the route for
which the nmetric to the next-hop is | owest"”;
}
}

groupi ng bgp-use-nul tipl e-pat hs-ebgp-as-options_config {
description
"Configuration paraneters specific to eBGP nultipath applicable
to all contexts”

| eaf allownultiple-as {
type bool ean;
default "fal se";
description
"Allow nmultipath to use paths fromdifferent nei ghbouring
ASes. The default is to only consider nultiple paths from
t he sane nei ghbouring AS."

}
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}

groupi ng bgp-use-nul tipl e-pat hs-ebgp_config {
description
"Configuration paraneters relating to nultipath for eBG™;

uses bgp-use-nul tipl e-pat hs-ebgp-as-options_config;

| eaf maxi mum pat hs {
type uint32;
defaul t 1;
description
"Maxi mum nunber of parallel paths to consider when using
BGP multipath. The default is use a single path.";
}
}

groupi ng bgp-use-mul tipl e-paths-ibgp_config {
description
"Configuration parmaeters relating to nultipath for iBG;

| eaf maxi mum paths {
type uint32;
defaul t 1;
description
"Maxi mum nunber of parallel paths to consider when using
i BGP nmultipath. The default is to use a single path";
}
}

groupi ng bgp-use-nultiple-paths {
description
"Configuration paraneters relating to nultipath for BGP - both
i BGP and eBGP";

cont ai ner use-nultiple-paths {
description
"Paraneters related to the use of multiple paths for the
same NLRI";

container config {
description
"Configuration paraneters relating to nultipath";
uses bgp-use-nultiple-paths_config;
}
contai ner state {
description
"State paranmeters relating to nultipath";
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uses bgp-use-nultipl e-pat hs_confi g;

}

cont ai ner ebgp {
description
"Mul ti path parameters for eBGP";
cont ai ner config {
description
"Configuration paraneters relating to eBGP nultipath”;
uses bgp-use-nultipl e-paths-ebgp _config;

contai ner state {
config fal se
description
"State information relating to eBGP nul tipath”;
uses bgp-use-nultipl e-paths-ebgp _config;
}
}

contai ner ibgp {
description
"Mul tipath paranmeters for iBG";
contai ner config {
description
"Configuration paraneters relating to i BGP nultipath";
uses bgp-use-mnultiple-paths-ibgp_config;
}
contai ner state {
config fal se
description
"State information relating to i BGP nultipath”
uses bgp-use-mnultiple-paths-ibgp_config;

}
}
}

groupi ng bgp-use-nul tipl e-pat hs-nei ghbor {
description
" Per - nei ghbor configuration for nultipath for BGP"

cont ai ner use-nultiple-paths {
description
"Parameters related to the use of multiple-paths for the sane
NLRI when they are received only fromthis nei ghbor”

contai ner config {
description
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"Configuration paraneters relating to nultipath"
uses bgp-use-nultiple-paths_config;

contai ner state {
description
"State parameters relating to nultipath";
uses bgp-use-nultipl e-pat hs_confi g;

cont ai ner ebgp {
description
“"Multipath configuration for eBGP";
cont ai ner config {
description
"Configuration paraneters relating to eBGP nultipath”;
uses bgp-use-nul tipl e-pat hs-ebgp-as-options_config;
}
contai ner state {
config fal se
description
"State information relating to eBGP nul tipath”;
uses bgp-use-nul tipl e-pat hs-ebgp-as-options_config;

}
}
}

groupi ng bgp-use-nultiple-paths config {
description
"Ceneric configuration options relating to use of nultiple
paths for a referenced AFI-SAFI, group or neighbor";

| eaf enabled {
type bool ean;
default false
description
"Whet her the use of nmultiple paths for the sane NLRI is
enabl ed for the neighbor. This value is overridden by
any nore specific configuration value."
}
}

groupi ng bgp-afi-safi-graceful-restart_config {
description
"BGP graceful restart paraneters that apply on a per-AFl - SAFI
basi s";

| eaf enabled {
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type bool ean;
default false
description
"This | eaf indicates whether graceful-restart is enabled for
thi s AFI - SAFI";
}
}

groupi ng bgp-afi-safi_config {
description
"Configuration paraneters used for all BGP AFI-SAFIs";

| eaf afi-safi-name {
type identityref {
base bgp-types:afi-safi-type

description "AFIl, SAFI";
}

| eaf enabled {
type bool ean;
default false
description
"This | eaf indicates whether the | Pv4 Unicast AFl, SAFl is
enabl ed for the nei ghbour or group"
}
}

grouping all-afi-safi-comon-prefix-limt _config {
description
"Configuration paraneters relating to prefix-linmts for an
AFI - SAFI ";

| eaf max-prefixes {
type uint32;
description
" Maxi mum nunber of prefixes that will be accepted
fromthe nei ghbour";

}

| eaf shut down-t hreshol d-pct {
type bgp-types: percent age;
description
"Threshol d on nunber of prefixes that can be received
from a nei ghbour before generation of warning nessages
or log entries. Expressed as a percentage of
max- prefi xes";
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| eaf restart-tiner {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";

description
"Time interval in seconds after which the BGP session

is re-established after being torn down due to exceedi ng
the max-prefix limt.";
}
}

groupi ng i pv4-ipv6-uni cast-comon_config {
description
"Common configuration paraneters for | Pv4 and | Pv6 Uni cast

address fam lies";

| eaf send-default-route {
type bool ean;
default "fal se";
description
"If set to true, send the default-route to the nei ghbour(s)";
}

}

groupi ng all-afi-safi-common {
description
"Grouping for configuration conmon to all AFIl, SAFI"

container prefix-limt {
description
"Configure the maxi mum nunber of prefixes that will be

accepted froma peer";

container config {
description
"Configuration parameters relating to the prefix
limt for the AFI-SAFI";
uses all-afi-safi-conmon-prefix-limt_config;
}
contai ner state {
config fal se
description
"State information relating to the prefix-limt for the
AFI - SAFI ";
uses all-afi-safi-common-prefix-limt_config;

}
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}

groupi ng i pv4-i pv6-uni cast-comon {
description
"Common configuration that is applicable for IPv4 and | Pv6
uni cast";

/1 include comon afi-safi options.
uses al |l -afi-safi-commmon;

/1 configuration options that are specific to | Pv[46] unicast
contai ner config {
description
"Configuration paraneters for comon | Pv4 and | Pv6 uni cast
AFI - SAFI options”
uses i pv4-ipv6-uni cast-comon_confi g;
}
contai ner state {
config fal se
description
"State information for conmon | Pv4 and | Pv6 uni cast
par anmeters";
uses i pv4-i pv6-uni cast-comon_confi g;
}
}

groupi ng | 3vpn-i pv4-i pv6-uni cast - conmon {
description
"Common configuration applied across L3VPN for |Pv4
and | Pv6";

/'l placehol der -- specific configuration options that are generic
/1 across |Pv[46] unicast address famlies.
uses al |l -afi-safi-conmmon;

}

groupi ng | 3vpn-i pv4-ipv6-nul ti cast-common {
description
"Comon configuration applied across L3VPN for |Pv4
and | Pv6";

/'l placehol der -- specific configuration options that are
/1 generic across |Pv[46] multicast address famlies.
uses all-afi-safi-common;

}

groupi ng | 2vpn-conmon {
description
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"Common configuration applied across L2VPN address
fam|lies";

/'l placehol der -- specific configuration options that are
/1 generic across L2VPN address famlies
uses all-afi-safi-common;

}

groupi ng bgp-route-sel ection-options {
description
"Paraneters relating to the BGP route sel ection process”

cont ai ner route-sel ection-options {
description
"Parameters relating to options for route selection”;
contai ner config {
description
"Configuration paraneters relating to route selection
options";
uses bgp-route-sel ection-options_config;

contai ner state {
config fal se
description

"State information for the route selection options"

uses bgp-route-sel ection-options_config;

}

}
}

// kkkkkkhkkkhk*k STRLJC'I’URE G?QJPIN% Rk I S b R

groupi ng bgp-gl obal -afi-safi {
description
"Paraneters and route sel ection options for MP-BGP
specific to the d obal AFI-SAFI";
uses bgp-route-sel ection-options;

}

groupi ng bgp-group-afi-safi {
description
"Parameters and route selection options for MP-BGP
specific to peer groups";
uses bgp-route-sel ection-options;

}

groupi ng bgp-comon-afi-safi-list {
description
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"List of address-famlies associated with the BGP instance,
a peer-group or nei ghbor";

list afi-safi {
key "afi-safi-nane";

description
"AFl , SAFI configuration available for the
nei ghbour or group”;

| eaf afi-safi-name {
type leafref {
path "../config/afi-safi-nanme";
}

description
"Reference to the AFI-SAFI nane used as a key
for the AFI-SAFI |ist";

}

contai ner graceful -restart {
description
"Paraneters relating to BGP graceful -restart”;
contai ner config {
description
"Configuration options for BGP graceful-restart”;
uses bgp-afi-safi-graceful-restart_config;

contai ner state {
config fal se
description
"State information for BGP graceful -restart”;
uses bgp-afi-safi-graceful-restart_config;

}

cont ai ner config {
description
"Configuration paraneters for the AFI-SAFI"
uses bgp-afi-safi_config;

contai ner state {
config fal se
description
"State information relating to the AFI-SAFI"
uses bgp-afi-safi_config;
uses bgp-op: bgp-afi-safi_state;
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/1 import and export policy included for the afi/safi
uses rpol :appl y-policy-group;

uses i pv4-uni cast-group;
uses i pv6-uni cast-group;
uses i pv4- I abel | ed-uni cast - group;
uses i pv6- 1 abel | ed- uni cast - group;
uses | 3vpn-i pv4-uni cast-group;
uses | 3vpn-i pv6-uni cast - group;
uses | 3vpn-ipv4-nul ticast-group;
uses | 3vpn-ipv6-nul ticast-group;
uses | 2vpn-vpl s-group;
uses | 2vpn- evpn-group;
}
}

}
<CODE ENDS>

5.5. BGP operational data itens

<CODE BEG NS> fil e bgp-operational.yang
nmodul e bgp-operational {

yang-version "1";

/'l namespace

/[l TODO change to an ietf or other nore generic nanespace
nanespace "http://openconfig.net/yang/ bgp-operational";
prefix "bgp-op";

/1 inmport some basic inet types

inmport ietf-inet-types { prefix inet; }

import ietf-yang-types { prefix yang; }

i mport bgp-types { prefix bgp-types; }

/Il meta

organi zati on
"OpenConfig working group”;

cont act
"OpenConfi g working group
net openconfi g@oogl egr oups. cont';

description
"This nodule is part of a YANG nodel for BGP protocol
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configuration, focusing on operational data (i.e., state
vari ables) related to BGP operations”

revision "2015-05-15" {
description
"Initial revision";
reference "TBD';

}

/'l extension statements
/| feature statenents
/] identity statements
/] typedef statenents
/1 grouping statements

groupi ng bgp-count er s- nessage-types_conmmon {
description
"G oupi ng of BGP nessage types, included for re-use
across counters”;

| eaf UPDATE ({
type uint 64;
description
"Nurmber of BGP UPDATE nessages announci ng, w thdraw ng
or nodi fying paths exchanged.";

}
| eaf NOTI FI CATI ON {
type uint 64;
description
"Nurmber of BGP NOTI FI CATI ON nmessages i ndicating an
error condition has occurred exchanged.";
}

groupi ng bgp-cont ext - pf x- pat h-count ers_conmon {
description
" Groupi ng contai ning coormon counters relating to prefixes and
pat hs";

| eaf total-paths {
type uint32;
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description
"Total nunber of BGP paths within the context"”;
}

| eaf total-prefixes {
type uint32;
description

}

}

groupi ng bgp-gl obal _state {
description
"Groupi ng containing operational paranmeters relating to the
gl obal BGP instance”
uses bgp- cont ext - pf x- pat h-count ers_common;

}

groupi ng bgp-gl obal -afi-safi_state {
description
"G oupi ng containing operational paraneters relating to each
AFl - SAFI wi thin the BGP gl obal instance";
uses bgp- cont ext - pf x- pat h-count ers_common;

}

groupi ng bgp-peer-group_state {
description
"Groupi ng containing operational paraneters relating to a BGP
peer group";
uses bgp- cont ext - pf x- pat h-count ers_common;

}

groupi ng bgp-nei ghbor _state {
description
"Groupi ng containing operational state variables relating to a
BGP nei ghbor";

| eaf session-state {
type enuneration {
enum | DLE {
description
"nei ghbor is down, and in the Idle state of the
FSM';

}
enum CONNECT {
description
"nei ghbor is down, and the session is waiting for
the underlying transport session to be established"
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}
enum ACTI VE {
description
"nei ghbor is down, and the |local systemis awaiting
a conncetion fromthe renote peer";

}
enum OPENSENT {
description
"nei ghbor is in the process of being established.
The | ocal system has sent an OPEN nessage";

}
enum OPENCONFI RM {
description
"nei ghbor is in the process of being established.
The | ocal systemis awaiting a NOTI FI CATI ON or
KEEPALI VE nessage";

}
enum ESTABLI SHED {
description
"nei ghbor is up - the BGP session with the peer is
establ i shed";
}
}

description
"Qperational state of the BGP peer"”;

}

| eaf-1ist supported-capabilities {
type identityref {
base bgp-types: bgp-capability;
}
description
"BGP capabilities negotiated as supported with the peer”;
}
}

groupi ng bgp-nei ghbor-afi-safi_state {
description
"Operational state on a per-AFl-SAFl basis for a BGP
nei ghbor";

| eaf active {
type bool ean;
description
"Thi s val ue indicates whether a particul ar AFl-SAFl has
been succesfully negotiated with the peer. An AFI - SAFI
may be enabled in the current running configuration, but a
session restart may be required in order to negotiate the new
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capability.";
}

uses bgp- nei ghbor-prefi x-counters_state;

groupi ng bgp- nei ghbor - prefi x-counters_state {
description
"Counters for BGP nei ghbor sessions”

contai ner prefixes {
description "Prefix counters for the BGP session";
| eaf received {
type uint32;
description
"The nunber of prefixes received fromthe neighbor";
}

| eaf sent {
type uint32;
description
"The nunber of prefixes advertised to the neighbor";
}

| eaf installed {
type uint32;
description
"The nunber of advertised prefixes installed in the
Loc-RI B";
}
}
}

groupi ng bgp- nei ghbor - nessage-counters-sent_state {
description
"Counters relating to nessages sent to a BGP nei ghbor";
uses bgp-count er s- nressage-types_conmon;

}

groupi ng bgp- nei ghbor - nessage-count ers-recei ved _state {
description
"Counters relating to the nesages received froma BGP
nei ghbor";
uses bgp-count er s- mressage-t ypes_conmmon;

}

groupi ng bgp- nei ghbor - queue-counters_state {
description
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"Counters relating to the nessage queues associated with the
BGP peer";
| eaf input {
type uint32;
description
"The nunber of messages received fromthe peer currently
queued”;

}

| eaf output {
type uint32;
description
"The nunber of messages queued to be sent to the peer”;
}
}

groupi ng bgp-nei ghbor-transport_state {
description
"QOperational state paranmeters relating to the transport session
used for the BGP session”;

| eaf | ocal-port {
type inet: port-nunber;
description
"Local TCP port being used for the TCP session supporting
the BCGP session”;

}

| eaf renote-address {
type inet:ip-address;
description
"Renmote port being used by the peer for the TCP session
supporting the BGP session";

| eaf renote-port {
type inet: port-numnber;
description
"Renpte address to which the BGP session has been
est abl i shed";

}
}

groupi ng bgp-nei ghbor-error-handling state {
description
"Operational state paraneters relating to enhanced error
error handling for BG",;
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| eaf erroneous-updat e- messages {
type uint32;
description
"The nunber of BGP UPDATE nessages for which the
treat-as-w t hdraw nmechani sm has been applied based
on erroneous nessage contents”;
}
}

groupi ng bgp-nei ghbor-tiners state {
description
"Operational state paranmeters relating to BGP tiners associated
with the BGP session";

| eaf uptinme {
type yang:timeticks
description
"This tiner deternmines the amobunt of tinme since the
BGP |l ast transitioned in or out of the Established
state";

}

| eaf negotiated-hold-tine {
type deci mal 64 {
fraction-digits 2;
}
description
"The negotiated hold-tinme for the BGP session”
}
}

groupi ng bgp-afi-safi_state {
description
"Operational state information relevant to all address
famlies that may be carried by the BGP session";

/'l placeholder - options in this container are
/1 valid in both the global and per-nei ghbor
/1 paths

}
groupi ng bgp-afi-safi-graceful-restart_state {
description
"Operational state information relevant to graceful restart
for BGP';

| eaf peer-restart-time {
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type uint16 {
range 0..4096;
}

description
"The period of tine (advertised by the peer) that
the peer expects a restart of a BGP session to
t ake";

}

| eaf peer-restarting {
type bool ean;
description
"This flag indicates whether the renote neighbor is currently
in the process of restarting, and hence received routes are
currently stale";

}

| eaf local-restarting {
type bool ean;
description
"This flag indicates whether the | ocal neighbor is currently
restarting. The flag is unset after all NLRI have been
advertised to the peer, and the End-of-RI B (EOR) narker has
been unset";

}

| eaf node {
type enuneration {
enum HELPER- ONLY {
description

"The local router is operating in hel per-only node, and
hence will not retain forwarding state during a |l oca
session restart, but will do so during a restart of the
renote peer";

}
enum Bl LATERAL {
description
"The local router is operating in both hel per node, and
hence retains forwarding state during a renote restart,
and al so naintains forwarding state during |ocal session
restart”;

}
enum REMOTE- HELPER {
description
"The |l ocal systemis able to retain routes during restart
but the renote systemis only able to act as a hel per";
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description
"Ths leaf indicates the node of operation of BGP graceful
restart with the peer”;

}
}

groupi ng bgp-nei ghbor-afi-safi-graceful-restart_state {
description
"Operational state variables relating to the graceful -restart
mechani sm on a per - AFl - SAFI basi s";

| eaf received {
type bool ean;
description
"This | eaf indicates whether the neighbor advertised the
ability to support graceful-restart for this AFl-SAFI";

}

| eaf advertised {
type bool ean;
description
"This |l eaf indicates whether the ability to support
graceful -restart has been advertised to the peer"”;

<CODE ENDS>
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Appendi x B. Change sunmary
B.1. Changes between revisions -01 and -02

The -02 revision generally does not affect the structure of the
nmodel , but there are a nunber of changes that inprove clarity, or
sinmplify mappings to inplenentations.

0 Reorgani zed nodul es to nove BGP-specific types, including policy-
rel ated types, to the bgp-types nodul e.

0 Added ability to configure route selection options at the gl oba
| evel. Renobved route sel ection options from per-nei ghbor AFI - SAFI
since it is not widely inplenented.

0 Renoved a nunber of presence containers (e.g., in AFl-SAFI
graceful -restart, and nultipath). Presence has been replaced with
an explicit "enabled leaf to sinplify semantics of inheritance
and override in other parts of the BGP hieararchy.

o Fixed inconsistencies with use-multiple-paths config. Added
"enabl ed’” leaves with default false.

0 Updated top level list key to be a leafref in nost lists for
consistency with the operational state nodeling approach outlined
in [I-D. openconfig-netnod-opstate].

0 Some minor renaming / restructuring of routing policy defined-sets
and appl y-policy contai ner.

0 Added ability to increnent/decrenent MED value in BGP policy
statement acti ons.

0 Changed | ocal -address |l eaf to be a union which can specify either
an | P address, or be a reference to an interface.

0 Changed ebgp-multihop to add 'enabled’ |eaf and TTL behavi or
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B. 2.

Changed BGP wel | - known communities froma enuneration to a
identity. Al so made consistent with | ANA-defined standard wel |l -
known conmmuni ti es.

Renove enuneration values fromBGP origin type given the
di sagreenent in RFC 4271 and RFC 4273.

Added an additional match-options enunerated type for sets that
only support ANY | INVERT, but not ALL behavi or

Modi fied prefix-sets to use inet:ip-prefix type and renoved range
checki ng on naskl engt h-range (al so added 'exact’ specifier for
maskl engt h range).

Renoved send-update-delay tiner |leaf. Desired behavior is
reflected by m ni numadverti senent-interval, i.e., MRAl.

Changed all ow-own-as leaf to allow specification of a nunber of
occurrences -- sone inplenmentations only support O or 1, i.e.
equi val ent of a bool ean but several others support nultiple
occurrences.

Changes between revisions -00 and -01

The -01 revision reflects a nunber of changes, nmany based on feedback
frominplementors of the nmodel on various routing platfornmns.

(0]

Ref actored nodel to explicitly provide 'config and 'state’
containers at each | eaf node to enabl e consistent and predictable
access to operational state data corresponding to configuration
data. This is based on the nodel design in

[1-D. openconfi g-net nod- opst at e] .

Ref actored nultiprotocol nodule with explicit set of supported
AFl - SAFI conbi nations (using YANG identities) in a flattened |ist.
Focus was on comon config with nore AFI-SAFI specific
configuration forthcoming in future revisions.

Ref act ored BGP policy nodule to work with a new general routing
policy nodel [I-D.shaikh-rtgwg-policy-nodel] by augnenting it with
BGP-specific policy options (conditions, actions, and defined
sets).

Added encl osing containers to lists (e.g., neighbors, peer-groups,
and AFI - SAFI)
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0 Renoved nei ghbor configuration fromthe peer-group hierarchy.
Nei ghbor configurati on now has a peer-group | eaf which references
the peer group to which the nei ghbor bel ongs.

0 Several new configuration itens added to base bgp nodul e,
i ncl udi ng addi ng sone configuration itens to the gl obal hierarchy
| evel .
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