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Abstract

BGP Fl owspec is an extension to BGP that allows for the

di ssemination of traffic flow specification rules. The prinmary
application of this extension is DDoS nitigation where the flowspec
rules are applied in nost cases to all peering routers of the

net wor k.

This docunent will present another use case of BGP Fl ow spec where
flow specifications are used to naintain some access control lists at
net work boundary. BGP Flowspec is a very efficient distributing
machi nery that can help in saving OPEX whil e depl oyi ng/ updati ng ACLs.
This new application requires flow specification rules to be applied
only on a specific subset of interfaces and in a specific direction

The current specification of BGP Fl owspec does not detail where the
flow specification rules need to be appli ed.

Thi s docunment presents a new interface-set flowspec action that wll
be used in conmpl enent of other actions (marking, rate-limting ...).
The purpose of this extension is to informrenote routers on where to
apply the flow specification.

This extension can also be used in a DDoS nmitigation context where a
provi der wants to apply the filtering only on specific peers.

Requi renents Language
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 10, 2016
Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Use case . S 3
1.1. Specific fllter|ng for DDoS . 3
1.2. ACL nmumintenance . . 4

2. Collaborative filtering and nanaglng fllter dlrectlon . 5

3. Interface specific filtering using BGP flomspec . 6

4. Interface-set extended community 7

5. Interaction with permanent traffic actlons 8
5.1. Interaction with interface ACLs . e e e 9
5.2. Interaction with flow collection . . . . . . . . . . . . 10

6 Scaling of per interface rules . . . . . . . . . . . . . . . 10

7. Deploynent considerations . . . . . . . . . . . . . . . . .. 11

8. Security Considerations . . . . . . . . . . . . . . ... .. 11

9. Acknow edgenments . . . . . . . . . . . . . . . . .. ... 12

10. I ANA Considerations . . . . . . . . . . . . . . . . . . ... 12

Li t kowski, et al. Expi res June 10, 2016 [ Page 2]



Internet-Draft fl owspec-i nterfaceset Decenber 2015

1.

1.

11. References . . . . . . . . . . . . . . . . . ... ... 12
11.1. Normative References . . . . . . . . . . . . . . . . .. 12
11.2. Informative References . . . . . . . . . . . . . . . . . 13

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 13

Use case
1. Specific filtering for DDoS
————————————————— --- (ebgp) - Peer3 (BW10Q
/ \/
| /] _
PE --- (ebgp) - Transitl(BW4x100Q
Custl --- (ebgp) --- PE
PE ---- (ebgp) - Peer2 (BW4*10Q
\
Cust2 --- (ebgp) --- PE |----- (ebgp) - Custoner3
/
Peer 1( BWMOG ) - (ebgp) | PE --- (ebgp) - Transit2(BW4x10Q
I I
\ /
Figure 1

The figure 1 above displays a typical service provider Internet
networ k owi ng Custoners, Peers and Transit. To protect pro actively
agai nst sone attacks (e.g. DNS, NTP ...), the service provider may
want to deploy sonme rate-limting of sone flows on peers and transit
links. But depending on |ink bandw dth, the provider may want to
apply different rate-limting val ues.

For 4*10G links peer/transit, it may want to apply a rate-limting of
DNS flows of 1G while on 10G links, the rate-limting would be set
to 250Mops. Custoner interfaces nust not be rate-limted.

BGP Fl owspec infrastructure nmay al ready be present on the network,
and all PEs may have a BGP session running flowspec address famly.
The Fl owspec infrastructure nmay be reused by the service provider to
i npl ement such rate-limting in a very quick manner and being able to
adj ust values in future quickly wi thout having to configure each node
one by one. Using the current BGP fl owspec specification, it would
not be possible to inplement different rate limter on different
interfaces of a same router. The flowspec rule is applied to al
interfaces in all directions or on some interfaces where flowspec is
activated but flowspec rule set would be the sane anong all

i nterfaces.
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Section Section 3 will detail a solution to address this use case
usi ng BGP Fl owspec.

1.2. ACL nmmi ntenance

——————————————— --- (ebgp) - Cust4_VPN
/ /
Custl INT -- (ebgp) --- PE /]
| PE ------ (ebgp) - Transitl
Cust3 VPN -- (ebgp) --- PE
| PE ------ (ebgp) - Peer2
I Vi
Cust2 INT -- (ebgp) --- PE | ----- (ebgp) - Cust4_INT
/ I
Peerl ------ (ebgp) -- | PE ------ (ebgp) - Transit2
I
\ /
Fi gure 2

The figure 1 above displays a typical service provider nultiservice
networ k owi ng Custoners, Peers and Transit for Internet, as well as
VPN services. The service provider requires to ensure security of
its infrastructure by applying ACLs at network boundary. Maintaining
and depl oyi ng ACLs on hundreds/thousands of routers is really painfu
and tinme consum ng and a service provider would be interested to
depl oy/ updat es ACLs using BGP Flowspec. 1In this scenario, depending
on the interface type (Internet custoner, VPN custoner, Peer, Transit
...) the content of the ACL nay be different.

We foresee two nmain cases

0 Mintaining conplete ACLs using flowspec : in this case all the
i ngress ACL are nmi ntai ned and depl oyed usi ng BGPFl owspec. See
section Section 8 for nore details on security aspects.

0 Requirement of a quick deploynent of a new filtering termdue to a
security alert : new security alerts often requires a fast
depl oynent of new ACL terns. Using traditional CLI and hop by hop
provi sioni ng, such deploynent takes tine and network is
unprotected during this time wi ndow. Using BGP flowspec to depl oy
such rule, a service provider can protect its network in few
seconds. Then the SP can decide to keep the rule permanently in
BGP Fl owspec or update its ACL or renove the entry (in case
equi pnents are not vul nerabl e anynore).
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Section Section 3 will detail a solution to address this use case
usi ng BGP Fl owspec.

2. Collaborative filtering and nanaging filter direction

[ RFC5575] states in Section 5. : "This mechanismis primarily
designed to allow an upstream aut ononous systemto performinbound
filtering in their ingress routers of traffic that a gi ven downstream
AS wi shes to drop.".

In case of networks collaborating in filtering, there is a use case
for performing outbound filtering. CQutbound filtering allows to

apply traffic action one step before and so may allow to prevent
i mpact |i ke congestions.

| P2 | P1
/ \
| M/AS |
\ /
Fi gure 3
In the figure above, MYAS is connected to an upstreamprovider. |If a

malicious traffic cones in fromthe upstream provider, it may
congestion P1 or P2 links. |If M/AS apply inbound filtering on Pl/P2
usi ng BGP Fl owspec, the congestion issue will not be sol ved.

Using col l aborative filtering, the upstream provider may propose to
M/AS to filter malicious traffic sent toit. W propose to enhance
[ RFC5575] to make nyAS able to send BGP Fl owSpec updates (on eBGP
sessions) to the upstream provider to request outbound filtering on
peering interfaces towards MYAS. Wen the upstream provider will
recei ve the BGP Fl owspec update from MYAS, the BGP fl owspec update
will contain request for outbound filtering on a specific set of
interfaces. The upstream provider will apply automatically the
requested filter and congestion will be prevented.
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3.

Interface specific filtering using BGP fl owspec

The use case detail ed above requires application of different BGP

Fl owspec rules on different set of interfaces. The basic
specification detailed in [ RFC5575] does not address this and does
not give any detail on where the Fl owSpec filter need to be applied.

We propose to introduce, within BG Fl owspec, an identification of
interfaces where a particular filter should apply on. ldentification
of interfaces within BGP Flowspec will be done through group
identifiers. A group identifier marks a set of interfaces sharing a
comon adm nistrative property. Like a BGP community, the group
identifier itself does not have any significance. It is up to the
networ k adnministrator to associate a particular nmeaning to a group
identifier value (e.g. group |ID#1 associated to Internet custoner
interfaces). The group identifier is a local interface property.
Any interface nay be associated with one or nore group identifiers
usi ng manual configuration

When a filtering rule advertised through BGP Fl owspec nust be applied
only to particular sets of interfaces, the BGP Fl owspec BGP update
will contain the identifiers associated with the rel evant sets of
interfaces. In addition to the group identifiers, it will also
contain the direction the filtering rule nmust be applied in (see
Section 4).

Configuration of group identifiers associated to interfaces may
change over tine. An inplenentation MJST ensure that the filtering
rules (learned fromBGP Fl owspec) applied to a particular interface
are al ways updated when the group identifier mapping is changing.
Considering figure 2, we can imagine the foll owi ng design :

0 Internet custoner interfaces are associated with group-identifier
1.

0 VPN custoner interfaces are associated with group-identifier 2
0o All custoner interfaces are associated with group-identifier 3.
0 Peer interfaces are associated with group-identifier 4.

o Transit interfaces are associated with group-identifier 5.

0 All external provider interfaces are associated w th group-
identifier 6.

o Al interfaces are associated with group-identifier 7
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If the service provider wants to deploy a specific inbound filtering
on external provider interfaces only, the provider can send the BGP
fl ow specification using group-identifier 6 and including inbound

di rection.

There are sonme cases where nodes are dedicated to specific functions
(I'nternet peering, Internet Edge, VPN Edge, Service Edge ...), in
this kind of scenario, there is an interest for a constrained
distribution of filtering rules that are using the interface specific
filtering. Wthout the constrained route distribution, all nodes
will received all the filters even if they are not interested in
those filters. Constrained route distribution of flowspec filters
woul d allow for a nore optinized distribution.

4. Interface-set extended conmunity

Thi s docunent proposes a new BGP Route Target extended comunity
called "flowspec interface-set". This document so expands the
definition of the Route Target extended conmunity to allow a new

val ue of high order octet (Type field) to be TBD (in addition to the
val ues specified in [ RFC4360]).

In order to ease intra-AS and inter-AS use cases, this docunent
proposes to have a transitive as well as a non transitive version of
this extended comunity.

This new BGP Route Target extended community is encoded as follows :
0 1 2 3

01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| Type (TBD) | 0x02 | Aut ononpbus Syst em Nunber
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
AS Nunmber (cont.) |1 Group ldentifier |

T I T S I T i T S S S e i T S T

The flags are

o O: if set, the flow specification rule MIST be applied in
out bound direction to the interface set referenced by the
foll owi ng group-identifier.

o | : if set, the flow specification rule MIST be applied in input
direction to the interface set referenced by the foll ow ng group-
identifier.
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Both flags can be set at the same tine in the interface-set extended
community leading to flowrule to be applied in both directions. An
interface-set extended conmmunity with both flags set to zero MIST be
treated as an error and as consequence, the Fl owSpec update MJUST be
di scarded

The Group ldentifier is coded as a 14-bit number (val ues goes fromO
to 16383).

Multiple instances of the interface-set community nmay be present in a
BGP update. This nay appear if the flowrule need to be applied to
mul tiple set of interfaces.

Mul tiple instances of the community in a BGP update MJST be
interpreted as a "OR' operation : if a BGP update contains two
interface-set communities with group ID 1 and group ID 2, the filter
woul d need to be installed on interfaces belonging to Goup ID 1 or
Goup ID 2.

As using a Route Target, route distribution of flowspec NLRI with
interface-set may be subject to constrained distribution as defined
in [RFC4684]. Constrained route distribution for flowspec routes
using interface-set requires discussion and will be addressed in a
future revision of the docunent.

5. Interaction with permanent traffic actions

[ RFC5575] states that BGP Flowspec is primarily designed to allow
upstream AS to performinbound filtering in their ingress routers.
This specification does not precise where this ingress filtering
shoul d happen in the packet processing pipe.

Thi s proposal enhances [RFC5575] in order to add action on traffic
comng fromor going to specific interfaces. Based on this
enhancenent, sonme new requirenents conme to inplenentations.

An i nmpl enentati on SHOULD apply input actions (I bit set) within the
i nput packet processing pipe. An inplenmentation SHOULD apply output
actions (O bit set) within the output packet processing pipe.

As input and output processing pipes nay al so involve al ready present
static/permanent features that will mani pul ate the packet, the next
sections will try to clarify how the static behaviors should interact
will BGP flowspec actions.
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5.1. Interaction with interface ACLs

Depl oying interface specific filters using BGP Fl owSpec (dynanic
entries) may interfere with existing permanent interface ACL (static
entries). The content of the existing permanent ACL MUST NOT be
altered by dynamc entries comng fromBGP Fl owSpec. Permanent ACLs
are using a specific ordering which is not conpatible with the
ordering of FS rules and nisordering of ACL may | ead to undesirable

behaviour. In order, to keep a determnistic and well known
behavi our, an inplenentati on SHOULD process the BGP Fl owSpec ACL as
foll ows :

o In inbound direction, the permanent ACL action is applied first
foll owed by Fl owSpec action. This gives the primary action to the
permanent ACL as it is done today.

0 |In outbound direction, FlowSpec action action is applied first
foll owed by permanent ACL. This gives the final action to the
permanent ACL as it is done today.

I nbound filters Qut bound filter

| Permanent| -> |Dynanmic| -> | Forwarding| -> |Dynanic| -> | Pernmanent|

In order for a flowto be accepted, the flow nust be accepted by the
two ACLs and a flow is rejected when one of the ACL rejects it as
described in the table bel ow:

S S B T +
| Per manent ACL entry | Fl owSpec ACL entry | Resul t |
[ action [ action [ action [
oo e e e e eie oo s oo e e e e eie oo n o +
| Dr op | Dr op I Dr op I
| Dr op | Accept | Dr op |
| Accept | Dr op | Dr op |
| Accept | Accept | Accept |
o e [ +
Exanpl e :

o ACL permanent IN :
* Entry 1 : permt udp from10/8 to 11/8 port 53

* Entry 2 : permit tcp from10/8 to 11/8 port 22
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* Entry 3 : deny ip from10/8 to 11/8

0 ACL dynami c Fl owSpec IN
* Entry 1 : deny udp from 10.0.0.1/32 to 11/8 port 53
* Entry 2 : permit tcp from10/8 to 11/8 port 80

In the exanpl e above

o a UDP flow from10.0.0.1 to 11.0.0.2 on port 53 will be rejected
because the dynanmic ACL rejects it.

o a UDP flow from10.0.0.2 to 11.0.0.2 on port 53 will be accepted
because both ACLs accept it.

o a TCP flow from10.0.0.2 to 11.0.0.2 on port 80 will be rejected
because pernmanent ACL rejects it.

5. 2. Interaction with fl ow col | ecti on

A router may activate flow collection features (used in collaboration
with Netflow export). Flow collection can be done at input side or
output side. As for ACL, an inplenentation SHOULD process

0 BGP FS rules after the inbound flow collection : in case of DDoS
protection, it is inportant to keep nonitoring of attack flows and
so perform ng action, after collection.

0 BGP FS rules before the outbound flow collection : purpose of
out bound flow collection is really to track flows that are exiting
the interface. BGP FS rules should not interfere in this.

| nbound Qut bound
Fl ow BGP BGP Fl ow
coll ection FS FS col |l ecti
on

| Permanent| -> |Dynamic| -> | Forwarding| -> |Dynanic| -> | Pernanent|
6. Scaling of per interface rules

Creating rules that are applied on specific interfaces may create
forwarding rules that may be harder to share.

An i nmpl enentati on SHOULD take care about trying to keep sharing
forwardi ng structures as nuch as possible in order to linmt the
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scaling inpact. How the inplenentation would do so is out of scope
of the docunent.

7. Depl oynent considerations

There are sone cases where a particular BGP Fl owspec NLRI nay be
advertised to different interface groups with a different action.

For exanple, a service provider may want to discard all 1CW traffic
fromcustonmer interfaces to infrastructure addresses and want to
rate-limt the same traffic when it conmes from sone internal
platforns. These particular cases require ADD-PATH to be depl oyed in
order to ensure that all paths (NLRI +interface group+actions) are
propagated within the BGP control plane. Wthout ADD PATH, only a
single "NLRI +i nterface group+actions"” will be propagated, so some
filtering rules will never be applied.

8. Security Considerations

Managi ng permanent Access Control List by using BGP Fl owspec as
described in Section 1.2 helps in saving roll out time of such ACL.
However sone ACL especially at network boundary are critical for the
network security and | oosing the ACL configuration may lead to
networ k open for attackers.

By design, BGP flowspec rules are epheneral : the flowrule exists in
the router while the BGP session is UP and the BGP path for the rule
is valid. W can inmagine a scenario where a Service Provider is
managi ng the network boundary ACLs by using only FlowSpec. 1In this
scenario, if , for exanple, an attacker succeed to nake the interna

BGP session of a router to be down , it can open all boundary ACLs on
the node, as flowspec rules will disappear due to the BGP session
down.

In reality, the chance for such attack to occur is |low, as boundary
ACLs shoul d protect the BGP session from being attacked.

In order to conplenent the BGP fl owspec solution is such depl oynent

scenari o and provides security against such attack, a service

provi der may activate Long |lived G aceful Restart

[1-D. uttaro-idr-bgp-persistence] on the BGP session owni ng Fl owspec

address famly. So in case of BGP session to be down, the BGP paths
of Flowspec rules would be retained and the fl owspec action will be
retai ned.
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| ANA Consi der ati ons

Thi s docunent requests a new type fromthe "BGP Transitive Extended
Conmuni ty Types" extended conmunity registry. This type nane shall
be ' Fl owSpec’ .

Thi s docunent requests a new type fromthe "BG Non-Transitive
Ext ended Community Types" extended conmunity registry. This type
nane shall be ’Fl owSpec’.

Thi s docunment requests creation of a new registry called "Fl owSpec
Ext ended Community Sub-Types". This registry contains values of the
second octet (the "Sub-Type" field) of an extended community when the
value of the first octet (the "Type" field) is to one of those

al l ocated in this docunent.

Wthin this new registry, this docunent requests a new subtype
(suggested val ue 0x02), this sub-type shall be naned "interface-set".
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