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Abst ract

Sone networks use tunnels for a variety of reasons. A large variety
of tunnel types are defined and the ingress needs to select a type of
tunnel which is supported by the egress. This docunent defines how
to advertise egress tunnel capabilities in IS 1S Router Capability
TLV.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 17, 2017
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I nt roducti on

Sone networks use tunnels for a variety of reasons,

o Partial deploynent of MPLS-SPRI NG as described in
[I-D. xu-npl s-spring-islands-connecti on-over-ip],

PO NODOODOOOOUITUTWWWN

=

such as:

where | P tunnels

are used between MPLS-SPRI NG enabl ed routers so as to traverse

non- MPLS routers.

o Partial deploynent of MPLS-BIER as described in Section 6.9 of
[I-D.ietf-bier-architecture], where IP tunnels are used between
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MPLS- Bl ER- capabl e routers so as to traverse non MPLS-BI ER
[I-D.ietf-bier-npls-encapsul ation] routers.

o Partial deploynent of IPv6 (resp. [1Pv4) in IPvd (resp. |Pv6)
net wor ks as described in [ RFC5565], where |Pvx tunnels are used
bet ween | Pvx-enabl ed routers so as to traverse non-|Pvx routers.

0 Renote Loop Free Alternate repair tunnels as described in
[ RFC7490], where tunnels are used between the Point of Loca
Repair and the sel ected PQ node.

The ingress needs to select a type of tunnel which is supported by
the egress. This docunment describes howto use IS 1S Router
Capability TLV to advertise the egress tunnelling capabilities of
nodes.

2. Term nol ogy
This meno nmakes use of the terns defined in [ RFC4971].
3. Advertising Encapsul ati on Capability

Rout ers advertises their supported encapsul ati on type(s) by
advertising a new sub-TLV of the 1S 1S Router CAPABILITY TLV

[ RFC4971], referred to as Encapsul ation Capability sub-TLV. This
sub- TLV SHOULD NOT appear nore than once within a given I S-1S Router
CAPABI LI TY TLV. The scope of the advertisenent depends on the
application but it is recoormended that it SHOULD be dommi n-wi de. The
Type code of the Encapsul ation Capability sub-TLV is TBDl1, the Length
value is variable, and the Value field contains one or nore Tunne
Encapsul ati on Type sub-TLVs. Each Encapsul ati on Type sub-TLVs

i ndi cates a particular encapsul ation format that the advertising
router supports.

4. Tunnel Encapsul ation Type
The Tunnel Encapsul ation Type sub-TLV is structured as foll ows:
0 1 2 3
01234567890123456789012345678901
B e e T o e S o e e o o
[ Tunnel Type [ Length [
R R e R e s s e o S S e R e o o
I I
| Val ue [
I I
+- +

S e e i S S S S S S e
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Tunnel Type (1 octets): identifies the type of tunneling
technol ogy being signaled. This docunent defines the follow ng

types:
1. L2TPv3 over | P [RFC3931] : Type code=1
2. GRE [ RFC2784] : Type code=2

3. Transmit tunnel endpoint [RFC5566] : Type code=3;

4, | Psec in Tunnel - nobde [ RFC5566] : Type code=4;
5. IPin IP tunnel with I Psec Transport Mde [ RFC5566] : Type
code=5;

6. MPLS-in-1P tunnel with I Psec Transport Mde [ RFC5566] : Type
code=6;

7. IPin IP [RFC2003] [RFC4213]: Type code=7

8.  VXLAN [ RFC7348] : Type code=8;

9. NVGRE [ RFC7637] : Type code=9;

10. MPLS [ RFC3032] : Type code=10;

11. MPLS-in-GRE [ RFC4023] : Type code=11;

12. VXLAN GPE [I-D.ietf-nvo3-vxlan-gpe] : Type code=12
13. MPLS-in-UDP [ RFC7510] : Type code=13;

14. MPLS-in-UDP-with-DTLS [ RFC7510] : Type code=14;

15. MPLS-in-L2TPv3 [ RFC4817] : Type code=15;

16. GIP: Type code=16

Unknown types are to be ignored and skipped upon receipt.

Length (1 octets): unsigned integer indicating the total number of
octets of the value field.

Val ue (variable): zero or nore Tunnel Encapsul ation Attribute sub-
TLVs as defined in Section 5.
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5. Tunnel Encapsulation Attribute

The Tunnel Encapsul ation Attribute sub-TLV is structured as as

fol | ows:
oo e e e e e e e e ee e +
| Sub- TLV Type (1 Cctet) |
o +
| Sub-TLV Length (1 Cctet) |
oot o e e e e e e e e e e oo oo +

Sub- TLV Type (1 octet): each sub-TLV type defines a certain
property about the tunnel TLV that contains this sub-TLV. The
following are the types defined in this docunent:

1. Encapsul ation Paraneters: sub-TLV type = 1; (See Section 5.1)
2. Encapsul ated Protocol: sub-TLV type = 2; (See Section 5.2)

3. End Point: sub-TLV type = 3; (See Section 5.3)

4. Color: sub-TLV type = 4; (See Section 5.4)

Sub- TLV Length (1 octet): unsigned integer indicating the tota
nunmber of octets of the sub-TLV val ue field.

Sub- TLV Val ue (variabl e): encodings of the value field depend on
the sub-TLV type as enunerated above. The foll owi ng sub-sections
define the encoding in detail.

Any unknown sub-TLVs MJUST be ignored and ski pped. However, if the
TLV i s understood, the entire TLV MJUST NOT be ignored just because it
contai ns an unknown sub- TLV.
If a sub-TLV is erroneous, this specific Tunnel Encapsul ati on MJST be
i gnored and ski pped. However, others Tunnel Encapsul ati ons MJST be
consi der ed.

5.1. Tunnel Paraneters sub-TLV

This sub-TLV has its format defined in [ RFC5512] under the nane
Encapsul ati on sub- TLV.
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5.2. Encapsul ated Protocol sub-TLV
This sub-TLV has its format defined in [ RFC5512] under the nane
Pr ot ocol Type
5.3. End Point sub-TLV
The value field carries the Network Address to be used as tunne
destinati on address.
If length is 4, the Address Fanmily (AFl) is |Pv4.
If length is 16, the Address Family (AFl) is |Pv6.
5.4. Color sub-TLV
The valued field is a 4 octets opaque unsigned integer
The color value is user defined and configured locally on the
routers. It may be used by the service providers to define policies.

6. | ANA Consi derations
6.1. |S-1S Router Capability

Thi s docunment requests |ANA to all ocate a new code point from
registry IS-1S Router CAPABILITY TLV.

Val ue  TLV Name Ref erence
TBD1 Tunnel Capabilities Thi s docunent
6.2. |1GP Tunnel Encapsul ation Types Registry

This docunent requests |ANA to create a new registry "1 GP Tunnel
Encapsul ati on Types" with the foll owi ng registration procedure:
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Regi stry Name: | GP Tunnel Encapsul ation Type.

Val ue Nane Ref er ence

0 Reser ved Thi s docunent

1 L2TPv3 over | P Thi s docunent

2 GRE Thi s docunent

3 Transmit tunnel endpoint Thi s docunent

4 | Psec in Tunnel - node Thi s docunent

5 IPin IP tunnel with I Psec Transport Mode Thi s docunent

6 MPLS-in-1P tunnel with I Psec Transport Mde This docunent

7 IPinIP Thi s docunent

8 VXLAN Thi s docunent

9 NVGRE Thi s docunent

10 MPLS Thi s docunent

11 MPLS-i n- GRE Thi s docunent

12 VXLAN- GPE Thi s docunent

13 MPLS-i n- UDP Thi s docunent

14 MPLS-i n- UDP-wi t h- DTLS Thi s docunent

15 MPLS-in-L2TPv3 Thi s docunent

16 GIP Thi s docunent

17- 250 Unassi gned

251- 254 Experi ment al Thi s docunent
255 Reser ved Thi s docunent

Assi gnnents of Encapsul ati on Types are via Standards Action
[ RFC5226] .

6.3. | GP Tunnel Encapsulation Attribute Types Registry

Thi s docunent requests |ANA to create a new registry "1 GP Tunnel
Encapsul ation Attribute Types" with the follow ng registration

pr ocedur e:

Regi stry Name: | GP Tunnel Encapsul ation Attribute Types.

Val ue Nare Ref erence
0 Reserved Thi s docunent
1 Encapsul ati on paraneters Thi s docunent
2 Pr ot ocol Thi s docunent
3 End Poi nt Thi s docunent
4 Col or Thi s docunent

5-250 Unassi gned

251- 254 Experi ment al Thi s docunent
255 Reserved Thi s docunent
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Assi gnnents of Encapsul ation Attribute Types are via Standards Action
[ RFC5226] .

Security Considerations

Security considerations applicable to softwires can be found in the
mesh framework [ RFC5565]. |In general, security issues of the tunne
protocol s signaled through this | GP capability extension are

i nherited.

If athird party is able to nodify any of the information that is
used to form encapsul ati on headers, to choose a tunnel type, or to
choose a particular tunnel for a particular payload type, user data
packets may end up getting msrouted, m sdelivered, and/or dropped.

Security considerations for the base IS-1S protocol are covered in
[ RFC1195] .
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