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Abst ract

Thi s docunment specifies several useful generic naming attributes for
use with the Generic Security Services Application Progranm ng
Interface (GSS-APlI) Nani ng Extensions specified in RFC6680.

These attributes allow applications to extract discrete conponents of
a GSS- APl "nmechani sm name" (MN) object: issuer (e.g., real mnane,
domai n nane, certification authority nane), service and host nanes
(for host-based service names), user nanmes, and others.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 30, 2015.
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1. Introduction and Mdtivation

The Generic Security Services Application Progranmi ng Interface (GSS-
APl ) [RFC2743] all ows applications -and application protoco
specifications- to use various security nechanisns in a generic way.
There are some shortconings of this APl that preclude a fully-generic
treatnent of security mechanisms. This document builds on the nam ng
extensions to the GSS-API [RFC6680] to correct sonme of those
short com ngs.

In RFC6680 we introduced an interface by which to access "attri butes"
of nanmes, but we did not specify any attributes. This docunent
specifies sone such attributes. Sone of the new attributes are
specifically intended to make it possible to use the GSS-API in a
mechani smgeneric way in commopn use cases where it is otherw se not
possi ble to do so.

For exanple, sone applications need to be able to observe the
discrete el enents of a peer principal’s host-based service nane, but
they generally could only do so by parsing mechani smspecific display
synt axes or exported name token formats. Such applications are

i nherently not generic: they can only function correctly when used
with security nmechani sm whose principal nam ng conventions/fornmats
the applications understand.

More generally, we use the the extended naning interface to introduce
an attribute nodel of principal nam ng

1.1. Nanming Constraints

Thi s docunent al so introduces a notion of naming constraints, not
unlike PKIX s [RFC5280]. Naming constraints apply to "issuers" of
princi pal nanes and/or their attributes. For exanple, to Kerberos
[ RFC4120] realnms, to PKIX certification authorities, to identity
providers (l1dPs), and so on. The goal is allow specification of
policies which constrain the set of principal nanes that a given

i ssuer can issue credentials for.

For exanple, the Kerberos real m FOO EXAMPLE woul d general |y not be
expected to issue credentials to host-based principals in donmains
ot her than "foo. exanple".

For each concrete attribute specified bel ow there are several ways to
inquire a NAME' s value for that attribute:

1. with nam ng constraint checking, providing no output if nam ng
constraints are viol at ed;
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2. with nanming constraint checking, providing an output indicator of
nam ng constraint violations;

3. without nam ng constrai nt checking;

4. any of the above with "fast" (no slow I/O invol ved) nam ng
constrai nt checking.

(1) is the default behavior. The others are obtained by addi ng an
appropriate prefix to the attribute nane.

Exi sting security nechani sns nay not have any formal notion of nam ng
constraints, but it is comon to have sonme naming constraint
conventions nonet hel ess. For exanpl e, Kerberos real m nam ng
conventions are that real mnanmes should mrror Domain Nane System
(DNS) [RFC1035] domain nanes, and that hostnanes enbedded i n Kerberos
princi pal nanes should a) be fully-qualified, b) within the donmain
corresponding to the DNS donai n nane derived fromthe realnis nane.
O a Kerberos inplenentation mght |ookup a host’s real mand check
that it matches the principal’s realm Nam ng constraints should be
formalized for all GSS-APlI security mechani smns.

1.2. Conventions used in this docunment
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. GCeneric Attributes

We add a nunber of generic nane attributes, to be used via the GSS-
APl extended naming facility [ RFC6680]. Sone of these attributes can
be used as prefixes of other attributes, that is, they can be used to
nmodi fy the semantics of other attributes (see section 6 of RFC6680).

We al so provide C bindings for these attributes, namely, the sane
synmbol i ¢ names that we provide for the generic attributes.

Note: in all cases the display formof each attribute SHALL consi st
of text using the character set, codeset, and encoding fromthe
caller’s |ocale.

2.1. Concrete Attributes

These attributes generally have a single value each. Only one of
these attributes can also be used a prefix: the issuer nane
attribute.

2.1.1. | ssuer Nane

We add an attribute by which to obtain a name of an issuer of a
mechani sm nane (M\) or of an attribute of an M\. The APl nanme for
this attribute is GSS_C ATTR_GENERI C_| SSUERNAME, and it’'s actua
attribute nane is "urn:ietf:id:ietf-kitten-nane-attrs-00-issuernane".

The display formof issuer nanes is nmechani smspecific.

The non-di splay form of issuer nanes SHALL be the exported nane token
formof the issuer’s name. Not all mechanisms will support issuer
nanes as MN\s, therefore inplenmentations MAY output a null non-display
val ue.

For exanple, for the Kerberos nechani sm|[RFC4121] an issuer nhane
woul d generally (but not always!) be a Kerberos real mnane, probably
di spl ayed as just the realmnane. (But note that there is not yet a
Ker beros real m name as MN specification. W wll specify one
separately.)

This attribute can be used as prefix of other attributes. Wen used
as a prefix, this attribute indicates that the application w shes to
know t he name of the issuer of the prefixed attribute of the given
WN.
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2.1.2. Trust Validation Path

We add an attribute by which to obtain the trust validation path for
a given authenticated MN. The APl for this attribute is

GSS _C ATTR GENERI C TRUST _PATH, and its actual attribute nane is
urn:ietf:id:ietf-kitten-name-attrs-01-trust-path"

This attribute has zero or nore ordered values. The interpretation
of the trust validation path will vary somewhat by nechanism For
PKI X- based nmechanisnms this is the list of issuers in the trust
validation path for the given MN's cert. For Kerberos this is the
list of realns traversed fromthe MN to the Iocal name of a security
context. The MN' s inmmediate issuer is not included. In the case of
Kerberos, the issuer of the local MNis also not included. For
Kerberos the trust validation path is the realmtransit path of the
Ti cket used to establish a security context, but may al so include
PKI X trust validation paths (e.g., if PKINIT is used).

The display and non-display fornms of trust validation path values is
as for issuer names; see Section 2.1.1

2.1. 3. User Nane

We add an attribute by which to obtain the conponent of an MN nani ng
a user. The APl nane for this attribute is

GSS C ATTR GENERI C USERNAME, and it’'s actual attribute nane is
"urn:ietf:id:ietf-kitten-nane-attrs-00-usernane”.

The display formof user nanes is nechani sm specific.
The non-di splay form of user names is nechani smspecific.
2.1.4. Service Name

We add an attribute by which to obtain the conponent of an MN nani ng
a service as part of a host- or domai n-based service name. The API
nane for this attribute is GSS_C ATTR GENERI C_SERVI CENAME, and it’'s
actual attribute name is
"urn:ietf:id:ietf-kitten-nane-attrs-00-servicenane".

The non-di splay formof the service name SHALL be the UTF-8 encoding
of the service nane.

2.1.5. Host Nane
We add an attribute by which to obtain the conponent of an MN nani ng

a host as part of a host- or donmi n-based service nane. The APl nane
for this attribute is GSS C ATTR GENERI C HOSTNAME, and it’'s actua
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attribute name is "urn:ietf:id:ietf-kitten-name-attrs-00-hostnane".

The display formof a host nane MAY be stylized and SHOULD NOT be
A-labels. [RFC5890].

The non-di splay form of host names SHOULD be a character string as
described in [RFC1123], and SHOULD NOT be U-|abels [ RFC5890] .

2.1.6. Domai n Nane

We add an attribute by which to obtain the conponent of an MN nani ng
a donain as part of a domain-based service nane. The APl nane for
this attribute is GSS_C ATTR_GENERI C_DOVAI NNAME, and it’s actual
attribute nane is "urn:ietf:id:ietf-kitten-nane-attrs-00-domai nnane".

The display formof a domain name MAY be stylized and SHOULD NOT be
A-labels. [RFC5890].

The non-di splay form of domain nanes SHOULD be a character string as
described in [RFC1123], and SHOULD NOT be U-1labels [ RFC5890].

2.2. Prefix Attributes

GSS Get _nane_attribute() using attributes described in the preceding
section SHALL fail if there are any nane constraints that can be
applied to the issuers of those nanmes and, in applying those
constraints, it is discovered that the issuer was not permtted to

i ssue credentials for the M\

For exanpl e, a Kerberos real mnaned "FOO EXAMPLE" mi ght not be
expected to issue credentials (tickets, keys) to host-based service
nanes for hosts not ending in ".foo.exanple" or which are not

"f oo. exanpl e".

Several generic attribute prefixes are described bel ow for overriding
thi s behavi or.

2.2.1. GSS_C_ATTR_CGENERI C_UNCONSTRAI NED

This attribute prefix, named GSS _C ATTR GENERI C_UNCONSTRAI NED i n t he
AP, and with an actual name of
"urn:ietf:id:ietf-kitten-nane-attrs-00-gen-unconstrai ned", indicates
that the application wants the value of the prefixed attribute

wi t hout any nanme constraint checki ng.
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2.2.2. GSS_C _ATTR_GENERI C_UNCONSTRAI NED_CK

This attribute prefix, named GSS_C ATTR_GENERI C_UNCONSTRAI NED K in
the API, and with an actual name of
"urn:ietf:id:ietf-kitten-nane-attrs-00-gen-unconstrai ned-ok"

i ndi cates that the application wants the value of the prefixed
attribute regardl ess of any applicable nam ng constraints, but to

i ndi cate the nane constraint status via the ’authenticated output
paraneter of the GSS _Get_nanme_attribute() interface.

2.2.3. GSS_C ATTR GENERI C_FAST

This attribute prefix, named GSS_C ATTR GENERI C FAST in the APlI, and
with an actual name of
"urn:ietf:id:ietf-kitten-nane-attrs-00-gen-fast”, indicates that the
application requires that the nechani sm not perform any sl ow
operations (e.g., connecting to a directory for the purposes of nane
constraint validation) in obtaining the prefixed attribute of the

gi ven M\
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3. Local Nane Attributes

Normal Iy an Internet specification would not be expected to specify
any local name attributes of GSS nanes. However, there is one common
and very useful local nane attribute, which we specify bel ow

I mpl ementations are free to use different nanes for this attribute or
exclude it altogether -- it is a local nanme attribute, after all

3.1. GSS_C ATTR LOCAL_LOG N_USER

This attribute, with suggested APl synbolic name

GSS C ATTR LOCAL LOG N USER, and suggested actual name "l ocal -1 ogin-
user", requests a |local user nane corresponding to the given M\, if
any.

bt ai ning the | ocal user nane corresponding to an MN may require

conpl ex nanme nappi ng or | ookup operations that are conpletely
i mpl enent at i on- defi ned.
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4.

4.

Suggest ed Mechani sm Specific Nanme Attributes (I NFORMATI ONAL)

[[anchor1l: This section should really be split out into separate
Internet-Drafts. It is here only because the author |acks the tine
at the nonent of witing to create such separate |-Ds.]]

[[anchor2: Actually, we should probably rmake this section normative.
It’s easier than publishing a |arger nunber of RFCs...]]

.1. Suggested Kerberos-Specific Name Attributes

o0 realm (corresponding to issuer nane)
o conponent 0 (first conmponent of a principal nane)

o conponent 1 (second conponent of a principal nane)

o conponent 9 (tenth conponent of a principal name; ten is enough)
o conponents (ordered set of all conponents of a principal nane)

o specific authorization data el enents

o PKINIT client certificate

0 session key enctype

0 enctypes involved in transit path (this would only be available to
initiators)

1.1. Kerberos Transit Path Constraint Semantics

For initiator MNs obtained by acceptors from established security
contexts, the trust path SHALL be the unconpressed donai n- and X 500-
style realmnanes fromthe initiator’'s Ticket’s "transited field,
pl us the issuer nanmes fromthe AD-1N Tl AL- VERI FI ED- CAS aut hori zati on-
data elenment (if it’s in an AD-KDC-I1SSUED or simlar) if PKINIT

[ RFC4556] was used.

For acceptor M\s obtained by initiators fromestablished security
contexts, the trust path SHALL be the realns traversed -including
realns issuing referrals- to obtain a service ticket for the target
acceptor.

For MNs for the local end of a security context, the trust path SHALL
be enpty. This nmeans that GSS Get nane_attribute() will return enpty
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val ue sets; for the C bindings the gss_get_nane_attribute() function
will return zero in the 'nore’ output paraneter and enpty val ues.

For initiator MNs as seen by acceptors, if the initiator’s Ticket has
t he TRANSI T- POLI CY- CHECKED flag set, and if local transit path policy
is missing, then the GSS C ATTR CGENERI C TRUST PATH attribute will be
consi dered authenticated -- the trust path will be considered to neet
constraints

O herwise, if the acceptor has local transit path policy then the
GSS_C ATTR GENERI C TRUST PATH attribute will be considered
authenticated -- the trust path will be considered to neet

constrai nts.

In all other cases the GSS C ATTR GENERI C TRUST PATH attribute wll
be consi dered not authenti cat ed.

4.2. Suggested PKU2U- Specific Nane Attributes
[[anchor3: Add reference to PKU2U.]]
0 issuer CA nane
o certificate trust validation path to a trust anchor
o certificate
o certificate subject public key
o certificate subject public key algorithm
o certificate subject nane
o certificate subject alternate nanes
o specific certificate extensions
o certificate algorithm nanes

0 session key enctype
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5.

5.

5.

1.

2

Generic |ssuer Nane Type

We add a GSS nane-type for use in representing issuer nanes,
designated synbolically as GSS C NT_ISSUER Its query syntax is
unspeci fi ed and nechani sm specific.

At least initially the conmon use of this name-type will be for
representation of issuer names using the
GSS_C ATTR _GENERI C | SSUERNAME GSS nane attribute (see Section 2.1.1).

Ker ber os Real m Nane Type

No nane-type is needed in the Kerberos protocol for real mnanes.
Because all three forns of Kerberos real mnanes (DOVAIN, X 500, and
OTHER) and unanbi guousl y di stingui shable from each other, we also do
not add a Kerberos-specific GSS nanme-type.

The query and display syntax of GSS_C NT_I SSUER nanes for Kerberos is
just a real mnane prefixed with an *@. W prefix the real mname
with '@ to take advantage of an otherw se usel ess anmbiguity in the
query and di splay form of Kerberos nechani sm princi pal nanes

[ RFC1964], nanmely that zero-conponent, and one-zero-I|length conmponent
princi pal nanes display identically, therefore those are usel ess nane
forns in Kerberos (they would be usel ess anyways); we appropriate
this otherw se usel ess name formas the query and display syntax of
Ker beros real m nanmes. For exanple, "@0OO EXAMPLE"

In the unlikely event that a nane of GSS C NT | SSUER type is used as
a GSS initiator or acceptor principal, the actual Kerberos principa
nane shoul d be an appropriate TGS principal nane. Mre specific

i nformati on for such use-cases will be provided by any future
application protocol specifications that use them

PKI X | ssuer Nane Type

[[anchor4: A nane type for PKI X issuers is needed, even when dealing
wi th Kerberos, since X 500-style real mnanmes nay be involved, as well
as real PKI X CA names from PKINI T/ PKCRCSS. W' Il need a mechani sm
O D for a generic PKIX mechanism (even if it isn't specified!) for
the exported nane tokens! One that Kerberos, PKU2U and ot her PKI X
mechani snms can share.]]
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6. Security Considerations
[ Add text regardi ng name constraint checking and expl aining the

defaul t-to-safe design of the generic nane attributes defined in
section 2.]
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7. | ANA Consi derati ons

[Add text regarding the registration and assi gnment of the nane
attributes described in the preceding sections. |In particular we
shoul d want these attributes’ nanmes to not reflect an Internet-Draft
name, but an RFC nunber.]
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