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Abst r act

Thi s docunment specifies a protocol for obtaining cross-real m Kerberos
tickets using existing, related protocols: kerberized certification
authorities (kx509) and public key cryptography initial

aut hentication in Kerberos (PKINIT). The resulting protocol has a
nunber of desirable properties, primarily that it allow Kerberos to
scale to | arge nunbers of real ns.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal

described in the Sinplified BSD License.
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1.

1.

I nt roducti on

Ker beros [ RFC4120] supports neshes of many realns. The individua

rel ati onshi ps between real ns nust be nmanual |y keyed, usually with
keys derived frompasswords. A full nesh wouldn’t scale, therefore
the protocol calls for hierarchical trust universes. |In practice
non- hi erarchi cal but al so non-fully-neshed rel ati onshi ps are used,
and these generally require distribution of trust routing information
to clients, services, and KDCs. Wth referrals it is possible to
reduce the need for client-side trust routing information, but KDCs
still need it, as do services (unless they accept KDC trust path
policy and the KDC applies it via the TRANSI TED- POLI CY- CHECKED ti cket

flag).

These manual | y- exchanged keys are very difficult to rollover safely,
and when they are changed the result is often outages -- controlled
out ages where foreseen, but outages nonethel ess.

Manual cross-real mkeying does not scale, and has very poor security
properties. W seek to renmediate this using public key cryptography,
bui | di ng on existing Kerberos specifications.

Distribution of trust routing (traditionally known as "capaths") and
trust path validation (also "capaths") information is difficult;
there is no standard protocol for it. Mintenance of it is a

t hor oughl y manual process.

Many years ago there was a proposal for exchanging cross-real mkeys
using a public key infrastructure (PKI) [RFC5280]; that proposal went
by the nane "PKCROSS'. W appropriate that |ong-dead proposal’s
nane, but the protocol specified here is very different fromthe
ori gi nal proposal

PKCROSS can make Kerberos scale to large nunbers of realns, wll
renove the need for nmanual keying of cross-realm TGS principals, wll
further reduce the need for nmintenance and distribution of trust
routing information, and will tend to reduce the conplexity of trust
pat h vali dati on.

1. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. The PKCRCSS Protoco

We provide two variants of the PKCROSS protocol: one that is client-
driven, and another that is driven by a Ticket Granting Service (TGS)
on behalf of its clients. The latter is based on the former, with
the TGS acting as a client. W begin with the client-driven case.
DNS- Based Aut hentication of Named Entities (DANE) [RFC6698] can and
shoul d be used for realm CA certificate validation.

2.1. dient-Driven PKCRCSS

A Kerberos client in with a ticket-granting ticket (TGT) for any one
source realm (usually but not necessarily the client’s own realm

wi shing to acquire a TGI for a destination realmmy use this
protocol instead of the traditional cross-realmticket-granting
service (TGS) exchanges as foll ows:

1. Cenerate private key to a public key cryptosystem

2. Request a certificate fromthe kx509 [ RFC6717] service run by the
source realm

3. Request a TGI fromthe destination realmusing PKINI T [ RFC4556]
and the client certificate obtained in step #2.

If the destination real missues the requested Ticket then it SHOULD
include the client’s certificate in an AD-CLI ENT- CERTI FI CATE

aut hori zation-data elenent, and it MJUST do so if it does not validate
the client’s certificate to an acceptable trust anchor. The AD

CLI ENT- CERTI FI CATE aut hori zati on-data MJST be in a KDC signed

aut hori zati on-data container [ XXX add reference to CAMVAC] .

[[anchor1: QUESTION: Should the PKINIT request in step #3 be a TGS
REQ with PKINIT pre-auth data?]]

[[anchor2: QUESTION:. Should the PKINIT request in step #3 be required
to be used within a FAST tunnel ?]]

2.2. TGS-Driven PKCROSS

A TGS can bootstrap epheneral cross-real mtrust principals on behalf
of its clients. This allows the cost of PKCROSS to be anortized over
many clients, and it allows participation by clients that do not
support client-driven PKCROSS (or whose PKCROSS requests are rejected
by the target).

In this node the TGS uses the client-driven PKCRGCSS protocol
nmodi fi ed as foll ows:
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0o the TGS s client certificate MJST have an id-pkinit-san Subject
Alternative Nane (SAN) identifying the source TGS as krbtgt/
SOURCE@BOURCE

o the TGS s client certificate MIST have an Extended Key Usage (EKU)
of id-pkcross-issuer (TBD)

The resulting TGI -which we shall terman "issuer TGI" (ITGT)- and
its session key can then be used by the source TGS to create cross-
real m TGTs for the source-to-target trust principal ("krbtgt/
TARGET@OURCE") .

This ITGT will be used to mint tickets as described bel ow.

2.2.1. Issuing cross-real mTGIs issued for PKCROSS-keyed cross-realm
TGS principals

Cross-real m TGTIs issued by a source TGS using an I TGT will not be
quite like normal Kerberos Tickets: their encrypted part contains an
AP- REQ using the I TGT acquired by the source TGS, and this AP-REQ i s
"encrypted” with the null enctype, The AP-REQ s Aut henitcator MJST
contain an authorization-data elenment that carries a) the nanme of the
client principal, b) the session key that the client should be using
with the cross-real m TGTs i ssued.

AD- PKCRCSS- TGT- | NFO : : = SEQUENCE {
cnanme [0] Principal, -- the client’s realmis the
-- crealmfromthe I TGI" s EncTi cket Part
key [1] Encrypti onKey

Fi gure 1: AD- PKCROSS- TGT- | NFO
2.2.2. Handling inpatient clients

Because the process of acquiring an | TGT mi ght be slow, a TGS doing
so on behalf of a client could use a mechanismfor instructing the
client to be patient. Existing clients would not handler a new error
code by waiting, therefore there is not nuch that can be done to keep
an inpatient client fromretrying at another KDC

The existing KDC_ERR_SVC UNAVAI LABLE error code cannot be used as
often this causes the client to inmediately retry the request at
anot her KDC. A new error code for indicating estimated tine to
compl eti on of request would be handy, but out of scope for this
docunent .

Note that there is a denial of service (DoS) attack by clients on
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willing source KDCs: the clients can ask the KDCs to acquire cross-
realm|TGIs for many target realnms. ldeally the quality of service
for the Kerberos authentication service (AS) with PKINIT (and/or

ot her sl ow pre-authentication nechani sns) should be separate from
that of the Kerberos TGS co-located with it, and the PKCROSS-capabl e
TGS as well, so as to be able to throttle lowpriority requests when
under | oad.

2.3. Stapled DANE

[[anchor3: TBD. W should use Google's serialization of DNS RRsets
needed for DANE validation. W will need a |abel for the TLSA RRs
for kx509 issuers.]]

2.4. Validation

KDCs processing PKINI T requests crossing real ns MJST apply either or
bot h of:

o PKIX certificate validation
o DANE certificate validation

KDCs MUST reject PKINIT requests fromclients of foreign real ms whose
certificates cannot be validated, unless the client request the
anonynous principal nane in the target’s realm

2.5. Transit Path

The conbi ned Kerberos/ PKI X/ DNSSEC transit path MJUST be represented in
any tickets issued using PKCROSS (see below). As usual, each realms
KDCs in the mx can set the transit policy checked flag if a client’s
transit path is acceptable per the realmis KDCs’ |ocal policy.

Two validation nechanisnms are available: all PKIX [ RFC5280]

val i dation nmethods, and DANE [ RFC6698]. DANE validation records
SHOULD be stapled onto the client certificates by the issuing kx509
CA; alternatively, clients can staple <http://src.chrom um org/

vi ewvc/ chrone/ trunk/src/ net/base/
dnssec_chain_verifier.cc?pathrev=167227> onto their PKINI T requests
usi ng an authorization-data el enent, AD PKI N T- CLI ENT- DANE

Additionally, when PKIX certificate validation is used, the trust

pat h shoul d be encoded in an AD-I N Tl AL- VERI FI ED- CAS aut hori zati on
data el ement, per-PKINT.
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2.5.1. Transit path representation

The notional transit path for a ticket issued by a target realnis
KDCs i ncl udes:

0 the source real m(never expressed in the "transited field of
Ker beros Ti ckets)

o all realms inthe ITGI's transited field (in the TGS-driven
PKCRCSS case)

o all issuers in the validation path for the kx509-issued
certificate, which are

* all issuers in the certificate's PKI X validation path when PKI X
validation is used

* all DNS zone domai nnanes transited fromthe source realms
donai nnane to the root zone

o the target realm (also never expressed in the "transited field)

When using DANE for validation of the issuer’s certificate the target
SHOULD represent the transit path as hierarchical fromthe source
realms domain to the root domain, then direct fromthere to the
target’s realm

The notional transit path for a given client principal MJIST be
encoded as usual, using the Kerberos X 500 and dommi n-style
representations of PKIX issuer names and DNS donai nnames as
faithfully to the original as possible.

[[anchor4: QUESTION: Do we need a 100% faithful representation of the
transit path?]]

2.6. Exchange of Long-Term Cross-Real m Symmetric Keys

A KDC can acquire a TGI using PKCROSS whose session key then becones
the long-lived, persistent symretric key for a cross-real mprincipa
fromthe source realmto the target real m ("krbtgt/ TARGET@GOURCE") .

To do this the KDC MJUST set the USE- SESSI ON KEY- AS- REALM KEY
KDCOptions flag (TBD) in its request for an I TGI fromthe target
realm As usual, the target realnis KDC MJST validate the client
principal’s certificate. The target realnis KDC MJUST NOT return a
TGS-REP until the new principal is conmitted to its principa

dat abase, and MUST set the endtinme of the ITGI to the tinme at which
the source real m may begin using the new symetrically-keyed
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princi pal .

The source realnmis KDC MUST comrit the new principal to its principa
dat abase and MJUST NOT begin using the new principal’s |ong-term keys
until the new principal is available to all KDCs for the source realm
and the endtinme of the | TGI passes.

Target KDCs SHOULD require manual pre-approval of such new cross-
realmprincipals. In small, isolated environments a KDC MAY be
configured to pre-approve all such new principals.

By default, source KDCs SHOULD NOT automatically request |ong-term
keyi ng of cross-real mprincipals.
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3. Security Properties

The proposed PKCRCSS protocol has several useful properties described
bel ow.

3.1. Automatic Cross-Real m Keyi ng

No nore manual keying of cross-real mprincipals via exchanging
passwords in-person on a tel ephone call (or simlar).

3.2. Scalability

Kerberos with conmonpl ace synmetrical |l y-keyed hierarchical cross-rea
trusts can scale to a large universe of realns, but only if there are
top-level realnms that are willing to pair-w se trust and "child"
realns. Such top-level realns do not exist in practice, leading to
an Q(N*2) scaling problemfor npst two-1|abel real ns.

Leveraging a PKI, such as a PKI X PKI [RFC5280] or a DNSSEC PKI

[ RFC4033] renoves the need for either top-level realns (which are not
likely to ever be operated as commercial or even non-profit entities)
or Q(N*2) pair-wi se cross-real msymetric keying.

The cost of this is having to add PKI trust paths to Kerberos trust
pat hs (though the resulting trust path | ength need not be rnuch
different than before).

3.2.1. Sinplified trust routing

For clients, relying on referrals (and TGS-dri ven PKCROSS) and/ or
client-driven PKCROSS will greatly reduce the need for client-side
trust routing information.

Even KDCs won’t need trust routing information
3.2.2. Sinplified trust path validation

For services that accept hierarchical trust paths, PKCROSS will
greatly reduce the conplexity of trust path / transit validation
Such services that also trust DANE/DNSSEC wi || need no trust path
validation information for any clients using PKCROSS to reach the
service. In many cases a very sinple policy expressed in terns of
whitelists of top-level domains (TLDs) or near top-level domains
traversed, trust anchor sets, and trust of all zero-length transit
paths, will suffice.
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3.3. Privacy Protection relative to home realm

This protocol protects the privacy of client principals vis-a-vis
their home real ns, when the clients use the client-driven PKCROSS
pr ot ocol

This feature is generally and naturally available in PKI, and as this
protocol is based on a kerberized certification authority, this
protocol inherits this privacy feature from PKI

The realns visited by the client may, of course, informthe client’s
home realm but in the event that they don’t, the client does gain
this small neasure of privacy. O course, the privacy-conscious
client SHOULD attach an OCSP Response [RFC6960] to its PKINIT
request, per [RFC4557].
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4.

4.

Application Programming Interface Considerations

I mproved scalability for Kerberos real mtraversal inplies |arger

Ker beros uni verses, and the larger a universe of trust the nore
important it is to have useful and expressive |ocal policy for

eval uating the trustworthiness of any given transit path. Because in
nmost applications local policy should be a conponent external to the
application, there is nostly no inpact on APIs here. However, an

i npl ementation nmay wi sh to provide applications with interfaces for
specifying policies, either naned or by val ue.

1. GSS-API Considerations

The nanming attributes [ RFC6680] defined in
[I-D.willians-kitten-generic-naning-attributes] provide access to
i nformati on about transit paths.

Note that information about how PKCROSS was used to establish
symretrical |l y-keyed cross-realmprincipals is lost and will not
appear in the transit path in tickets issued by KDCs reached via such
cross-real mprincipal s.
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5.

5.

5.

Security Considerations

[[anchor5: Al the security considerations of Kerberos and PKI apply.
Security considerations are discussed throughout this docunent.]]

Scaling up the universe of realns reachable via any trust path
necessarily dilutes trust overall, but not for specific paths. On
the ot her hand, by shortening transit path Iengths trust can be

i mproved, though sonme short transit paths will have been
symretrically keyed using this PKCROSS protocol and therefore will be
| onger than they appear to be. These are subjective notions of

trust, of course

1. Loss of Cross-Realm Principal Trust Establishnent |Information

Once a cross-realmprincipal is symmetrically keyed the transit path
used to automatically key that principal will no | onger appear in
subsequent cross-realmtickets issued by the target.

The Kerberos transit path encodes only real mnames (including X 500-
style nanmes, thus PKI X certificate subject and issuer nanes), and

| acks any public key information that m ght be useful for pinning.
However, the certificate validation path for each realmin a transit
path SHOULD be included in the transit path.

2. On the Need for a Cormon Transit Path Policy Language

There are no standard ways to express authorization policies for
trust transit paths for either Kerberos nor PKI. A standard | anguage
for this would be extrenely useful. Such a |anguage should allow for

the expression of policies for both, clients and services. Such a

| anguage shoul d all ow for the expression of conplex real m domai n/

ot her nami ng, and should allow for HSTS-style pinning [add references
-Nico]. Such a language should allow for multiple paths where
desired, and should allow for nore than path rejection: it should
also allow for reducing the entitlenments assigned to a peer/realmfor
aut hori zati on purposes.

The need for a standard transit path policy expression | anguage is
not new, and such a | anguage is broadly and generally needed.
Therefore such a | anguage is outside this docunent’s scope.

PKCRCSS can greatly sinplify the process of validating a ticket’s
trust path, first by shortening the nunmber of realns involved to two
(in the typical case), maybe three, second by naking the actual trust
path (PKI or DANE) hierarchical, thus hopefully |eaving nuch | ess
policy to express in a transit path policy |anguage: whitelists of
domai ns and sub-donains, perhaps. But a conmon | anguage woul d stil
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be desirable.
5.3. On the Need for Trust Routing

A common | anguage for trust routing is not necessary in a purely
hierarchical world, as in DANE. But since it’'s likely that there
will be some non-hierarchical, non-zero-length transit paths in nmany
depl oynents for a long tine to cone, a common | anguage for trust

routing would be desirable as well. Routing protocols normally used
for network addresses could be used for discovery and distribution of
trust routing information as well. But note that there are subtle

di fferences between trust routing and trust path validation, even
though in traditional Kerberos deploynents the sanme information is
used for both, with the trust validation policy effectively being
that the client nust have taken the shortest, highest-priority path
specified in "capaths" configutation
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6. | ANA Consi derations
[[anchor6: Allocate the new KDCOptions flag (USE-SESSI ON- KEY- AS-

REALM KEY) and aut hori zation-data el ement (AD CLI ENT- CERTI FI CATE), as
well as the new EKU i d-pkcross-issuer.]]
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7. TODO

o Provide a normative reference for DANE stapling.
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