KI TTEN W MIlls

I nternet-Draft M crosof t

I nt ended status: Standards Track T. Showal ter
Expi res: Novenber 30, 2015

H. Tschof eni g

ARM Lt d.

May 29, 2015

A set of SASL Mechani snms for QAuth
draft-ietf-kitten-sasl-oauth-23.txt

Abst ract

QAuth enables a third-party application to obtain limted access to a
protected resource, either on behalf of a resource owner by
orchestrating an approval interaction, or by allowing the third-party
application to obtain access on its own behal f.

Thi s docunment defines how an application client uses credentials

obt ai ned via QAuth over the Sinple Authentication and Security Layer
(SASL) to access a protected resource at a resource serve. Thereby,
it enabl es schenes defined within the QAuth franmework for non-HTTP-
based application protocols.

Clients typically store the user’s long-termcredential. This does,
however, lead to significant security vulnerabilities, for exanple,
when such a credential |leaks. A significant benefit of QAuth for
usage in those clients is that the password is replaced by a shared
secret with higher entropy, i.e., the token. Tokens typically
provide linited access rights and can be nanaged and revoked
separately fromthe user’s |ong-term password.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

QAuth 1.0a [RFC5849] and QAuth 2.0 [ RFC6749] are protocol franeworks
that enable a third-party application to obtain Iinited access to a
protected resource, either on behalf of a resource owner by
orchestrating an approval interaction, or by allowing the third-party
application to obtain access on its own behal f.

The core QAuth 2.0 specification [RFC6749] specifies the interaction
between the QAuth client and the authorization server; it does not
define the interaction between the QAuth client and the resource
server for the access to a protected resource using an Access Token
Instead, the QAuth client to resource server interaction is described
in separate specifications, such as the bearer token specification

[ RFC6750]. QAuth 1.0a included the protocol specification for the
conmmuni cati on between the QAuth client and the resource server in

[ RFC5849] .

The mai n use cases for QAuth 2.0 and QAuth 1.0a have so far focused
on an HTITP-based [ RFC7230] environnment only. This docunent
integrates QAuth 1.0a and QAuth 2.0 into non-HITP-based applications
using the integration into SASL. Hence, this docunent takes
advantage of the QAuth protocol and its depl oynent base to provide a
way to use the Sinple Authentication and Security Layer (SASL)

[ RFC4422] to gain access to resources when using non-HTTP- based
protocol s, such as the Internet Message Access Protocol (1 MAP)

[ RFC3501] and the Sinple Mail Transfer Protocol (SMIP) [RFC5321].
Thi s docunent gives exanples of use in | MAP and SMIP

To illustrate the inpact of integrating this specification into an
QAut h- enabl ed application environnent, Figure 1 shows the abstract
message flow of QAuth 2.0 [RFC6749]. As indicated in the figure,
this docunment inpacts the exchange of messages (E) and (F) since SASL
is used for interaction between the client and the resource server

i nstead of HTTP.
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Figure 1: QAuth 2.0 Protocol Flow

The Sinple Authentication and Security Layer (SASL) is a framework
for providing authentication and data security services in
connection-oriented protocols via replaceabl e authentication

mechani sns. It provides a structured interface between protocols and
nmechani sms.  The resulting framework all ows new protocols to reuse
exi sting authentication nmechanisns and allows old protocols to make
use of new aut hentication nmechani snms. The franmework al so provides a
protocol for securing subsequent exchanges within a data security

| ayer.

When QAuth is integrated into SASL the high-level steps are as
fol | ows:

(A) The client requests authorization fromthe resource owner

The aut horization request can be nade directly to the resource
owner (as shown), or indirectly via the authorization server as an
i nternediary.

(B) The client receives an authorization grant which is a
credential representing the resource owner’s authorization
expressed using one of the grant types defined in [ RFC6749] or
[ RFC5849] or using an extension grant type. The authorization
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grant type depends on the nethod used by the client to request
aut hori zation and the types supported by the authorization server.

(C The client requests an access token by authenticating with the
aut hori zati on server and presenting the authorization grant.

(D) The authorization server authenticates the client and
val i dates the authorization grant, and if valid issues an access
t oken.

(E) The client requests the protected resource fromthe resource
server and authenticates by presenting the access token.

(F) The resource server validates the access token, and if valid,
i ndi cates a successful authentication.

Again, steps (E) and (F) are not defined in [RFC6749] (but are
described in, for exanple, [RFC6750] for the QAuth Bearer Token
instead) and are the main functionality specified within this
docunent. Consequently, the message exchange shown in Figure 1 is
the result of this specification. The client will generally need to
determ ne the authentication endpoints (and perhaps the service
endpoi nts) before the QAuth 2.0 protocol exchange nessages in steps
(A)-(D) are executed. The discovery of the resource owner,

aut hori zati on server endpoints, and client registration are outside
the scope of this specification. The client nust discover the

aut hori zati on endpoi nts using a discovery mechani sm such as Qpenl D
Connect Discovery [QpenlD. Di scovery] or \Webfinger using host-neta

[ RFC7033]. Once credentials are obtained the client proceeds to
steps (E) and (F) defined in this specification. Authorization
endpoi nts MAY require client registration and generic clients SHOULD
support the Dynamic Client Registration protocol
[I-D.ietf-oauth-dyn-req].

QAuth 1.0 follows a simlar nodel but uses a different term nology
and does not separate the resource server fromthe authorization
server.

2. Term nol ogy
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[ RFC2119].

The reader is assuned to be famliar with the ternms used in the QAuth
2.0 specification [ RFC6749] and SASL [ RFC4422].
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In exanples, "C:" and "S:" indicate lines sent by the client and
server respectively. Line breaks have been inserted for readability.

Note that the | MAP SASL specification requires base64 encodi ng, as
specified in Section 4 of [RFC4648].

3. QAuth SASL Mechani sm Speci fications

SASL is used as an authentication framework in a variety of
application layer protocols. This docunent defines the follow ng
SASL nmechani sns for usage with QAuth

QAUTHBEARER: QAuth 2.0 bearer tokens, as described in [ RFC6750].
RFC 6750 uses Transport Layer Security (TLS) [ RRFC5246] to
secure the protocol interaction between the client and the
resource server.

QAUTH10A: CQAuth 1.0a MAC tokens (using the HVAC SHA1l keyed
message digest), as described in Section 3.4.2 of [RFC5849].

New ext ensi ons may be defined to add additional QAuth Access Token
Types. Such a new SASL QAuth mechani sm can be added by registering
the new name(s) with IANA in the SASL Mechani sns registry and citing
this specification for the further definition

SASL nmechani sns using this docunent as their definition do not
provide a data security layer; that is, they cannot provide integrity
or confidentiality protection for application nmessages after the
initial authentication. |If such protection is needed, TLS or sone
simlar solution should be used. Additionally, for the two

mechani sms specified in this docunent, TLS MJST be used for
QAUTHBEARER t 0 protect the bearer token; for QAUTHLOA t he use of TLS
i s RECOMVENDED.

These mechanisns are client initiated and | ock-step, the server

al ways replying to a client nmessage. In the case where the client
has and correctly uses a valid token the flowis:

1. dient sends a valid and correct initial client response.

2. Server responds with a successful authentication

In the case where authentication fails the server sends an error
result, then client MUST then send an additional nessage to the

server in order to allow the server to finish the exchange. Sone
protocol s and common SASL i npl enentations do not support both sending
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3.

1.

a SASL nmessage and finalizing a SASL negotiation. The additiona
client message in the error case deals with this problem This
exchange i s:

1. dient sends an invalid initial client response.
2. Server responds with an error nessage.

3. dient sends a dumy client response.

4. Server fails the authentication

Initial Cient Response

Client responses are a GS2 [ RFC5801] header foll owed by zero or nore
key/val ue pairs, or may be enpty. The gs2-header is defined here for
compatibility with GS2 if a GS2 nechanismis formally defined, but
this docunent does not define one. The key/value pairs take the

pl ace of the correspondi ng HTTP headers and val ues to convey the

i nformati on necessary to conplete an QAuth style HITP authori zation
Unknown key/val ue pairs MJST be ignored by the server. The ABNF

[ RFC5234] syntax is:

kvsep = %01
key = 1*( ALPHA)
val ue = *(VCHAR / SP/ HTAB/ CR/ LF)
kvpair = key "=" val ue kvsep
i gs2- header = See RFC 5801

client_resp (gs2- header kvsep *kvpair kvsep) / kvsep

The GS2 header MAY include the user nanme associated with the resource
bei ng accessed, the "authzid". It is worth noting that application
protocols are allowed to require an authzid, as are specific server

i mpl enent ati ons.

The client response consisting of only a single kvsep is used only
when aut hentication fails, and is only valid in that context. |If
sent as the first nmessage fromthe client the server MAY sinply fai
the aut hentication w thout returning discovery information since
there is no user or server name indication

The foll owi ng keys and correspondi ng values are defined in the client
response:
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3.

3.

1.

2

auth (REQUI RED): The payload that would be in the HTTP
Aut hori zation header if this QAuth exchange was being carried
out over HITP.

host: Contains the host nanme to which the client connected. In
an HTTP context this is the value of the HTTP Host header

port: Contains the destination port that the client connected to,
represented as a decimal positive integer string w thout
| eadi ng zeros.

For QAuth token types such as QAuth 1.0a that use keyed nessage
digests the client MJST send host and port nunber key/val ues, and the
server MJST fail an authorization request requiring keyed nessage

di gests that are not acconpani ed by host and port values. 1In QAuth
1.0a for exanple, the so-called "signature base string cal cul ation"

i ncludes the reconstructed HTTP URL.

1. Reserved Key/ Val ues

In these mechani snms values for path, query string and post body are
assigned default values. QAuth authorization schenes MAY define
usage of these in the SASL context and extend this specification
For QAuth Access Token Types that include a keyed nessage di gest of
the request the default val ues MJUST be used unless explicit val ues
are provided in the client response. The follow ng key val ues are
reserved for future use

m hd (RESERVED): HITP nethod, the default value is "POST".
path (RESERVED): HITP path data, the default value is "/".

post (RESERVED): HITP post data, the default value is the enpty
string ("").

gs (RESERVED): The HITP query string, the default value is the
enpty string ("").

Server’s Response

The server validates the response according to the specification for
the QAuth Access Token Types used. |If the QAuth Access Token Type
utilizes a keyed nessage digest of the request paraneters then the
client nust provide a client response that satisfies the data
requirenents for the schene in use.
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The server fully validates the client response before generating a
server response; this will necessarily include the validation steps
listed in the specification for the QAuth Access Token Type used.
However, additional validation steps may be needed, depending on the
particul ar application protocol neking use of SASL. |n particular
val ues included as kvpairs in the client response (such as host and
port) which correspond to val ues known to the application server by
some ot her mechani sm (such as an application protocol data unit or
pre-configured val ues) MJST be validated to match between the initial
client response and the the other source(s) of such information. As
a concrete exanple, when SASL is used over | MAP to an | MAP server for
a single domain the hostnane can be available via configuration; this
host name nust be validated to match the value sent in the 'host’
kvpair.

The server responds to a successfully verified client nessage by
conmpl eting the SASL negotiation. The authenticated identity reported
by the SASL nechanismis the identity securely established for the
client with the QAuth credential. The application, not the SASL
mechani sm based on | ocal access policy determ nes whether the
identity reported by the nechanismis allowed access to the requested
resource. Note that the semantics of the authzid is specified by the
SASL framework [ RFC4422].

3.2.1. QAuth ldentifiers in the SASL Context

In the QAuth framework the client may be authenticated by the

aut hori zation server and the resource owner is authenticated to the
aut hori zation server. QAuth access tokens nmay contain information

about the authentication of the resource owner and about the client
and may therefore nake this information accessible to the resource

server.

If both identifiers are needed by an application the devel oper wll
need to provide a way to comunicate that fromthe SASL nmechani sm
back to the application.

3.2.2. Server Response to Failed Authentication
For a failed authentication the server returns a JSON [ RFC7159]

formatted error result, and fails the authentication. The error
result consists of the follow ng val ues:

status (REQUI RED): The authorization error code. Valid error
codes are defined in the I ANA "QAuth Extensions Error Registry"
specified in the QAuth 2 core specification

MIlls, et al. Expi res Novenber 30, 2015 [ Page 9]



Internet-Draft SASL QAut h May 2015

scope (OPTIONAL): An QAuth scope which is valid to access the
service. This may be omtted which inplies that unscoped
tokens are required. |If a scope is specified then a single
scope is preferred. At the tine this docunent was witten
there are several inplenentations that do not properly support
space separated lists of scopes, so the use of a space
separated list of scopes is NOT RECOMVENDED.

openi d-configuration (OPTIONAL): The URL for a document follow ng
the Qpenl D Provider Configuration Information schena as
described in Openl D Connect Discovery (O DCD)
[ Openl D. Di scovery] section 3 that is appropriate for the user.
As specified in ODCD this will have the "https" URL schene.
Thi s docunment MJST have all QAuth related data el enents
popul ated. The server MAY return different URLs for users in
different domains and the client SHOULD NOT cache a single
returned value and assune it applies for all users/donains that
the server suports. The returned di scovery docunent SHOULD
have all data elenents required by the Openl D Connect Di scovery
specification populated. |In addition, the discovery docunent
SHOULD contain the 'registration_endpoint’ elenent to identify
the endpoint to be used with the Dynamic Cient Registration
protocol [I-D.ietf-oauth-dyn-reg] to obtain the m ni mum nunber
of parameters necessary for the QAuth protocol exchange to
function. Another conparable discovery or client registration
mechani sm MAY be used if avail abl e.

The use of the 'offline_access’ scope, as defined in
[ Openl D. Core] is RECOMVENDED to give clients the capability to
explicitly request a refresh token.

If the resource server provides a scope then the client MJST al ways
request scoped tokens fromthe token endpoint. [If the resource
server does not return a scope the client SHOULD presunme an unscoped
token is required to access the resource.

Since clients may interact with a nunber of application servers, such
as email servers and XMPP [ RFC6120] servers, they need to have a way
to determ ne whether dynamic client registration has been perforned
al ready and whether an already avail able refresh token can be re-used
to obtain an access token for the desired resource server. This
specificati on RECOWENDs that a client uses the information in the
"iss’ elenment defined in Openl D Connect Core [OpenlD. Core] to nake
this determnation.
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3.2.3. Conpleting an Error Message Sequence

Section 3.6 of SASL [ RFC4422] explicitly prohibits additiona
information in an unsuccessful authentication outcone. Therefore,
the error nessage is sent in a normal nmessage. The client MJST then
send either an additional client response consisting of a single %01
(control A) character to the server in order to allow the server to
finish the exchange or send a SASL cancellation token as generally
defined in section 3.5 of SASL [RFC4422]. A specific exanple of a
cancel | ation token can be found in | MAP [ RFC3501] section 6. 2. 2.

3.3. QAuth Access Token Types using Keyed Message Digests

QAut h Access Token Types may use keyed nessage digests and the client
and the resource server may need to performa cryptographic
conputation for integrity protection and data origin authentication

QAut h is designed for access to resources identified by URIs. SASL

i s designed for user authentication, and has no facility for nore
fine-grained access control. 1In this specification we require or
define default values for the data el enents froman HTTP request

whi ch allow the signature base string to be constructed properly.

The default HTTP path is "/" and the default post body is enpty.
These atons are defined as extension points so that no changes are
needed if there is a revision of SASL which supports nore specific
resource authorization, e.g., |MAP access to a specific folder or FTP
access limted to a specific directory.

Using the exanple in the QAuth 1.0a specification as a starting
point, on an | MAP server running on port 143 and given the QAuth 1.0a
style authorization request (with %01 shown as “A and |ine breaks
added for readability) bel ow

n, a=user @xanpl e. com *"A
host =exanpl e. contA
port=143"A
aut h=QAut h real m=" Exanpl e",
oaut h_consuner _key="9dj dj 82h48dj s9d2"
oaut h_t oken="kkk9d7dh3k39sj v7",
oaut h_si gnat ur e_net hod="HVAC- SHAL",
oaut h_ti mestanp="137131201",
oaut h_nonce="7d8f 3e4a",
oaut h_si gnat ur e=" TnmB0l GEgcmvhbCBzaWluYXR1lcmJ' *"AMA

The signature base string would be constructed per the QAuth 1.0
specification [ RFC5849] with the foll owing things noted:

o The nethod value is defaulted to POST
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0 The schene defaults to be "http", and any port nunber other than
80 is included.

0 The path defaults to "/".

0 The query string defaults to

In this exanple the signature base string with Iine breaks added for
readability woul d be:

POST&Nt t pdBAYRFY2Fexanpl e. com 143%2F&oaut h_consuner _key%3D9dj dj 82h4
8dj s9d29%260aut h_nonce%3D7d8f 3e4a%260aut h_si gnat ur e_net hod¥8DHVAC- SH
Al%®60aut h_ti mest anp¥3D137131201%260aut h_t oken¥3Dkkk9d7dh3k39sj v7

4. Exanpl es

These exanples illustrate exchanges between | MAP and SMIP clients and
servers. Al | MAP exanpl es use SASL-IR [ RFC4959] and send payl oad in
the initial client response. The Bearer Token exanpl es assune
encrypted transport; if the underlying connection is not already TLS
then STARTTLS MJUST be used as TLS is required in the Bearer Token
speci fication.

Note to inplenenters: The SASL QAuth nethod nanes are case
insensitive. One exanple uses "Bearer" but that could as easily be
"bearer", "BEARER', or "BeArEr".

4.1. Successful Bearer Token Exchange

Thi s exanpl e shows a successful QAuth 2.0 bearer token exchange in
I MAP. Note that line breaks are inserted for readability.

[Initial connection and TLS establishment...]

S: * OK | MAP4revl Server Ready

C. t0 CAPABILITY

S. * CAPABILITY | MAP4revl AUTH=OAUTHBEARER SASL- 1R

S: t0 OK Conpl et ed

C. t1 AUTH QAUTHBEARER bi xhPXVzZXJAZXhhbXBsZS5j b20s AWhvc3@c2Vy
dmvy Lmiv4YWLwb GUU Y29t AXBvcnQMIQz AWF1dGg9Qmvhe mvy | HZGOWRNd
DRxbVRj Mk52Y] NSbGNr Qrhi SFJ0ZGlsenRHRXVZM | 0QR2c9PQEB

S: t1l OK SASL authentication succeeded

As required by | MAP [ RFC3501], the payl oads are base64-encoded. The
decoded initial client response (with %01 represented as "A and | ong
Iines wapped for readability) is:

n, a=user @xanpl e. com *Ahost =ser ver. exanpl e. com*Apor t =143"A
aut h=Bear er vF9dft 4gnlrc2Nvb3R ckBhbHRhdM zdGEuY29t Cg=="A"A
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The same credential used in an SMIP exchange is shown bel ow. Again
this exanpl e assunmes that TLS is already established per the Bearer
Token specification requirenents.

[ connecti on begi ns]

S: 220 nx. exanpl e. com ESMIP 12sn2095603f ks. 9

C. EHLO sender. exanpl e. com

S: 250- nx. exanpl e. com at your service,[172.31. 135. 47]

S: 250- Sl ZE 35651584

S: 250-8BI TM ME

S: 250- AUTH LOG N PLAI N OQAUTHBEARER

S: 250- ENHANCEDSTATUSCODES

S: 250- STARTTLS

S: 250 PI PELI NI NG

[ Negotiate TLS...]

C. tl1 AUTH OAUTHBEARER bi xhPXVzZXJAZXhhbXBsZS5] b20s AWhvc3Q@c2Vy
dnvy Lmiv4AYWLwb GUu Y29t AXBvcn(ONTg3AWF1dCGg9Qrivhe mvy | HZGOARN
DRxbVRj Mk52Yj NSbG\r Qrhi SFJ0ZGlsenRHRXVZM | 0QRc9IPQEB

S: 235 Authentication successful.

[ connecti on continues.. .|

The decoded initial client response is:

n, a=user @xanpl e. com *Ahost =ser ver. exanpl e. com*Apor t =587"A
aut h=Bear er vF9dft 4gnlc2Nvb3R ckBhbHRhdM zdGEuY29t Cg=="A"A

4.2. Successful QAuth 1.0a Token Exchange

This | MAP exanpl e shows a successful QAuth 1.0a token exchange. Note
that line breaks are inserted for readability. This exanple assunes

that TLS is already established. Signature computation is discussed

in Section 3.3.

* OK | MAP4revl Server Ready

t0 CAPABILITY

* CAPABI LI TY | MAP4revl AUTH=OQAUTHBEARER QAUTHLOA SASL-IR

t0 OK Conpl eted

t1 AUTH QAUTHLOA bi xhPXVzZXJAZXhhbXBsZS5j b20s AWhvc3@ZXhhb
XBsZS5j] b20Bc &y dDOx NDVBYXV0aD1PQXV0aCBy ZWFsbTOi RXhhbXBsZSI sb2F1
dChf Y29uc 3Vt ZXJIf a2V5PSI 5ZCGpkaj gyaDQUAZGzOMYy | i xvYXV0aF90b2t | bj 0
i a2t r OMBZGgzazMbc2p2Nyl sb2F1dChf c2l nbnF0dXJI X211 dGhvZD0Oi SE1BQy
1TSEEXI i xvYXV0aF90aWll c3RhbXA9l j EzNzEz MTT wivsl sb2F1dGhf bnBuY2W9l
j dkOGYzZTRhl i xvYXV0aF9zaWluYXR1cm9l | Rt OTBJROVNY21WAGI DQnphV2R1
W/hSMANE VSUz RClI BAQ=E=

S: t1 OK SASL authentication succeeded
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As required by | MAP [ RFC3501], the payl oads are base64-encoded. The
decoded initial client response (with %01 represented as "A and
Iines wapped for readability) is:

n, a=user @xanpl e. com *A
host =exanpl e. contA
port=143"A
aut h=QAut h real m=" Exanpl e",
oaut h_consuner _key="9dj dj 82h48dj s9d2",
oaut h_t oken="kkk9d7dh3k39sj v7",
oaut h_si gnat ur e_net hod="HVAC- SHAL1",
oaut h_ti mestanp="137131201",
oaut h_nonce="7d8f 3e4a",
oaut h_si gnat ur e=" SSdt | GEgbd@ 0dGxl | HRI YSBwb3Qu" *"AMNA

4. 3. Failed Exchange

This | MAP exanpl e shows a fail ed exchange because of the enpty
Aut hori zation header, which is how a client can query for the needed
scope. Note that line breaks are inserted for readability.

* OK | MAP4revl Server Ready

t0 CAPABILITY

* CAPABI LITY | MAP4revl AUTH=OQAUTHBEARER SASL-I| R

t0 OK Conpl eted

t1 AUTH QAUTHBEARER bi xhPXVzZXJAZXhhbXBsZS5j b20s AW

hvc3@c2Vydnmvy LnvV4aYWLwb GUu Y29t AXBv cn@MIQz AWF1dGg9AQE=

+ eyJzdGF0dXM GO JpbnzZhbG@ kX3Rva2Vul i wi c2NvcGUi G JI eGFt cGxl
X3Nj b3BI i wi b3BI b kLWNvbrZpZ3Vy YXRpb24i O JodHRwczovL2V4
YWLwb GUUY29t Ly53ZWksLW ub3duL29wzZWspZClj b25maWi f Q==

C AQ=

S: t1 NO SASL authentication failed

w O oNunow

The decoded initial client response is:

n, a=user @xanpl e. com *Ahost =ser ver. exanpl e. contA
port =143"Aaut h="AMA

The decoded server error response is:

{

"status":"invalid_token",
"scope": "exanpl e_scope",
"openi d-configuration":"https://exanpl e.com . wel | -known/ openi d- confi g"

}

The client responds with the required dunmy response, "AQ@=" is the
base64 encodi ng of the ASCII val ue 0x01. The sane exchange using the
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| MAP specific method of cancelling an AUTHENTI CATE command sends "*"
and i s shown bel ow.

* OK | MAP4revl Server Ready

t0 CAPABILITY

* CAPABI LITY | MAP4revl AUTH=OAUTHBEARER SASL-I R | MAP4revl

t0 OK Conpl eted

t1 AUTH QAUTHBEARER bi xhPXVzZXJAZXhhbXBsZS5j b20s AW

hvc3@c2Vydnmvy LnvV4aYWLwbh GUu Y29t AXBv cn@MIQz AWF1dGg9AQE=

+ eyJzdGF0dXM GO JpbnzZhb@ kX3Rva2Vul i wi c2NvcGUi G JI eGFt cGxl
X3Nj b3BI i wi b3BI b kLWNvbrmZpZ3Vy YXRpb24i O JodHRwczovL2V4
YWLwbGUUY29t Ly53ZWks LW ub3dulL29wzZWspZClj b25nmaWilcnF0aV@u
I n0=

*

t1l NO SASL aut hentication failed

wo

4.4, SMIP Exanpl e of a Failed Negotiation

Thi s exanpl e shows an authorization failure in an SMIP exchange. TLS
negotiation is not shown but as noted above it is required for the
use of Bearer Tokens.

[ connecti on begi ns]

S: 220 nx. exanpl e. com ESMIP 12sn2095603f ks. 9

C. EHLO sender. exanpl e. com

S: 250- nx. exanpl e. com at your service,[172.31. 135. 47]

S: 250- Sl ZE 35651584

S: 250-8BI TM ME

S: 250- AUTH LOG N PLAI N OQAUTHBEARER

S: 250- ENHANCEDSTATUSCCDES

S: 250 PI PELI NI NG

[ Negotiate TLS...]

C. AUTH QAUTHBEARER bi x1c2VyPXNvbW/1c2VyQGv4YWLwbGUuY29t LAFhdXRoPUJI YXJI
ci B2Rj | kZnQQcWLUYzJOdm zUmkj a0JoZEhSaCGRt bHpk ROVIWIT 5dENNPTOBAQ==

S: 334 eyJzdG-0dXM O Jpbnzhbd kX3Rva2Vul i wi c2NoZWLI cyl 61 mJl YXJI ci Bt YWM L
CJzY29wWZSI 61 mh0dHBz O 8vbWFpbChl eGFt cGxl LmM\vbS8i f Q==

C AQ==

S: 535-5.7.1 Usernane and Password not accepted. Learn nore at

S: 535 5.7.1 http://support.exanpl e.com nai | / oaut h

[ connection continues...]

The initial client response is:

n, user =soneuser @xanpl e. com A
aut h=Bear er vF9dft 4qnilc2Nvb3R ckBhdHRhdm zdGEuY29t Cg=="A"A
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The server returned an error nessage in the 334 SASL nessage, the
client responds with the required dummy response, and the server
finalizes the negotiation.

{
"status":"invalid_token",
"schenes": "bearer nmac",
"scope":"https://mail.exanple.com"”
}

5. Security Considerations

QAuth 1.0a and QAuth 2 allow for a variety of deploynent scenarios,
and the security properties of these profiles vary. As shown in
Figure 1 this specification is aimed to be integrated into a |arger
QAut h depl oynent. Application devel opers therefore need to
understand their security requirenents based on a threat assessnent
before selecting a specific SASL QAuth mechanism For QAuth 2.0 a
detail ed security docunent [ RFC6819] provides guidance to sel ect
those QAuth 2.0 conponents that help to nmitigate threats for a given
depl oynent. For QAuth 1.0a Section 4 of RFC 5849 [ RFC5849] provides
gui dance specific to QAuth 1.0.

Thi s docunent specifies two SASL Mechani sns for QAuth and each cones
with different security properties.

QAUTHBEARER: Thi s nechani sm borrows from QAuth 2.0 bearer tokens
[RFC6750]. It relies on the application using TLS to protect the
QAuth 2.0 Bearer Token exchange; w thout TLS usage at the
application layer this method is conpletely insecure.
Consequently, TLS MJST be provided by the application when
choosing this authentication mechani sm

QAUTH10A: This mechani smre-uses QAuth 1.0a MAC tokens (using the
HVAC- SHA1 keyed nessage digest), as described in Section 3.4.2 of
[ RFC5849]. To conpute the keyed nessage digest in the sane way as
in RFC 5839 this specification conveys additional paraneters
between the client and the server. This SASL nechani smonly
supports client authentication. |f server-side authentication is
desireable then it nust be provided by the application underneath
the SASL | ayer. The use of TLS is strongly RECOMVENDED.

Additionally, the follow ng aspects are worth pointing out:
An access token is not equivalent to the user’s long term password.

Care has to be taken when these QAuth credentials are used for
actions like changing passwords (as it is possible with sone
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6

7

protocols, e.g., XMPP [RFC6120]). The resource server should
ensure that actions taken in the authenticated channel are
appropriate to the strength of the presented credenti al

Lifetinme of the application sessions.

It is possible that SASL will be used to authenticate a connection
and the life of that connection may outlast the life of the access
token used to establish it. This is a common problemin
application protocols where connections are long-lived, and not a
problemw th this nmechani smper se. Resource servers nay
unilaterally disconnect clients in accordance with the application
pr ot ocol

Access tokens have a lifetine.

Reducing the lifetinme of an access token provides security
benefits and QAuth 2.0 introduces refresh tokens to obtain new
access token on the fly without any need for a human interaction.
Additionally, a previously obtained access token m ght be revoked
or rendered invalid at any tinme. The client MAY request a new
access token for each connection to a resource server, but it
SHOULD cache and re-use valid credential s.

Internationalization Considerations

The identifer asserted by the QAuth authorization server about the
resource owner inside the access token nmay be displayed to a hunan.
For exanple, when SASL is used in the context of |IMAP the client nmay
assert the resource owner’s enumil address to the | MAP server for
usage in an emmil -based application. The identifier may therefore
contain internationalized characters and an application needs to
ensure that the mappi ng between the identifier provided by QAuth is
suitable for use with the application |ayer protocol SASL is

i ncorporated into.

At the time of witing the standardization of the various clains in
the access token (in JSON format) is still ongoing, see
[1-D.ietf-oauth-json-web-token]. Once conpleted it will provide a
standardi zed format for exchanging identity information between the
aut hori zation server and the resource server.

| ANA Consi der ati ons
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7.1

The 1ANA is requested to register the foll ow ng

SASL Regi stration

Mechani sns registry:

The 1ANA is requested to register the foll ow ng

SASL mechani sm name: QAUTHBEARER
Security Considerations: See this docunent

Publ i shed Specification: See this docunent

For further information: Contact the authors of this docunent.

I nt ended usage: conmon
Owner/ Change controller: the | ESG

Not e: None

Mechani sns registry:

SASL nmechani sm nanme: QAUTH10A
Security Considerations: See this docunent

Publ i shed Specification: See this docunent

For further information: Contact the authors of this docunent.

I nt ended usage: conmon
Owner/ Change controller: the | ESG

Not e: None
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o Fixed port nunmber in SMIP exanpl es.

0o Mnor editorial changes.
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MIlls, et al. Expi res Novenber 30, 2015 [ Page 20]



Internet-Draft SASL QAut h May 2015

0 Added explicit TLS start indicator in all exanples, renoved text
that said we assume that.

-19

o Last call feedback agaiun

o Cdarified usage of TLS in exanples and fixed them sone nore.
Addi ng reference to RFC4422 and cancell ation token and an exanpl e
for that.

-18

o Last call feedback round #5. Fixed -17 change | og.

0 Corrected "issue" to "iss", other mnor changes.
-17

o Last call feedback again (WALC #4). eradicated comma splicing.
Renoved extra server nessage in exanple 4.3.

0 Added recommendations for discovery and dynanic client
registration support.

-16

o Last call feedback again. Primarily editorial changes. Corrected
exanpl es.

-15

o Last call feedack on the GS2 stuff being ripped out conpletely.

0 Renoved the "user" paraneter and put stuff back into the
gs2-header. Call out that the authzid goes in the gs2-header with
some prose about when it night be required. Very conparable to
-10.

0 Added an QAuth 1.0A exanple explicitly.

-14

0o Last call feedack on RFC citations needed, small editorial

0 Added the "user" paraneter back, which was pulled when we started
down the GS2 path. Sane | anguage as -03
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0 Defined a stub GS2 header to make sure that when the GS2 bride is
defined for this that nothing will break when it actually starts
to get popul at ed.

-13

o0 Changed affiliation.

-12

0 Renoved -PLUS conponents fromthe specification.

-11

0 Renoved GSS- APl conponents fromthe specification.

0 Updated security consideration section.

-10

o Cdarifications throughout the docunment in response to the feedback
fromJeffrey Hutzel man.

-09

0 Incorporated review by Al exey and Hannes.

o Carified the three QAuth SASL nmechani sms.

o Updated references

0 Extended acknow edgemnents

-08

o Fixed the channel binding exanples for p=$cbtype
o0 Mre tuning of the authcid | anguage and edited and renaned 3. 2.1.
-07

0 Struck the MIST | angi age from aut hzi d.

0

-06

0 Renoved the user field. Fixed the exanples again.
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0 Added canoni cal i zation | anguage.

0

-05

0 Fixed the G52 header |anguage again.

0 Separated out different QAuth schenmes into different SASL
mechani sns. Took out the schene in the error return. Tuned up
the 1 ANA registrations.

0 Added the user field back into the SASL nessage.

o Fixed the exanples (again).

0 Changed user field to be carried in the gs2-header, and nade gs2
header explicit in all cases.

0 Converted MAC exanples to QAuth 1.0a. Myved MAC to an informative
ref erence.

0 Changed to sending an enpty client response (single control-A) as
the second nessage of a failed sequence.

0o Fixed channel binding prose to refer to the normati ve specs and
removed t he hashing of |arge channel binding data, which brought
nroe problens than it sol ved.

0 Added a SMIP exanples for Bearer use case.

-03

0 Added user field into exanples and fixed egregi ous errors there as
wel | .

0 Added text rem nding devel opers that Authorization schene nanes
are case insensitive.

-02
o0 Added the user data el enent back in.

o Mnor editorial changes.
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-01

0 Ripping out discovery. Changed to refer to |I-D.jones-appsawg-
webfinger instead of WF and SWD ol der drafts.

0 Replacing HTTP as the nessage format and adjusted all exanpl es.
-00

0 Renaned draft into proper |ETF naming format now that it’'s
adopt ed.

o Mnor fixes.
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