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Abst ract

This Internet-Draft proposes an extension to the Kerberos V5 security
mechani sm for the Generic Security Services Application Progranm ng
Interface (GSS-API) for using extra security context tokens in order
to recover fromcertain errors. Oher benefits include: user-to-user
aut hentication, authenticated errors, replay cache avoi dance, and

ot hers.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 25, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Kerberos V5 [ RFC4120] AP protocol, and therefore the Kerberos V5
GSS- APl [ RFC2743] mechani sm [ RFC4121] security context token
exchange, is a one-round trip protocol. Qccasionally there are
errors that the protocol could recover fromby using an additiona
round trip, but until now there was no way to execute such an
additional round trip. For many application protocols the failure of
the Kerberos AP protocol is fatal, requiring closing TCP connections
and starting over; often there is no automatic recovery.

Thi s docunent proposes a negotiation of additional security context
tokens for automatic recovery fromcertain errors. This is done in a
backwar ds- conpati bl e way, thus retaining the existing nechanism O D
for the Kerberos V5 GSS nechanism This al so enabl es ot her new
features

New features enabl ed by this extension include:

0 error recovery (see Section 5)

0 user-to-user authentication (see Section 7)

0 sone authenticated errors (see Section 5.1)

o replay cache avoi dance (see Section 6)

0 acceptor clock skew correction (see Section 8)

0 symmetric authorization data flows

No new interfaces are needed for GSS-API applications to use the
features added in this docunent.

1.1. Conventions used in this docunment
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. New Protocol Elenents

We introduce the followi ng new protocol elements. A partial ASN. 1
[ CCl TT. X680. 2002] nodule (for inclusion in the base Kerberos ASN. 1
nmodul e) is given in Section 4, and references to its contents are
made bel ow.

0 a new ap-options flag for use in the clear-text part of AP-REQ to
indicate the desire for an extra round trip if need be;

0 a new authorization data (AD) elenent for integrity protection of
ap- opti ons;

0 a new AD elenment for use in Authenticators for quoting back a
chal  enge fromthe acceptor

0 a new PDU. KRB- ERROR2, al so known as AP-REP2, with additiona
fields and support for integrity- (and confidentiality-)protected
errors and optional _key confirmation_ :

* aflag is used to indicate which key is used to encrypt the
KRB- ERROR2' s private part, as in sone cases there can be two
keys to choose from

* when no key available for encrypting the private part of a KRB-
ERROR2, the null enctype is used.

These el enents are used to construct security context token exchanges
with potentially nore than two context tokens.

Al'l context tokens are to be prefixed with the Initial ContextToken
pseudo- ASN. 1/ DER header from RFC2743, section 3.1, just as RFCs 1964
and 4121 require of the first two context tokens.

2.1. Fields of KRB-ERROR2

The new KRB-ERROR2 PDU is defined in Section 4. The fields of the
KRB- ERROR2 encrypted part have the foll ow ng purpose/senantics:

continue-challenge A challenge to be quoted back in any subsequent
cont ext tokens.

stime The acceptor’s current tine.

susec M crosecond portion of the acceptor’s current tine.
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subkey The acceptor’s sub-session key. This MJST be absent when the
KRB- ERROR2 enc-part is "encrypted" in the null enctype and key or
when the acceptor failed to decrypt the initiator’s Authenticator
(but, obviously, succeeded at decrypting the Ticket); otherwise it
MUST be present.

seq- nunber The acceptor’s initial per-nmessage token sequence nunber.
This MIST be absent when the subkey is absent; otherwise it MJST
be present.

error-code When zero-valued, the KRB-ERROR2 is not an error token
but a key-confirmation that requires continuation with an
addi ti onal AP-REQ

e-flags |Indicates whether the KRB-ERROR2 is final (error token) or
not .

e-text A human-readable string (in any |anguage and script)
description of the error, if any.

e-data Currently unused but specified for extensibility reasons.
SHOULD be absent and MJST be i gnored.

e-typed-data TYPED DATA; see [ RFC4120]. Currently unused but
specified for extensibility reasons. SHOULD be absent and MJST be
i gnor ed.

your - addresses The initiator’s network address(es) as seen on the
acceptor side. Currently unused due to insufficient GSS-API
interfaces, but specified for extensibility reasons. SHOULD be
absent, MJST be ignored.

ad-data Authorization-data. This is intended for symretry, so that
acceptors can assert authorization data to the initiator just as
the initiator can assert authorization data to the acceptor. (For
exanple, this mght be useful in user-to-user authentication.)
When present this has the sanme semantics as in the AP-REQ s
Aut henticator, but in the opposite direction

tgt A TGT for use in user-to-user authentication.
2.2. Distinction between KRB- ERROR2 and AP- REP2 PDUs
The ASN. 1 does not distinguish between KRB- ERROR2 and AP- REP2 PDUs.
A KRB- ERROR2 can serve either or both, the purpose of conveying error
information, as well as the purpose of conpleting the acceptor’s side

of the context token exchange and providing key confirmation. W
coul d have used three distinct PDUs instead of one.
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It is true that a KRB-ERROR2 that only serves the purpose of final
key confirmation without continuation could have a different ASN 1
type for its encrypted part, and a different application tag,
however, there seens to be little value in this. D stinguishing
between errors with and w thout key confirmation is even |ess

val uabl e. Therefore we do not distinguish these three possible PDUs.
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3.

Negoti ati on and Use of Extra Context Tokens

In the following text "initiator"” refers to the mechanisnmis initiator
functionality (invoked via GSS Init_sec_context()), and "acceptor"”
refers to the nmechani sms acceptor functionality (invoked via

GSS Accept _sec_context()).

To use this feature, the Kerberos GSS nechani sm MJST act as fol |l ows:

(0]

To request this feature, initiators SHALL add the new ap-options
flag to their AP-REGs.

* And the initiators SHALL repeat the ap-options in the new AD
AP- OPTI ONS AD type in the Authenticator.

Acceptors that wish to request an additional security context
token can only do so when initiators indicate support for it, and
MUST do so by returning a KRB-ERROR2. The encrypted part of the
KRB- ERROR2 SHALL be encrypted in a key derived (with key usage
<TBD>) fromone of the follow ng keys: the sub-session key from
the AP-REQ s Authenticator (use-initiator-subkey) if it could be
decrypted, else the session key fromthe Ticket (use-ticket-
session-key), if it could be decrypted, else the null enc-type/key
(use-nul |l -enctype).

Any KRB-ERROR2 enitted by the acceptor SHALL have the continue-
needed e-flag set when the GSS_Accept _sec_context() returns
GSS_S CONTI NUE_NEEDED to the application, and in this case the
token 1D SHALL be 02 00 (KRB_AP_REP, even though the token isn't
actually an AP-REP) (see [RFC4121] section 4.1).

When it consunes a KRB-ERROR2, GSS Init_sec_context() can return
an error (GSS_S FAILURE) and optionally output an error token, or
it can attenpt recovery (see Section 5) and output a new AP- REQ

security context token.

* Any error token output by GSS | nit_sec_context() MJIST be a KRB-
ERROR2, and GSS I nit_sec_context() MJST return GSS_S FAI LURE.

* The initiator MJST quote the challenge fromthe KRB- ERROR2
usi ng an AD- CONTI NUE- CHALLENGE (see bel ow) authorization data
el ement in any AP-REQ or KRB-ERROR2 response to the acceptor’s
KRB- ERROR2.

*  VWhen GSS_ I nit_sec_context() outputs a new AP-REQ security
context token, it SHALL return GSS S CONTINUE NEEDED if the
application requested nutual authentication and the previous
acceptor security context token was a recoverable error (rather
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than a request for one nore AP-REQ, else it SHALL return
GSS_S_COWPLETE.

* \Wien GSS I nit_sec _context() returns an error and the acceptor
is awaiting a security context token, GSS |nit_sec_context()
MAY generate a KRB-ERROR2 or KRB-ERROR to send to the acceptor

0 Acceptors MIST reject additional AP-REQ which do not have a
chal | enge response nonce matching the one sent by the acceptor in
t he previ ous KRB- ERROR2.

0 Acceptors MJIST reject initial security context tokens that contain
a chal | enge response nonce.

0 When GSS Accept _sec_context() returns an error and outputs an
error token, the token MUST be either a KRB-ERROR or a KRB- ERROR2,
with the latter having the continue-needed flag cl eared.

Al'l non-recover abl e KRB- ERROR? tokens SHALL use the token I D 03 00.

Addi tional AP-REQs produced by the authenticator MJST have the

mut ual -required ap-options flag set when a) the application requested
mut ual aut hentication, and b) the acceptor’s KRB-ERROR2 did not
supply the required key confirmation. The acceptor MJST respond to
the client’s last AP-REQ with an AP-REP when the nutual -required ap-
options flag is set or when the GSS C MJTUAL_FLAG is set in the
"checksum 0x8003", ot herwi se GSS_Accept _sec_context () MJST NOT
produce a response token when it returns GSS S COWPLETE.

3.1. Nunmber of Security Context Tokens

The first AP-REQ may well result in an error; the second generally
should not. Therefore acceptors SHOULD return a fatal error when a
second error results in one security context establishnment attenpt,
except when the first error is that the initiator should use user-to-
user authentication. This linmts the nmaxi mum nunber of round trips
to two (not user-to-user) or three (user-to-user).

The mechani sm SHOULD i npose some limt on the maxi num nunber of
security context tokens. For the time being that limt is six.

Note that in the user-to-user cases (see Section 7) it’'s possible to
have up to three round trips under normal conditions if, for exanple,
the acceptor wishes to avoid the use of replay caches (see

Section 6), or if the initiator’s clock is too skewed, for exanple.
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3.2. Possible Context Token Sequences

The follow ng successful security context token exchange sequences
are possible:

0 One token (per-RFC4121; mutual authentication not requested): AP-
REQ.

* In principle this can yield an error token in the case of
errors, per-RFC2743.

0 Two tokens (per-RFC4121; nutual authentication requested): AP-REQ
and AP- REP.

o0 Two tokens (per-RFC4121; nutual authentication requested): AP-REQ
and KRB- ERROR

0 Two tokens (per-RFC4121; nutual authentication requested): AP-REQ
and KRB- ERROR2 (non-recoverable error, or recoverable error but
the acceptor mechanismis configured to not continue).

0 Two tokens (per-RFC4121; nutual authentication requested): AP-REQ
and KRB- ERROR2 (recoverable error for the acceptor, but not for
the initiator, or the initiator application abandons the
partially-established security context).

0 Three tokens: AP-REQ KRB-ERROR2 (recoverable error), AP-REQ

* The initiator indicates it supports multiple round trips, and a
recoverable error results on the acceptor side.

* Either the initiator did not request nutual authentication, or
the KRB- ERROR2 supplied the necessary key confirmation

0 Three tokens: AP-REQ KRB-ERROR2 (no error, continue needed), AP-
REQ

* The initiator indicates it supports multiple round trips, and
its Authenticator and Ticket decrypt correctly on the acceptor
side, but the acceptor wants to continue, e.g., to avoid the
need for a replay cache (see Section 6).

* This can happen in any recoverable error case where the

initiator’s Authenticator (and Ticket) decrypt successfully on
the acceptor side.
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0 Four tokens: AP-REQ KRB-ERROR2 (recoverable error), AP-REQ AP-
REP.

* The initiator wanted nmutual authentication and a recoverable
error occurred where the KRB-ERROR2 coul d not provide key
confirmation, leading to the second round trip.

* This can happen in any recoverable error case where the
initiator’s Authenticator did not decrypt successfully.

* This can al so happen in the user-to-user case.

* This case provides replay cache avoi dance without a fifth token
because the acceptor provides a challenge inits first (KRB-
ERROR2) token and the initiator conpletes the challenges in its
second token

o Five tokens: AP-REQ KRB-ERROR2 (with user-to-user TGI), AP-REQ
KRB- ERROR2 (recoverable error), AP-REQ

* The initiator does not want nutual authentication, the acceptor
wants user-to-user authentication, and the initiator’s second
AP-REQ elicits a recoverable error

0 Six tokens: AP-REQ KRB-ERROR2 (with user-to-user TGT), AP-REQ
KRB- ERROR2 (recoverable error), AP-REQ AP-REP

* The initiator wants nutual authentication, the acceptor wants
user-to-user authentication, and the initiator’s second AP-REQ

elicits a recoverable error; none of the KRB-ERROR2 tokens was
a key-confirmation token

O her context token sequences nmight be possible in the future.

In the above sequences the AP-REP tokens can be AP-REP2 tokens as
wel |

3.3. Per-Message Token Sequence Nunbers
It is REQURED that each real AP-REQ in a single security token
exchange specify the sanme start sequence nunber as precedi ng AP- REGs
in the same security context token exchange.

3.4. Early PROT_READY State
The GSS- APl allows security nechani snms to support the use of per-

message tokens prior to full security context establishnment. In this
section we'll call this "early PROT_READY'. Early PROT_READY is
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optional for the GSS-API and for inplenentations of mechani snms that
support it.

The Kerberos V GSS nechani sm supports this in the two-token exchange,
with the initiator being PROT_READY before consuni ng the AP-REP.

Thi s extension al so supports early PROT_READY, which works as
fol | ows:

1. The initiator asserts a sub-session key in each AP-REQ that does
not follow a key-confirnmation KRB- ERROR2, and
GSS Init_sec_context() sets the prot_ready state return flag on
the first call.

1. If there are multiple such AP-REQs in a security context
t oken exchange, then each such AP-REQ nust assert the same
sub- sessi on key.

2. Subsequent AP-REQs need not carry a sub-session key;
acceptors MJST ignore sub-session keys from subsequent AP-

REGS.

2. GSS Accept_sec_context() MJIST NOT set the prot _ready state return
flag until it has successfully decrypted an AP-REQ s Ticket and
Authenticator fromthe initiator. |If the acceptor requests
addi ti onal context tokens and signals PROT_READY at that point,
then it too will be PROT_READY.

Replay protection for early prot_ready per-nessage tokens depends on
the initiator always generating a fresh sub-session key for every
security context’s initial context token, on the acceptor always
generating a fresh sub-session key for its key confirmation token,
and on either a replay cache or the chall enge/response token provi ded
for in this docunent:

0 An attacker cannot replay an early per-nessage token wi thout also
replaying the corresponding initial security context token (as
otherwi se the initiator-asserted sub-session keys won’t match),
and replay protection for the initial security context token
provi des replay protection for any subsequent early per-nessage
t okens.

0 Per-message tokens nade after full security context establishnent
are protected against replay by the use of the acceptor’s sub-
session key hierarchy (since the initiator nust then use that

key).

0 AP-REPs and key-confirnati on KRB- ERROR2s are protected agai nst
replays to initiators by the use of the initiator’s sub-session
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key.

o Initial security context tokens (and error-recovery AP-REQ) are
protected against replay either by a replay cache on the acceptor
side, or by the use of additional context tokens for chall enge/
response replay cache avoi dance (see Section 6).

3.5. O her Requirenents, Reconmendations, and Non-Requirenments

Al'l error PDUs in an AP exchange where the AP-REQ has the conti nue-
needed- ok ap-options flag MJST be KRB- ERROR2 PDUs.

Whenever an acceptor is able to decrypt the Ticket froman AP-REQ and
yet wi shes or has to output a KRB-ERROR2, then the enc-part of the
KRB- ERROR2 MUST be encrypted in either the initiator’s sub-session
key (fromthe Authenticator) or the Ticket's session key (if the
acceptor could not decrypt the Authenticator).
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4. ASN. 1 Modul e for New Protocol Elenents

A partial ASN. 1 nodul e appears below. This ASN.1 is to be used as if
it were part of the base Kerberos ASN. 1 nodul e (see RFC4120),
therefore the encoding rules to be used are the Di stinguished

Encodi ng Rules (DER) [CCI TT. X690. 2002], and the environment is one of
explicit tagging.

Ker ber osExt r aCont ext Tokens DEFI NI TIONS :: =
BEG N
EXPORTS ad- conti nue-chal | enge,
AD- CONTI NUE- CHALLENGE,
Kr bEr r or EncPar t Fl ags,
KRB- ERROR2,
Err or Fl ags;
| MPORTS Ul nt 32, Int32, KerberosTine,
M croseconds, KerberosFl ags,
Checksum Encrypt edDat a,
Encrypti onKey, KerberosString,
Aut hori zati onDat a, TYPED- DATA,
Host Addr esses, Ti cket FROM KERBEROSS;

APQpt i ons .. = KerberosFl ags
-- reserved(0),
-- use-session-key(1),
-- mutual -required(2),
-- conti nue- needed- ok( TBD)

-- Challenge (for use in Authenticator)

ad- conti nue-chal | enge Int32 ::= -5 -- <TBD>
AD- CONTI NUE- CHALLENGE :: = OCTET STRI NG

-- AP options, integrity-protected

ad- ap- opti ons Int32 ::= -6 -- <TBD>
AD- AP- OPTI ONS .. = KerberosFl ags

Kr bError EncPart Fl ags :: = ENUMERATED ({

use-nul | -enctype(0),
use-initiator-subkey(1),
use-ti cket-session-key(2),

}

-- Application tag TBD

KRB- ERROR2 ;.= [ APPLI CATI ON 55] SEQUENCE {
pvno [0] INTEGER (5),
neg-type [1] INTEGER (55), -- TBD

enc- part - key [2] KrbErrorEncPartFl ags,
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enc- part [3] EncryptedData -- EncKRBErrorPart
}
-- Alias type nane
AP- REP2 1 = KRB- ERROR2
Error Fl ags ::= ENUMERATED {
final (0),
conti nue- needed(1),
}
-- Application tag TBD
EncKRBEr r or Par t ::= [ APPLI CATI ON 56] SEQUENCE {
continue-challenge [0] AD CHALLENGE- RESPONSE,
stinme [1] KerberosTi ne,
susec [2] M croseconds,
subkey [3] EncryptionKey OPTI ONAL,
seq- nunber [4] U nt32 OPTI ONAL,
error-code [5] Int32,
e-fl ags [6] ErrorFlags,
e-text [7] UTF8String OPTI ONAL,
e-data [8] OCTET STRI NG OPTI ONAL,
e-typed-data [9] TYPED DATA OPTI ONAL,
-- For recovery from KRB_AP_ERR BADADDR:
your - addr esses [ 10] Host Addr esses OPTI ONAL,
ad- dat a [11] AuthorizationData OPTI ONAL,
t gt [12] Ticket OPTIONAL, -- for user2user
}
END

Figure 1: ASN.1 nodule (with explicit tagging)
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5.

Recoverable Errors and Error Recovery

The follow ng Kerberos errors can be recovered from automatically
using this protocol:

0 KRB_AP_ERR TKT_EXPIRED: the initiator should get a new service
ticket;

0 KRB_AP_ERR TKT_NYV: the initiator should get a new service ticket;
0 KRB_AP_ERR REPEAT: the initiator should build a new AP- REQ
0 KRB_AP_ERR SKEW see Section 8;

0 KRB_AP_ERR BADKEYVER the initiator should get a new service
ticket;

0 KRB_AP_PATH NOT_ACCEPTED: the initiator should get a new service
ticket using a different transit path;

0 KRB_AP_ERR INAPP_CKSUM the initiator should try again with a
di fferent checksumtype.

Error codes that denote PDU corruption (and/or an active attack) can

al so be recovered fromby attenpting a new AP- REQ though subsequent

AP-REQs may fail for the same reason:

0 KRB_AP_ERR BAD | NTEGRI TY

o KRB _AP_ERR BADVERSI ON

0 KRB_AP_ERR BADMATCH

0 KRB_AP_ERR _MSG TYPE

o KRB_AP_ERR MODI FI ED

O her error codes that may be recovered from

0 KRB_AP_ERR BADADDR: the acceptor SHOULD include a list of one or
nmore client network addresses as reported by the operating system

but if the acceptor does not then the continue-needed e-flag MJST
NOT be included and the error mnust be final.
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5.1. Authenticated Errors
The following errors, at |least, can be authenticated in AP exchanges:
0o KRB_AP_ERR TKT_EXPI RED
0 KRB_AP_ERR TKT_NYV
0 KRB _AP _ERR REPEAT
0 KRB_AP_ERR_SKEW
0 KRB_AP_PATH_NOT_ACCEPTED
0 KRB_AP_ERR | NAPP_CKSUM

o KRB_AP_ERR BADADDR
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6

6

Repl ay Cache Avoi dance

By using an additional AP-REQ and a chal |l enge/response nonce, this
protocol is immne to replays of AP-REQ PDUs and does not need a
replay cache. Acceptor inplenentations MJST not insert

Aut henticators fromextra round trips into a replay cache when there
are no other old inplenentations on the sane host (and with access to
the sane acceptor credentials) that ignore critical authorization
data or which don’'t knowto reject initial AP-REQ that contain a
chal | enge response nonce.

In the replay cache avoi dance case where there’s no actual error
(e.g., time skew) the acceptor’s KRB-ERROR2 will have KDC_ERR _NONE as
the error code, with the continue-needed e-fl ag.

1. Replay Cache Avoi dance w t hout Extensions

Many Kerberos services can avoid the use of a replay cache
altogether, but it's tricky to know when it’'s safe to do so. For
Kerberos it’'s safe to not use a replay cache for AP-REQs/

Aut henti cators when either:

o the application doesn’t require replay detection at all and

* no other acceptor/service application shares the sanme |long-term
service keys for its service principa

or

o the application protocol always has the initiator/client send the
first per-message token (or KRB-SAFE/ PRIV PDU) which can then
function as a chall enge response, and

* no other acceptor/service application shares the sane |long-term
service keys for its service principa

It is difficult to establish the second part of the above
conjunctions programmatically. |In practice this is best left as a
| ocal configuration matted on a per-service nane basis.

For exanple, it’'s generally safe for NFSv4 [RFC3530] to not use a
replay cache for the Kerberos GSS mechanism but it is possible for
mul ti pl e Kerberos host-based service principals on the same host to
share the sane keys, therefore in practice, the analysis for NFSv4d
requires nore analysis. The same is true for SSHv2 [ RFC4251] (SSHv2
i npl ement ati ons share the sane service principal as other non-GSS
Ker beros applications that do sonetines need a replay cache).
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7. User-to-User Authentication
There are two user2user authentication cases:

1. the KDC only allows a service principal to use user2user
aut henti cati on,

2. the service principal does not know its |ong-term keys or
otherwi se wants to use user2user authentication even though the
KDC vended a service ticket.

In the first case the initiator knows this because the KDC returns
KDC ERR MUST _USE _USER2USER. The initiator cannot make a valid AP-REQ
in this case, yet it must send sone sort of initial security context
token! For this case we propose that the initiator make an AP- REQ
with a Ticket with zero-length enc-part (and null enctype) and a
zero-length authenticator (and null enctype). The acceptor will fai
to process the AP-REQ of course, and SHOULD respond with a conti nue-
needed KRB- ERROR2 (using the null enc-type for the enc-part) that
includes a TGT for the acceptor.

In the second case the initiator does manage to get a real service
ticket for the acceptor but the acceptor nonethel ess wi shes to use
user 2user aut henticati on.

In both cases the acceptor responds with a KRB-ERROR2 with the
KRB_AP_ERR USER TO USER REQUI RED error code and including a TGT for
itself.

In both cases the initiator then does a TGS request with a second

ticket to get a new, user2user Ticket. Then the initiator nmakes a
new AP- REQ usi ng the new Ti cket, and proceeds
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8. Acceptor C ock Skew Correction

An initiator in possession of a (short-lived) valid service ticket

for a given service principal... nust have had little clock skew
relative to the service principal’s realms KDC(s), or the initiator
nmust have been able to correct its local clock skew. But the
acceptor’s clock might be skewed, yielding a KRB_AP_ERR SKEW error
with a challenge. The client could recover fromthis by requesting a
new service ticket with this challenge as an authorization data

el ement. The acceptor should be able to verify this in the
subsequent AP-REQ, and then it should be able to detect that its
clock is skewed and to estimate by how much.
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9.

Security Considerations
This docunment deals with security.

The new KRB- ERROR2 PDU is cryptographically distinguished fromthe
ori gi nal nechani snis acceptor success security context token (AP-
REQ) .

Not every KRB-ERROR2 can be integrity protected. This is
unavoi dabl e.

Because in the base Kerberos V5 GSS-APlI security mechanismall errors
are unaut henticated, and because even with this specification sone

el ements are unauthenticated, it is possible for an attacker to cause
one peer to think that the security context token exchange has fail ed
while the other thinks it will continue. This can cause an acceptor
to waste resources while waiting for additional security context
tokens fromthe initiator. This is not really a new problem

however: acceptor applications should already have suitable tinmeouts
on security context establishnment.

There is a binding of preceding security context tokens in each

addi tional AP-REQ, via the chall enge-response nonce. This binding is
weak, and does not detect all nodifications of unauthenticated
plaintext in preceding security context tokens.

[[anchor1l: We could use the GSS_EXTS FI Nl SHED extensi on from
draft-ietf-kitten-iakerb to inplenment a strong binding of all context
t okens.]]

Early prot_ready per-nessage tokens have security considerations that
are beyond the scope of this docunment and which are not exhaustively
descri bed el sewhere yet. Use only with care.
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10. | ANA Consi derations

[[anchor2: Various allocations are required...]]
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