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1. Introduction

Interactive Connectivity Establishnent (ICE) attenpts to find the
"best’ path for connectivity between two peers; in | CE parl ance,
these paths are known as ’'candidate pairs’. During the |ICE process,
one endpoint, known as the ’controlling endpoint, selects a
candidate pair as the best pair; this action is known as nomni nation.
| CE supports two different nmechani sns for perforning nom nation,
known as Regul ar Nomi nation, and Aggressive Nomi nation.

However, each of these nodes have flaws that restrict their

useful ness. Regular Nomi nation, as currently speced, requires a best
pair to be chosen before nedia transnission can start, causing
unnecessary call setup delay. Aggressive Nonination, while avoiding
this delay, gives the controlling endpoint nmuch | ess discretion into
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3.

3.

3.

whi ch candi date pair is chosen, preventing it from nmaki ng decisions
based on dynami c factors such as RTT or loss rate. Needless to say,
the presence of both nodes al so adds nontrivial conplexity.

Lastly, ICEis currently defined as a finite process, where the

deci sion on the optinmal candidate pair is nade during call setup and
infrequently (if ever) changed. Wile this may be acceptable for
endpoints with static network configurations, it fails to nmeet the
needs of nobil e endpoints, who may need to seanl essly nove between
net wor ks, or be connected to nultiple networks sinultaneously. In
these cases, the controlling endpoint may want to nmaintain nultiple
potential candidate pairs, and nake dynami c decisions to switch

bet ween them as condi ti ons change.

To address these chall enges, this document makes two proposals for
refactoring I CE nonmination - nmergi ng Regul ar and Aggressive

Nomi nation, and introducing a new node, known as Conti nuous

Nom nation. This nakes |ICE substantially nore flexible wthout

i ncreasing conplexity.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

CGoal s and Requirenents
The goals for inproved | CE nom nation are enunerated bel ow.
1. Mninize Call Setup Latency

Modern | CE agents will often have nultiple network interfaces and
multiple servers fromwhich to obtain I CE candidates. Wile sone |ICE
checks may succeed quickly, finishing the entire set of checks can
easily take nultiple seconds; this concern is discussed in [ RFC5245],
Section 8.1.1.1. As a result, |ICE endpoints MJST be able to start
transmitting media i medi ately upon a successful |CE check, and MJST
retain the ability to switch if a better candi date pair becones

avail abl e later.

2. Alow Controlling Endpoint to Make Dynani ¢ Deci sions

While an I CE endpoint will assign various priority values to its ICE
candi dates, these priorities are static and can only be based on a
priori know edge; the shortcomi ngs of this approach are discussed in
the first paragraph of Section 2.6 in [RFC5245]. To properly nake
choices in multi-network and nulti-server scenarios, the controlling
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endpoi nt MUST be abl e to nake dynani c deci sions about the selected
candi date pair based on observed network performance. For exanple,
RTT could be used to eval uate which TURN servers to use, as described
in[I-D.willianms-peer-redirect] To ensure synmmetric flows, this
inmplies that the controlling endpoint MJIST be able to comunicate its
choice to the controlled side

3.3. Allow Sel ected Pair Change At Any Time Wthout Signaling

Expandi ng on the requirenment above, the need to nake dynamic
decisions is not limted to call setup. A nultihoned endpoint nay
need to switch interfaces based on nobility considerations, or a
robust endpoint may want to keep nultiple network paths warm and
switch imediately if connectivity is interrupted on one of them As
the signaling channel may be affected by the event necessitating the
switch, this inplies that the controlling endpoint MJUST be able to
change the selected pair and indicate this to the renote side wthout
signaling. The need for this functionality has been stated in
[1-D.wing-nmusic-ice-mbility] and [|-D.singh-avtcore-nprtp].

The rules in [ RFC5245] ensure that the controlled endpoint keeps its
candi date needed for the selected pair alive. However, in order for
alternate pairs to renain avail able, the controlled endpoi nt nust
keep the associ ated candi dates alive as well, follow ng the
procedures outlined in [ RFC5245], Section 4.1.1.4. This inplies that
the controlling endpoint MJST have sone way to indicate to the
controll ed side that specific candidates are to be kept alive.

3.4. Al ow Continuous Addition of Candi dates

In certain network mobility scenarios, networks may come up and down
while the call is active. 1In order to allow candi dates gathered on
new y avail abl e networks to be used for the selected pair or backup
pairs, the endpoint MJUST be able to gather candi dates on these

net wor ks and communi cate themto the renote side. While this could
be done using an I CE restart, as described in [ RFC5245], Section 9.1
the I1CE restart nmay have uni ntended consequences, such as causing the
renote side to regather all candidates. Instead, it would be best if
the new candi dates could be trickled, as discussed in
[I-D.ietf-mmusic-trickle-ice], but even after |ICE processing has
conpl et ed.

3.5. Mintain Backwards Conpatibility
To prevent interoperability problens, |ICE endpoints that support the

functionality |listed above MIUST still maintain [ RFC5245] conpliance
when interacting with existing endpoints. However, the idea
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sol uti on SHOULD al | ow sone i nprovenents to occur when only the
controlling side supports the new functionality.

3.6. Mnimze Conplexity |Increase

Increased functionality typically leads to increased conplexity,
which I eads to nore edge cases, and nore inplenmentation bugs. This
suggests that in addition to proposing new | CE functionality, the

i deal solution SHOULD deprecate superfluous functionality.

4. Deprecating Aggressive Nom nation
4.1. Overview

The main benefits of Regular Nomination are that the controlling side
can dynam cally choose which candidate pair to use, and a cl ear

si gnal when the nomination process has conpleted, via the presence of
t he USE- CANDI DATE flag in a Binding Request. The main benefit of
Aggressive Nomination is that it is only necessary to send a single
Bi ndi ng Request before starting the transm ssion of nedia, reducing
setup latency. Wy don’'t we have both?

By preserving the dynanic behavi or of Regular Nomi nation, but

all owing nedia transnission to start upon a single successfu
connectivity check, as in Aggressive Nomi nation, the requirenents of
Section 3.1 and Section 3.2 can be net, while neeting the
compatibility requirenment from Section 3.5 and, since Aggressive
Nomi nation is no |onger needed, the conplexity requirement from
Section 3.6.

4.2. Operation

Since nmedia may be transnmitted as soon as all conponents have a valid
pair, as indicated in [ RFC5245], Page 69, an | CE Agent can begin
transmitting nedia as soon as this occurs, even if it has not sent a
Bi ndi ng Request wi th USE- CANDI DATE.

This pair can change as nore pairs are added to the Valid list on the
controlling side. When nom nation conpletes, and a final pair is
selected, this is comunicated to the controlled side via the typica
Bi ndi ng Request with USE- CANDI DATE.

On the controll ed side, the sane process can occur, with the ICE
Agent transmitting nedia as soon as a valid pair exists. To

encour age use of symetric RTP, the controlled | CE Agent SHOULD use
the sane candidate pair on which it received nedia fromthe
controlling side. [Doesn't need to be secure nedia, since the
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controlling side will finalize this preference through USE- CANDI DATE
shortly.]

As this is legal |CE behavior, no negotiation of this nmechani sm
shoul d be needed. In the event the receiver drops any packets that
arrive before a Binding Request with USE- CANDI DATE set, this will
sinply lead to brief media clipping and will resolve itself once
nom nati on conpl etes.

4.3. Backwards Conpatibility

When acting in the controlled role, new inplenentati ons MIUST NOT use
Aggr essi ve Nonmi nati on.

When acting in the controlled role, and the controlling side is using
Aggressive Nomi nation (e.g. sending USE-CANDI DATE in its initia

Bi ndi ng Requests), the standard PRI ORI TY-based nechani smoutlined in
[ RFC5245], Section 8.1.1.2 should be used to determine the reverse
medi a pat h.

Note that if inplenentations would prefer to just avoid Aggressive
Nomi nation al together, they MAY indicate sone TBD pseudo-option in
the ice-options attribute. Because conpliant inplenmentations MJST
NOT use Aggressive Nonination if an unknown | CE option is
encountered, this effectively prohibits the use of Aggressive

Nomi nation. [N.B. this could be the ice-options:continuous option
descri bed bel ow

4.4. Exanples

An exanmpl e call setup using Regul ar Nomi nation as described above is
shown here. Alice is in the controlling role, and Bob is in the
controlled role; Alice has a single host candi date and Bob has both
host and rel ay candi dates.

Alice’s initial check to Bob’s host candidate fails, but the check to
his relay candi date succeeds, so Alice starts transnitting nedia on
her host-relay pair. Bob’s initial check fromhis host candidate to
Alice’ s host candi date succeeds, so he starts transmtting nmedia over
this host-host pair to Alice. However, when Alice’'s host check is
later retransnitted, it succeeds, and Alice deternines that the host-
host pair has a better RTT than the host-relay pair, so she cuts
medi a over to use the host-host pair. Eventually, Alice concludes
Regul ar Nomi nation by sending a final check to Bob with the USE-

CANDI DATE flag set. |If Bob had selected a different pair to use than
Alice, this action wuld have forced Bob to use the sane pair.
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5.

5.

1.

Alice Net wor k Bob
| (1) STUN Req (Bob host) | |
() STV Res (Bob host) | T 7
| LoSt | <------mmmmm e - |
| (3) STUN Req (Bob relay) | |
() STV Res (Bob reiay) 1T 7
| (5) RTP starts (Bob relay) | T |
I(6) STUN Req (Alice host) | >I
() STIN Res (Aice hosty )T |
[ (8) RTP starts (Mice hosty | T 7
|(<9) STUN Req (Bob host) | I
|(10) STUN Req (Bob host) | 7
(1) RTP switen (Bob hosty | T |
I(12) STUN Req (Bob host, U Q)| >i
.......................................................... >

I ntroduci ng Conti nuous Nomi nation
Overvi ew

As di scussed above, in nobile environnents there can be multiple
possi bl e valid candidate pairs, and these can change at various
points in the call, as new interfaces go up and down, signal strength
for wireless interfaces changes, and new rel ay servers are

di scover ed.

However, under 5245 rules, once a candidate pair is selected and
confirnmed, via USE-CANDI DATE, nomi nation has conpl eted and cannot be
restarted without perfornming an ICE restart. This is overly conpl ex
in many cases, and especially problematic in sonme specific ones,
namely a w fi-cellular handover, where the signaling path for

comruni cating an I CE restart may be inpacted by the handover.

To address this situation, this section introduces the concept of
"continuous nom nation", where the controlling | CE endpoint can
adj ust the selected candidate pair at any tinme. By allowing I|ICE
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processing to occur continuously during a call, rather than just at
call setup, the requirements expressed in Section 3.3 and Section 3.4
can be net.

5.2. (Qperation

Under continuous nomi nation, |CE never concludes; new candi dates can
al ways be trickled, and a new candi date pair can be selected by the
controlling side at any tine.

When sel ecting a new candidate pair, the controlling side inforns the
controll ed side of the chosen path by sendi ng a new Bi ndi ng Request
with a USE- CANDI DATE attribute. The decision about which candidate
pair to use is fully dynam c; the controlling side can use netrics
such as RTT or loss rate to change the selected pair at any time. |If
Bi ndi ng Requests need to be sent for any other reason, such as
consent checks [I-D.ietf-rtcweb-stun-consent-freshness], any checks
sent on the selected pair MJIST include a USE- CANDI DATE attri bute.

Upon recei pt of a Binding Request with USE- CANDI DATE, the controlled
side MIUST switch its nmedia path to the candi date pair on which the
Bi ndi ng Request was received.

Duri ng continuous nom nation, the controlling side may still elect to
prune certain candidate pairs; for exanple, an inplenentation may
choose to drop relay candi dates once a successful connection has been
established. The controlled side, however, should follow the
controlling side’s lead in terns of deciding whether any pairs shoul d
be pruned. [TODO should the controlled side have any say in the
matter, e.g. to elimnate certain candidates?] The controlling ICE
Agent inforns the renote side of its preferences by continuing to
send Bi ndi ng Requests to the renote side on each candi date pair that
it wants to retain. The controlled | CE Agent SHOULD prune any

candi date pairs that have not received a Binding Request in N seconds
(30?), and SHOULD NOT keep alive any candi dates that are not
associated with a live candidate pair. [TODO decide if this
implicit tineout approach is correct, or if we should have sonme sort
of approach simlar to TURN LI FETI ME indicating when a pair should be
GCed, with LIFETIME==0 indicating i mediate GC.] One side benefit of
doing this is that the continuous exchange of Bindi ng Requests across
all candidate pairs allows the RTT and loss rate for each to be
reliably determ ned and kept up to date.

If the endpoints have negotiated Trickle | CE support
[I-D.ietf-nmmusic-trickle-ice], and new candi dates becone avail able on
either side, the endpoint nay send these candidates to the renote
side using the existing Trickle ICE nechanisns. Once all of the new
candi dat es have been transnitted, the endpoint MJST send an end- of -

Uberti & Lennox Expi res Septenber 10, 2015 [ Page 8]



I nt

5. 3.

5.4.

5. 4.

5. 4.

Ube

ernet-Draft | ceNom March 2015

candi dat es nmessages, which indicates that no nore candidates will be
sent in the near future.

At any point, either side may performan ICE restart, which will
result in both sides gathering new | CE candi dates, starting a new
conti nuous nomi nati on sequence, and upon successful conpletion

di scarding all candidates fromthe previous noni nati on sequence.

Backwar ds Conpatibility

Since standard | CE i npl enentati ons may not expect the selected pair
to change after a USE- CANDI DATE attribute is received, support for
continuous nomination is explicitly indicated via a new "conti nuous"
value for ice-options. |If the renmpte side does not support the
"continuous” option, the controlling side MIST fall back to Regul ar
Nomi nation, as specified in [ RFC5245], Sectiom8.1.1

Exanpl es
1. Switching Between Pairs Based on RTT

Alice and Bob have set up a call using I CE and have established
multiple valid pairs. The currently selected pair is for a peer-to-
peer route, as it had the highest initial priority value. However
they have also kept alive a selected pair that goes through their
TURN servers. At a certain point, Alice detects, via the
connectivity checks that she continues to do on the relayed pair,
that it actually has a better RTT than the peer-to-peer path. She
then decides to switch nedia over to this path.

As nmentioned above, this is easily handl ed by Alice inmediately
switching her nedia to the relayed path; future STUN checks on this
pat h al so include the USE- CANDI DATE attri bute.

2. Switching To A New TURN Server

Ali ce and Bob have set up a call using ICE, and are currently sending
their nedia through Alice’s TURN server. At a certain point, Alice' s
application discovers a new TURN server that it thinks mght provide
a better path for this call.

Al'i ce gathers new candidates fromthis TURN server, and trickles them
to Bob. They perform connectivity checks using these candi dates, and
Alice determines that the RTT when going through this TURN server is
better than the RTT of the current relayed path.

As in the previous exanple, this is easily handled by Aice swtching
media to the new path, along with sendi ng USE- CANDI DATE. |If the old
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path is no | onger needed, Alice can destroy the allocation on the old
TURN server, and Bob will stop checking it when it stops worKking.

5.4.3. Switching From WLAN t o WMAN

9.

Alice and Bob have set up a call using ICE, and are currently
exchanging their media directly via a peer-to-peer path. Alice is on
a mobil e device, with both wifi and cellular interfaces, but for
power reasons, candi dates have only been gathered on the wfi
interface. At a certain point, Alice | eaves her hone while the cal
is active.

In response to the decreasing wifi signal strength, Alice starts to
coll ect candidates on the cellular interface, and trickles themto
Bob. They perform connectivity checks using these candi dates, and,
because of the low wi fi signal strength, these candi dates are
preferred over the existing selected pair.

As in the previous exanples, Alice can easily switch nedia to the new
selected pair. Wien Alice wal ks conpletely out of wifi range, and
the wifi interface goes down, the wifi candi dates are pruned, and any
valid pairs on Bob’'s side that use those candidates will tine out and
be pruned as well.

Security Considerations
TODO

| ANA Consi derati ons

A new | CE option "continuous" has been [will be] registered in the
"I CE Options" registry created by [ RFC6336].
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