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Abst r act

Thi s docunment specifies a Session Description Protocol (SDP) G ouping
mechani sm for RTP nedia streanms that can be used to specify relations
bet ween nedi a streans.

This mechanismis used to signal the association between the SDP
concept of "mline" and the WebRTC concept of "Medi aStreant /
"Medi aSt r eanilr ack” using SDP signaling.

This docunent is a work itemof the MMUSI C W5 whose di scussion |ist
is music@etf.org.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 15, 2015.
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1. Introduction
1.1. Structure O This Docunent
Thi s docunment adds a new Session Description Protocol (SDP) [RFCA566]
mechani smthat can associate application layer identifiers with the
bi ndi ng between nmedi a streans, attaching identifiers to the nmedia
streans and attaching identifiers to the groupings they form
Section 1.2 gives the background on why a new nechani smis needed.
Section 2 gives the definition of the new mechani sm
Section 3 gives the definition of the nsid-semantic field, which
gives the possibility of using MSIDs with different senantics in the
same SDP message
Section 5 gives the application of the new nechani smfor providing
necessary semantic information for the association of
Medi aStreanifracks to MediaStreans in the WebRTC API
[ MBC. WD- webr t c-20120209] .
1.2. Way A New Mechanism s Needed

When nedia is carried by RTP [ RFC3550], each RTP nedia streamis

di stingui shed inside an RTP session by its SSRC, each RTP session is
di stinguished fromall other RTP sessions by being on a different
transport association (strictly speaking, 2 transport associ ations,
one used for RTP and one used for RTCP, unless RTP/RTCP mnulti pl exing
[ RFC5761] is used).

SDP gives a description based on mlines. According to the nodel
used in [I-D.ietf-rtcweb-jsep], each mline describes exactly one
medi a source, and if mulitple nmedia sources are carried in an RTP
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session, this is signalled using BUNDLE
[1-D.ietf-nmusic-sdp-bundl e-negotiation]; if BUNDLE is not used, each
medi a source is carried in its own RTP session

There exi st cases where an application using RTP and SDP needs to
signal sone rel ationship between RTP nedia streans that nay be
carried in either the sanme RTP session or different RTP sessions.

For instance, there may be a need to signal a relationship between a
video track and an audio track, and where the generator of the SDP
does not yet know if they will be carried in the sane RTP session or
di fferent RTP sessions.

The SDP groupi ng framework [ RFC5888] can be used to group mlines.
However, there is sonmetinmes the need for an application to specify
some application-level information about the association between the
m|ine and the group. This is not possible using the SDP grouping

f ramewor k.

1.3. Application to the WEBRTC Medi aStream

The VWBC WebRTC APl specification [WBC. WD-webrtc-20120209] specifies
that conmuni cation between WbRTC entities is done via Medi aStreans,
whi ch contain Medi aStreaniiracks. A Medi aStreanirack is generally
carried using a single SSRC in an RTP session (form ng an RTP nedi a
stream The collision of terminology is unfortunate.) There m ght
possi bly be additional SSRCs, possibly wthin additional RTP
sessions, in order to support functionality like forward error
correction or simulcast. This conplication is ignored bel ow

In the RTP specification, nmedia streanms are identified using the SSRC
field. Streans are grouped into RTP Sessions, and also carry a
CNAME. Neither CNAME nor RTP session correspond to a MediaStream
Therefore, the association of an RTP nedia streamto Medi aStreans
need to be explicitly signal ed.

WebRTC defines a mapping (docunmented in [I-D.ietf-rtcweb-jsep]) where
one SDP mline is used to describe each Medi aStreantrack, and that
the BUNDLE nechani sm[1-D.ietf-music-sdp-bundl e-negotiation] is used
to group Medi aStreanilracks into RTP sessions. Therefore, the need is
to specify the ID of a Medi aStreanirack and its associ ated

Medi aStream for each mline, which can be acconplished with a nedi a-

| evel SDP attribute.

This usage is described in Section 5.
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2. The Msid Mechani sm

Thi s docunment defines a new SDP [ RFC4566] nedi a-level "nsid"
attribute. This new attribute allows endpoints to associate RTP
media streans that are carried in the sane or different mlines. The
attribute also allows application-specific information to the
associ ati on.

The value of the "nsid" attribute consists of an identifier and
optional application-specific data.

The nane of the attribute is "nsid".

The value of the attribute is specified by the foll owi ng ABNF
[ RFC5234] granmear:

nsi d-value = nsid-id [ SP nsid-appdata |
nmsi d-id = 1*64t oken-char ; see RFC 4566
nsi d- appdat a = 1*64t oken-char ; see RFC 4566

An exanple nsid value for a group with the identifier "exanpl ef 00"
and application data "exanpl ebar” mght |ook |ike this:

nmsi d: exanpl ef oo exanpl ebar

The identifier is a string of ASCII characters that are legal in a
"token", consisting of between 1 and 64 characters. It MJST be

uni que anmong the identifier values used in the sane SDP session. |t
is RECOWENDED that it is generated using a random nunber generator

Application data is carried on the sane line as the identifier,
separated fromthe identifier by a space

The identifier uniquely identifies a group within the scope of an SDP
descri ption.

There may be nmultiple nsid attributes in a single nedia description
There nmay al so be nmultiple nmedia descriptions that have the sane
value for identifier and application data.

Endpoi nts can update the associati ons between RTP nedia streans as
expressed by nsid attributes at any tine; the semantics and
restrictions of such groupi ng and ungrouping are application
dependent.
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3.

The Msid-Semantic Attribute

A session-level attribute is defined for signaling the semantics
associated with an nsid grouping. This allows nsid groupings with
different semantics to coexist.

This OPTIONAL attribute gives the group identifier and its group
semantic; it carries the sane neaning as the ssrc-group-attr of RFC
5576 section 4.2, but uses the identifier of the group rather than a
list of SSRC val ues.

This attribute MJST be present if "a=nsid" is used.
An empty list of identifiers is an indication that the sender

supports the indicated semantic, but has no nmsid groupings of the
given type in the present SDP

An identifier of "*" is an indication that all "a=nsid" lines in the
SDP have this specific semantic. |If "*" is not used, each nsid-id in
the SDP MUST appear in one and only one "nmnsid-semantic" |ine.

The nane of the attribute is "nsid-semantic".

The value of the attribute is given by the foll owi ng ABNF:
nsi d- semanti c-val ue = nsid-semantic nsid-1ist
nmsi d-semantic = token ; see RFC 4566
meid-list = *(" " nsid-id) / " *"

The senantic field holds values fromthe I ANA registriy "Semantics
for the nsid-semantic SDP attribute" (which is defined in Section 6).

An exanpl e nsid-semantic might look like this, if a semantic LS was
regi stered by | ANA for the sane purpose as the existing LS grouping
senmanti c:

a=nsi d-semantic: LS xyzzy forol ow
This means that the SDP description has two |lip sync groups, with the

group identifiers xyzzy and forol ow, respectively.

The nsid-semantic attribute can occur nore than once, but MJST NOT
occur nore than once with the sane nsi d-semanti c val ue.
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4. Ceneric SDP O fer/ Answer Procedures

In accordance with guidance on definitions of SDP extensions, this
section gives the generic procedures that have to be foll owed by al
i mpl ement ati ons of Msid, independent of which semantics they support.

Note that the use of nsid is not negotiated; each side declares what
semantics it uses. This neans that an offerer has to be willing and
able to take appropriate action if the other side does not wish to
use the semantic, and an answerer addi ng new senmantics to an answer
has to be willing and able to deal with the offerer not wishing to
use that senmantic.

4.1. GCenerating the Initial Ofer
An entity wishing to use an MSID senantic MJST add one or nore "nsid-
semantic" attributes to its session level attributes, indicating the
MsSI D semantic it wi shes to have avail abl e.

4.2. Answerer Processing of the Ofer
If an "nmsid-semantic" attribute is present in the offer, and the
answerer wi shes to use the indicated semantic, the offerer MJST
foll ow the procedures described for that semantic.

4.3. GCenerating the Answer

An entity wishing to use an MSID senmantic MJST add one or nore "nsid-
semantic" attributes to its session level attributes, indicating the

MSI D semantic it wishes to have available. |f the answerer does not
wish to use one or nore of the semantics indicated in the offer, the
answerer MUST NOT include "nsid-semantic" lines indicating these

semantics in the answer.
4.4, Oferer Processing of the Answer

If an "msid-semantic" attribute is present in the answer, and the

of ferer wishes to use the indicated semantic, the offerer MUST foll ow
the procedures described for that semantic. The offerer MJST foll ow
the procedures for all semantics that were indicated in its offer and
were al so present in the answer.

5. Applying Msid to WbRTC Medi aStreans
This section creates a new senantic for use with the franework
defined in Section 2, to be used for associating mlines representing

Medi aStreamltacks within Medi aStreans as defined in
[ VBC. WD- webrt c- 20120209] .
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In the Javascript APl, each Medi aStream and Medi aStreanilrack has an
"id" attribute, which is a DOVSBtring.

The senmantic token for this semantic is "WWB" (short for WbRTC Medi a
Streanj.

The value of the "identifier" field in the nmsid consists of the "id"
attribute of a MediaStream as defined in its Webl DL specification.

The val ue of the "appdata"” field in the nsid consists of the "id"
attribute of a Medi aStreanilrack, as defined in its Wbl DL
speci fication.

If two different mlines have MSID attributes with the sane val ue for
identifier and appdata, it nmeans that these two mlines are both

i ntended for the sane Medi aStreanirack. So far, no semantic for such
a m xture have been defined, but this specification does not forbid
the practice.

When an SDP description is updated, a specific msid "identifier”
continues to refer to the same Medi aStream and a specific "appdata”
to the same Medi aStreanilrack. Once negotiation has conpleted on a
session, there is no nenory apart fromthe currently valid SDP
descriptions; if an nsid "identifier" value disappears fromthe SDP
and appears in a later negotiation, it will be taken to refer to a
new Medi aSt ream

The following are the rules for handling updates of the |ist of
mlines and their nsid val ues.

o Wen a new nsid "identifier" value occurs in the description, the
reci pient can signal to its application that a new Medi aStream has
been added.

0 When a description is updated to have nore nedia sections with the
sane nsid "identifier" value, but different "appdata" val ues, the
recipient can signal to its application that new Medi aStreanilracks
have been added to the Medi aStream

0 When a description is updated to no longer list the nsid attribute
on a specific nedia description, the recipient can signal to its
application that the correspondi ng Medi aStreanTrack has ended.

In addition to signaling that the track is closed when its nsid
attribute di sappears fromthe SDP, the track will also be signaled as
bei ng cl osed when all associ ated SSRCs have di sappeared by the rules
of [ RFC3550] section 6.3.4 (BYE packet received) and 6.3.5 (tineout),
and when the correspondi ng nedia section is disabled by setting the
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port nunber to zero. Changing the direction of the nedia section (by
setting "sendonly", "recvonly" or "inactive" attributes) will not
cl ose the Medi aStreanilrack

The associ ati on between SSRCs and mlines is specified in
[I-D.ietf-rtcweb-jsep].

5.1. Handling of non-signalled tracks

Entities that do not use the WMS semantic will not send "nsid-

semantic: W', This neans that there will be sone incom ng RTP
packets that the recipient has no predefined Medi aStreamid val ue
for.

Note that this handling is triggered by incom ng RTP packets, not by
SDP negoti ati on

Handling will depend on whether or not the nsid-semantic: WS
attribute is present. There are two cases:

0 No "nsid-semantic: WB" attribute is present. The SDP session is
assuned to be a backwards-conpati ble session. Al inconing nedia,
on all mlines that are part of the SDP session, are assuned to
belong to tracks of the same nedia stream (the "default media
stream'). The identifier of this nedia streamand of the nedia
streamtrack is a randomy generated string; the WeblIDL "I abel"
attribute of this media streamw || be set to "Non-W/HE streant.

0 An "nsid-senmantic: WB" attribute is present. |In this case, the
sender inplenents the WS semantic, and the packets are either
caused by a bug or by timng skew between the arrival of the nedia
packets and the SDP description. These packets MAY be di scarded,
or they MAY be buffered for a while in order to allow i mediate
startup of the media stream when the SDP description is updated.
The arrival of nedia packets MJUST NOT cause a new Medi aStreanirack
to be signal ed

If an entity wishing to use the WS semantic sends a description, it
MUST i nclude the nsid-semantic: WVS attribute, even if no nedia
streans are sent. This allows us to distinguish between the case of
no nedia streams at the nonment and the case of SDP generated by an
entity that wi shes to use the backwards-conpati bl e nechani sm

It follows fromthe above that the nmedia receiver inplnenmenting the
WVS semantic nust have the SDP of the other party before it can
decide correctly which of the two cases descri bed above applies. RTP
medi a packets that arrive before the renpte party’s SDP MJST be
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buf fered or discarded, and MJST NOT cause a new Medi aStreanflrack to
be signalled

It follows fromthe above that nmedia streamtracks in the "default"
medi a stream cannot be closed by renoving the nsid attribute; the
application nust instead signal these as cl osed when the SSRC

di sappears according to the rules of RFC 3550 section 6.3.4 and 6.3.5
or by disabling the mline by setting its port to zero.

5.2. Detailed Ofer/Answer Procedures

These procedures are given in terns of RFC 3264-recomended secti ons.
They describe the actions to be taken in ternms of MediaStreans and
Medi aSt reantTracks; they do not include event signalling inside the
application, which is described in JSEP

They are specifically applicable to the WS senantic; other semantics
wi Il have their own consideration.

5.2.1. Cenerating the initial offer

For each nedia section in the offer, if there is an associ ated

Medi aStreamltack, the offerer adds one "a=nsid" attribute to the
section for each MediaStreamwi th which the Medi aStreamlrack is
associated. The "identifier" field of the attribute is set to the
Webl DL "id" attribute of the MediaStream and the "appdata" field is
set to the WebI DL "id" attribute of the Medi aStreanlrack

The offerer adds an "nsid-semantic: WWB" field to the session-I|eve

headers, and appends to it either a list of all the identifiers used

in the offer, or the single character "*".

5.2.2. Parsing the initial offer

For each nedia section in the offer, and for each "a=nsid" attribute

in the nedia section where the "nsid-id" is associated with the "W®E"

semantic, the receiver of the offer will performthe follow ng steps:

0 Extract the "appdata” field of the "a=nmsid" attribute

0 Check if a MediaStreamlrack with the sane Wbl DL "id" attribute as
the "appdata" field already exists, and is not in the "ended"
state. If it is not found, create it.

0 Extract the "identifier" field of the "a=nsid" attribte.

0 Check if a MediaStreamwith the sane WebI DL "id" attribute already
exists. If not, create it.
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0 Add the MediaStreanirack to the MediaStream
5.2.3. Cenerating the answer

The answer is generated in exactly the sane manner as the offer.

Thi s includes adding a "msid-semantic: WWS" attribute in the session-

| evel headers, independent of whether or not such a header was

present in the offer.
5.2.4. O ferer processing of the answer

The answer is processed in exactly the same manner as the offer.
5.2.5. Modifying the session

On subsequent exchanges, precisely the same procedure as for the

initial offer/answer is followed, but with one additional step in the

parsing of the offer and answer:

0 For each Medi aStreanirack that has been created as a result of
previ ous of fer/answer exchanges, and is not in the "ended" state,
check to see if there is still an "a=nsid" attribute in the
present SDP whose "appdata" field is the sane as the Wbl DL "id"
attribute of the track.

o If no such attribute is found, close the MdiaStreanirack. This
will set its state to "ended".

6. | ANA Consi derations

6.1. Attribute registration in existing registries
This docunent requests |ANA to register the "nsid" attribute in the
"att-field (nedia level only)" registry within the SDP paraneters
registry, according to the procedures of [ RFC4566]

The required information for "msid" is:

o0 Contact nane, enmil: |ETF, contacted via mmusic@etf.org, or a
successor address designated by | ESG

o Attribute name: nsid
0 Long-formattribute nanme: Media stream group Identifier

0 Subject to charset: The attribute value contains only ASCl I
characters, and is therefore not subject to the charset attribute.
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0 Purpose: The attribute gives an association over a set of mlines.
For exanple, it can be used to signal the rel ationship between a
WebRTC Medi aStream and a set of mlines.

0 Appropriate values: The details of appropriate values are given in
RFC XXXX

Thi s docunment requests IANA to register the "nsid-semantic" attribute
inthe "att-field (session level) registry within the SDP paraneters
registry, according to the same procedures.

The required information is:

o Contact nane, enmil: |ETF, contacted via music@etf.org, or a
successor address designated by | ESG

0 Attribute name: nsid-senmantic
0 Long-formattribute nane: Msid group semantic identifier

0 Subject to charset: The attribute value contains only ASClI
characters, and is therefore not subject to the charset attribute.

0 Purpose: The attribute gives the senantics of an association over
a set of mlines.

0 Appropriate values: The details are given in RFC XXXX

6.2. New registry creation
This docunment requests |ANA to create a new registry called
"Semantics for the nsid-semantic SDP attribute"” in the "Session
Description Protocol (SDP) Paraneters"” group. This registry operates
on the Expert Review policy [RFC5226]. Usage of the registry is
expected to be I ow, so the expert should feel free to consult wi dely
if a new request ever cones in.

Thi s docunment requests |ANA to register the "WVB" semantic within
this new registry.

The required information is:
0 Description: WebRTC Media Stream as given in RFC XXXX
o Token: WG

o Standards track reference: RFC XXXX
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I ANA is requested to replace "RFC XXXX' with the RFC nunber of this
docunent upon publication

7. Security Considerations

An adversary with the ability to nodify SDP descriptions has the
ability to switch around tracks between nedia streams. This is a
speci al case of the general security consideration that nodification
of SDP descriptions needs to be confined to entities trusted by the
appl i cation.

If inplenenting buffering as nentioned in Section 5.1, the anount of
buffering should be limted to avoid nmenory exhaustion attacks.

No ot her attacks have been identified that depend on this mechani sm
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synchroni zati on context; one can inmagi ne both wanting to have tracks
fromthe sane synchroni zation context in multiple MediaStreans and
wanting to have tracks frommultiple synchronization contexts within
one Medi aStream (but the latter is inpossible, since a MediaStreami s
defined to i npose synchronization on its nenbers).

Anot her suggestion has been to put the nsid value within an attribute
of RTCP SR (sender report) packets. This doesn't offer the ability
to know that you have seen all the tracks currently configured for a
nedi a stream

Appendi x B. Change | og

Thi s appendi x shoul d be del eted before publication as an RFC.
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B.1. Changes from al vestrand-rtcweb-nsid-00 to -01
Added track identifier.

Added i ncl usi on-by-reference of draft-Iennox-mrusi c-source-sel ection
for track nuting.

Somre r ewor di ng.

B.2. Changes from al vestrand-rtcweb-nsid-01 to -02
Split document into sections describing a generic grouping nechani sm
and sections describing the application of this grouping mechanismto

the WebRTC Medi aStream concept .

Renoved t he nmechanismfor nuting tracks, since this is not central to
the MSI D nechani sm

B.3. Changes from al vestrand-rtcweb-nsid-02 to nmusi c-nsi d- 00

Changed the draft nane according to the w shes of the MMUSI C group
chairs.

Added text indicting cases where it’'s appropriate to have the same
appdata for nultiple SSRCs.

M nor textual updates.
B.4. Changes from al vestrand-musi c-nsid-00 to -01

I ncreased the anobunt of explanatory text, nuch based on a review by
M guel Garci a.

Renoved references to BUNDLE, since that spec is under active
di scussi on.

Renmoved di stingui shed val ues of the MsID identifier

B.5. Changes from al vestrand- musi c-nsid-01 to -02

Changed the order of the "nsid-semantic: " attribute' s value fields
and allowed nultiple identifiers. This nmakes the attribute useful as
a marker for "I understand this semantic".

Changed the syntax for "identifier" and "appdata" to be "token".

Changed the registry for the "nsid-semantic" attribute values to be a
new regi stry, based on advice given in Atlanta.
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B.6. Changes from al vestrand-nmusi c-nsid-02 to ietf-nmusic-00
Updated term nology to refer to mlines rather than RTP sessi ons when
di scussing SDP formats and the ability of other |inking nechanisns to
refer to SSRCs.

Changed the "default" mechanismto return independent streans after
consi dering the synchronization probl em

Renoved t he space from between "nsid-senantic" and its value, to be
consistent with RFC 5576.

B.7. Changes from music-nsid-00 to -01

Rewor ked nsid mechanismto be a per-mline attribute, to align with
draft-roach-nmusi c-unifi ed- pl an.

B.8. Changes from music-nsid-01 to -02

Corrected several nissed cases where the word "ssrc" was not changed
to "MIine"

Added pointer to unified-plan (which should be noved to point to
-] sep)

Renoved suggestion that ssrc-group attributes can be used with "nsid-
semantic", it is now only the nsid-semantic registry.

B.9. Changes from nmmusic-nsid-02 to -03

Corrected even nore cases where the word "ssrc" was not changed to
"MIine".

Added the functionality of using an asterisk (*) in the nsid-senmantic
line, in order to renove the need for listing all nsids in the nsid-
semantic |ine whne only one nsid-semantic is in use.
Renpbved sone now unnecessary text.

B. 10. Changes from music-nsid-03 to -04

Changed title to reflect focus on WbRTC Medi aStreans

Added a section on receiver-side nmedia streamcontrol, using the
"msid-control” attribute.
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B.11. Changes from-04 to -05

Renoved the nsid-control section after W5 di scussion

Renoved sone text that seened only to pertain to resolved issues.
B.12. Changes from-05 to -06

Addressed issues found in Fl em ng Andreassen’s review

Ref erenced JSEP rather than unified-plan for the MIine nmapping node

Rel axed MSI D definition to allow "token-char" in values rather than
a-z 0-9 hyphen; tightened ABNF by adding | ength description to it.

Del et ed di scussi on of abandoned alternatives, as part of preparing
for publication.

Added a "detailed procedures” section to the WS semantics
descri ption.

Added | ANA registration of the "nsid-semantic" attribute.
B.13. Changes from-06 to -07

Changed ternminology fromreferring to "WbRTC device" to referring to
"entities that inplement the WWS semantic”

Changed nanes for ABNF constructions based on a proposal by Paul
Kyzi vat .

I ncluded a section on generic offer/answer semantics.
B. 14. Changes from-07 to -08

Renmoved Appendi x B that described the (now obsol ete) ssrc-specific
usage of M8l D

Adopted a restructuring of the | ANA section based on a suggestion
from Martin Thomson.

A nunmber of text and ABNF clarifications based on suggestions from
Ted Hardi e, Paul Kyzivat and Adam Roach.

Changed the "non-signalled track handling” to create a single stream

with multiple tracks again, according to discussions at TPAC in
Novenber 2014
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