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Abst ract
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This specification describes how to describe SCTP associ ati ons using
the Session Description Protocol (SDP), and defines the foll owi ng new
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" SCTP/ DTLS', ' UDP/ DTLS/ SCTP' and ' TCP/ DTLS/ SCTP' .

The specification also describes how to use the new proto val ues
together with the SDP O fer/Answer nmechanismin order to negotiate
and establish SCTP associ ations, and how to indicate the SCTP
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1. Introduction

SDP (Sessi on Description Protocol) [RFC4566] provides a general -
purpose format for describing nultinedia sessions in announcenents or
invitations. TCP-Based Media Transport in the Session Description
Protocol (SDP) [ RFC4145] specifies a general mechani smfor describing
and establishing TCP [ RFC0793] streams. Connection-Oriented Media
Transport over the Transport Layer Security (TLS) Protocol in SDP

[ RFCA572] extends RFC4145 [ RFC4145] for describing TCP-based nedi a
streans that are protected using TLS

SCTP (Stream Control Transmi ssion Protocol) [RFC4960] is a transport
protocol used to establish associations between two endpoints.

This specification defines how to describe SCTP associ ati ons using
the Session Description Protocol (SDP) [ RFC4566], and defines the
foll owi ng new SDP Medi a Description [ RFC4566] protocol identifiers
(proto val ues):’ SCTP', ' SCTP/DTLS , ’'UDP/DTLS/ SCTP" and ' TCP/ DTLS/
SCTP' .

The specification also describes how to use the new proto val ues
together with the SDP O fer/Answer nmechani sm [ RFC3264] in order to
negoti ate and establish SCTP associ ati ons, and how to indicate the
SCTP application usage.

NOTE: TLS is designed to run on top of a byte-stream oriented
transport protocol providing a reliable, in-sequence delivery like
TCP. [RFC6083] presents serious linmtations with transporting SCTP
on top of TLS. Therefore, defining a nmechanismto negotiate nedia
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4.

4.

streans transported using SCTP on top of TLS is outside the scope of
this specification.

Ter m nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " NOT
RECOMVENDED", "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [RFC2119] and indicate requirenent

| evel s for conpliant inplenentations.

SCTP Ter m nol ogy

SCTP Associ ation: A protocol relationship between SCTP endpoints,
composed of the two SCTP endpoints and protocol state information
including Verification Tags and the currently active set of
Transm ssi on Sequence Nunbers (TSNs), etc. An association can be
uniquely identified by the transport addresses used by the endpoints
in the association.

SCTP Stream A unidirectional |ogical channel established fromone to
anot her associ ated SCTP endpoint, within which all user nessages are
delivered in sequence except for those subnmitted to the unordered
delivery service

SCTP Transport address: A transport address is traditionally defined
by a network-layer address, a transport-layer protocol, and a
transport-layer port nunber. 1In the case of SCTP running over IP, a
transport address is defined by the conbination of an I P address and
an SCTP port nunber (where SCTP is the transport protocol).

SDP Medi a Descriptions
1. Cenera
This section defines the follow ng new SDP Medi a Description (m
line) protocol identifiers (proto values) for describing an SCTP
associ ation: 'SCTP', 'SCTP/DTLS , 'UDP/DTLS/ SCTP' and ' TCP/ DTLS/

SCTP'. The section al so describes how an m |ine, associated with
the proto values, is created.

The following is the format for an "m line, as specified in RFC4566
[ RFCA4566] :

me<medi a> <port> <proto> <fm> ..

The * SCTP', ' SCTP/DTLS , ' UDP/DTLS/ SCTP' and ' TCP/ DTLS/ SCTP' proto
values are simlar to both the "UDP and ' TCP proto values in that
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they only describe the transport-1layer protocol and not the upper-
| ayer protocol.

NOTE: When the ' UDP/ DTLS/ SCTP' and ' TCP/ DTLS/ SCTP' proto val ues are
used, the underlying transport protocol is respectively UDP and TCP
SCTP is carried on top of DTLS which is on top of those transport-

| ayer protocols.

The m line fm value, identifying the application-Iayer protocol
MUST be registered by | ANA

Protocol ldentifiers
The new proto val ues are defined as bel ow

o0 The 'SCTP' proto val ue describes an SCTP associ ation, as defined
in [ RFC4960] .

0 The ' SCTP/ DTLS proto val ue describes a Datagram Transport Layer
Security (DTLS) [RFC6347] connection on top of an SCTP
associ ation, as defined in [ RFC6083].

o The ' UDP/DTLS/ SCTP' proto val ue describes an SCTP associ ati on on
top of a DTLS connection on top of UDP, as defined in Section 7

o The ' TCP/ DTLS/ SCTP' proto val ue describes an SCTP associ ati on on
top of a DTLS connection on top of TCP, as defined in Section 8.

Medi a Format Managenent

[ RFC4A566] defines that specifications defining new proto val ues nust
define the rules by which their nmedia format (fnt) nanespace is
managed. Use of an existing M ME subtype for the format is
encouraged. |If no M ME subtype exists, it is recormmended that a
suitable one is registered through the | ETF process [ RFC6838]

[ RFC4289] by production of, or reference to, a standards-track RFC
that defines the transport protocol for the format.

An m line with a proto value of 'SCTP, ' SCTP/DILS , ' UDP/DTLS/ SCTP
or ' TCP/DTLS/ SCTP al ways describe a single SCTP associ ation

In addition, such m line MJUST further indicate the application-I|ayer
protocol using an 'fnt’ identifier. There MJST be exactly one ’'fnt
value per m line associated with the proto values defined in this
specification. The "fnt" namespace associated with those proto

val ues describes the generic application usage of the entire SCTP
associ ation, including the associ ated SCTP streans.
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NOTE: A nechani smon how to descri be, and manage, i ndividual SCTP
streams within an SCTP association, is outside the scope of this
speci fication.

4.4. Syntax

4.4.1. Cenera
This section defines the ABNF [ RFC5234] for the SDP nedia description
when associated with any of the proto values defined in this
docunent .

This specification creates an | ANA registry for 'association-usage
val ues.

4.4.2. ABNF
sctp-mline = %&6d "="
("application" SP sctp-port SP "SCTP" SP fm CRLF) /
("application" SP sctp-port SP "SCTP/DTLS" SP fnt CRLF) /
("application” SP udp-port SP "UDP/DTLS/ SCTP'" SP fm CRLF) /
("application" SP tcp-port SP "TCP/DTLS/ SCTP' SP fnt CRLF)
sctp-port = port
udp- port = port
tcp-port = port
fnmt = association-usage
associ ati on-usage = token
4.5, Exanple
mFappl i cati on 12345 UDP/ DTLS/ SCTP webrt c- dat achannel
a=max- nessage-si ze: 100000
5. SDP 'sctp-port’ Attribute
5.1. Cenera
This section defines a new SDP nedi a-| evel attribute, ’sctp-port’
The attribute can be associated with an SDP nedi a description (m

line) with a 'UDP/DTLS/ SCTP' or a ' TCP/ DTLS/ SCTP' proto value, in
which case the m line port value indicates the port of the
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5.

underlying transport-layer protocol (UDP or TCP), on which SCTP is
carried, and the ’'sctp-port’ value indicates the SCTP port.

No default value is defined for the SDP sctp-port attribute.
Therefore, if the attribute is not present, the associated m line
MUST be considered invalid.

Usage of the SDP sctp-port attribute with other proto values is not
speci fied, and MJST be discarded if received.

2.  Syntax
The ABNF for the SDP ’'sctp-port’ attribute is:
sctp-port-attr = "a=sctp-port:" port
port = (1*5DdAdT

The SCTP port range is between 0 and 65535 (both included).
Leadi ng zeroes MJUST NOT be used.

5.3. Mix Category

6

6

The mux category [I-D.ietf-nmusic-sdp-nmux-attributes] for the SDP
sctp-port’ attribute is SPECIAL. Usage of the attribute is only
appl i cabl e when associated with *UDP/DTLS/ SCTP and ' TCP/ DTLS/ SCTP
proto value m |ines.

As the usage of multiple SCTP associations on top of a single DTLS
connection is outside the scope of this specification, no nux rules
are specified for the ' UDP/ DTLS/ SCTP* and ' TCP/ DTLS/ SCTP' proto

val ues. Future extensions, that define how to negotiate multiplexing
of multiple SCTP associations of top of a single DILS connection

need to also define the nmux rules for the attribute.

SDP ' max- message-si ze' Attribute
1. Cenera
This section defines a new SDP nedi a-| evel attribute, ’'nmax-nessage-
size'. The attribute can be associated with an m line to indicate
t he maxi num nmessage size (indicated in bytes) that an SCTP endpoi nt
iswilling to receive on the SCTP associ ation associated with the m

i ne. Different attribute values can be used in each direction

The renote peer MJST assume that |arger nessages will be rejected by
the SCTP endpoint. SCTP endpoints need to deci de on appropriate
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6

6

behavi or in case a nessage that exceeds the maxi mum size needs to be
sent.

If the SDP ' max- nmessage-size' attribute contains a maxi num nessage
size value of zero, it indicates the SCTP endpoint wll handle
messages of any size, subject to nenory capacity etc.

If the SDP ' max- nessage-size’ attribute is not present, the default
val ue i s 64K

NOTE: This specification only defines the usage of the SDP ' nax-
nmessage-size' attribute when associated with an m |ine containing
one of the follow ng proto values: 'SCTP, 'SCTP/DTLS , ' UDP/DTLS/
SCTP' or ' TCP/DTLS/ SCTP'. Usage of the attribute with other proto
val ues needs to be defined in a separate specification

2.  Syntax
The ABNF for the SDP ' max-nmessage-size’ attribute is:
max- nessage-si ze-attr = "a=nax-nessage-si ze:" nax-nessage-si ze
max- nessage- si ze = 1*DIAT
Leadi ng zeroes MJUST NOT be used.
3. Mix Category

The mux category for the SDP ' max-nessage-size' attribute is SPECI AL.
The mux rul es depends on the proto value of the associated m I|ine.
If the proto value is 'SCTP' or ' SCTP/DTLS the rules are identica
to the rules associated with the TRANSPORT nmux category.

As the usage of nultiple SCTP associations on top of a single DILS
connection is outside the scope of this specification, no nux rules
are specified for the 'UDP/ DTLS/ SCTP' and ' TCP/ DTLS/ SCTP' proto
val ues.

UDP/ DTLS/ SCTP Transport Realization
The UDP/ DTLS/ SCTP transport is realized as described bel ow

0 SCTP on top of DTLS is realized according to the procedures
defined in [I-D.ietf-tsvwg-sctp-dtls-encaps]; and

o0 DTLS on top of UDP is realized according to the procedures in
defined in [ RFC6347].
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9.

9.

9.

9.

9.

NOTE: While [I-D.ietf-tsvwg-sctp-dtls-encaps] allows multiple SCTP
associ ations on top of a single DILS connection, the procedures in
this specification only supports the negotiation of a single SCTP
association on top of any given DILS connecti on.

TCP/ DTLS/ SCTP Transport Realization
The TCP/ DTLS/ SCTP transport is realized as described bel ow

0 SCTP on top of DTLS is realized according to the procedures
defined in [I-D.ietf-tsvwg-sctp-dtls-encaps]; and

o0 DITLS on top of TCP is realized using the fram ng nmethod defined in
[ RFCA571], with DTLS packets being sent instead of RTP/ RTCP
packets, and SDP signaling according to the procedures defined in
this specification.

NOTE: DTLS on top of TCP, without using the fram ng nethod defined in
[ RFCA571] is outside the scope of this specification. A separate
proto value would need to be registered for such transport
realization.

SCTP Associ ati on Managenent
1. Cenera

The managenent of an SCTP association is identical to the managenent
of a TCP connection. An SCTP endpoint MJST follow the rules in
Section 6 of [RFC4145] to manage SCTP associations. Whether to use
the SCTP ordered or unordered delivery service is up to the
applications using the SCTP associ ation, and this specification does
not define a mechanismto indicate the type of delivery service using
SDP.

2. SDP sendrecv/sendonly/recvonly/inactive Attribute

Thi s specification does not define semantics for the SDP direction
attributes [ RFC4566]. Unless semantics of these attributes for an
SCTP associ ati on usage have been defined, SDP direction attributes
MUST be discarded if present.
3. SDP setup Attribute
3.1. Cenera

The SDP setup attribute is used to determ ne the 'active/ passive

status of the endpoints, followi ng the procedures for TCP in
[ RFC4145] .
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9.3.2. SCTP Association Initiation

Both the 'active’ and ’'passive endpoint MIST initiate the SCTP
associ ation, and MJUST use the sane SCTP port as client port and
server port (in order to prevent two separate SCTP associations from
bei ng establ i shed).

NOTE: The procedure above is different from TCP, where only the
"active’ endpoint initiates the TCP connection [ RFC4145].

NOTE: If the underlying transport protocol is UDP or TCP (e.g. if the
m line proto value is 'UDP/DTLS/ SCTP or ' TCP/DTLS/ SCTP' ), when the
SCTP association is established it is assumed that any NAT traversa
procedures for the underlying transport protocol has successfully
been perf or ned.

If the m line proto value is 'TCP/DTLS/ SCTP', the ’'active' endpoint
only MIST initiate the TCP connection, follow ng the procedures in

[ RFC4145]. Both endpoints MJUST still initiate the SCTP association
on top of the TCP connection

9.3.3. TLS Role Determ nation

If the m line proto value is ' SCTP/DTLS , ’'UDP/DTLS/ SCTP or

" TCP/ DTLS/ SCTP', the 'active/passive' status is used to determ ne the
(D) TLS rol es of the endpoints. Follow ng the procedures in

[ RFCA572], the "active’ endpoint will take the (D)TLS client role.

Once the DITLS connection has been established, the endpoints MJUST NOT
nodi fy (as result of an offer/answer exchange) the TLS roles, or the
"active/passive' status, of the endpoints, unless the underlying
transport protocol is also nodified (e.g. if an I P address- or port
val ue associated with the transport protocol is nodified).

If the underlying transport protocol is nodified, the endpoints MJST
establish a new DTLS connection. In such case the 'active/passive
status of the endpoints will again be deternined follow ng the
procedures in [ RFC4145], and the new status will be used to determ ne
the (D) TLS rol es of the endpoints associated with the new DTLS
connecti on.

NOTE: The procedure above is identical to the one defined for SRTP-
DTLS in [ RFC5763].
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9. 4.

10.

10.

SDP connection Attribute

The SDP connection attribute is used followi ng the procedures in
[ RFCA145], with the additional SCTP specific considerations described
in this section.

If the m line proto value is ' TCP/DTLS/ SCTP', an SDP connecti on
attribute associated with that m line applies to both the SCTP
associ ation and the TCP connection. Therefore, an attribute ’new
val ue indicates that both a new SCTP associ ati on and new TCP
connection have to be established, followi ng the procedures in

[ RFC4145] .

NOTE: This specification does not define a mechani smwhich allows re-
establishing of a new SCTP associ ati on, while maintaining the
under|ying TCP connection

The SDP connection attribute val ue does not autonmatically inpact an
exi sting DTLS connection. Section 9.3.3 describes in which cases a

new DTLS connections will have to be re-established
SDP O f er/ Answer Procedures
1. Cenera

This section defines the SDP O fer/ Answer [ RFC3264] procedures for
negoti ating and establishing an SCTP association. Unless explicitly
stated, the procedures apply to all m line proto values (' SCTP,

" SCTP/ DTLS', ’ UDP/ DTLS/ SCTP' and ' TCP/ DTLS/ SCTP') defined in this
speci fication.

If the m line proto value is ' SCTP/DILS , ' UDP/DTLS/ SCTP' or

" TCP/ DTLS/ SCTP', each endpoi nt MJST provide a certificate
fingerprint, using the SDP 'fingerprint’ attribute [RFC4572], if the
endpoi nt supports, and is willing to use, a cipher suite with an
associ ated certificate.

The authentication certificates are interpreted and validated as
defined in [RFC4572]. Self-signed certificates can be used securely,
provided that the integrity of the SDP description is assured as
defined in [ RFC4572].

NOTE: The procedures apply to a specific m |ine describing an SCTP
association. If an offer or answer contains nmultiple m I|ines
descri bi ng SCTP associ ations, the procedures are applied separately
to each m Iine.
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10.

10.

2. Generating the Initial SDP Ofer
Wien the offerer creates an initial offer, the offerer:

o MJST, if the m line proto value is 'SCTP/ DILS , ' UDP/ DTLS/ SCTP
or ' TCP/ DTLS/ SCTP', associate an SDP setup attribute, with an
"actpass’ value, with the m line (see Section 9.3);

o MJIST, if the m line proto is ' UDP/DTLS/ SCTP or ' TCP/DTLS/ SCTP ,
associate an SDP ’sctp-port’ attribute with the m |ine (see
Section 5);

o0 MJIST associate an SDP 'connection’ attribute, with a 'new val ue,
with the m line (see Section 9.4); and

o MAY associate an SDP ' nmax-nmessage-size' attribute with the m line
(see Section 6).

3. Generating the SDP Answer

When the answerer receives an offer, which contains an m line
descri bing an SCTP association, if the answerer accepts the m line
it:

0 MJST insert a corresponding m line in the answer, with an
identical m line proto value [ RFC3264];

0o MJST, if the m line proto value is 'SCTP/ DILS , ' UDP/ DTLS/ SCTP
or 'TCP/ DTLS/ SCTP', associate an SDP 'setup’ attribute, with an
"active' or 'passive’ value, with the m line (see Section 9.3);

o MJIST, if the m line proto is 'UDP/DTLS/ SCTP or ’'TCP/DTLS/ SCTP',
associate an SDP ’sctp-port’ attribute with the m |ine (see
Section 5); and

o MAY associate an SDP ' nmax- nmessage-size' attribute with the m line
(see Section 6). The attribute value in the answer is independent
fromthe value (if present) in the corresponding m line of the
of fer.

Once the answerer has sent the answer, the answerer:

o MJST, if an SCTP associ ation associated with the m line has yet
not been established, or if an existing SCTP association is to be
re-established, initiate the establishing of the SCTP associ ati on;
and
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10.

10.

o MJIST, if the answerer is the 'active endpoint, and if an DTLS
connection associated with the m line is to be established (or
re-established), initiate the establishing of the DILS connection
(by sending a dientHello nessage).

If the answerer does not accept the m line in the offer, it MJST
assign a zero port value to the corresponding m line in the answer.
In addition, the answerer MJUST NOT establish an SCTP associ ation, or
a DTLS connection, associated with the m Iline.

4, O ferer Processing of the SDP Answer

When the offerer receives an answer, which contains an m line with a
non-zero port val ue, describing an SCTP association, the offerer:

o0 MJST, if the offerer is the "active' endpoint, if the m line
proto value is ' TCP/ DILS/ SCTP', and if a TCP connection used to
carry the SCTP associ ati on has not yet been established (or if an
existing TCP connection is to be re-established), initiate the
est abli shing of the TCP connection

o MJIST, if an SCTP association associated with the m |ine has not
yet been established (or if an existing SCTP association is to be
re-established), initiate the establishing of the SCTP
associ ation; and

o MJST, if the offerer is the "active endpoint, and if a DILS
connection associated with the m line is to be established (or if
an existing DTLS connection is to be re-established), initiate the
establishing of the DTLS connection (by sending a dientHello
nmessage) .

o NOTE: If the m line proto value is *UDP/DTLS/ SCTP or ’TCP/DTLS/
SCTP', the underlying DILS connection needs to be established
before the SCTP associ ation can be established.

If the m line in the answer contains a zero port value, the offerer
MUST NOT establish a TCP connection, an SCTP associ ation, or a DTLS
connection, associated with the m |ine.

5. Modifying the Session
When an offerer sends an updated offer, in order to nodify a

previ ously established SCTP association, it follows the procedures in
Section 10.2, with the foll owi ng exceptions:
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11.

12.

12.

0 Unless the offerer wants to re-establish an existing SCTP
associ ation, the offerer MJUST associ ate an SDP connecti on
attribute, with an ’existing’ value, with the m |ine; and

o If the offerer wants to disable a previously established SCTP
association, it MJST assign a zero port value to the m line
associ ated with the SCTP association, followi ng the procedures in
[ RFC3264] .

Mul ti homi ng Consi derati ons

SCTP supports multihom ng. An SCTP endpoint is considered nultihoned
if it has nore than one | P address on which SCTP can be used. An
SCTP endpoint informthe renote peer about its |IP addresses using the
address paraneters in the INIT/I NI T-ACK chunk. Therefore, when SDP
is used to describe an SCTP association, while the "c=" line contains
the address which was used to negotiate the SCTP associ ation

mul ti honed SCTP endpoi nts night end up using other |P addresses.

If an endpoint renoves the I P address [RFC5061] that it offered in
the SDP "c=" line associated with the SCTP association, it MJST send
a new Ofer, in which the "c=" line contains an | P address which is
valid within the SCTP associ ati on

NOTE: In sonme network environnents, internediaries performng gate-
and firewall control using the address information in the SDP "c="
and "m=" lines to authorize nmedia, and will not pass nedia sent using
other addresses. |n such network environnments, if an SCTP endpoints
wants to change the address information on which nedia is sent and
received, it needs to send an updated Offer, in which the SDP "c="
and "nm¥" lines contain the new address information.

Mul ti homi ng is not supported when sending SCTP on top of DILS, as
DTLS does not expose address nanagenent of the underlying transport
protocols (UDP or TCP) to its upper |ayer

NAT Consi der ati ons
1. Cenera

SCTP features not present in UDP or TCP, including the checksum
(CRC32c) val ue cal cul ated on the whol e packet (rather than just the
header), and multi hom ng, introduce new chall enges for NAT traversal
[1-D.ietf-behave-sctpnat] defines an SCTP specific variant of NAT,
whi ch provides simlar features of Network Address and Port
Transl ati on (NAPT).
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12.

13.

13.

Current NATs typically do not support SCTP. [RFC6951] defines a
mechani sm for sending SCTP on top of UDP, which makes it possible to
use SCTP with NATs and firewalls that do not support SCTP.

2. | CE Consi derations

At the time of witing this specification, no procedures have been
defined for using ICE (Interactive Connectivity Establishment)

[ RFC5245] together with SCTP as transport |ayer protocol. Such
procedures, including the associated SDP O fer/ Answer procedures, are
outside the scope of this specification, and m ght be defined in a
future specification.

When the transport |ayer protocol is UDP (in case of an SCTP
association on top of a DILS connection on top of UDP), if ICE is
used, the | CE procedures defined in [ RFC5245] are used.
When the transport |ayer protocol is TCP (in case of an SCTP
associ ation on top of a DTLS connection on top of TCP), if ICE is
used, the | CE procedures defined in [ RFC6544] are used.

Exanpl es

1. Establishnent of UDP/ DTLS/ SCTP associ ati on
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14.

SDP Ofer:

meappl i cation 54111 UDP/ DTLS/ SCTP webrt c- dat achanne
c=INITP4 192.0.2.1
a=set up: act pass
a=connecti on: new
a=sct p- port: 5000
a=max- nessage- si ze: 100000

- The offerer indicates that the usage of the
UDP/ DTLS/ SCTP association will be as defined
for the 'webrtc-datachannel’ format val ue.
- The offerer UDP port value is 54111
- The offerer SCTP port value is 5000.
- The offerer indicates that it can take either the
active or the passive role.

SDP Answer :

meappl i cati on 64300 UDP/ DTLS/ SCTP webrt c- dat achanne
c=IN P4 192.0.2.2
a=set up: passi ve
a=sct p- port: 6000
a=max- nessage- si ze: 100000

- The answerer UDP port value is 64300.
- The answerer SCTP port value is 6000.
- The answerer takes the passive role.

Security Considerations

[ RFCA566] defines general SDP security considerations, while
[ RFC3264], [RFC4145] and [RFC4572] define security considerations
when using the SDP of fer/answer mechanismto negotiate nedia streans.

[ RFC4960] defines general SCTP security considerations, while
[ RFC6083] defines security considerations when using DILS on top of

SCTP.

This specification does not introduce new security considerations in
addition to those defined in the specifications |isted above.
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15. | ANA Consi derati ons
15.1. New SDP proto val ues

[ RFC EDI TOR NOTE: Pl ease replace RFCXXXX with the RFC nunmber of this
docunent . ]

Thi s docunent updates the "Session Description Protocol (SDP)
Paraneters” registry, followi ng the procedures in [ RFC4566], by
adding the following values to the table in the SDP "proto" field
registry:

oo - I Fommemeeeas +

|  Type | SDP Narme | Reference |

Fom e - e e e o Fom e e e e - - +
proto | SCTP [ RFCXXXX]

proto | UDP/ DTLS/ SCTP

I I I
| proto | SCTP/ DTLS | [ RFCXXXX] |
I I I
| proto | TCP/DTLS/ SCTP | [ RFCXXXX] |

Table 1: SDP "proto" field val ues
15.2. New SDP Attributes
15.2.1. sctp-port

[ RFC EDI TOR NOTE: Pl ease replace RFCXXXX with the RFC nunmber of this
docunent . ]

Thi s docunent defines a new SDP nedi a-1evel attribute,’ sctp-port’, as

fol | ows:
Attribute nane: sct p- port
Type of attribute: nedia
Mux cat egory: SPECI AL
Subj ect to charset: No
Pur pose: I ndi cate the SCTP port val ue associ at ed

with the SDP Medi a Description.
Appropriate val ues: |nteger

Cont act nane: Chri ster Hol mberg
Contact e-mail: christer. hol nberg@ricsson. com
Ref er ence: RFCXXXX
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15.

15.

2.2. max-nessage-size

[ RFC EDI TOR NOTE: Pl ease replace RFCXXXX wi th the RFC number of this
docunent . ]

Thi s docunent defines a new SDP nedi a-1evel attribute,’ nmax-nmessage-
size', as follows:

Attribute nane: max- nessage- si ze

Type of attribute: nedia

Mux cat egory: SPECI AL

Subj ect to charset: No

Pur pose: I ndi cat e the nmaxi num nessage size that

an SCTP endpoint is willing to receive

on the SCTP associ ati on associ at ed

with the SDP Medi a Description.
Appropriate val ues: |nteger

Cont act nane: Chri ster Hol mberg
Contact e-muail: christer. hol nberg@ri csson. com
Ref erence: RFCXXXX

3. associ ation-usage Nanme Registry

[ RFC EDI TOR NOTE: Pl ease replace RFCXXXX with the RFC number of this
docunent . ]

This specification creates a new | ANA registry, follow ng the
procedures in [ RFC5226], for the "fm" nanespace associated with the
"SCTP', ' SCTP/DTLS , 'UDP/DTLS/ SCTP' and ' TCP/ DTLS/ SCTP' protoco
identifiers. Each "fm" value describes the usage of an entire SCTP
association, including all SCTP streans associated with the SCTP
associ ati on.

NOTE: Usage indication of individual SCTP streanms is outside the
scope of this specification

The "fnt" val ue, "association-usage", used with these "proto" is
required. It is defined in [Section 4].

As part of this registry, |ANA nmaintains the follow ng information:

associ ati on-usage nanme: The identifier of the subprotocol, as wll
be used as the "fnt" val ue.

associ ati on-usage reference: A reference to the docunent in which
t he associ ati on-usage is defined.
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associ ati on-usage nanes are to be subject to the "First Cone First
Served" | ANA registration policy [ RFC5226].

IANA is asked to add initial values to the registry.

[ RFC EDI TOR NOTE: Pl ease hold the publication of this draft
until draft-ietf-rtcweb-data-protocol has been published as an RFC
Then, replace the reference to draft-ietf-rtcweb-data-protoco

with the RFC nunber. ]

Figure 1
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17. Change Log
[ RFC EDI TOR NOTE: Pl ease renmove this section when publi shing]
Changes fromdraft-ietf-nmusic-sctp-sdp-13
0 Changes based on conments from Paul Kyzivat.
0 - Text preventing usage of well-known ports renoved.
o0 - Editorial clarification.
Changes fromdraft-ietf-music-sctp-sdp-12
0 Mix category rules added for new SDP attri butes.
0 Reference to draft-ietf-mrusic-sdp-nux-attributes added.

o Changes based on conments from Roman Shpount:

0 - Specify that fingerprint or setup roles nmust not be nodified,
unl ess underlying transport protocol is also nodified.
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0 Changes based on coments from Ari Keranen:
o - Editorial corrections.
0 Changes based on coments from Fl emmi ng Andr easen:

0 - Carify that, if UDP/DTLS/ SCTP or TCP/ DTLS/ SCTP is used, the
DTLS connection is established before the SCTP associ ati on.

0 - Jarify that nmax-nessage-size value is given in bytes, and that
di fferent val ues can be used per direction.

0 - Section on fntp attribute renoved.

0o - Editorial corrections.

Changes fromdraft-ietf-music-sctp-sdp-11

o0 Exanpl e added.

Changes fromdraft-ietf-music-sctp-sdp-10

0 SDP max-nessage-size attribute added to | ANA consi derati ons.

0 Changes based on conments from Paul Kyzivat:

0 - Text about max nmessage size renoved fromfntp attribute section.
Changes fromdraft-ietf-music-sctp-sdp-09

o 'DTLS/SCTP' split into 'UDP/DTLS/ SCTP' and ' TCP/ DTLS/ SCTP

0 Procedures for realizing UDP/DILS/ SCTP- and TCP/ DTLS/ SCTP
transports added.

Changes fromdraft-ietf-music-sctp-sdp-08

0 Default SCTP port renpved:

0 - Usage of SDP sctp-port attribute nmandatory.
o0 SDP max-nessage-size attribute defined:

0 - Attribute definition.

0 - SDP O fer/Answer procedures.

0 Text about SDP direction attributes added.
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0 Text about TLS role determ nation added.
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