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Abstract

The Real - Ti ne Commruni cation in WEB-browsers (RTCWeb) working group is
charged to provide protocols to support direct interactive rich
communi cati ons using audi o, video, and data between two peers’ web-
browsers. For the support of data communication, the RTCWb worki ng
group has in particular defined the concept of bi-directional data
channel s over SCTP, where each data channel m ght be used to
transport other protocols, called sub-protocols. Data channel setup
can be done using either the internal in-band band (also referred to
as 'internal’ for the rest of the docunent) Data Channel

Est abl i shment Protocol or sone external out-of-band sinply referred
to as 'external negotiation’ in the rest of the document . This
docunent specifies how the SDP of fer/answer exchange can be used to
achi eve such an external negotiation. Even though data channels are
designed for RTCWb use initially they nay be used by other protocols
like, but not linmted to, the CLUE protocol. This docunment is

i ntended to be used wherever data channels are used.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 10, 2015.
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Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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I nt roducti on

The RTCWeb wor ki ng group has defined the concept of bi-directiona
data channel s running on top of SCTP/DTLS. RTCWb |eaves it open for
other applications to use data channels and its in-band or out-of-
band protocol for creating them Each data channel consists of

pai red SCTP streans sharing the sane SCTP Stream ldentifier. Data
channel s are created by endpoi nt applications through the WbRTC API
or other users of data channel like CLUE, and can be used to
transport proprietary or well-defined protocols, which in the latter
case can be signaled by the data channel "sub-protocol" paraneter,
conceptually simlar to the WebSocket "sub-protocol". However, apart
fromthe "sub-protocol" value transmtted to the peer, RTCWb | eaves
it open how endpoint applications can agree on how to instantiate a
gi ven sub-protocol on a data channel, and whether it is signaled in-
band or out-of-band (or both). |In particular, the SDP offer
generated by the application includes no channel -specific

i nformation.

Thi s docunent defines SDP-based out-of-band negotiation procedures to
establish data channels for transport of well-defined sub-protocols.

Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter m nol ogy

Thi s docunment uses the follow ng terns:

Dat a channel: A WebRTC data channel as specified in
[I-D.ietf-rtcweb-data-channel]

Data channel stack: An entity which, upon application request,
runs data channel protocol to keep track of states, sending and
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4.

receive data. |If the application is browser based JavaScri pt
application then this stack resides in the browser. |[If the
application is a native application then this stack resides in
application and accessible to it via sone sort of APIs.

Dat a channel properties: fixed properties assigned to a data
channel at the tine of its creation. Sone of these properties
determ ne the way the data channel stack transnmits data on this
channel (e.g., streamidentifier, reliability, order of
delivery...)

DCEP - Data Channel Establishnment Protocol defined in
[I-D.ietf-rtcweb-data-protocol]

External negotiation: Data channel negotiation based on SDP offer/
answer outlined in this specification.

Internal negotiation: Data channel negotiation based on the Data
Channel Establishnment Protocol defined in
[I-D.ietf-rtcweb-data-protocol]

I n-band: transm ssion through the peer-to-peer SCTP associ ation

I n-band negoti ation: data channel negotiation based on the Data
Channel Establishnment Protocol defined in
[I-D.ietf-rtcweb-data-protocol]

Qut - of -band: transmi ssion through the application signaling path.

Peer: Fromthe perspective of one of the agents in a session, its
peer is the other agent. Specifically, fromthe perspective of
the SDP offerer, the peer is the SDP answerer. Fromthe
perspective of the SDP answerer, the peer is the SDP offerer

Streamidentifier: the identifier of the outbound and i nbound SCTP
streans conposing a data channel

Dat a Channel s

This section sumari zes how data channels work in general. Note that
the references to 'browser’ here is intentional as in this specific
exanpl e the data channel user is a Wbrtc enabl ed browser.

A WebRTC application creates a data channel via the data channel API,
by providing a nunber of setup paraneters (sub-protocol, |abel
reliability, order of delivery, priority). The application also
specifies if it wants to nake use of the in-band negotiation using
the DCEP [I-D.ietf-rtcweb-data-protocol], or if the application
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intends to performan "external negotiation" using some other in-band
or out-of-band mechani sm

In any case, the SDP offer generated by the browser is per
[I-D.ietf-nmusic-sctp-sdp]. In brief, it contains one "m' line for
the SCTP association on top of which data channels will run, and one
attribute per protocol assigned to the SCTP ports:

meappl i cation 54111 UDP/ DTLS/ SCTP webrt c- dat achanne
c=IN P4 79.97.215.79
a=max- nessage- si ze: 100000
a=sct p-port 5000
a=set up: act pass
a=connecti on: new
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB

Note: A WebRTC browser will only use "m' line format "webrtc-

dat achannel ", and will not use other formats in the "m' line for
other protocols such as t38. [I-D.ietf-mrusic-sctp-sdp] supports
only one SCTP association to be established on top of a DILS session

Not e: This SDP syntax does not contain any channel -specific
i nformation.

4.1. Stream ldentifier Numbering

I ndependently fromthe requested type of negotiation, the application
creating a data channel can either pass to the browser the stream
identifier to assign to the data channel or else let the browser pick
one identifier fromthe ones unused.

To avoid glare situations, each endpoint can noreover own an
excl usive set of streamidentifiers, in which case an endpoint can
only create a data channel with a streamidentifier it owns.

Which set of streamidentifiers is owned by which endpoint is
determ ned by convention or other neans.

For data channel s negoti ated in-band, one endpoint owns by
convention the even streamidentifiers, whereas the other owns the
odd streamidentifiers, as defined in
[I-D.ietf-rtcweb-data-protocol]

For data channels externally negotiated, no convention is defined
by default.
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4.2. Generic External Negotiation
4.2.1. Overview

I n-band negotiation only provides for negotiation of data channe
transport paraneters and does not provide for negotiation of sub-
protocol specific parameters. External negotiation can be defined to
al | ow negotiati on of paraneters beyond those handl ed by in-band
negotiation, e.g., paraneters specific to the sub-protoco
instantiated on a particular data channel. See Section 5.1.2 for an
exanpl e of such a paraneter.

The foll owi ng procedures are common to all methods of externa
negoti ati on, whether in-band (comunicated using proprietary nmeans on
an al ready established data channel) or out-of-band (using SDP or
some ot her protocol associated with the signaling channel).

4.2.2. Opening a Data Channe

In the case of external negotiation, the endpoint application has the
option to fully control the streamidentifier assignments. However

t hese assignnments have to coexist with the assignnents controlled by
the data channel stack for the in-band negotiated data channels (if
any). It is the responsibility of the application to ensure

consi stent assignnent of streamidentifiers.

When the application requests the creation of a new data channel to
be set up via external negotiation, the data channel stack creates
the data channel locally w thout sending any DATA CHANNEL_ OPEN
nmessage i n-band, and sets the data channel state to Connecting if the
SCTP association is not yet established, or sets the data channe
state to Open if the SCTP association is already established. The
side which starts external negotiation creates data channel using
underlying data channel stack APl and the data channel is put into
open state inmedi ately (assuming | CE, SCTP procedures were already
done). However, the application can't send data on this data channe
until external negotiation is conplete with the peer. This is
because peer needs to be aware and accept the data channel via
external negotiation. The peer after accepting the data channe
offer can start sending data inmediately. This inplies that the

of ferer may get data channel nessage before external negotiation is
compl ete and the application should be ready to handle it.

If the peer rejects the data channel part of the offer then it
doesn’t have to do anything as the data channel was not created using
the stack. The offerer on the other hand needs to close the data
channel that was opened by invoking rel evant data channel stack API
procedur es.
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It is also worth noting that a data channel stack inplenentati on may
not provide any APl to create and cl ose data channels; instead the
data channel s are used on the fly as needed just by communicating via
external neans or by even having sone |ocal configuration/assunptions
on both the peers.

The application then externally negotiates the data channe
properties and sub-protocol properties with the peer’s application

[ ASSUMPTI ON] The peer nmust then symmetrically create a data channe
with these negotiated data channel properties. This is the only way
for the peer’s data channel stack to know which properties to apply
when transnitting data on this channel. The data channel stack nust
al | ow data channel creation with any non-conflicting stream
identifier so that both peers can create the data channel with the
sanme streamidentifier.

In case the external negotiation is correlated with an SDP of fer/
answer exchange that establishes the SCTP associ ation, the SCTP
initialization conpletion triggers a callback fromthe data channe
stack to an application on both the ends to change the data channe
state from Connecting to Open. The details of this interface is
specific to the data channel user application. Browser based
applications (could include hybrid apps) will use [WebRtcAPI], while
native applications use a conmpatible API, which is yet to be
specified. See Section 5.2.3 for details on when the data channe
stack can assune the data channel is open, and on when the
application can assune the data channel is open

4.2.3. (Cdosing a Data Channe

When the application requests the closing of an externally negotiated
data channel, the data channel stack always perfornms an in-band SSN
reset for this channel

Dependi ng upon the met hod used for external negotiation and the sub-
protocol associated with the data channel, the closing mght in
addition be signaled to the peer via external negotiation.

5. SDP-based External Negotiation
This section defines a nethod of external negotiation by which two
clients can negoti ate data channel -specific and sub-protocol -specific

paraneters, using the out-of-band SDP of fer/answer exchange. This
SDP extension can only be used with SDP of f er/answer nodel
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5.1. SDP Synt ax

Two new SDP attributes are defined to support external negotiation of
data channels. The first attribute provides for negotiation of
channel -specific paraneters. The second attribute provides for
negoti ati on of sub-protocol -specific paraneters.

5.1.1. SDP Attribute for Data Channel Paraneter Negotiation

Associated with the SDP "ni' line that defines the SCTP association
for data channels (defined in Section 4), each SDP of fer and answer
i ncludes one "a=dcmap:" attribute that defines the data channe
paraneters for each data channel to be negotiated. Each such
attribute line specifies the follow ng paraneters for a data channel
SCTP streamidentifier, sub-protocol, label, reliability, order of
delivery, and priority.

The intention of exchanging these attributes is to create data

channel s on both the peers with the sane set of attributes w thout

actually using [I-D.ietf-rtcweb-data-protocol]. It is assunmed that

the data channel properties (reliable/partially reliable, ordered/

unordered) are suitable per the sub-protocol transport requirenents.
5.1.1.1. dcnap Attribute

"a=dcrmap:" is a nmedia |evel attribute having followi ng ABNF synt ax.
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Formal Synt ax:

Nanme: dcnap

Val ue: dcmap-val ue
Usage Level : nedia
Charset Dependent: no

Synt ax:

dcmap- val ue dcmap-streamid
[ SP dcrmap-opt *(";" dcrmap-opt) ]
dcmap- opt = ordering-opt / subprotocol-opt / |abel-opt
maxretr-opt / maxti me-opt
; Either only maxretr-opt or naxtine-opt
; is present.
; Both MJUST not be present.

1*DIAT
"ordered=" ordering-val ue
"true" / "false"

dcmap-streamid
orderi ng- opt
orderi ng-val ue

subpr ot ocol - opt "subpr ot ocol =" quoted-string
| abel - opt "l abel =" quot ed-string
mexr et r - opt "max-retr=" maxretr-val ue

maxretr-val ue <from Reliability-Paraneter of

I -D.ietf-rtcweb-data-protocol >
; nunber of retransm ssions
"max-ti me=" nmaxtine-val ue
<fromReliability-Paraneter of

| -D.ietf-rtcweb-data-protocol >

;. mlliseconds

DQUOTE *(quot ed-char / escaped-char) DQUOTE
SP / quoted-visible

w1 /| 9R3-24 | 926-7E ; VCHAR without " or %
"% HEXDI G HEXDI G

maxt i me- opt
maxt i me-val ue

quot ed- string
quot ed- char
quot ed- vi si bl e
escaped- char

DQUOTE <f rom RFC5234>
i nt eger <from RFC5234>
Exanpl es:
a=dcmap: 0

a=dcmap: 1 subprot ocol =" BFCP"; max-ti ne=60000

a=dcnap: 2 subprotocol =" MSRP"; or der ed=t r ue; | abel =" MSRP"

a=dcnap: 3 | abel ="Label 1"; ordered=fal se; max-retr=5

a=dcnap: 4 | abel ="f 0o0%®9bar " ; or der ed=t r ue; max-ti ne=15000; nmax-retr=3
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Not e: The | ast exanple (a=dcmap: 4) shows a ’'| abel’ paraneter val ue
whi ch cont ai ns one non-printable 'escaped-char’ character (the
tabul at or character).

5.1.1.2. dcnap-streamid Paraneter

The 'dcrmap-streamid paraneter indicates the SCTP streamidentifier
within the SCTP association used to formthe data channel

5.1.1.3. | abel Paraneter

The 'l abel’ paraneter indicates the name of the channel. It
represents a |l abel that can be used to distinguish, in the context of
the WebRTC API, an RTCDat aChannel object from other RTCDataChanne
objects. This paraneter maps to the 'Label’ parameter defined in
[I-D.ietf-rtcweb-data-protocol]. The 'label’ paraneter is optional
If it is not present, then its value defaults to the enpty string.

Note: The enpty string may al so be explicitly used as ’'|abel’ val ue,
such that ’'label =""" is equivalent to the 'l abel’ paranmeter not being
present at all. [I-Dietf-rtcweb-data-protocol] allows the

DATA CHANNEL_OPEN nessage’s 'Label’ value to be an enpty string.

5.1.1.4. subprotocol Paraneter

The ' subprotocol’ paraneter indicates which protocol the client
expects to exchange via the channel. ' Subprotocol’ is an optiona
paraneter. |If the 'subprotocol’ paraneter is not present, then its
val ue defaults to the enpty string.

5.1.1.5. max-retr Paraneter

This parameter indicates that the data channel is partially reliable.
The "max-retr’ paraneter indicates the max tines a user nessage wll
be retransnitted. The nax-retr paraneter is optional. |If the nmax-
retr paranmeter is not present, then the maxi mal nunber of

retransm ssions is deternined as per the generic SCTP retransm ssion
rules as specified in [RFC4960]. This paraneter maps to the ' Nunber
of RTX paraneter defined in [I-D.ietf-rtcweb-data-protocol]

5.1.1.6. max-tinme Paraneter

This paranmeter indicates that the data channel is partially reliable.

A user nmessage will no longer be transmitted or retransnmtted after a
specified life-tinme given in mlliseconds in the 'max-tine’
paraneter. The nmax-tinme paraneter is optional. |If the max-tine

paraneter is not present, then the generic SCTP retransm ssion tinng
rules apply as specified in [RFC4960]. This paranmeter nmaps to the
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"Lifetine in ns’ paraneter defined in
[I-D.ietf-rtcweb-data-protocol]

5.1.1.7. ordered Paraneter

The 'ordered’ paraneter with value "true" indicates that DATA chunks
in the channel MJST be dispatched to the upper |ayer by the receiver
whil e preserving the order. The ordered paraneter is optional and
takes two values: "true" for ordered and "fal se"” for unordered
delivery with "true" as the default value. Any other value is

i gnored and default "ordered=true" is assuned. In the absence of
this parameter "ordered=true" is assuned. This paraneter nmaps to the
ordered or unordered data channel types as defined in
[I-D.ietf-rtcweb-data-protocol]

5.1.2. Sub-Protocol Specific Attributes

In the SDP, each data channel declaration MAY al so be foll owed by
other SDP attributes specific to the sub-protocol in use. Each of
these attributes is represented by one new attribute line, and it

i ncludes the contents of a nedia-level SDP attribute already defined
for use with this (sub)protocol in another |ETF specification. Sub-
protocol -specific attributes mght also be defined for exclusive use
with data channel transport, but should use the sane syntax descri bed
here for other sub-protocol-specific attributes.

Each sub-protocol specific SDP attribute that would normally be used
to negotiate the subprotocol using SDP is replaced with an attribute
of the form"a=dcsa:streamid original-attribute", where dcsa stands
for "data channel sub-protocol attribute", streamid is the SCTP
streamidentifier assigned to this sub-protocol instance, and
original-attribute represents the contents of the sub-protoco
related attribute to be included.
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Formal Synt ax:
Nane: dcsa

Val ue: dcsa-val ue
Usage Level : nedia

Charset Dependent: no

Synt ax:

dcsa-val ue = streamid SP attribute
attribute = <from RFC4566>
Exanpl e:

a=dcsa: 2 accept-types:text/plain

Thus in the exanpl e above, the original attribute |ine "a=accept-
types:text/plain” is represented by the attribute |ine "a=dcsa: 2
accept-types:text/plain", which specifies that this instance of MSRP
bei ng transported on the sctp association using the data channel with
streamid 2 accepts plain text files

As opposed to the data channel "a=dcrap:" attribute paraneters, these
paraneters are subject to offer/answer negotiation follow ng the
procedures defined in the sub-protocol specific docunents.

The sane syntax applies to any other SDP attribute required for
negotiation of this instance of the sub-protocol

Not e: This docunment does not provide a conplete specification of how
to negotiate the use of a data channel to transport MSRP. Procedures
specific to each sub-protocol such as MSRP will be docunented

el sewhere. The use of MSRP is only an exanple of how the generic
procedures described herein nmight apply to a specific sub-protocol

5.2. Procedures
5.2.1. Managing Stream ldentifiers

If an SDP offer / answer exchange (could be the initial or a
subsequent one) results in a UDP/DTLS/ SCTP or TCP/DTLS/ SCTP based
medi a description being accepted, and if this SDP offer / answer
exchange results in the establishnment of a new SCTP associ ation, then
the SDP of ferer owns the even SCTP streamids of this new SCTP

associ ation and the answerer owns the odd SCTP streamidentifiers.
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If this "m line is renoved fromthe signaling session (its port
nunber set to zero), and if usage of this or of a new UDP/DTLS/ SCTP
or TCP/DTLS/ SCTP based "m' line is renegotiated |ater on, then the
even and odd SCTP streamidentifier ownership is redeterm ned as well
as described above.

This specification allows simultaneous use of external and interna
negoti ati on. However, a single streamis managed usi ng one nethod at
atinm. Streamids that are not currently used in SDP can be used
for internal negotiation. Streamid allocation per SDP based
external negotiation nmay not align with DILS role based allocation
This could cause glare conditions when one side trying to do externa
negotiation on a streamid while the other end trying to open a data
channel on the sane streamid using internal negotiation. To avoid
these glare conditions this specification recommends that the data
channel stack user always selects streamids per above descri bed SDP
offer / answer rule even when internal negotiation is used. To avoid
glare conditions, it is possible to cone up with a different stream
id allocation schenme, but such schemes are outside the scope of this
speci fication.

5.2.2. Negotiating Data Channel Paraneters

Conveying a reliable data channel is achieved by including neither
"max-retr’ nor 'max-time’ in corresponding SDP offer’s or answer’s
a=dcmap attribute line. Conveying a partially reliable data channe
is achieved by including only one of "max-retr’ or 'max-tinme’. By
definition max-retr and max-tine are nmutually exclusive, so only one
of them can be present in a=dcnap. |f an SDP offer contains both of
t hese parameters then such an SDP offer will be rejected. |f an SDP
answer contains both of these paraneters then the offerer may treat
it as an error and may assume the associated SDP offer/answer failed
and may take appropriate recovery actions. These recovery options
are outside the scope of this specification.

The SDP answer shall echo the sane subprotocol, nax-retr, nmax-tine,
ordered paraneters, if those were present in the offer, and may

i nclude a | abel paraneter. They nay appear in any order, which could
be different fromthe SDP offer, in the SDP answer.

The sane informati on MIUST be replicated w thout changes in any
subsequent offer or answer, as long as the data channel is stil
opened at the tinme of offer or answer generation

Data channel types defined in [I-D.ietf-rtcweb-data-protocol] are
mapped to SDP in the foll owi ng nanner:
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DATA_CHANNEL_RELI| ABLE
a=dcmap: 2 subprotocol =" BFCP"; | abel ="channel 2"

DATA _CHANNEL_RELI ABLE_UNORDERED
a=dcnap: 2 subprotocol ="BFCP"; | abel ="channel 2";\
order ed=0

DATA_CHANNEL_PARTI AL_RELI ABLE_REXM T
a=dcmap: 2 subprot ocol ="BFCP"; | abel ="channel 2";\
max-retr=3

DATA CHANNEL PARTI AL_RELI ABLE_REXM T_UNORDERED
a=dcnmap: 2 subprotocol ="BFCP"; | abel ="channel 2";\
max-retr=3; order ed=0;

DATA_CHANNEL_PARTI AL_RELI ABLE_TI MED
a=dcnap: 2 subprotocol ="BFCP"; | abel ="channel 2";\
max-ti me=10000;

DATA_CHANNEL_PARTI AL_RELI ABLE_TI MED_UNORDERED
a=dcmap: 2 subprot ocol ="BFCP"; | abel ="channel 2";\
max-ti me=10000; ordered=0

5.2.3. (Opening a Data Channe

The procedure for opening a data channel using external negotiation
starts with the agent preparing to send an SDP offer. [If a peer
receives an SDP offer before getting to send a new SDP offer with
data channels that are to be externally negotiated, or |oses an SDP
of fer glare resolution procedure in this case, it nust wait until the
ongoi ng SDP of fer/answer conpl etes before resuning the externa
negoti ati on procedure.

The agent that intends to send an SDP offer to create data channels
t hrough SDP-based external negotiation perforns the foll ow ng:

0 Creates data channels using streamidentifiers fromthe owed set
(see Section 5.2.1).

0 As described in Section 4.2.2, if the SCTP association is not yet
established, then the newy created data channels are in the
Connecting state, else if the SCTP association is already
established, then the newWy created data channels are in the Open
state.

0 Cenerates a new SDP offer. In the case of the browser based

applications the browser generates the offer via the createOfer()
APl call [I-D.ietf-rtcweb-jsep].
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0 Determines the list of streamidentifiers assigned to data
channel s opened t hrough external negotiation

0 Conpletes the SDP offer with the dcnmap and dcsa attri butes needed,
if any, for each externally-negotiated data channel, as described
in Section 5.1 and in Section 5.2.2.

0 Sends the SDP offer.
The peer receiving such an SDP offer perforns the foll ow ng:

0 Parses and applies the SDP offer. Note that the typical parser
normal Iy ignores unknown SDP attributes, which includes data
channel related attributes.

0 Analyzes the channel paraneters and sub-protocol attributes to
determi ne whether to accept each offered data channel

o For accepted data channels, it creates peer instances for the data
channel s with the agent using the channel paraneters described in
the SDP offer. Note that the agent is asked to create data
channels with SCTP streamidentifiers contained in the SDP offer
if the SDP offer is accepted.

0 As described in Section 4.2.2, if the SCTP association is not yet
established, then the newy created data channels are in the
Connecting state, else if the SCIP association is already
established, then the newy created data channels are in the Open
st at e.

0 Cenerates an SDP answer.

0 Conpletes the SDP answer with the dcrmap and optional dcsa
attributes needed for each externally-negotiated data channel, as
described in Section 5.1 and in Section 5.2.2.

0 Sends the SDP answer.

The agent receiving such an SDP answer perforns the foll ow ng:

0 Coses any created data channels (whether in Connecting or Open
state) for which the expected dcmap and dcsa attributes are not
present in the SDP answer.

o Applies the SDP answer.

Any data channels in Connecting state are transitioned to the QOpen
state when the SCTP association is established.

Drage, et al. Expi res Septenber 10, 2015 [ Page 15]



Internet-Draft SDP- based Data Channel Negoti ation March 2015

Each agent application MIST wait to send data until it has
confirmation that the data channel at the peer is in the Open state.
For WebRTC, this is when both data channel stacks have channe
paraneters instantiated. This occurs:

0 At both peers when a data channel is created wi thout an
establ i shed SCTP associ ation, as soon as the data channel stacks
report that the data channel transitions to the Open state from
the Connecting state.

o0 At the agent receiving an SDP offer for which there is an
establ i shed SCTP associ ation, as soon as it creates an externally
negoti ated data channel in the Open state based on information
signaled in the SDP offer.

o At the agent sending an SDP offer to create a new externally
negoti ated data channel for which there is an established SCTP
associ ation, when it receives the SDP answer confirmi ng acceptance
of the data channel or when it begins to receive data on the data
channel fromthe peer, whichever occurs first.

5.2.4. dosing a Data Channe

When the application requests the closing of a data channel that was
externally negotiated, the data channel stack always perfornms an in-
band SSN reset for this channel

It is specific to the sub-protocol whether this closing nust in
addition be signaled to the peer via a new SDP of fer/answer exchange.

The intention to close a data channel can be signal ed by sending a
new SDP of fer which excludes the "a=dcmap:" and "a=dcsa:" attribute
lines for the data channel. The port value for the "m |ine SHOULD
not be changed (e.g., to zero) when closing a data channel (unless
all data channels are being closed and the SCTP association is no

| onger needed), since this would close the SCTP associ ation and

i mpact all of the data channels. |[|f the answerer accepts the SDP
offer then it MJUST cl ose those data channel s whose "a=dcnmap:" and
"a=dcsa:" attribute Iines were excluded fromthe received SDP of fer
unl ess those data channels were already closed, and it MJST al so
exclude the corresponding attribute lines in the answer. In addition
to that, the SDP answerer MAY exclude other data channels which were
cl osed but not yet comunicated to the peer. So, the offerer MJST

i nspect the answer to see if it has to close other data channels

whi ch are now not included in the answer.
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If a new SDP offer/answer is used to close data channels then the
data channel (s) SHOULD only be closed by the answerer/offerer after a
successful SDP answer is sent/received.

This delayed closure is RECOWENDED in order to handl e cases where
a successful SDP answer is not received, in which case the state
of the session SHOULD be kept per the l|ast successful SDP offer/
answer .

If aclient receives a data channel close indication (due to inband
SSN reset or sone other reason) w thout associated SDP of fer then an
SDP of fer which excludes this closed data channel SHOULD be
gener at ed.

The application nust also close any data channel that was externally
negoti ated, for which the streamidentifiers are not listed in an
i ncom ng SDP of fer.

A cl osed data channel using local close (SCTP reset), w thout an
additional SDP offer/answer to close it, may be reused for a new data
channel . This can only be done via new SDP of fer/answer, describing
the new sub-protocol and its attributes, only after the corresponding
data channel cl ose acknow edgenent is received fromthe peer (i.e.
SCTP reset of both inconming and outgoing streans is conpleted). This
restriction is to avoid the race conditions between arrival of "SDP
of fer which reuses stream with "SCTP reset which cl oses outgoi ng
streant at the peer

5.2.5. Various SDP O fer/Answer Scenarios and Consi derations

SDP of fer has no a=dcrmap attributes

* Initial SDP offer: No data channel negotiated yet.

*  Subsequent SDP offer: Al the externally negotiated data
channel s must be closed now. The DTLS/ SCTP associ ati on renains
open for external or internal negotiation of data channels.

SDP answer has no a=dcrmap attributes

* |nitial SDP answer: Either the peer does not support dcnap
attributes or it rejected all the data channels. In either
case offerer closes all the externally negotiated data channel s
that were open at the tine of initial offer. The DILS/ SCTP
association will still be setup.

*  Sub-sequent SDP answer: All the externally negotiated data
channel s nust be closed now. The DTLS/ SCTP associ ati on renai ns
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open for future external or internal negotiation of data
channel s.

SDP of fer has no a=dcsa attributes for a data channel

* This is allowed and indicates there are no sub-protoco
paranmeters to convey.

SDP answer has no a=dcsa attributes for a data channel

* This is allowed and indicates there are no sub-protoco
paraneters to convey in the SDP answer. The nunber of dcsa
attributes in the SDP answer does not have to match the nunber
of dcsa attributes in the SDP offer.

6. Exanples

SDP of fer:
mFappl i cati on 10001 UDP/ DTLS/ SCTP webrt c- dat achannel
c=IN P4 10.10.10.1
a=max- nessage- si ze: 100000
a=sct p-port 5000
a=set up: act pass
a=connecti on: new
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
a=dcmap: 0 subprotocol ="BFCP"; | abel =" BFCP"

SDP answer :
mFappl i cati on 10002 UDP/ DTLS/ SCTP webrt c- dat achannel
c=IN I P4 10.10.10.2
a=max- nessage- si ze: 100000
a=sct p-port 5002
a=set up: passi ve
a=connecti on: new
a=fingerprint: SHA-1 \
5B: AD: 67: B1: 3E: 82: AC: 3B: 90: 02: B1: DF: 12: 5D: CA: 6B: 3F: E5: 54: FA

Figure 1: Exanple 1

In the above exanpl e the SDP answerer rejected the data channel with
streamid O either for explicit reasons or because it does not
understand the a=dcrmap attribute. As a result the offerer will close
the data channel created with the external negotiation option. The

SCTP association will still be setup over DILS. At this point the
offerer or the answerer may use internal negotiation to open data
channel s.
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SDP of fer:
meappl i cati on 10001 UDP/ DTLS/ SCTP webrt c- dat achannel
c=INIP4 10.10.10.1
a=nmax- nessage- si ze: 100000
a=sct p-port 5000
a=set up: act pass
a=connecti on: new
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
a=dcnap: 0 subprotocol =" BFCP"; | abel =" BFCP"
a=dcnap: 2 subprotocol =" MSRP"; | abel =" MSRP"
a=dcsa: 2 accept-types: nessage/ cpimtext/plain text/
a=dcsa: 2 path: nsrp://alice. exanpl e. com 10001/ 2s93i 93i dj ; dc

SDP answer :
meappl i cati on 10002 UDP/ DTLS/ SCTP webrt c- dat achannel
c=IN P4 10.10.10.2
a=max- hressage- si ze: 100000
a=sct p-port 5002
a=set up: passi ve
a=connecti on: new
a=fingerprint: SHA-1 \
5B: AD: 67: B1: 3E: 82: AC: 3B: 90: 02: B1: DF: 12: 5D: CA: 6B: 3F: E5: 54: FA
a=dcnap: 2 subprotocol =" MSRP"; | abel =" MSRP"
a=dcsa: 2 accept-types: nessage/ cpi mtext/plain
a=dcsa: 2 pat h: nsrp://bob. exanpl e. com 10002/ si 438dsaodes; dc

Figure 2: Exanple 2

In the above exanpl e SDP of fer contains data channels for BFCP and
MBRP sub-protocols. SDP answer rejected BFCP and accepted MSRP. So,
the offerer should close the data channel for BFCP and both offerer
and answerer may start using MSRP data channel (after SCTP/DTLS
association is setup). The data channel with streamid 0 is free and
can be used for future internal or external negotiation

Continuing on the earlier exanple in Figure 1.
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Subsequent SDP offer:
meappl i cati on 10001 UDP/ DTLS/ SCTP webrt c- dat achannel
c=INIP4 10.10.10.1
a=nmax- nessage- si ze: 100000
a=sct p-port 5000
a=set up: act pass
a=connecti on: exi sting
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
a=dcnap: 4 subprotocol =" MSRP"; | abel =" MSRP"
a=dcsa: 4 accept-types: nessage/ cpimtext/plain
a=dcsa: 4 path:nsrp://alice. exanpl e. com 10001/ 2s93i 93i dj ; dc

Subsequent SDP answer:
meappl i cati on 10002 UDP/ DTLS/ SCTP webrt c- dat achanne
c=IN I P4 10.10.10.2
a=max- nessage- si ze: 100000
a=sct p-port 5002
a=set up: passi ve
a=connection: exi sting
a=fingerprint: SHA-1 \
5B: AD: 67: B1: 3E: 82: AC: 3B: 90: 02: B1: DF: 12: 5D: CA: 6B: 3F: E5: 54: FA
a=dcnap: 4 subprotocol =" MSRP"; | abel =" MSRP"
a=dcsa: 4 accept-types: nessage/ cpimtext/plain
a=dcsa: 4 pat h: nsrp://bob. exanpl e. com 10002/ si 438dsaodes; dc

Figure 3: Exanple 3

The above exanple is a continuation of the exanple in Figure 1. The
SDP of fer now renoves the MSRP data channel with streamid 2, but
opens a new MSRP data channel with streamid 4. The answerer
accepted the entire offer. As a result the offerer closes the
earlier negotiated MSRP rel ated data channel and both offerer and
answerer may start using new the MSRP rel ated data channel

7. Security Considerations

No security considerations are envisaged beyond those al ready
docunented in [ RFC4566]

8. | ANA Consi derations
To be conpleted. As [I-D.ietf-rtcweb-data-protocol] this docunent

should refer to | ANA' s WebSocket Subprotocol Nanme Registry defined in
[ RFC6455] .
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CHANGE LOG
1. Changes against 'draft-ietf-nmmusic-data-channel -sdpneg-00

0 In Section 3 "WDRTC data channel"” was defined as "A bidirectiona
channel consisting of paired SCTP outbound and inbound streans.”
Repl acenment of this definition with "Data channel: A WDbRTC data
channel as specified in [I-D.ietf-rtcweb-data-channel]", and
consi stent usage of "data channel" in the renai nder of the
docunent including the docunent’s headline."

0o In Section 4 renoval of followi ng note: 'OPEN | SSUE: The syntax in
[1-D.ietf-nmusic-sctp-sdp] may change as that docunent progresses.
In particular we expect "webrtc-datachannel” to becone a nore
general term’

0 Consistent usage of '"m' line’ in whole document as per [RFCA4566].

0o In Section 5.1.1 renoval of the exanple dcmap attribute Iine
"a=dcmap: 2 subprotocol ="BFCP"; | abel ="channel 2’ as there are
al ready four exanples right after the ABNF rules in
Section 5.1.1.1. Correspondi ng renoval of follow ng related note:
"Not e: This docurment does not provide a conplete specification of
how to negotiate the use of a WbRTC data channel to transport
BFCP. Procedures specific to each sub-protocol such as BFCP wil|
be docunented el sewhere. The use of BFCP is only an exanpl e of
how t he generic procedures described herein night apply to a
speci fic sub-protocol."

0 In Section 5.1.1 renoval of following note: "Note: This attribute
is derived fromattribute "webrtc-DataChannel ", which was defined
in old version 03 of the follow ng draft, but which was renoved
along with any support for SDP external negotiation in subsequent
versions: [I-D.ietf-music-sctp-sdp]."

o Insertion of follow ng new sentence to the begi nning of

Section 5.1.1.1: "dcmap is a nmedia level attribute having
foll owi ng ABNF synt ax: "
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Dr age,

Insertion of new Section 5.1.1.2 containing the dcnap-streamid
speci fyi ng sentence, which previously was placed right before the
formal ABNF rules. Renoval of the sentence 'Streamis a nmandatory
paraneter and is noted directly after the "a=dcnmap:" attribute’'s
colon’ as this information is part of the ABNF specification

In Section 5.1.1.1 nodification of the 'ordering-value values
from"0" or "1" to "true" or "false". Corresponding text
nmodi fications in Section 5.1.1.7.

In Section 5.1.1.1 the ABNF definition of "quoted-string" referred
to rule name "escaped-char", which was not defined. Instead a
rule with nane "escaped" was defined. Renamed that rule’s nanme to
"escaped-char".

Insertion of a dedicated note right after the "a=dcnap: 4"
attribute exanple in Section 5.1.1.1 regarding the non-printable
"escaped-char" character within the "label" val ue.

In Section 5.1.2's second paragraph replacenment of "sctp stream
identifier" with "SCTP streamidentifier”

In first paragraph of Section 5.2.1 replacenent of first two
sentences 'For the SDP-based external negotiation described in
this docunment, the initial offerer based "SCTP over DILS" owns by
convention the even streamidentifiers whereas the initia
answerer owns the odd streamidentifiers. This ownership is
invariant for the whole lifetine of the signaling session, e.g. it
does not change if the initial answerer sends a new offer to the
initial offerer.” with 'If an SDP offer / answer exchange (could
be the initial or a subsequent one) results in a UDP/DTLS/ SCTP or
TCP/ DTLS/ SCTP based mnedi a description being accepted, and if this
SDP offer / answer exchange results in the establishnment of a new
SCTP associ ation, then the SDP offerer owns the even SCTP stream
ids of this new SCTP association and the answerer owns the odd
SCTP streamidentifiers. |If this "m' line is renmoved fromthe
signaling session (its port nunber set to zero), and if usage of
this or of a new UDP/DTLS/ SCTP or TCP/DTLS/ SCTP based "m' line is
renegoti ated | ater on, then the even and odd SCTP stream
identifier ownership is redeternined as well as described above.

In Section 5.2.3 the first action of an SDP answerer, when
receiving an SDP offer, was described as "Applies the SDP offer
Note that the browser ignores data channel specific attributes in
the SDP." Replacenent of these two sentences with "Parses and
applies the SDP offer. Note that the typical parser nornally

i gnores unknown SDP attributes, which includes data channe
related attributes."
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In Section 5.2.3 the second sentence of the third SDP answerer
action was "Note that the browser is asked to create data channels
with streamidentifiers not "owned" by the agent.". Repl acenent

of this sentence with "Note that the agent is asked to create data
channels with SCTP streamidentifiers contained in the SDP offer
if the SDP offer is accepted."”

In Section 5.2.4 the third paragraph began with "A data channe
can be closed by sending a new SDP offer which excludes the dcmap
and dcsa attribute lines for the data channel. The port value for
the mline should not be changed (e.g., to zero) when closing a
data channel (unless all data channels are being closed and the
SCTP association is no | onger needed), since this would close the
SCTP associ ation and inpact all of the data channels. |f the
answerer accepts the SDP offer then it MJST al so exclude the
corresponding attribute lines in the answer. " Repl acenent of
this part with "The intention to close a data channel can be
signal ed by sending a new SDP offer which excludes the "a=dcmap:"
and "a=dcsa:" attribute lines for the data channel. The port
value for the "m' line SHOULD not be changed (e.g., to zero) when
cl osing a data channel (unless all data channels are being cl osed
and the SCTP association is no |onger needed), since this would
cl ose the SCTP association and inpact all of the data channels.

If the answerer accepts the SDP offer then it MJST cl ose those
data channel s whose "a=dcmap:" and "a=dcsa:" attribute lines were
excluded fromthe received SDP of fer, unless those data channels
were already closed, and it MJST al so exclude the correspondi ng
attribute lines in the answer."

In Section 5.2.4 the hanging text after the third paragraph was
"This del ayed close is to handl e cases where a successful SDP
answer is not received, in which case the state of session should
be kept per the l|last successful SDP offer/answer." Replacenent of
this sentence with "This del ayed cl osure i s RECOVWENDED i n order
to handl e cases where a successful SDP answer is not received, in
whi ch case the state of the session SHOULD be kept per the |ast
successful SDP of fer/answer."

Al t hough dedi cated to "a=dcmap” and "a=dcsa" SDP syntax aspects
Section 5.1.1 contained already procedural descriptions related to
data channel reliability negotiation. Creation of new

Section 5.2.2 and noval of reliability negotiation related text to
this new section.
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10. 2.

(0]

Dr age,

Changes agai nst ' draft-ejzak-music-dat a- channel - sdpneg- 02

Renoval of note "[ACTION I TEM" from section "subprotoco
paraneter". As [I-D.ietf-rtcweb-data-protocol] this docunent
should refer to | ANA's WebSocket Subprotocol Nane Regi stry defined
in [ RFC6455].

I n whol e docunent, replacenent of "unreliable" with "partially
reliable”, which is used in [I-D.ietf-rtcweb-data-channel] and in
[I-D.ietf-rtcweb-data-protocol] in nost places.

Clarification of the senmantic if the "max-retr" paraneter is not
present in an a=dcnap attribute line. 1In section "max-retr
paraneter” the sentence "The max-retr parameter is optional wth
default val ue unbounded” was replaced with "The nax-retr paraneter
is optional. |If the max-retr parameter is not present, then the
maxi mal nunber of retransm ssions is deternined as per the generic
SCTP retransnission rules as specified in [ RFC4960]".

Clarification of the semantic if the "max-tine" paraneter is not
present in an a=dcmap attribute line. 1n section "max-tine
paraneter" the sentence "The nmax-tinme parameter is optional wth
default val ue unbounded"” was replaced with "The nax-ti me paraneter
is optional. |If the max-tinme parameter is not present, then the
generic SCTP retransmission timng rules apply as specified in

[ RFC4960] ".

In section "label paraneter” the sentence "Label is a nmandatory
paraneter." was renoved and followi ng new sentences (including the
note) were added: "The 'l abel’ paraneter is optional. If it is
not present, then its value defaults to the enpty string. Note:
The enpty string may al so be explicitly used as '|abel’ val ue,
such that 'label =""" is equivalent to the '|abel’ paranmeter not
being present at all. [I-D.ietf-rtcweb-data-protocol] allows the
DATA CHANNEL_OPEN nessage’'s ’'Label’ value to be an enpty string."

In section "subprotocol paraneter" the sentence "Subprotocol is a
mandat ory paraneter." was replaced with "’ Subprotocol’ is an
optional paraneter. |If the ’'subprotocol’ paraneter is not
present, then its value defaults to the enpty string."

In the "Exanpl es" section, in the first two SDP offer exanmples in
the a=dcrmap attribute Iines '|abel ="BGCP"' was replaced with
" | abel =" BFCP"’ .

In all exanples, the "m' line proto value "DTLS/ SCTP" was repl aced
with "UDP/ DTLS/ SCTP" and the "a=fntp" attribute Iines were
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replaced with "a=max- nmessage-si ze" attribute lines, as per draft-
i etf-nmusic-sctp-sdp-12.
10. 3. Changes against '-01’
o Formal syntax for dcrmap and dcsa attribute |ines.
o Maki ng subprotocol as an optional paranmeter in dcmap.

o Specifying disallowed paraneter conbinations for nmax-tine and nmax-
retr.

o Carifications on WbRTC data channel cl ose procedures.
10. 4. Changes against ’'-00’

0 Revisions to identify difference between internal and external
negotiation and their usage.

0 Introduction of nore generic term nology, e.g. "application”
i nstead of "browser".

o Cdarification of how "nax-retr and nax-tinme affect the usage of
unreliable and reliabl e WbRTC data channel s.

0 Updates of exanples to take into account the SDP syntax changes
i ntroduced with draft-ietf-music-sctp-sdp-07.

o0 Renoval of the SCTP port nunber fromthe a=dcnmap and a=dcsa
attributes as this is now contained in the a=sctp-port attribute,
and as draft-ietf-music-sctp-sdp-07 supports only one SCTP
association on top of the DTLS connecti on.
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