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Abstract

Thi s docunent specifies how the Message Session Relay Protocol (MSRP)
can be instantiated as a data channel sub-protocol, using the the SDP
of f er/ answer exchange-based external negotiation defined in
[I-D.ietf-nmusi c-data-channel -sdpneg]. Two network configurations
are docunented: a WDRTC end-to-end configuration (connecting two
MSRP over data channel endpoints), and a gateway configuration
(connecting an MSRP over data channel endpoint with an MSRP over TCP
endpoi nt).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Septenber 9, 2015.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
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(http://trustee.ietf.org/license-info) in effect on the date
publication of this docunent. Please review these docunments

careful ly,
to this docunent.

of

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty
described in the Sinplified BSD Li cense.
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1.

I nt roducti on

The Message Session Relay Protocol (MSRP) [ RFC4975] is a protocol for
transmitting a series of related instant nessages in the context of a
session. In addition to instant nessagi ng, MSRP can al so be used for
i mge sharing or file transfer. MSRP is currently defined to work
over TCP and TLS connecti ons.

Thi s docunent defines the negotiation and transport of this MRP
protocol over data channels, where a data channel is a bi-directiona
communi cati on channel running on top of SCTP/ DTLS (as per
[I-D.ietf-rtcweb-data-channel]) and where MSRP is instantiated as a
sub- protocol of this data channel

Defining MSRP as a data channel sub-protocol has many benefits:

0 provides to applications a proven protocol enabling instant
nmessaging, file transfer, inage sharing

0 integrates those features with other RTCWb voi ce, video and data
features

0 leverages the SDP-based negotiation already defined for NMSRP

o allows the interworking with MSRP endpoints running on a TCP or
TLS connection

Consi deri ng an MSRP endpoi nt being an MSRP application that uses data
channel from WbRTC specifications [I-D.ietf-rtcweb-data-channel]
thi s docunent describes two configurations where the other endpoint
is respectively either another MSRP over data channel endpoint (e.g.
a WebRTC application) or an MSRP endpoint using either TCP or TLS
transport.

Conventi ons
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter m nol ogy

Thi s docunent uses the follow ng terns:

Data channel: A WbRTC data channel as specified in
[I-D.ietf-rtcweb-data-channel]
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MSRP data channel : A data channel specifically used to transport
the messages of one MSRP session

External negotiation: Data channel negotiation based on out-of -
band or in-band nmechani sns ot her than the Data Channe

Est abl i shnment Protocol specified in
[I-D.ietf-rtcweb-data-protocol]

I n-band: Transm ssion through the peer-to-peer SCTP associ ation

Qut - of -band: Transni ssion through the call control signaling path,
e.g., using JSEP [I-D.ietf-rtcweb-jsep] and the SDP O f er/ Answer
nodel [ RFC3264].

Peer: Fromthe perspective of one of the agents in a session, its
peer is the other agent. Specifically, fromthe perspective of
the SDP offerer, the peer is the SDP answerer. Fromthe
perspective of the SDP answerer, the peer is the SDP offerer

4. Principles

4.1. WNMBRP Data Channe
In this docunment, an MSRP data channel is a data channel for which
the instantiated sub-protocol is "nmsrp", and where the MSRP-rel at ed

negotiation is done as part of the SDP-based external negotiation
met hod defined in [I-D.ietf-nmmusic-data-channel - sdpneq].

4.2. Session Mapping
In this design, the MSRP session maps to the SCTP association and the
"SCTP stream pair" assigned to the data channel, and each MSRP
session maps to one data channel exactly.

4.3. NBRP URI

Thi s docunment extends the MBRP URI syntax [ RFC4975] by defining the
new transport paraneter value "dc"

transport /= "dc" / 1* ALPHANUM
; Add "dc" to existing transports per [RFC4975]

4.4. nsrp-schene
The msrp-schene portion of the MSRP-URI that represents an MSRP data
channel endpoint (used in the SDP path attribute and in the MSRP

message headers) is always "nsrps", which indicates that the MSRP
data channel is always secured using DTLS
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5. End-to-End Configuration

This section describes the network configuration where each MSRP
endpoint is running MSRP over a data channel

5.1. Basic MSRP Support
5.1.1. Session Negotiation
5.1.1.1. Use of dcrmap Attribute

The SDP of fer shall include a dcmap attribute line (defined in
[I-D.ietf-nmusi c-data-channel -sdpneg]), within the nedia description
for the SCTP association for each MSRP data channel session to be
negot i at ed.

The attribute includes the foll owi ng data channel paraneters:

o "label=" labelstring

0 "subprotocol =" " MSRP"

The | abel string is set by the MSRP application according to
[I-D.ietf-nmusic-data-channel -sdpneg]. The max-retr, nax-tinme and
ordered paraneters shall not be used

Rest of the SDP of fer/answer procedures are per
[1-D.ietf-nmusic-data-channel - sdpneg]

The following is an exanple of the dcnap attribute for an MSRP
session to be negotiated (on default SCTP port 5000) with streams2
and | abel ="chat":
a=dcnap: 2 | abel ="chat"; subpr ot ocol =" MSRP"

5.1.1.2. Use of dcsa Attribute
The SDP offer shall also include a dcsa attribute line (defined in
[1-D.ietf-nmusic-data-channel -sdpneg]) within the nmedi a description
for the SCTP association for each MSRP-specific SDP attribute to be
negoti ated for each MSRP data channel being negoti at ed.

The MSRP-specific itens that can be negotiated include at |east all
of the followi ng well-known attributes:

o defined in [ RFC4975]: "path", "accept-types", "accept-w apped-
types", "max-size"
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o defined in [ RFC4566]: "sendonly", "recvonly", "inactive", and
"sendr ecv"
o defined in [ RFC6135]: "setup"
o defined in [RFC6714]: "nsrp-cenma”

o defined in [ RFC5547]: all the paraneters related to MSRP file
transfer. See Section 5.2.

The nerp-cenma attribute shall be assuned to be present for every MSRP
session using data channel transport, so the inclusion of the nsrp-

cema attribute is optional. This ensures that the data channe
transport for the MSRP session is established without using the path
attribute.

The SDP answer shall include zero or nore correspondi ng dcsa

attribute lines for each negotiated MSRP session, according to the
MSRP-specific attribute negotiation rules in the correspondi ng
speci fications.

A new SDP of fer/answer nmay update the MSRP subprotocol attributes
whi | e keeping the sane subprotocol a=dcrmap description. The
semantics for newy negotiated MSRP subprotocol attributes are per
[ RFC4975]

5.1.1.3. Exanple SDP Negotiation
The following is an exanple of an "ni' line for data channels in an
SDP offer that includes the attributes needed to establish two MSRP

sessions: one for chat and one for file transfer. The exanple is
derived froma conbi nati on of exanples in [RFC4975] and [ RFC5547].
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5.

5.

5.

1.

1.

1.

mFappl i cati on 54111 UDP/ DTLS/ SCTP webrt c- dat achannel

c=IN P4 79.97.215. 79

a=max- nessage- si ze: 100000

a=sct p-port 5000

a=dcnap: 1 | abel ="chat"; subpr ot ocol =" MSRP"

a=dcsa: 1 accept-types: nessage/ cpimtext/plain

a=dcsa: 1 pat h: nsrps://bob. exanpl e. com 54111/ si 438dsaodes; dc

a=dcmap: 2 |l abel ="file transfer"; subprotocol =" MSRP"

a=dcsa: : 2 sendonly

a=dcsa: 2 accept-types: nessage/ cpim

a=dcsa: 2 accept-w apped-types: *

a=dcsa: 2 pat h: nsrps://bob. exanpl e. com 54111/ j shA7we; dc

a=dcsa: 2 file-sel ector:nane: "My cool picture.jpg" \
type:image/j peg size: 32349 hash: sha-1: \

72: 24: 5F: E8: 65: 3D: DA: F3: 71: 36: 2F: 86: D4: 71: 91: 3E: E4: A2: CE: 2E
a=dcsa: 2 file-transfer-id: vBn®@16bdber un2f FEABRLFR3EXZMJr d
a=dcsa: 2 fil e-disposition:attachnent
a=dcsa: 2 file-date:creation:"Mn, 15 May 2006 15:01:31 +0300"
a=dcsa: 2 file-icon:cid:id2@ob. exanpl e. com
a=dcsa: 2 fil e-range: 1- 32349

2. Session Opening

The active MSRP endpoi nt does not use the path attribute to open a
transport connection to its peer. |Instead, it uses the data channe
established for this MSRP session by the generic data channel opening
procedure defined in [I-D.ietf-nmmusic-data-channel -sdpneqg].

As soon as this data channel is opened, the MSRP session is actually
opened by the active MSRP endpoi nt which sends an MSRP SEND nessage
(enpty or not) to the other MSRP endpoint. The nsrp-cenma attribute
is inplicitly associated with every MSRP session using data channe
transport.

3. Data Franing

Each text-based MSRP nessage is sent on the correspondi ng SCTP stream
usi ng standard MSRP frani ng and chunki ng procedures, as defined in

[ RFC4975], with each MSRP chunk delivered in a single SCTP user
nessage.

4. Data Sending and Reporting

Dat a sending and reporting procedures shall conformto RFC 4975.
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5.1.5. Session d osing

Cl osing of an MSRP session is done using the generic data channe
closing procedure defined in [I-D.ietf-music-data-channel -sdpneg].

The port value for the "ni' Iine should not be changed (e.g., to zero)
when cl osing an MSRP session (unless all data channels are being

cl osed and the SCTP association is no | onger needed), since this
woul d cl ose the SCTP association and inpact all of the data channels.
In all cases in [RFC4975] where the procedure calls for setting the
port to zero for the MSRP "m' line in an SDP offer for TCP transport,
the SDP of ferer of an MSRP session with data channel transport shal
renove the correspondi ng dcrmap and dcsa attri butes.

The SDP answerer must ensure that no dcmap or dcsa attributes are
present in the SDP answer if no corresponding attributes are present
in the received SDP offer

5.2. Support for MSRP File Transfer Function

[ RFC5547] defines an end-to-end file transfer nethod based on MSRP
and the SDP of fer/answer nmechanism This file transfer nmethod is

al so usabl e by MSRP endpoi nts using data channels, with the foll ow ng
consi derati ons:

0 As an MSRP session naps to one data channel, a file transfer
session maps al so to one data channel

0 SDP attributes specified in [RFC5547] for a file transfer "nf line
are enbedded as subprotocol -specific attributes using the syntax
defined in [I-D.ietf-music-data-channel -sdpneq].

0 Once the file transfer is conplete, the same data channel MAY be
reused for another file transfer

6. Gateway Configuration

This section describes the network configuration where one MSRP
endpoi nt uses data channels as MSRP transport, the other NSRP
endpoi nt uses TLS/ TCP connections as MSRP transport, and the two MSRP
endpoints interwork via an MSRP gat eway.

Specifically, a gateway can be configured to interwork an MSRP
session over a data channel with a peer that does not support data
channel transport in one of two ways. |n one nodel, the gateway
perforns as a MSRP B2BUA to interwork all the procedures as necessary
bet ween the endpoints. No further specification is needed for this
nodel .
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Alternately, the gateway can use CEMA procedures to provide transport
| evel interworking between MSRP endpoints using different transport
protocol s as foll ows.

When the gateway perforns transport |evel interworking between MSRP
endpoints, all of the procedures in Section 5 apply to each peer
with the follow ng additions:

o The endpoint establishing an MSRP sessi on using data channe
transport shall not request inclusion of any relays, although it
may interoperate with a peer that signals the use of relays

0 The gateway receiving an SDP offer that includes a request to
negoti ate an MSRP session on a data channel can provide transport
I evel interworking in the sane manner as a CEMA SBC by forwarding
TCP or TLS transport paraneters in a new "nf' line with the
appropriate attributes within the forwarded SDP offer.

o Similarly, a gateway receiving an SDP offer to negotiate an MSRP
session using TCP or TLS transport with an endpoint that only
supports data channel transport for MSRP can provide transport
| evel interworking in the sane manner as a CEMA SBC by
establishing a new data channel for the MSRP session with the
target endpoint.

7. Security Considerations

To be conpl et ed.

8. | ANA Consi derati ons
To be conpl et ed.
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10. CHANGE LOG
10.1. Changes against ’'draft-ietf-music-nsrp-usage-data-channel -00

0 Additional reference to [I-D.ietf-mrusic-data-channel -sdpneg] in
list of normative references.
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10. 2.

10. 3.

Dr age,

Repl acement of previous docunent title "MSRP over SCTP/DTLS data
channel s" with "MSRP over Data Channels" in order to align with
the term nology used in [I-D.ietf-nmrusic-data-channel - sdpneq] .

In Section 3 "WbRTC data channel " was defined as "A bidirectiona
channel consisting of paired SCTP outbound and inbound streans."
Repl acement of this definition with "Data channel: A WDbRTC dat a
channel as specified in [I-D.ietf-rtcweb-data-channel]", and
consi stent usage of either "data channel” or "MSRP data channel”
in the remainder of the docunent."

In the introduction replacenent of references to
[I-D.ietf-rtcweb-data-protocol] with a reference to
[I-D.ietf-rtcweb-data-channel]

Consi stent usage of ""nm' line' in whole docunent as per [ RFC4566].

In the gateway configuration section (Section 6) replacenent of
the first sentence "This section describes the network
configuration where one endpoint runs MSRP over a WbRTC SCTP/ DTLS
connection, the other MSRP endpoint runs MSRP over one or nore
TLS/ TCP connections, and the two endpoints interwork via an MSRP
gateway" with "This section describes the network configuration
where one MSRP endpoi nt uses data channels as MSRP transport, the
ot her MSRP endpoi nt uses TLS/ TCP connections as MSRP transport,
and the two MSRP endpoints interwork via an MSRP gat eway".

Changes agai nst 'draft-ejzak-nmusi c- nsr p- usage- dat a- channel - 01’

Renoved enpty spaces after ";" in the exanples "a=dcmap"
attribute lines.

In all exanples, the "m' line proto value "DTLS/ SCTP" was repl aced
with "UDP/ DTLS/ SCTP" and the "a=fntp" attribute Iines were
replaced with "a=nmax- message-si ze" attribute lines, as per draft-

i etf-nmusic-sctp-sdp-12

Changes agai nst ’'-00
Transport paraneter change for MSRP to all ow MSRP RFC transports.
Clarification on SDP of fer/answer and renovi ng duplicated

procedures and refer themto
[1-D. ej zak- musi c- dat a- channel - sdpneg] .
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