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Abst ract

RTP provi des end-to-end network transport functions suitable for
applications transmitting real-time data such as audi o, video or
simul ati on data, over nulticast or unicast network services. The
data transport is augnented by a control protocol (RTCP) to allow
nmonitoring of the data delivery in a nmanner scal able to | arge

mul ticast networks, and to provide mninmal control and identification
functionality.

The RTP specification [RFC3550] establishes a registry of profile
nanes for use by higher-level control protocols, such as the SDP, to
refer to the transport nethods. This specification describes the
foll owi ng new SDP transport protocol identifiers for transporting RTP
Medi a over TCP: ' TCP/ RTP/ AVPF , ' TCP/ RTP/ SAVP' , ' TCP/ RTP/ SAVPF ,

" TCP/ DTLS/ RTP/ SAVP' , ' TCP/ DTLS/ RTP/ SAVPF' , ' TCP/ TLS/ RTP/ AVP

" TCP/ TLS/ RTP/ AVPF' , ' TCP/ TLS/ RTP/ SAVP' , ' TCP/ TLS/ RTP/ SAVPF' .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 5, 2015.

Nandakumar Expi res August 5, 2015 [ Page 1]



Internet-Draft SDP Proto Registrations February 2015

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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Overvi ew

SDP [ RFC4566] provides a general - purpose format for describing

mul ti medi a sessions in announcenents or invitations. [RFC4145]
specifies a general mechanismfor describing media transport over TCP
using SDP with [ RFC4571] defining a nethod for fram ng Real -tine
Transport Protocol (RTP) and RTP Control Protocol (RTCP) packets onto
a connection-oriented transport (such as TCP) . [RFC4572] extends

[ RFCA145] for describing TCP-based nedia streans that are protected
usi ng TLS [ RFC5246] .

This specification describes the follow ng new SDP transport protocol
identifiers for transporting RTP Media over TCP

TCP/ RTP/ AVPF: to describe RTP Media with RTCP-based Feedback
[ RFCA585] over TCP, as defined in Section 3.1

TCP/ RTP/ SAVP: to describe Secure RTP Media [ RFC3711] over TCP, as
defined in Section 3.2.

TCP/ RTP/ SAVPF: to descri be Secure RTP Media with RTCP-based Feedback
[ RFC5124] over TCP, as defined in Section 3.3.

TCP/ DTLS/ RTP/ SAVP: to describe Secure RTP Media [ RFC3711] using DTLS-
SRTP [ RFC5764] over TCP, as defined in Section 3.4.

TCP/ DTLS/ RTP/ SAVPF: to descri be Secure RTP Media with RTCP-based
Feedback [RFC5124] using DTLS-SRTP over TCP, as defined in
Section 3.5.

TCP/ TLS/ RTP/ AVP: to describe RTP Media on top of TLS over TCP, as
defined in Section 3.6.

TCP/ TLS/ RTP/ AVPF: to describe RTP Media with RTCP-based Feedback
[ RFC5124] on top of TLS over TCP, as defined in Section 3.7.

TCP/ TLS/ RTP/ SAVP: to describe Secure RTP Media on top of TLS over
TCP, as defined in Section 3.8.

TCP/ TLS/ RTP/ SAVPF. to describe Secure RTP Media with RTCP-based
Feedback [RFC5124] on top of TLS over TCP, as defined in Section 3.9.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Protocol ldentifiers

The "m=’ line in SDP specifies, anong other itens, the transport
protocol to be used for the nedia in the session. See the "Mdia
Descriptions" section of SDP [ RFC4566] for a di scussion on transport
protocol identifiers.

The following is the format for an
[ RFC4566] :

m=" line, as specified in

me<nmedi a> <port> <proto> <fm> ...

An 'm line that specifies these new proto identifiers MJST further
qualify the application-layer protocol using an fnt identifier.

3.1. TCP/ RTP/ AVPF Transport Realization
The TCP/ RTP/ AVPF is realized as descri bed bel ow

0 RTP/ AVPF stream over the TCP transport is realized using the
fram ng nethod defined in [ RFC4571].

3.2. TCP/ RTP/ SAVP Transport Realization
The TCP/ RTP/ SAVP is realized as descri bed bel ow

0 RTP/ SAVP stream over the TCP transport is realized using the
fram ng nethod defined in [ RFC4571].

3.3. TCP/ RTP/ SAVPF Transport Realization
The TCP/ RTP/ SAVPF is realized as descri bed bel ow

0 RTP/ SAVPF streamover the TCP transport is realized using the
fram ng nethod defined in [ RFC4571].

3.4. TCP/DTLS/ RTP/ SAVP Transport Realization
The TCP/ DTLS/ RTP/ SAVP is realized as descri bed bel ow

0 RTP/SAVP on top of DILS is realized according to the procedures
defined in [ RFC5764]; and
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0 [RFC4571] framing is used to transport DTLS- SRTP packets over TCP.
3.5. TCP/DTLS/ RTP/ SAVPF Transport Reali zation
The TCP/ DTLS/ RTP/ SAVPF is realized as described bel ow

0 RTP/ SAVPF on top of DTLS is realized according to the procedures
defined in [ RFC5764]; and

0 [RFC4571] framing is used to transport DTLS-SRTP packets over TCP.
3.6. TCP/TLS/ RTP/ AVP Transport Realization
The TCP/ TLS/ RTP/ AVP is realized as described bel ow

0 RTP/AVP packets are franed using the procedures from [ RFC4571];
and

0 [RFC4A571] framed RTP/ AVP packets are transported as Application
dat a nmessages over the TLS association setup using the procedures
from[RFC4572] .

3.7. TCP/TLS/ RTP/ AVPF Transport Realization
The TCP/ TLS/ RTP/ AVPF is realized as described bel ow

0 RTP/ AVPF packets are franed using the procedures from[RFC4571];
and

o0 [RFC4571] framed RTP/ AVPF packets are transported as Application
dat a messages over the TLS association setup using the procedures
from[RFC4572] .

3.8. TCP/TLS/ RTP/ SAVP Transport Realization
The TCP/ TLS/ RTP/ SAVP is realized as described bel ow
0 [RFC4A572] procedures are followed for setting up TLS
associ ation(s) between the peers. However, the cryptographic
mechani sm used to generate the certificate fingerprint presented
in the SDP MUST be chosen fromthe SRTPProtectionProfiles as
described in [ RFC5764]; and

0 RTP/ SAVP packets are franed according to the procedures from
[ RFC4571]; and
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0 [RFC4571] framed RTP/ SAVP packets are transported as Application
data nmessages over the TLS association setup using the procedures
from[RFC4572] .

TCP/ TLS/ RTP/ SAVPF Transport Realization
The TCP/ TLS/ RTP/ SAVPF is realized as described bel ow

0 [RFC4572] procedures are followed for setting up TLS
associ ation(s) between the peers. However, the cryptographic
mechani sm used to generate the certificate fingerprint presented
in the SDP MJST be chosen fromthe SRTPProtectionProfiles as
described in [ RFC5764]; and

0 RTP/ SAVPF packets are framed according to the procedures from
[ RFC4571]; and

0 [RFC4571] framed RTP/ SAVPF packets are transported as Application
dat a messages over the TLS association setup using the procedures
from[RFC4572] .

| CE Consi derations

When procedures from [ RFC6544] are used to setup | CE [ RFC5245]

candi dates for a TCP transport, the fram ng nmechani smfrom [ RFC4571]
is used for STUN keep-alive packets as well, as defined in section 3
of [ RFC6544].

| ANA Consi der ati ons

This specification describes the follow ng new SDP transport protocol
identifiers :' TCP/ RTP/ AVPF , ' TCP/ RTP/ SAVP' , ' TCP/ RTP/ SAVPF |,

' TCP/ DTLS/ RTP/ SAVP' , ' TCP/ DTLS/ RTP/ SAVPF’ , ' TCP/ TLS/ RTP/ AVP'

" TCP/ TLS/ RTP/ AVPF' , ' TCP/ TLS/ RTP/ SAVP' , ' TCP/ TLS/ RTP/ SAVPF as
defined in the Section 3. These proto val ues should be registered by
t he | ANA under the:

0 "proto" subregistery in the "Session Description Protocol (SDP)
Par anmet ers” registry; and

0o "RTP Profile Nanmes" registry subregistry on the "Real -Ti ne
Transport Protocol (RTP) Paraneters" registry.

Additionally the follow ng proto val ues described in [ RFC5764] shoul d
be registered under the "RTP Profil e Nanmes" subregistry under the
"Real -Time Transport Protocol (RTP) Paraneters" registry:

" UDP/ TLS/ RTP/ SAVP" |, * DCCP/ TLS/ RTP/ SAVP' , '’ UDP/ TLS/ RTP/ SAVPF'

" DCCP/ TLS/ RTP/ SAVPF' .
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6.

8.

8.

Security Considerations

The new "proto" identifiers registered by this document in the SDP

paraneters registry maintained by 1ANA is primarily for use by the

of fer/answer nodel of the Session Description Protocol [RFC3264] for
the negotiation and establishnent of RTP based Media over the TCP
transport. These additional SDP "proto" identifiers does not

i ntroduce any security considerations beyond those detailed in
Section 7 of [RFCA4566].
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