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Abst r act

Thi s docunent defines a YANG extension statement that allows for
defining the syntax of metadata annotions in YANG nodules. The
docunent al so specifies the XML and JSON encodi ng of annotations and
other rules for annotating instances of YANG data nodes.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 1, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

There is a need to be able to annotate instances of YANG [3] data
nodes with nmetadata. Typical use cases are:

0 Deactivating a subtree in a configuration datastore while keeping
the data in place

0 Conpl enenting data nodel information with instance-specific data.

0 RPC operations nmay use netadata annotations for various purposes
in both requests and responses. For exanple, the <edit-config>
operation in the NETCONF protocol (see section 7.2 of [5]) uses
annotations in the formof XM attributes for identifying the
point in the configuration and type of the operation

However, netadata annotations could potentially lead to
interoperability problens if they are used in an ad hoc way by

di fferent organi zati ons and/or w thout proper docunentation. A sound
nmet adata framework for YANG should therefore satisfy these
requirenents

1. The set of annotations nust be extensible in a distributed nmanner
so as to allow for defining new annotations w thout running into
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the risk of collisions with annotations defined and used by
ot hers.

2. Syntax and senmantics of annotations nust be docunented and the
docunent ati on nust be easily accessible.

3. dients of network managenment protocols such as NETCONF [5] or
RESTCONF [ 10] must be able to learn all annotations supported by
a given server and identify each of themcorrectly.

Thi s docunment proposes a systematic way for defining the syntax of
met adata annotations. For this purpose, YANG extension statenent
"annotation" is defined in the nodule "ietf-yang-netadata"
(Section 6). Oher YANG nodul es inporting this nodule can use the
"annotation" statement for defining the syntax one or nore
annot at i ons.

Semantics of netadata annotations MJST be defined separately. How it
is done is outside the scope of this docunent.

The benefits of defining the syntax of nmetadata annotations in a YANG
nmodul e are the foll ow ng:

o Each annotation is bound to a YANG nodul e name, nanespace URl and
prefix. This makes its encoding in instance docunents (both XM
and JSON) straightforward and consistent with the encodi ng of YANG
dat a node instances.

0 Annotations are indirectly registered through | ANA YANG nodul e
regi stration.

0 Annotations are included in the data nodel. Specifically, servers
i ndi cate syntactic support for certain annotations using standard
nodul e adverti senent net hods, such as the <hell o> nessage in
NETCONF.

0 Values of annotations are not limted to strings; any YANG built-
in or derived type may be used for them

2. Term nol ogy
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].

The following terns are defined in [5]:

o client,
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o prefix.

The following ternms are defined in [6]:

0 array,
o nenber,
0 object,

o primtive type

In the followi ng text, XM el enment nanmes and YANG extension
statenments are always witten with explicit namespace prefixes that
are assuned to be bound to URI references as shown in Table 1.

I . +
| Prefix | URl Reference [
oo - TS +
| rng | http://relaxng.org/ns/structure/ 1.0

| nd | urn:ietf:paranms: xm:ns:yang:ietf-yang-netadata

| ein | http://exanpl e.org/exanpl e-inactive [
Fommnaann . +

Tabl e 1: Used nanespace prefixes and correspondi ng URl references
3. Defining Annotations in YANG

Met adat a annotations are defined with YANG extensi on statenent
"md: annotation". This YANG | anguage extension is defined in the
modul e "i etf-yang-netadata" (Section 6).

Subst atenents of "nd:annotation” are shown in Table 2. They are al
core YANG statements, and the nunbers in the second colum refer to
the correspondi ng sections in RFC 6020 [3] where each statenment is

descri bed.
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I T . +
| substatenent | RFC 6020 section | cardinality

S Fom e e e e e TSRS +
| description | 7.19.3 | 0..1 [
| if-feature | 7.18.2 | 0..n |
| reference | 7.19.4 | 0..1 [
| status | 7.19.2 | 0..1 |
| type | 7.6.3 | 0..1 |
| units | 7.3.3 | 0..1 |
S e e e e oo oo e e e - +

Tabl e 2: Substatenents of "nd:annotation"

Using the "type" statenment, a type may be specified for the
annot ati on val ue according to the same rules as for YANG | eaf or
leaf-list types. However, the "type" statenent is optional as a
subst atement of "nd:annotation" statenent. |If it is not present, the
built-in "string" type is the default.

The "if-feature" statement, if present, nakes the annotation
conditional: it is supported only by servers that advertise the
correspondi ng feature.

For exanple, the follow ng nodul e defines the "inactive" annotation

nmodul e exanpl e-i nactive {
nanespace "http://exanpl e. org/ exanpl e-i nacti ve"
prefix "ein";
i mport ietf-yang-nmetadata {
prefix "md";
}

md: annot ati on inactive {
type bool ean;
description
"If this annotation is attached to a configuration data node,
then the data subtree rooted at this node is deactivated.";
}
}

By advertising a YANG nodul e in which netadata annotation X is
defined using the "nd: annotation" statenent, a server specifies just
the syntax of annotation X. This neans that configuration or state
data, RPC nessages and notifications will be considered syntactically
valid if annotation X is attached to any data node instance, provided
that all rules stated in this docunent are observed. However, the
semantics of an annotation including the expected behavior of clients
and servers MJST be specified by other neans that are outside the
scope of this docunent.
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4.

4.

4.

The Encoding of Annotations

XML attributes are a natural choice for encoding nmetadata in XM

i nstance docunments. For JSON [6], there is no generally established
met hod for encodi ng netadata. This docunent thus introduces a
speci al encoding nethod that is consistent with the JSON encodi ng of
YANG dat a node instances as defined in [7].

1. XM Encoding

Met adat a annot ati ons are added to XM.-encoded instances of YANG data
nodes as XM. attributes according to these rules:

o The local nane of the attribute SHALL be the sanme as the nanme of
the annotation specified in the argunent of the correspondi ng
"nmd: annot ati on" st at enent.

0 The nanmespace of the attribute SHALL be identified by the UR that
appears as the argunent of the "namespace" statenent in the YANG
nmodul e where the annotation is defined. It is RECOMVENDED t hat
the prefix specified by the "prefix" statenent in the same nodul e
is used in the qualified name of the attribute.

0 The attribute value SHALL be encoded in the same way as the val ue
of a YANG | eaf instance having the sanme type.

For exanple, the "inactive" annotation defined in Section 3 may be
encoded as foll ows:

<foo xm ns:ein="http://exanpl e. or g/ exanpl e-i nactive"
ein:inactive="true">

</ f 00>
2. JSON Encodi ng

The JSON netadata encoding defined in this section has the follow ng
properties:

1. The encoding of YANG data node instances as defined in [7] does
not change.

2. Nanespaces of netadata annotations are encoded in the sane way as
nanespaces of YANG data node instances, see [7].
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4.2.1. Metadata Object and Annotations

Al'l metadata annotations assigned to a YANG data node instance are
encoded as nenbers (nane/value pairs) of a single JSON object,
henceforth denoted as the netadata object. The placenent and nane of
this object depends on the type of the data node as specified in the
foll owi ng subsecti ons.

The nane of a netadata annotation (as a nenber of the netadata
obj ect) SHALL be of the follow ng form

MODULE_NAME: LOCAL_NAVE

where MODULE NAME is the nane of the YANG nodul e in which the
annotation is defined, and LOCAL_ NAME is the nane of the annotation
specified in the argunent of the corresponding "nd: annotation”

st at ement .

Note that unli ke YANG data node instances, for annotations the
explicit namespace identifier (MODULE NAME) must al ways be used.

The val ue of a netadata annotation SHALL be encoded in exactly the
same way as the value of a YANG | eaf node having the sane type as the
annot ati on.
4.2.2. Adding Annotations to Container and List |Instances
For an instance that is encoded as a JSON object (i.e., a container
or list entry), the netadata object is added as a new nenber of that
object with the name "@.
Exanpl es:
o "cask" is a container node:
"cask": {
II@: {
"exanpl e-i nactive:inactive": true
}l
}

0 "seq" is a list whose key is
added only to the first entry:

nane", annotation "inactive" is
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4.

4.

"Seq":[
r@: Aq o
"exanpl e-i nactive:inactive": true

}1
"name": "one",

}l

{
"name": "two",

}

2.3. Adding Annotations to Leaf or Anyxm |Instances

For a |l eaf or anyxm instance, the netadata object is added as a
si bl ing nane/val ue pair whose the name is the synmbol "@ concatenated
with the name of the leaf or anyxml menber that is being annotated.

For exanple, if "flag" is a |l eaf node of the "bool ean" type:

"flag": true,
" @I agll . {
"exanpl e-i nactive:inactive": true

}

2. 4. Adding Annotations to Leaf-list Instances

For a leaf-list instance, which is represented as a JSON array with
values of a primitive type, annotations may be assigned to one or
nmore entries by adding a nane/array pair as a sibling the leaf-1ist

i nstance, where the nane is the synbol "@ concatenated with the nane
of the leaf-list that is being annotated, and the value is a JSON
array whose i-th elenent is the netadata object with annotations
assigned to the i-th entry of the leaf-list instance, or null if the
i-th entry has no annotati ons.

Trailing null values in the array, i.e., those follow ng the |ast
non-nul | netadata object, MAY be omtted.

For exanple, in the following leaf-list instance with four entries,
the "inactive" annotation is added to the second and third entry in
the foll owi ng way:
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5.

"biblionmod: folio": [6, 3, 7, 8],

" @i blionmod: folio": [
nul |,
{"exanpl e-i nactive:inactive": true},
{"exanpl e-i nactive:inactive": true}

]

Representing Annotations in DSDL Schemas

RFC 6110 [4] defines a standard mappi ng of YANG data nodels to
Docunent Schenma Definition Languages (DSDL) [9]. This section
specifies the mapping for the extension statenent "nd:annotation"
(Section 6), which enables validation of XM. i nstance docunents
cont ai ni ng met adat a annot ati ons.

The first step of the DSDL nappi ng procedure, i.e., the
transformati on of the YANG data nodel to the hybrid schena (see
sec. 6 in[4]), is nodified as follows:

1. If the data nodel contains at |east one "nd:annotation"
statenment, then a RELAX NG naned pattern definition MJST be added
as a child of the root <rng:granmmar> elenent in the hybrid
schena. It is RECOWENDED to use the nane "__yang netadata_ "
for this named pattern.

2. Areference to the naned pattern described in item1 MJIST be
included as a child of every <rng:elenment> pattern that
corresponds to a container, leaf, list or leaf-list data node.

3. Every netadata annotation definition in the form
md: annot at i on ARGUVENT
or
nmd: annot ati on ARGUMVENT {

}

is mapped to the foll owi ng RELAX NG pattern

<rng: attribute name="PREFI X: ARGUMENT" >

</}hg:attribute>

where PREFI X i s the namespace prefix bound to the nanespace UR

of the YANG nodul e that contains the "nd:annotati on" statenent.
Each "rng:attribute" pattern SHALL be wapped in the
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<rng:optional > pattern, and this SHALL be inserted as a child of
the naned pattern definition described in item 1.

4. Substatenents of "nd:annotation", if there are any, SHALL be
mapped to children of the "rng:attribute" pattern exactly as
described in sec. 10 of [4].

For exanple, the named pattern definition (item 1), when constructed
only for the "inactive" annotation, will have the follow ng form

<rng: defi ne name="__yang netadata__ ">
<rng: opti onal >
<rng:attribute nanme="ein:inactive">
<rng: choi ce>
<rng: val ue>t rue</rng: val ue>
<rng: val ue>f al se</rng: val ue>
</ rng: choi ce>
</rng:attribute>
</rng: opti onal >
</ rng: defi ne>

Every "rng:elenent" pattern that corresponds to a container, |eaf,
list or leaf-list data node will then contain a reference to the
above nanmed pattern, for exanple

<rng: el ement nane="f oo: bar">
<rng:ref name="__yang netadata__"/>

</rng: el emrent >

Note that it is not necessary to use such a reference for
"rng: el ement" patterns corresponding to anyxm data nodes because
they already permt any XML attributes to be attached to their
i nst ances.
The second step of the DSDL mapping procedure, i.e., the
transformation of the hybrid schema to RELAX NG Schenmatron and DSRL
schemas, is unaffected by the inclusion of "nd:annotation"

6. Metadata YANG Modul e
RFC Editor: In this section, replace all occurrences of 'XXXX wth
the actual RFC nunber and all occurrences of the revision date bel ow
with the date of RFC publication (and renpove this note).
<CODE BEG NS> file "ietf-yang-netadata@015-02-28. yang"

nmodul e i etf-yang-nmetadata {
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nanespace "urn:ietf:parans: xnl:ns:yang:ietf-yang-netadata";
prefix "md";

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <nmailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<mai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai |l to: ] . schoenwael der @ acobs- uni versity. de>

Edi t or: Ladi sl av Lhot ka
<mai | t o: | hot ka@i c. cz>"

description
"Thi s YANG nodul e defines an extension statenent that allows for
defini ng netadata annotati ons.

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2015-02-28 {
description
“Initial revision.";
ref erence
"RFC XXXX: Defining and Using Metadata with YANG'
}

ext ensi on annotation {
argunment nane;
description
"This extension allows for defining netadata annotations in
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YANG nodul es. The ’'nd: annotation’ statenment can appear only at
the top level of a YANG nodul e.

An annotation defined with this extension statenent inherits
t he nanespace and ot her context fromthe YANG nodul e in which
it is defined.

O her properties of the annotati on and docunentati on may be
specified using the foll owi ng standard YANG substatenents (al
are optional): 'description’, 'if-feature', ’'reference’
"status’, 'type’ and 'units’. If the 'type' statenent is not
present, the built-in "string type is used by default.

A server announces syntactic support for a particul ar
annot ati on by including the nodule in which the annotation is
defined anong the adverti sed YANG nodul es (e.g. in NETCONF
hel | o nessage).

The ’'description’ and/or 'reference’ statements should provide
links to the specification of the annotation’s senantics.

XML and JSON encodi ng of annotations is defined in
RFC XXXX. ";

}
}

<CCDE ENDS>
7. | ANA Consi derations

RFC Ed.: In this section, replace all occurrences of ' XXXX with the
actual RFC nunber (and renove this note).

This docunent registers the follow ng nanespace URI in the | ETF XM
registry [2]:

URI: urn:ietf:parans: xm :ns:yang:ietf-yang-netadata
Regi strant Contact: The | ESG

XM.: N A the requested URI is an XML nanmespace

Thi s docunment registers the follow ng YANG nodul e in the YANG Mdul e
Nanes registry [ 3]
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i etf-yang- netadat a
urn:ietf:paranms: xm :ns:yang:ietf-yang-netadata

8. Security Considerations

Thi s docune
nmet adata an
YANG data n

nt introduces a nechanismfor defining the syntax of
notati ons in YANG nodul es and using themw th instances of
odes. By itself, this nmechanismrepresents no security

threat. Security inplications of a particular annotation defined

using this
speci ficati
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Appendi x A.  Change Log
RFC Editor: Renove this section upon publication as an RFC
A.1. Changes Between Revisions -00 and -01
o0 Encoding of annotations for anyxml nodes was changed to be the
same as for leafs. This was necessary because anyxnm val ue now
needn’'t be an object.

o It is stated that "nd: annotation" statement defines only the
syntax of an annotation

o Alowed "if-feature" as a substatenent of "nd:annotation”
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