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Abstract

Thi s docunent describes a data nodel of Access Control List (ACL)
basi ¢ buil di ng bl ocks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 6, 2015.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Access Control List (ACL) is one of the basic elenments to configure
device forwarding behavior. It is used in nmany networking concepts
such as Policy Based Routing, Firewalls etc.

An ACL is an ordered set of rules that is used to filter traffic on a
net wor ki ng device. Each rule is represented by an Access Contro
Entry (ACE)

Each ACE has a group of match criteria and a group of action
criteria.

The match criteria consist of a tuple of packet header match criteria
and netadata match criteria.

0 Packet header matches apply to fields visible in the packet such
as address or class of service or port nunbers.
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o0 Metadata matches apply to fields associated with the packet but
not in the packet header such as input interface or overall packet
I ength

The actions specify what to do with the packet when the matching
criteriais met. These actions are any operations that would apply
to the packet, such as counting, policing, or sinply forwarding. The
list of potential actions is endl ess depending on the innovations of
t he networ ked devi ces.

1.1. Definitions and Acronyns
ACE: Access Control Entry
ACL: Access Control List
AFl: Address Field ldentifier
DSCP: Differentiated Services Code Point
| CMP: Internet Control Message Protocol
| P: Internet Protocol
| Pv4: |Internet Protocol version 4
| Pv6: Internet Protocol version 6
MAC. Medi a Access Control
TCP: Transni ssion Control Protocol

2. Probl em St at enent
Thi s docunent defines a YANG [ RFC6020] data nodel for the
configuration of ACLs. It is very inportant that nodel can be easily
reused between vendors and between applications.
ACL inplementations in every device nmay vary greatly in ternms of the
filter constructs and actions that they support. Therefore this
draft proposes a sinple nodel that can be augnented by vendor
proprietary nodels.

3. Design of the ACL Mdel
Al t hough different vendors have different ACL data nodels, there is a

common under st andi ng of what access control list (ACL) is. A network
systemusually have a |ist of ACLs, and each ACL contains an ordered
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3.

list of rules, also known as access list entries - ACEs. Each ACE
has a group of match criteria and a group of action criteria. The
match criteria consist of packet header matching and netadata

mat chi ng. Packet header matching applies to fields visible in the
packet such as address or class of service or port nunbers. Metadata
mat chi ng applies to fields associated with the packet, but not in the
packet header such as input interface, packet |ength, or source or
destination prefix length. The actions can be any sort of operation
fromlogging to rate limting or dropping to sinply forwarding.
Actions on the first matching ACE are applied with no processing of
subsequent ACEs. The nopdel al so includes overall operational state
for the ACL and operational state for each ACE, targets where the ACL
applied. One ACL can be applied to multiple targets within the
device, such as interfaces of a networked device, applications or
features running in the device, etc. Wen applied to interfaces of a
net wor ked device, the ACL is applied in a direction which indicates
if it should be applied to packet entering (input) or |eaving the
devi ce (output).

This draft tries to address the comopnalities between all vendors and
create a comon nodel, which can be augnmented with proprietary
nodel s. The base nodel is very sinple and with this design we hope
to achieve needed flexibility for each vendor to extend the base
nodel .

1. ACL Modul es

There are two YANG nodules in the nodel. The first nodule, "ietf-
acl", defines generic ACL aspects which are common to all ACLs
regardl ess of their type or vendor. |In effect, the nodule can be
viewed as providing a generic ACL "superclass”. It inports the
second nodul e, "ietf-packet-fields". The match container in "ietf-
acl" uses groupings in "ietf-packet-fields". The "ietf-packet-

fields" nodul es can easily be extended to reuse definitions from
ot her nodul es such as | PFI X [ RFC5101] or nigrate proprietary
augrment ed nodul e definitions into the standard nodul e.

nodul e: ietf-ac
+--rw access-lists

+--rw access-list* [access-control-1ist-nane]

+--rw access-control -1ist-name string

+--rw access-control -1ist-type? access-control -list-type
+--ro access-control -1ist-oper-data

+--ro (targets)?
+--:(interface-nane)
+--ro interface-nane* string

+--rw access-list-entries
+--rw access-list-entry* [rul e- nane]
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+--rw rul e-nane string
+--rw mat ches

| +--rw (access-list-entries-type)?

| +--:(access-list-entries-ip)

| +--rw source-port-range

| +--rwlower-port i net: port-numnber

| +--rw upper-port? i net: port-nunber

+--rw destination-port-range

| +--rw | ower-port i net: port-nunber

| +--rw upper-port? i net: port-nunber

+--rw dscp? i net:dscp
+--rw protocol ? uint8

I
I
I
|
I
I
I
| +--rw (access-list-entries-ip-version)?

| +--:(access-list-entries-ipv4)

| | +--rw destination-ipv4-network? inet:ipvéd-prefix
I

I

I

I

I

+- -

| +--rw source-ipv4-network? i net:ipva-prefix
+--:(access-list-entries-ipvb)
+--rw destination-ipv6-network? i net:ipv6-prefix
+--rw source-i pv6- net wor k? i net:ipv6-prefix
+--rw fl ow | abel ? i net:ipv6-flowl abel
:(access-list-entries-eth)
+--rw desti nati on- nac- addr ess? yang: mac- addr ess
+--rw desti nati on- mac- addr ess- nask? yang: mac- addr ess
+--rw sour ce- mac- addr ess? yang: mac- addr ess
+--rw sour ce- mac- addr ess- mask? yang: mac- addr ess
+--rw input-interface? string
+--rw absol ute
+--rw start? yang: dat e-and-ti ne
+--rw end? yang: dat e-and-ti ne

+--rw active? bool ean

--rw actions
+--rw (packet - handl i ng) ?
+--: (deny)
| +--rw deny? enpty

+--:(pernit)
+-rw permt? enpty
--ro access-list-entries-oper-data
+--ro match-counter? yang: count er 64

I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
+
I
|
I
I
I
+

4. ACL YANG Mbdel s
4.1. | ETF- ACL nodul e

"ietf-acl" is the standard top |l evel nodule for Access lists. It has
a container for "access-list"” to store access list information. This
container has information identifying the access list by a nane("acl -
nane") and a list("access-list-entries") of rules associated with the
"acl -name". Each of the entries in the list("access-list-entries")
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i ndexed by the string "rul e-nane" have contai ners defining "matches"
and "actions". The "matches" define criteria used to identify
patterns in "ietf-packet-fields". The "actions" define behavior to
undertake once a "match" has been identified.

<CODE BEG Ns>file "ietf-acl @015-03-04. yang"
nodul e ietf-acl {
yang-version 1,

nanespace "urn:ietf:parans: xm:ns:yang:ietf-acl";

prefix access-control-1ist;

i mport ietf-yang-types {
prefix "yang";

}

i mport ietf-packet-fields {
prefix "packet-fields";

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: http://tools.ietf.org/wy/ netnod/
WG List: netnod@etf.org

WG Chai r: Juergen Schoenwael der
j - schoenwael der @ acobs- uni versity. de

WG Chair: Tom Nadeau
t nadeau@ uci dvi si on. com

Edit or: Dean Bogdanovi c
deanb@ uni per. net

Editor: Kiran Agrahara Sreenivasa
kkoushi k@r ocade. com

Editor: Lisa Huang
yi huan@i sco. com

Editor: Dana Blair
dbl ai r @i sco. cont';
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description
"Thi s YANG nodul e defines a conponent that describing the
configuration of Access Control Lists (ACLs).

Copyright (c) 2015 | ETF Trust and the persons identified as
t he document authors. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the |ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

/'l RFC Ed.: replace XXXX with actual RFC nunber and remove this
/1 note.

revision 2015-03-04 {
description "Base nodel for Network Access Control List (ACL).";
ref erence
"RFC XXXX: Network Access Control List (ACL)
YANG Data Model "

}

identity access-control-1list-base {
description "Base access control list type for all access control list type

identifiers.";

}

identity | P-access-control-list {
base "access-control-1ist:access-control-1ist-base"
description "I P-access control list is common nane for |layer 3 and 4 access
control list types. It is common anong vendors to call 3-tupple or 5 tupple
| P access control lists";

}

identity eth-access-control-list {
base "access-control -1ist:access-control-1ist-base"
description "Ethernet access control list is name for |ayer 2 Ethernet
technol ogy access control list types, like 10/100/1000baseT or W Fi
access control list";

}

typedef access-control-list-type {
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type identityref {
base "access-control -1i st-base";
}

description
"This type is used to refer to an Access Control List

(ACL) type";
typedef access-control-list-ref {
type leafref {
path "/access-1lists/access-list/access-control-Ilist-nane";
}
description "This type is used by data nodels that need to referenced an
access control list";

}

cont ai ner access-lists {
description
"This is top level container for Access Control Lists. It can have one
or nore Access Control List."

list access-list {

key access-control -1i st-naneg;

description "An access list (acl) is an ordered |ist of
access list entries (ACE). Each access control entries has a
list of match criteria, and a list of actions.
Since there are several kinds of access control lists
implemented with different attributes for
each and different for each vendor, this
nmodel acconmodat es custoni zi ng access control lists for
each kind and for each vendor.";

| eaf access-control-list-nanme {
type string;
description "The name of access-list. A device MAY restrict the length
and val ue of this name, possibly space and special characters are not

all owed. ";
}
| eaf access-control-list-type {
type access-control -1ist-type;
description "Type of access control list. Wen this

type is not explicitely specified, if vendor inplenentation permts,
the access control entires in the list can be m xed,
by containing L2, L3 and L4 entries";
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cont ai ner access-control -1ist-oper-data {
config fal se
description "Overall access control |ist operational data"

choi ce targets{

description "List of targets where access control list is applied"
leaf-l1ist interface-nanme {

type string;

description "Interfaces where access control list is applied"
}

}
}

cont ai ner access-list-entries {
description "The access-list-entries contai ner contains
a list of access-list-entry(ACE).";

list access-list-entry {
key rul e-nane;
or der ed- by user;
description "List of access list entries(ACE)";
| eaf rul e-nane {
type string;
description "Entry nane.";

}

cont ai ner mat ches {
description "Define match criteria";
choi ce access-list-entries-type {
description "Type of access list entry.";
case access-list-entries-ip {
uses packet-fields:access-control-list-ip-header-fields;
choi ce access-list-entries-ip-version {
description "Choice of IP version.";
case access-list-entries-ipvéd {
uses packet-fields:access-control-list-ipv4-header-fields;

}

case access-list-entries-ipv6 {

uses packet-fields:access-control-list-ipv6-header-fields;

}
}
}

case access-list-entries-eth {
description "Ethernet MAC address entry.";
uses packet-fields:access-control-list-eth-header-fields;

}
}
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uses packet-fiel ds: et adat a;

}

contai ner actions {
description "Define action criteria";
choi ce packet - handling {
defaul t deny;

description "Packet handling action.”
case deny {
| eaf deny {
type enpty;
description "Deny action.";

}
}
case permt {
| eaf pernmit {
type enpty;
description "Permt action."”;
}
}
}
}

cont ai ner access-list-entries-oper-data {
config fal se

description "Per access list entries operational data"
| eaf match-counter {
type yang: count er 64;

2015

description "Nunber of matches for an access list entry";

<CODE ENDS>
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4. 2.

ernet-Draft ACL YANG nodel

| ETF- PACKET- FI ELDS nodul e

March 2015

The packet fields nodul e defines the necessary groups for matching on

fields in the packet including ethernet, ipv4,

i pv6, transport |ayer

fields and netadata. These groupings can be augnented to include
other proprietary matching criteria. Since the nunber of match

criteria is very large, the base draft does not

i ncl ude t hese

directly but references them by "uses" to keep the base nodul e

si mpl e.

<CODE BEG NS>file "ietf-packet-fields@015-03-04. yang"

nod
y

ule ietf-packet-fields {
ang-version 1;

nanespace "urn:ietf:parans: xnl:ns:yang:ietf-packet-fields";

P
i
}
i
}

(0]

refix packet-fields;

nmport ietf-inet-types {
prefix "inet";

nmport ietf-yang-types {
prefix "yang";

rgani zation

"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

Cc

ont act
"WG Web: http://tools.ietf.org/wy/ netnod/
WG List: netnod@etf.org

WG Chai r: Juergen Schoenwael der
j - schoenwael der @ acobs- uni versity. de

WG Chair: Tom Nadeau
t nadeau@ uci dvi si on. com

Edi t or: Dean Bogdanovi c
deanb@ uni per. net

Editor: Kiran Agrahara Sreenivasa
kkoushi k@r ocade. com

Editor: Lisa Huang
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yi huan@i sco. com
Editor: Dana Blair
dbl ai r @i sco. cont';

description
"Thi s YANG nodul e defines groupings that used by ietf-ac
but not limted to acl

Copyright (c) 2015 | ETF Trust and the persons identified as
t he document authors. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the |ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

/'l RFC Ed.: replace XXXX with actual RFC nunber and renmove this
/1 note.

revision 2015-03-04 {
description "Initial version of packet fields used by
access-lists";
ref erence
"RFC XXXX: Network Access Control List (ACL)
YANG Data Model "

}

groupi ng access-control -list-transport-header-fields {
description "Transport header fields";

cont ai ner source-port-range {
description "inclusive range of source ports”
| eaf | ower-port {
type inet: port-nunber;
mandat ory true
description "Lower boundary.";
}
| eaf upper-port {
type inet: port-nunber;
description "Upper boundary. |f exist, upper port nust be greater or
equal to |ower port.";

Bogdanovi c, et al. Expi res Septenber 6, 2015 [ Page 12]



Internet-Draft ACL YANG nodel March 2015

}
}

cont ai ner destination-port-range {
description "inclusive range of destination ports”;
| eaf | ower-port {
type inet: port-numnber;
mandat ory true;
description "Lower boundary.";
}
| eaf upper-port {
type inet: port-nunber;
description "Upper boundary.";

}
}
}
groupi ng access-control -1ist-ip-header-fields {
description "Header fields comon to ipv4 and ipv6e"
uses access-control -list-transport-header-fields;
| eaf dscp {
type inet:dscp;
description "Value of dscp.";
}
| eaf protocol {
type uint8;
description "lInternet Protocol nunber.";
}
}
groupi ng access-control -1ist-ipv4-header-fields {

description "fields in | Pv4d header";

| eaf destination-ipv4-network {

type inet:ipvéd-prefix;

description "One or nore ip addresses.";
}

| eaf source-ipv4-network {
type inet:ipvé4-prefix;
description "One or nore ip addresses.";

}
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}

groupi ng access-control -1ist-ipv6-header-fields {
description "fields in | Pv6 header";

| eaf destination-ipv6-network {
type inet:ipv6-prefix;
description "One or nore ip addresses.";

}

| eaf source-ipv6-network {
type inet:ipv6-prefix;
description "One or nore ip addresses.";

}

| eaf flowlabel {
type inet:ipv6e-flowl abel
description "Flow | abel .";

}
}

groupi ng access-control -1ist-eth-header-fields {
description "fields in ethernet header";

| eaf destination-nmac-address {
type yang: mac- addr ess;
description "Mac addresses."”;

}

| eaf destination-nmac-address-mask {
type yang: mac- addr ess;
description "Mac addresses nask.";

}

| eaf source-nmac-address {
type yang: mac- addr ess;
description "Mic addresses.”;

}

| eaf source-nac-address-nmask {
type yang: mac- addr ess;
description "Mic addresses nask.";

}
}

groupi ng tinmerange {
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description "Time range contains tine
segnments to all ow access-control-list to be
active/inactive when the systemtine

is within the tinme segnments."”;

cont ai ner absol ute {
description
"Absolute tinme and date that
the associ ated function starts
going into effect.";

| eaf start {
type yang: dat e-and-ti ne;
description
"Start tinme and date"
}
| eaf end {
type yang: date-and-ti ne;
description "Absolute end time and date";

| eaf active {
type bool ean;
default "true";
description

"Specify the associated function

active or inactive state when
starts going into effect”;
}
} // container absolute
} //grouping timerange

groupi ng netadata {
description "Fields associated with a packet but not in
t he header";

| eaf input-interface {
type string;
description "Packet was received on this interface";

}

uses tinerange;

}
}

<CODE ENDS>
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4.3. An ACL Exanpl e

Requirement: Deny Al traffic from 10.10.10.1 bound for host
10. 10. 10. 255 from | eavi ng.

In order to achieve the requirenent, an nane access control list is
needed. The acl and aces can be described in CLI as the follow ng:

access-list ip iacl
deny tcp host 10.10.10.1 host 10.10.10. 255

Figure 1
Here is the exanple acl configuration xm:

<rpc nessage-i d="101" xnml ns:nc="urn:cisco: parans: xnm :ns:yang:ietf-acl:1.0">
/'l replace with | ANA nanespace when assi gned
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<top xm ns="http://exanple.con schena/ 1.2/ config">
<access-|ists>
<access-list>
<access-control -1ist-nane>sanpl e-i p-acl </ access-control -1ist-nane>
<access-list-entries>
<access-list-entry>
<rul e- name>t el net - bl ock-rul e</ rul e- name>
<mat ches>
<desti nation-i pv4-address>10. 10. 10. 255/ 24</ desti nati on-i pv4- addr ess>
<sour ce-i pv4- address>10. 10. 10. 1/ 24</ sour ce- i pv4- addr ess>
</ mat ches>
<actions>
<deny/ >
</ actions>
</ access-list-entry>
</ access-list-entries>
</ access-list>
</ access-lists>
</top>
</ config>
</edit-config>
</rpc>

Figure 2
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4.4. Port Range Usage Exanple

When a | ower-port and an upper-port are both present, it represents a
range between | ower-port and upper-port with both the | ower-port and
upper-port are included. Wen only a |ower-port presents, it
represents a single port.

Wth the follow XM. sni ppet:

<sour ce-port-range>
<l ower - port >16384</| ower - port >
<upper - port >16387</ upper - port >
</ sour ce-port-range>

This represents source ports 16384, 16385, 16386, and 16387
Wth the foll ow XM. sni ppet:

<source-port-range>
<l ower - port >16384</| ower - port >
<upper - port >65535</ upper - port >
</ sour ce- port-range>

This represents source ports greater than/equal to 16384.
Wth the follow XM sni ppet:

<sour ce-port-range>
<l ower - port >21</1| ower - port >
</ sour ce- port-range>

This represents port 21
5. Linux nftables

As Linux platformis becom ng nore popul ar as networking platform
the Linux data nodel is changing. Previously ACLs in Linux were

hi ghly protocol specific and different utilities were used for it

(i ptables, ip6tables, arptables, ebtables). Recently, this has
changed and a single utility, nftables, has been provided. This
utility follows very simlarly the same base nodel as proposed in
this draft. The nftables support input and output ACEs and each ACE
can be defined with match and acti on.
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6

Security Considerations

The YANG nodul e defined in this nmeno is designed to be accessed via
the NETCONF protocol [RFC6241] [RFC6241]. The |owest NETCONF | ayer
is the secure transport |layer and the nandatory-to-inplenent secure
transport is SSH [ RFC6242] [ RFC6242]. The NETCONF access contro
nmodel [ RFC6536] [RFC6536] provides the neans to restrict access for
particul ar NETCONF users to a pre-configured subset of all available
NETCONF pr ot ocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.

These are the subtrees and data nodes and their sensitivity/
vul nerability:

/ietf-acl:access-lists/access-list/access-list-entries: This |ist
specifies all the configured access list entries on the device.

Unaut hori zed write access to this list can allow intruders to access
and control the system Unauthorized read access to this list can
all ow intruders to spoof packets with authorized addresses thereby
conprom sing the system

| ANA Consi derations

This docunment registers a URI in the |ETF XM. registry [ RFC3688]
[ RFC3688]. Following the format in RFC 3688, the follow ng
registration is requested to be nade:

URI: urn:ietf:parans:xnl:ns:yang:ietf-ac

URI: urn:ietf:parans:xm:ns:yang:ietf-packet-fields

Regi strant Contact: The | ESG

XM.: NA, the requested URI is an XM. nanespace

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-acl nanespace: urn:ietf:paranms:xm:ns:yang:ietf-ac
prefix: ietf-acl reference: RFC XXXX
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9.

9.

9.

name: ietf-packet-fields nanespace: urn:ietf:parans:xm:ns:yang:ietf-
packet-fields prefix: ietf-packet-fields reference: RFC XXXX
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Appendi x A. Extending ACL nodel exanples
A.1. Exanmpl e of extending existing nodel for route filtering

Wth proposed nodul ar design, it is easy to extend the nodel with

ot her features. Those features can be standard features, |ike route
filters. Route filters match on specific | P addresses or ranges of
prefixes. Mich like ACLs, they include some match criteria and
correspondi ng match action(s). For that reason, it is very sinple to
extend existing ACL nodel with route filtering. The conbination of a
route prefix and prefix length along with the type of natch
determines how route filters are eval uated against inconing routes.

Di fferent vendors have different match types and in this nodel we are
using only ones that are common across all vendors participating in
this draft. As in this exanple, the base ACL nodel can be extended
with conpany proprietary extensions, described in the next section.

<CODE BEG NS> file "std-ext-route-filter@015-02-14. yang"

modul e std-ext-route-filter {
yang-version 1,

nanespace "urn:ietf:parans:xm:ns:yang:ietf-route-filter";
prefix std-ext-route-filter;

inmport ietf-inet-types {
prefix "inet";

}

import ietf-acl {
prefix "ietf-acl";
}
organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng Group”;

cont act
"WG Web: http://tools.ietf.org/wy/ netnod/
W5 List: netnod@etf.org

WG Chai r: Juergen Schoenwael der
j . schoenwael der @ acobs- uni versity. de

WG Chair: Tom Nadeau
t nadeau@ uci dvi si on. com

Edi t or: Dean Bogdanovi c
deanb@ uni per. net
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Editor: Kiran Agrahara Sreenivasa
kkoushi k@r ocade. com

Editor: Lisa Huang
yi huan@i sco. com

Editor: Dana Blair
dbl ai r @i sco. cont';
description "

Thi s nodul e describes route filter as a collection of
mat ch prefixes. Wen specifying a match prefix, you
can specify an exact match with a particular route or
a |l ess precise match. You can configure either a
comon action that applies to the entire list or an
action associated with each prefix.

revision 2015-02-14 {
description "creating Route-Filter extension nodel based on ietf-acl nodel”

ref erence ;

}

augrment "/ietf-acl:access-lists/ietf-acl:access-list
lietf-acl:access-list-entries/
ietf-acl:access-list-entry/ietf-acl:mtches"{
description "
Thi s nodul e augnents the matches container in the ietf-ac
module with route filter specific actions
choi ce route-prefix{
description "Define route filter match criteria";
case range {
description
Route falls between the | ower prefix/prefix-length and the upper
prefix/prefix-Iength.

choi ce i pv4-range {
description "Defines the | ower |Pv4 prefix/prefix range”
| eaf v4-1ower-bound {
type inet:ipva-prefix;
description "Defines the lower |IPv4 prefix/prefix |ength"

| eaf v4-upper-bound {
type inet:ipvé4-prefix;
description "Defines the upper |Pv4d prefix/prefix |ength"
}
}
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choi ce i pv6-range {
description "Defines the I Pv6 prefix/prefix range";
| eaf v6-1ower-bound {
type inet:ipv6-prefix;
description "Defines the | ower |Pv6 prefix/prefix |ength"

}
| eaf v6-upper-bound {
type inet:ipv6-prefix;
description "Defines the upper 1Pv6 prefix/prefix |ength";

}
<CODE ENDS>
A.2. A conpany proprietary nodul e exanpl e

Modul e "newco-acl" is an exanple of conpany proprietary nodel that
augnments "ietf-acl” nmodule. It shows how to use ’"augnment’ with an
XPat h expression to add additional natch criteria, action criteria,
and default actions when no ACE matches found. Al these are conpany
proprietary extensions or systemfeature extensions. "newo-acl" is
just an exanple and it is expected fromvendors to create their own
proprietary nodels.

The following figure is the tree structure of newco-acl. In this
exanpl e, ietf-acl:access-lists/ietf-acl:access-list/ietf-acl:access-
list-entries/ietf-acl:access-list-entry/ietf-acl:mtches: are
augrmented with a new choi ce, protocol-payl oad-choice. The protocol -
payl oad-choi ce uses a grouping with an enuneration of all supported
protocol values. 1In other exanple, ietf-acl:access-lists/ietf-ac
.access-list/ietf-acl:access-list-entries/ietf-acl:access-list-entry/
ietf-acl:actions are augnented with new choi ce of actions.
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nodul e: newco- acl
augrment /ietf-acl:access-lists/ietf-acl:access-1list
lietf-acl:access-list-entries/
ietf-acl:access-list-entry/ietf-acl: matches:
+--rw (protocol - payl oad- choi ce) ?
+--: (protocol - payl oad)
+--rw protocol - payl oad* [val ue-keyword]
+--rw val ue- keyword enumer ati on
augnment /ietf-acl:access-lists/ietf-acl:access-1ist
/lietf-acl:access-list-entries/
ietf-acl:access-list-entry/ietf-acl:actions:
+--rw (action)?
+--:(count)

| +--rw count? string
+--:(policer)
| +--rwpolicer? string

+--: (hiearchical -policer)
+--rw hierarchitacl-policer? string
augrment /ietf-acl:access-lists/ietf-acl:access-list:
+--rw defaul t-actions
+--rw deny? enpty

<CODE BEG NS> fil e "newco-acl @015-03-04. yang"

nodul e newco-acl {
yang-version 1,

nanmespace "urn:newco: parans: xnl : ns: yang: newco- acl "

prefix newco- acl

import ietf-acl {
prefix "ietf-acl";
}

revi sion 2015-03- 04{
description "creating NewCo proprietary extensions to ietf-acl nodel";
}

augnment "/ietf-acl:access-lists/ietf-acl:access-list
lietf-acl:access-list-entries/
ietf-acl:access-list-entry/ietf-acl:nmtches" {
description "Newco proprietary sinple filter matches";
choi ce protocol - payl oad- choi ce {
Iist protocol -payl oad {
key val ue- keywor d;
order ed- by user;
description "Match protocol payl oad"
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uses mat ch-si npl e- payl oad- pr ot ocol - val ue;

}
}
}

augrment "/ietf-acl:access-lists/ietf-acl:access-list/ietf-acl:access-list-entr
ies/ietf-acl:access-list-entry/ietf-acl:actions" {
description "Newco proprietary sinple filter actions"
choi ce action {
case count {
description "Count the packet in the nanmed counter”;
| eaf count {
type string;

}

case policer {
description "Name of policer to use to rate-linit traffic";
| eaf policer {
type string;
}
}
case hiearchical -policer {
description "Name of hierarchical policer to use to
rate-limt traffic";
| eaf hierarchitacl-policer{
type string;
}
}
}
}

augrment "/ietf-acl:access-lists/ietf-acl:access-list" {
cont ai ner default-actions {
description "Actions that occur if no access-list entry is matched.";
| eaf deny {

type enpty;

}
}

groupi ng nmat ch-si npl e- payl oad- pr ot ocol -val ue {
| eaf val ue-keyword {
description "(null)";
type enuneration {
enumicnp {
description "Internet Control Message Protocol"

enum i cnp6 {
description "Internet Control Message Protocol Version 6";
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}

enum range {
description "Range of val ues”

<CODE ENDS>

Draft authors expect that different vendors will provide their own
yang nodel s as in the exanple above, which is the extension of the
base nodel

A. 3. Attaching Access Control List to interfaces

Access control list typically does not exist in isolation. |Instead,
they are associated with a certain scope in which they are applied,
for exanple, an interface of a set of interfaces. Howto attach an
SPF to an interface (or other systemartifact) is outside the scope
of this nodel, as it depends on the specifics of the system nodel
that is being applied. However, in general, the general design

pattern will involved adding a dada node with a reference, or set of
references, to ACLs that are to be applied to the interface. For
this purpose, the type definition "access-control-list-ref" can be
used.

This is an exanple of attaching an access control list to an

i nterface.
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<CCODE BEG NS> file "interface nodel augnentation with AC

@015- 03-04. yang"

import ietf-acl {

prefix "ietf-acl";
}
inmport ietf-interface {

prefix "ietf-if";
}
i mport ietf-yang-types {

prefix "yang";

}

augrment "/ietf-if:interfaces/ietf-if:interface" {
description "Apply acl to interfaces”
cont ai ner acl {
description "ACL rel ated properties."”;
| eaf acl -nane {
type ietf-acl:access-control-1list-ref;
mandat ory true;
description "Access Control List nane.";

| eaf match-counter {
t ype yang: count er 64;
config fal se
description "Total match count for access control list "

choice direction {
leaf in { type enpty;}
| eaf out { type enpty;}
}
}

<CODE ENDS>

}
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