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1. Introduction

Thi s docunent contains a specification of the foll owi ng YANG nodul es:

o Mdule "ietf-routing" provides generic conmponents of a routing
dat a nodel .

0 Mbdule "ietf-ipv4-unicast-routing" augnments the "ietf-routing"
nmodul e with additional data specific to | Pv4 unicast.

o Mbodule "ietf-ipv6-unicast-routing" augnments the "ietf-routing"
modul e with additional data specific to | Pv6 unicast, including
the router configuration variables required by [ RFC4861].

These nodul es toget her define the so-called core routing data nodel
which is intended as a basis for future data nodel devel opnent
covering nore sophisticated routing systems. Wile these three
nmodul es can be directly used for sinple I P devices with static
routing (see Appendix B), their nmain purpose is to provide essentia
bui |l di ng bl ocks for nore conplicated data nodels involving nultiple
routing protocols, nulticast routing, additional address fanilies,
and advanced functions such as route filtering or policy routing. To
this end, it is expected that the core routing data nodel will be
augrment ed by numerous nodul es devel oped by ot her | ETF worki ng groups.

2. Term nol ogy and Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The following terns are defined in [ RFC6241]:
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o client

0 nessage

0 protocol operation
0 server

The following ternms are defined in [ RFC6020]:
0 augnent

o configuration data
0 data nodel

o data node

o feature

0 mandatory node

0 nodul e

0 state data

0 RPC operation

2.1. dossary of New Terns

core routing data nodel: YANG data nodel conprising "ietf-routing"
"ietf-ipv4-unicast-routing" and "ietf-ipv6-unicast-routing”
nodul es.

direct route: aroute to a directly connected network.

routing information base (RIB): An object containing a |list of
routes together with other information. See Section 5.3 for
details.

systemcontrolled entry: An entry of alist in state data ("config
false") that is created by the systemindependently of what has
been explicitly configured. See Section 4.1 for details.

user-controlled entry: An entry of alist in state data ("config

false") that is created and del eted as a direct consequence of
certain configuration changes. See Section 4.1 for details.
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2

2

2

3.

Tree Di agrans

A simplified graphical representation of the conplete data tree is
presented in Appendix A and sinilar diagrams of its various subtrees
appear in the main text.

The meani ng of the synbols in these diagranms is as foll ows:

o Brackets "[" and "]" enclose |ist keys.

0 Curly braces "{" and "}" contain nanmes of optional features that
make t he correspondi ng node conditi onal

0 Abbreviations before data node names: "rw' neans configuration

(read-wite), "ro" state data (read-only), "-x" RPC operations,
and "-n" notifications.

0 Synbols after data node nanmes: "?" neans an optional node, "!" a
container with presence, and "*" denotes a "list" or "leaf-list".

o Parent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

Prefi xes in Data Node Nanes

In this docunent, nanmes of data nodes, RPC operations and other data
nmodel objects are often used without a prefix, as long as it is clear
fromthe context in which YANG nodul e each nane is defined

O herwi se, nanes are prefixed using the standard prefix associ ated
with the correspondi ng YANG nodul e, as shown in Table 1.

Fom e e e oo o m e e e e e eee o R +
| Prefix | YANG nodul e | Reference
F oo e e e e e i R +
| if | ietf-interfaces | [RFC7223]
| ip | ietf-ip | [RFC7277] |
| rt | ietf-routing | Section 7 |
| vaur | ietf-ipv4-unicast-routing | Section 8 |
| véur | ietf-ipv6-unicast-routing | Section 9
| yang | ietf-yang-types | [RFC6991]
| inet | ietf-inet-types | [RFC6991] |
Fom e e e - - o m e e e e e e e e e aa oo Fom e e e e - - +

Tabl e 1: Prefixes and correspondi ng YANG nodul es
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3.

bj ecti ves

The initial design of the core routing data nodel was driven by the
foll owi ng obj ecti ves:

0 The data nodel should be suitable for the common address fanilies,
in particular IPv4 and I Pv6, and for unicast and nulticast
routing, as well as Miultiprotocol Label Swi tching (MPLS)

o Sinple routing set-ups, such as static routing, should be
configurable in a sinple way, ideally w thout any need to devel op
addi ti onal YANG nodul es.

0 On the other hand, the core routing framework mnust allow for
complicated set-ups involving nultiple routing information bases
(RIB) and nultiple routing protocols, as well as controlled
redistributions of routing information.

0 Device vendors will want to map the data nodels built on this
generic framework to their proprietary data nodels and
configuration interfaces. Therefore, the framework shoul d be
flexible enough to facilitate such a mappi ng and acconmopdat e data
nodel s with different |ogic.

The Design of the Core Routing Data Mde

The core routing data nodel consists of three YANG nodul es. The
first nodule, "ietf-routing", defines the generic conponents of a
routing system The other two nodules, "ietf-ipv4-unicast-routing”
and "ietf-ipv6-unicast-routing", augment the "ietf-routing" nodul e
with additional data nodes that are needed for |Pv4 and | Pv6 unicast
routing, respectively. Figures 1 and 2 show abridged views of the
configuration and state data hierarchies. See Appendix A for the
conpl ete data trees

Lhot ka & Li ndem Expi res Septenber 5, 2015 [ Page 6]



Internet-Draft

YANG Routi ng Managenent

+--rw routing
+--rw routing-instance* [nane]

+--Trw
+--Trw
+--rw
+--TW

+--rwW

+--TW

| +--

I

I
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|-

I

I

I

+--rw
+- -

nane
type?

enabl ed?

router-id?

description?

default-ribs

rw defaul t-rib* [address-famly]
+--rw address-fanm |y

+--rw rib-nane

i nterfaces

rw interface* [nane]

+--rw nane

+--rw v6ur:ipv6-router-advertisenents

routing-protocols

rw routing-protocol* [type nane]
+--rw type

+--rw nane

+--rw description?

+--rw enabl ed?

+--rw route-preference?

+--rw connect ed-ri bs

[ .

+--rw static-routes

+--rwribs
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+--Trw
+- -
+- -
+- -
+- -

ri b* [ name]

rw name

rw address-fanily

rw description?

rw recipient-ribs

+--rw recipient-rib* [rib-nanme]

Figure 1: Configuration data hierarchy.
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+--ro0 routing-state
+--ro routing-instance* [nane]
| +--ro name
| +--ro type?
| +--ro default-ribs
| | +--ro default-rib* [address-famly]
| +--ro address-famly
| +--ro rib-nane
| +--ro interfaces
| | +--ro interface* [nane]
| +--ro0 hane
| ] +--ro véur:ipv6-router-advertisenents
| ] C.
| +--ro routing-protocols
| +--ro0 routing-protocol* [type nane]
[ +--ro type
| +--ro0 hane
| +--ro route-preference
| +--ro connected-ribs
I

+--ro ribs
+--ro rib* [nane]
+--ro namne
+--ro address-fanmly
+--ro routes
| +--ro route*
| c.
+--ro recipient-ribs
+--ro recipient-rib* [rib-nane]

Figure 2: State data hierarchy.

As can be seen fromFigures 1 and 2, the core routing data nodel

i ntroduces several generic conponents of a routing framework: routing
i nstances, RIBs containing lists of routes, and routing protocols.
The followi ng subsections describe these conponents in nore detail.

By conbi ning the components in various ways, and possibly augmenting

themwith appropriate contents defined in other nodul es, various
routing systens can be realized.
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oo +
| direct | T + T +
| routes |------ >| | <------ |
Fomma o + [ def aul t [ | additional
| R B | | R B |
oo + | | | |
| static |------ > |------ > |
| routes | T + T +
oo + " | " |
I I I I
I v I v
Fommameas + Fommameas +
| routing | | routing |
| protocol | | protocol |
Fom e - + Fom e - +

Figure 3: Exanple set-up of a routing system

The exanple in Figure 3 shows a typical (though certainly not the
only possible) organization of a nore conplex routing subsystemfor a
single address fanmly. Several of its features are worth nenti oni ng:

0 Along with the default RIB, which is always present, an additiona
RI B is configured.

o Each routing protocol instance, including the "static" and
"direct" pseudo-protocols, is connected to one or nore RIBs with
which it can exchange routes (in both directions, except for the
"static" and "direct" pseudo-protocols).

0 RIBs may al so be connected to each other and exchange routes in
either direction (or both).

4.1. SystemControlled and User-Controlled List Entries

The core routing data nodel defines several lists, for exanple
"routing-instance" or "rib", that have to be populated with at |east
one entry in any properly functioning device, and additional entries
may be configured by the user

In such a list, the server creates the required itemas a so-called
systemcontrolled entry in state data, i.e., inside the "routing-
state" contai ner.

Additional entries may be created in the configuration by the user,
e.g., via the NETCONF protocol. These are so-called user-controlled
entries. |f the server accepts a configured user-controlled entry,
then this entry also appears in the state data version of the list.
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Corresponding entries in both versions of the list (in state data and
configuration) have the sanme value of the list key.

The user may al so provide suppl enental configuration of system
controlled entries. To do so, the user creates a new entry in the
configuration with the desired contents. In order to bind this entry
with the corresponding entry in the state data list, the key of the
configuration entry has to be set to the sane value as the key of the
state entry.

An exanpl e can be seen in Appendix D. the "/routing-state/routing-
instance" list has a single systemcontrolled entry whose "nane" key
has the value "rtr0". This entry is configured by the "/routing/
routing-instance" entry whose "nane" key is also "rtrQ"

Del eting a user-controlled entry fromthe configuration list results
in the renoval of the corresponding entry in the state data list. In
contrast, if a systemcontrolled entry is deleted fromthe
configuration list, only the extra configuration specified in that
entry is removed but the corresponding state data entry remains in
the |ist.

5. Basic Building Blocks

This section describes the essential conmponents of the core routing
dat a nodel .

5.1. Routing Instance

The core routing data nodel supports one or nore routing instances
appearing as entries of the "routing-instance" list. Each routing

i nstance has separate configuration and state data under
"/rt:routing/rt:routing-instance” and "/rt:routing-state/rt:routing-
i nstance", respectively.

The senantics of the term"routing instance" is deliberately left
undefined. It is expected that future YANG nodules will define data
nmodel s for specific types of routing instances, such as VRF (virtua
routing and forwardi ng) instances that are used for BGP/MPLS virtua
private networks [ RFC4364]. For each type of routing instance, an
identity derived from"rt:routing-instance" MJST be defined. This
identity is then referred to by the value of the "type" leaf (a child
node of "routing-instance" list).

An impl enentati on MAY create one or nore systemcontrolled routing
i nstances, and MAY al so i npose restrictions on types of routing

i nstances that can be configured, and on the nmaxi num nunber of
supported i nstances for each type. For exanple, a sinple router
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i mpl enent ati on nay support only one systemcontrolled routing
i nstance of the default type "rt:default-routing-instance" and may
not allow creation of any user-controlled instances.
Each network | ayer interface has to be assigned to one or nore
routing instances in order to be able to participate in packet
forwardi ng, routing protocols and ot her operations of those routing
i nstances. The assignment is acconplished by placing a correspondi ng
(system or user-controlled) entry in the list of routing instance
interfaces ("rt:interface"). The key of the list entry is the nanme
of a configured network |layer interface, see the "ietf-interfaces"
nodul e [ RFC7223].
A data nodel for a routing instance type MAY state additional rules
for the assignnent of interfaces to routing instances of that type.
For exanple, it may be required that the sets of interfaces assigned
to different routing instances of a certain type be disjoint.

5.1.1. Paraneters of IPv6 Routing Instance |Interfaces
The nmodul e "ietf-ipv6-unicast-routing” augnents the definition of the
data node "rt:interface", in both configuration and state data, with
definitions of the follow ng variables as required by [ RFC4861], sec.
6.2.1:
0 send-advertisenents,
0 max-rtr-adv-interval
0 mn-rtr-adv-interval
o managed-fl ag,
o other-config-flag,
o link-ntu,
0 reachable-tine,
o retrans-tiner,
o cur-hop-lint,
o default-lifetine,

o prefix-list: a list of prefixes to be advertised.
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The followi ng paranmeters are associated with each prefix in the
list:

* valid-lifetime,

* on-link-flag,

* preferred-lifetine,
* autononous-fl ag.

The definitions and descriptions of the above paranmeters can be found
in the nodule "ietf-ipv6-unicast-routing" (Section 9).

NOTES

1. The "lIsRouter" flag, which is also required by [ RFC4861], is
implemented in the "ietf-ip" nmodule [RFC7277] (| eaf
"ip:forwardi ng").

2. The original specification [RFC4861] allows the inplenentations
to decide whether the "valid-lifetinme" and "preferred-lifetinme"
paraneters remain the sanme in consecutive advertisenents, or
decrement in real time. However, the latter behavior seens
probl emati ¢ because the values night be reset again to the
(higher) configured values after a configuration is rel oaded.
Moreover, no inplenentation is known to use the decrementing
behavior. The "ietf-ipv6-unicast-routing" nodule therefore
assunmes the former behavior with constant val ues.

5.2. Rout e

Routes are basic elenents of information in a routing system The
core routing data nodel defines only the following mninal set of
route attributes:

o "destination-prefix": IP prefix specifying the set of destination
addresses for which the route may be used. This attribute is
mandat ory.

0 "route-preference": an integer value (al so known as adninistrative
di stance) that is used for selecting a preferred route anong
routes with the sane destination prefix. A lower value neans a
more preferred route.

0 "next-hop": determ nes the action to be perforned with a packet.
See bel ow for details.
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The choi ce of next-hops conprises the foll ow ng cases:

o sinple next-hop - I P address of the next-hop router, outgoing
interface, or both.

0 special next-hop - a keyword indicating special packet handling,

one of:
* "blackhole" - silently discard the packet;
* "unreachabl e" - discard the packet and notify the sender with a

"destination unreachabl e" error nessage;

* "prohibit" - discard the packet notify the sender with an
"admi ni stratively prohibited" error message.

It is expected that future YANG nodul es defining will augnent routes
with nmore conpl ex next-hop types, or additional attributes such as
metrics.

Routes are primarily state data that appear as entries of RIBs
(Section 5.3) but they nay al so be found in configuration data, for
exanpl e as manual |y configured static routes. |In the latter case,
configurable route attributes are generally a subset of route
attributes described above.

5.3. Routing Information Base (Rl B)

A routing information base (RIB) is a list of routes conpl enented
with adm nistrative data, nanely:

0 "source-protocol”: type of the routing protocol fromwhich the
route was originally obtained.

o "active": an inplenentation can use this enpty leaf to indicate
that the route is preferred anong all routes in the same RI B that
have the sane destination prefix.

0 "last-updated": the date and tinme when the route was | ast updated,
or inserted into the R B.

Each RIB MUST contain only routes of one address family. An address
family is represented by an identity derived fromthe "rt:address-
fam | y" base identity.

In the core routing data nodel, RIBs are state data represented as

entries of the list "/routing-state/ribs/rib". The contents of RIBs
are controlled and nani pul ated by routing protocol operations which

Lhot ka & Li ndem Expi res Septenber 5, 2015 [ Page 13]



Internet-Draft YANG Routi ng Managenent March 2015

may result in route additions, renovals and nodifications. This also
i ncl udes mani pul ations via the "static" and/or "direct" pseudo-
protocol s, see Section 5.4.1.

RIBs are global, which neans that a RIB nay be used by any or al
routing instances. However, a data nodel for a routing instance type
MAY state rules and restrictions for sharing R Bs anong routing

i nstances of that type.

Each routing instance has, for every supported address fam |y, one
RI B selected as the so-called default RIB. This selection is
recorded in the list "default-rib". The role of default RIBs is
expl ai ned in Section 5.4.

Sinple router inplenentations that do not advertise the feature
"multiple-ribs" will typically create one systemcontrolled R B per
supported address fam |y, and declare it as the default RIB (via a
systemcontrolled entry of the "default-rib" list).

5.3.1. Miltiple RIBs per Address Fanily

More conplex router inplenentations advertising the "nultiple-ribs"
feature support nultiple RIBs per address fanmly that can be used for
policy routing and ot her purposes. Every R B can then serve as a
source of routes for other RIBs of the sane address fanmly. To
achieve this, one or nore recipient RIBs may be specified in the
configuration of the source RIB

A RIB MUST NOT appear anpong its own recipient RIBs.
5.4. Routing Protoco

The core routing data nodel provides an open-ended framework for
defining nultiple routing protocol instances within a routing

i nstance. Each routing protocol instance MJST be assigned a type,
which is an identity derived fromthe "rt:routing-protocol" base
identity. The core routing data nodel defines two identities for the
direct and static pseudo-protocols (Section 5.4.1).

Multiple routing protocol instances of the sane type MAY be
configured within the sanme routing instance.

Each routing protocol instance can be connected to one or nore RIBs
for each address fanmily that the routing protocol instance supports.
By default, the interaction of a routing protocol instance with its
connected RIBs is governed by the follow ng rul es:
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0 Routes learned fromthe network are installed in all connected
RIBs with a matching address famly.

0 Conversely, routes fromall connected RIBs are injected into the
routing protocol instance.

However, a data nodel for a routing protocol MAY inpose specific
rul es for exchangi ng routes between routing protocol instances and
connect ed RI Bs.

On devices supporting the "nultiple-ribs" feature, any RIB (system
controlled or user-controlled) may be connected to a routing protoco
i nstance by configuring a corresponding entry in the "connected-rib"

list. |If such an entry is not configured for an address fam ly, then
the default RI B MJST be used as the connected RIB for this address
famly.

5.4.1. Routing Pseudo-Protocols

The core routing data nodel defines two special routing protoco

types - "direct"” and "static". Both are in fact pseudo-protocols,

whi ch neans they are confined to the |ocal device and do not exchange
any routing infornmation with adjacent routers. Routes from both
"direct" and "static" protocol instances are passed to the connected
RI Bs, but an exchange in the opposite direction is not allowed.

Every routing instance MJST inpl enment exactly one instance of the
"direct" pseudo-protocol type. It is the source of direct routes for
all configured address fanilies. Direct routes are normally supplied
by the operating system kernel, based on the configurati on of network
interface addresses, see Section 6.2. The "direct" pseudo-protoco
MUST al ways be connected to the default RIBs of all supported address
famlies. Unlike other routing protocol types, this connection
cannot be changed in the configuration.

A pseudo-protocol of the type "static" allows for specifying routes
manual ly. It MAY be configured in zero or nultiple instances

al though a typical configuration will have exactly one instance per
routing instance.

5.4.2. Defining New Routing Protocols
It is expected that future YANG nodules will create data nodels for
addi tional routing protocol types. Such a new nodule has to define

the protocol -specific configuration and state data, and it has to fit
it into the core routing franmework in the follow ng way:
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0 Anewidentity MIJST be defined for the routing protocol and its
base identity MJST be set to "rt:routing-protocol", or to an
identity derived from"rt:routing-protocol”

0 Additional route attributes MAY be defined, preferably in one
pl ace by means of defining a YANG grouping. The new attributes
have to be inserted by augnenting the definitions of the nodes

/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route
and
[rt:fib-route/rt:output/rt:route,

and possibly other places in the configuration, state data,
notifications, and RPC i nput or output.

o Configuration paranmeters and/or state data for the new protoco
can be defined by augnmenting the "routing-protocol" data node
under both "/routing" and "/routing-state".

o0 Per-interface configuration, including activation of the routing
protocol on individual interfaces, can use references to entries
inthe list of routing instance interfaces (rt:interface).

By using the "when" statenment, the augmented configuration parameters
and state data specific to the new protocol SHOULD be made
conditional and valid only if the value of "rt:type" or "rt:source-
protocol"” is equal to the new protocol’s identity. It is also
RECOMVENDED t hat protocol -specific data nodes be encapsul ated in
appropriately named contai ners.

The above steps are inplemented by the exanpl e YANG nodul e for the
RI P routing protocol in Appendix C

5.5. RPC Qperations

The "ietf-routing” nodul e defines two RPC operations:

o fib-route: query a routing instance for the active route in the
Forwardi ng Information Base (FIB). It is the route that is
currently used for sending datagrans to a destination host whose
address is passed as an input paraneter.

O route-count: retrieve the total nunber of entries in a R B.
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6. Interactions with & her YANG Mdul es

The semantics of the core routing data nodel also depends on several
configuration paraneters that are defined in other YANG nodul es.

6.1. Mdule "ietf-interfaces"

The follow ng boolean switch is defined in the "ietf-interfaces" YANG
nodul e [ RFC7223]:

lif:interfaces/if:interfacel/if:enabled
If this switch is set to "false" for a network | ayer interface,
the devi ce MUST behave exactly as if that interface was not
assigned to any routing instance at all.

6.2. Mdule "ietf-ip"

The foll owi ng bool ean switches are defined in the "ietf-ip" YANG
nmodul e [ RFC7277] :

[if:interfaces/if:interface/ip:ipvd/ip:enabled

If this switch is set to "false" for a network | ayer interface,
then all IPv4 routing functions related to that interface MJUST be
di sabl ed.

[if:interfaces/if:interface/ip:ipvd/ip:forwarding

If this switch is set to "false" for a network | ayer interface,
then the forwarding of I Pv4 datagrans to and fromthis interface
MUST be di sabl ed. However, the interface nay participate in other
I Pv4 routing functions, such as routing protocols.

lif:interfaces/if:interface/ip:ipv6/ip:enabled
If this switch is set to "false" for a network | ayer interface,
then all 1Pv6 routing functions related to that interface MJST be
di sabl ed.

lif:interfaces/if:interface/ip:ipv6/ip:forwarding
If this switch is set to "false" for a network | ayer interface,
then the forwarding of |Pv6 datagranms to and fromthis interface

MUST be di sabled. However, the interface nay participate in other
I Pv6 routing functions, such as routing protocols.
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In addition, the "ietf-ip" nodule allows for configuring | Pv4 and

| Pv6 addresses and network prefixes or nasks on network |ayer
interfaces. Configuration of these paraneters on an enabl ed
interface MUST result in an i medi ate creation of the correspondi ng
direct route. The destination prefix of this route is set according
to the configured | P address and network prefix/msk, and the
interface is set as the outgoing interface for that route.

7. Routing Managenment YANG Modul e
RFC Editor: In this section, replace all occurrences of 'XXXX wth
the actual RFC nunber and all occurrences of the revision date bel ow
with the date of RFC publication (and renove this note).
<CODE BEG@ NS> file "ietf-routi ng@015-03-04. yang"
nmodul e ietf-routing {
namespace "urn:ietf:parans: xm :ns:yang:ietf-routing”;
prefix "rt";

import ietf-yang-types {

prefix "yang";

}

inmport ietf-interfaces {
prefix "if";

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/>
WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<mai | t 0: t nadeau@ uci dvi si on. con®

WG Chai r: Juergen Schoenwael der
<mai | t0: ] . schoenwael der @ acobs- uni versity. de>

Edi t or: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>";

description
"Thi s YANG nodul e defines essential conponents for the nmanagenent
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of a routing subsystem

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices."

revision 2015-03-04 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for Routing Management";

}

/* Features */

feature nultiple-ribs {
description
"This feature indicates that the server supports user-defined
RI BS and the framework for passing routes between RIBs.

Servers that do not advertise this feature MJST provide
exactly one systemcontrolled R B per supported address famly
and nmake them al so the default RIBs. These RIBs then appear as
entries of the list /routing-state/ribs/rib."

}

feature router-id {
description
"This feature indicates that the server supports configuration
of an explicit 32-bit router ID that is used by sonme routing
pr ot ocol s.

Servers that do not advertise this feature set a router |ID

algorithnmically, usually to one of configured |IPv4 addresses.
However, this algorithmis inplementation-specific.";

}

/* ldentities */
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identity address-famly {
description
"Base identity fromwhich identities describing address
families are derived.";

}

identity ipvd {
base address-fanily;
description
"This identity represents | Pv4 address famly.";

}

identity ipvé {
base address-fanily;
description
"This identity represents | Pv6 address famly.";

}

identity routing-instance {
description
"Base identity fromwhich identities describing routing
i nstance types are derived.";

}

identity default-routing-instance {
base routing-instance;
description
"This identity represents either a default routing instance, or
the only routing instance on systens that do not support
mul tiple instances.";

}

identity routing-protocol {
description
"Base identity fromwhich routing protocol identities are
derived.";

identity direct {
base routi ng- protocol
description
"Rout i ng pseudo-protocol that provides routes to directly
connected networks.";

identity static {
base routing-protocol
description
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"Static routing pseudo-protocol.";

}
/* Type Definitions */

typedef routing-instance-ref {
type leafref {
path "/rt:routing/rt:routing-instance/rt: nane";
}

description
"This type is used for leafs that reference a routing instance
configuration.";

}

typedef routing-instance-state-ref ({
type leafref {
path "/rt:routing-state/rt:routing-instance/rt:nane";
}

description
"This type is used for leafs that reference state data of a
routing instance."”;

}

typedef rib-ref {
type leafref {
path "/rt:routing/rt:ribs/rt:rib/rt:nane";
}

description
"This type is used for leafs that reference a RIB
configuration.";

}

typedef rib-state-ref {
type leafref {
path "/rt:routing-state/rt:ribs/rt:rib/rt:name";
}

description
"This type is used for leafs that reference a RIBin state
data.";

}

typedef route-preference {
type uint32;
description
"This type is used for route preferences.”
}

/* Groupings */
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groupi ng address-famly {
description
"This grouping provides a |leaf identifying an address
famly.";
| eaf address-fanmly {
type identityref {
base address-fanmily;
}
mandatory "true";
description
"Address famly.";

}
}

grouping router-id {
description
"This grouping provides router ID.";
| eaf router-id {
type yang: dott ed- quad;
description
"A 32-bit nunber in the formof a dotted quad that is used by
some routing protocols identifying a router.”
ref erence
"RFC 2328: OSPF Version 2.";

}
}

groupi ng speci al -next-hop {
description
"Thi s grouping provides a |leaf with an enuneration of special
next - hops. ";
| eaf special -next-hop {
type enuneration {
enum bl ackhol e {
description
"Silently discard the packet.";
}

enum unr eachabl e {
description
"Di scard the packet and notify the sender with an error
message indicating that the destination host is
unreachabl e. ";
}
enum prohibit {
description
"Di scard the packet and notify the sender with an error
nmessage indicating that the communication is
adm ni stratively prohibited.";
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}

enum r ecei ve {
description
"The packet will be received by the | ocal system?";
}
}

description
"Speci al next-hop options.";
}

}

groupi ng next-hop-content {
description
"Ceneric paranmeters of next-hops in static routes.”
choi ce next - hop-options {
mandatory "true";
description
"Options for next-hops in static routes.

It is expected that other cases will be added through
augnments from ot her nodul es, e.g., for ECWP."
case sinpl e-next-hop {
description
"Sinple next-hop is specified as an outgoing interface,
next - hop address or both.

Address-fam | y-specific nodul es are expected to provide
" next - hop- address’ | eaf via augnentation.”
| eaf outgoing-interface {
type leafref {
path "/rt:routing/rt:routing-instance/rt:interfaces/"
+ "rt:interface/rt:nanme";
}

description
"Nanme of the outgoing interface.";
}
}

case speci al - next-hop {
uses speci al - next - hop
}

}
}

groupi ng next - hop-state-content {
description
"Generic paraneters of next-hops in state data.";
choi ce next - hop-options {
mandatory "true";
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description
"Options for next-hops in state data.

It is expected that other cases will be added through
augnments from other nodules, e.g., for ECMP or recursive
next - hops. ";
case sinpl e-next-hop {
description
"Sinple next-hop is specified as an outgoing interface,
next - hop address or both.

Address-fami |l y-specific nodul es are expected to provide
" next - hop-address’ |eaf via augnentation."
| eaf outgoing-interface {
type leafref {
path "/rt:routing-state/rt:routing-instance/"
+ "rt:interfaces/rt:interface/rt: name";
}
description
"Name of the outgoing interface."”;
}

}

case speci al - next-hop {
uses speci al - next - hop
}
}
}

groupi ng rout e-netadata {
description
"Common route netadata.";
| eaf source-protocol {
type identityref {
base routi ng- protocol

mandatory "true";

description
"Type of the routing protocol fromwhich the route
originated.";

| eaf active {
type enpty;
description
"Presence of this leaf indicates that the route is preferred
anong all routes in the same RIB that have the same
destination prefix.";

| eaf | ast-updated {
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type yang: dat e-and-ti ne;
description
"Time stanp of the |last nodification of the route. If the
route was never nodified, it is the time when the route was
inserted into the RIB.";
}
}

/* State data */

augrment "/if:interfaces-state/if:interface" {

description
"Thi s augnent adds a wapped leaf-list to interface state
data.";

cont ai ner routing-instances {
description

"The encl osed | eaf-list provides references to all routing
i nstances to which the parent interface is assigned.

The assignments are configured as a part of routing-instance
configuration (nmodule ietf-routing)."
| eaf-1ist routing-instance {
type routing-instance-state-ref;
must "../../if:name=/rt:routing-state/"
+ "rt:routing-instance[rt:name=current()]/rt:interfaces/"
+ "rt:interface/rt: name" ({
error-nessage "The interface is not assigned to the "
+ "routing instance.";
description
"The reference nmust nirror a correspondi ng assi gnnent
under routing-instance.";
}
description
"Reference to a routing instance.";
}

}
}

contai ner routing-state {
config "fal se";
description
"State data of the routing subsystem";
list routing-instance {
key "nane";
m n-el enents "1";
description
"Each list entry is a container for state data of a routing
i nstance.
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An inplementati on MAY create one or nore systemcontrolled
i nstances, other user-controlled instances MAY be created by
configuration."”;
| eaf nane {
type string;
description
"The name of the routing instance.

For systemcontrolled instances the nanme is persistent,
i.e., it SHOULD NOT change across reboots.";

}
| eaf type {
type identityref {
base routing-instance;
}
description
"The routing instance type.";
}
contai ner default-ribs {
description
"Default RIBs used by the routing instance.”
list default-rib {
key "address-fam |y";
description
"Each list entry specifies the default RIB for one
address famly

The default RIB is operationally connected to all
routing protocols for which a connected RI B has not been
explicitly configured.

The 'direct’ pseudo-protocol is always connected to the
default RIBs."
uses address-fanily;
| eaf rib-nane {
type rib-state-ref;
mandatory "true";
description
"Name of an existing RIB to be used as the default RIB
for the given routing instance and address fanmly."

}
}
}
contai ner interfaces {
description
"Network | ayer interfaces belonging to the routing

i nstance. ";
list interface {
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key "nane";
description
"List of network | ayer interfaces assigned to the routing
i nstance. ";
| eaf nane {
type if:interface-state-ref;
description
"A reference to the nane of a configured network | ayer
interface.";

}
}
}
cont ai ner routing-protocols {
description
"Container for the list of routing protocol instances."
list routing-protocol {
key "type nane";
description
"State data of a routing protocol instance.

An i mpl enentati on MUST provi de exactly one
systemcontrol |l ed i nstance of the type "direct’. Oher
i nstances MAY be created by configuration.”;
| eaf type {
type identityref {
base routing- protocol
}

description
"Type of the routing protocol."

| eaf nane {
type string;
description
"The name of the routing protocol instance.

For systemcontrolled instances this nane is
persistent, i.e., it SHOULD NOT change across
reboots. ";

| eaf route-preference {
type route-preference;
mandatory "true";
description
"The value of route preference (administrative
di stance) assigned to all routes generated by the
routing protocol instance. A |lower value neans a nore
preferred route.”;
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cont ai ner connected-ribs {
description
"Cont ai ner for connected RIBs.";
list connected-rib {
key "rib-nane";
description

"List of RIBs to which the routing protoco

i s connect ed.

By default,
instance are installed in al
mat chi ng address fam |y, and,

March 2015

i nst ance

routes | earned by the routing protoco
connected RIBs of the
conversely,

all routes

fromconnected RIBs are installed in the routing

protocol instance. However,
specify other rules.";
| eaf rib-nane {
type rib-state-ref;
description
"Name of an existing RIB.";

container ribs {
description
" Cont ai ner for
list rib{
key "nane";
description
"Each entry represents a RIB identified

R Bs.";

routing protocols may

by the 'nane’ key.
sane address

Al'l routes in a RIB MIST belong to the
fam|ly.
The server MJST provide a systemcontrolled default RI B

for each supported address fam ly, and
systemcontroll ed RIBs. Additiona
the configuration.”;
| eaf nane {
type string;
description
"The nane of the RIB.";
}

uses address-fanmily;
contai ner routes {
description
"Current content of the RIB.";
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list route {
description
"ARBroute entry. This data node MJST be augnented
with information specific for routes of each address
famly.";
| eaf route-preference {
type route-preference;
description
"This route attribute, also known as administrative
di stance, allows for selecting the preferred route
anong routes with the sane destination prefix. A
smal l er value neans a nore preferred route."”;
}
cont ai ner next-hop {
description
"Route’s next-hop attribute."
uses next-hop-state-content;
}
uses route-net adat a;
}
}

container recipient-ribs {
description
"Cont ai ner for recipient RIBs.";
list recipient-rib {
key "rib-nane";
description
"List of RIBs that receive routes fromthis RIB.";
| eaf rib-nane {
type rib-state-ref;
description
"The name of the recipient RIB.";

/* Configuration Data */

cont ai ner routing {
description
"Configuration paraneters for the routing subsystem";
list routing-instance {
key "nane";
description
"Configuration of a routing instance."
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| eaf nane {
type string;
description
"The name of the routing instance.

For systemcontrolled entries, the value of this |eaf nust
be the sanme as the nane of the corresponding entry in
state data.

For user-controlled entries, an arbitrary nane can be
used. ";
}
| eaf type {
type identityref {
base routing-instance;
}
default "rt:default-routing-instance"
description
"The type of the routing instance."

| eaf enabled {
type bool ean;
default "true";
description
"Enabl e/ di sabl e the routing instance.

If this paraneter is false, the parent routing instance is
di sabl ed and does not appear in state data, despite any
other configuration that night be present.";
}
uses router-id {
if-feature router-id;
description
"Configuration of the global router ID. Routing protocols
that use router ID can use this paraneter or override it
wi th anot her val ue.";
}
| eaf description {
type string;
description
"Textual description of the routing instance.";
}
contai ner default-ribs {
if-feature multiple-ribs;
description
"Configuration of the default RIBs used by the routing
i nst ance.
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The default RIB for an addressed fanily if by default
connected to all routing protocol instances supporting
that address famly, and al ways receives direct routes.”
list default-rib {

must "address-fanily=/routing/ribs/rib[nane=current()/"

+ "rib-nane]/address-famly" {

error-nessage "Address fanmily nismatch.";

description

"The entry’s address famly MJST match that of the
referenced RIB.";

key "address-fanm|ly";
description
"Bach list entry configures the default RIB for one
address famly.";
uses address-fanily;
| eaf rib-nane {
type string;
mandatory "true";
description
"Name of an existing RIB to be used as the default RIB
for the given routing instance and address famly."

}
}
}

contai ner interfaces {
description
"Configuration of the routing instance’s interfaces.";
list interface {
key "nane";
description
"List of network l|ayer interfaces assigned to the routing
i nstance.";
| eaf nane {
type if:interface-ref;
description
"A reference to the nane of a configured network | ayer
interface.";

}
}
}
cont ai ner routing-protocols {
description
"Configuration of routing protocol instances.";
list routing-protocol {
key "type nane";
description
"Each entry contains configuration of a routing protoco
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i nstance.";
| eaf type {
type identityref {
base routi ng- protocol

}
description
"Type of the routing protocol - an identity derived
fromthe ’'routing-protocol’ base identity."
| eaf nane {
type string;

description
"An arbitrary name of the routing protocol instance."

| eaf description {
type string;
description
"Textual description of the routing protoco
i nstance.";

| eaf enabled {
type bool ean;
default "true";
description
"Enabl e/ di sabl e the routing protocol instance.

If this paraneter is false, the parent routing
protocol instance is disabled and does not appear in
state data, despite any other configuration that night
be present.";

| eaf route-preference {
type route-preference;
description
"The val ue of route preference (administrative
di st ance).

The default val ue depends on the routing protoco
type, and may al so be inpl enent ati on-dependent.”

cont ai ner connected-ribs {
description
"Configuration of connected RIBs.";
list connected-rib {
key "rib-name";
description
"Each entry configures a RIB to which the routing
protocol instance is connected.
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If no connected RIB is configured for an address
famly, the routing protocol is connected to the
default RIB for that address famly."

| eaf rib-nane {

type rib-ref;

must “../../../type !="rt:direct’ or "
+ "l o). /default-ribs/ "
+ "default-rib/rib-name=." {

error-nessage "The ’direct’ protocol can be
+ "connected only to a default RIB.";
description
"For the ’'direct’ pseudo-protocol, the connected
RI B rmust al ways be a default RIB.";
}
description
"Nanme of an existing RIB.";

}
}
}

contai ner static-routes {
when "../type="rt:static’ " {
description
"This container is only valid for the ’"static
routing protocol.";

}

description
"Configuration of the "static’ pseudo-protocol

Addr ess-fam | y-speci fic nodul es augnent this node with
their lists of routes.";

}
}
}
}

container ribs {
description
"Configuration of RIBs.";
list rib {
key "nane";
description
"Each entry represents a configured RIB identified by the
"name’ key.

Entries having the sane key as a systemcontrolled entry
of the list /routing-state/ribs/rib are used for
configuring paraneters of that entry. OQther entries define
additional user-controlled RIBs.";

| eaf nane {
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type string;
description
"The name of the RIB.

For systemcontrolled entries, the value of this |eaf
nmust be the same as the name of the corresponding entry
in state data.

For user-controlled entries, an arbitrary nane can be
used. ";

uses address-fanily;
| eaf description {
type string;
description
"Textual description of the RIB.";
}
container recipient-ribs {
if-feature multiple-ribs;
description
"Configuration of recipient R Bs."
list recipient-rib {
must “rib-nane !'= ../../name" {
error-nessage
"Source and recipient RIBs are identical.";
description
"A RIB MJUST NOT appear anong its recipient R Bs."

must "/routing/ribs/rib[name=current()/rib-nane]/"
+ "address-family=../../address-fam |ly" {
error-nessage "Address fanily nismatch.";
description
"Address famly of the recipient RIB MIST nmatch that
of the source RIB.";
}
key "rib-nane";
description
"Each entry configures a recipient RIB.";
| eaf rib-nane {
type rib-ref;
description
"The name of the recipient RIB.";
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/* RPC operations */

rpc fib-route {
description
"Return the active FIB route that a routing-instance uses for
sendi ng packets to a destination address.";
i nput {
| eaf routing-instance-nane {
type routing-instance-state-ref;
mandatory "true";
description
"Name of the routing instance whose forwarding information
base is being queried.

If the routing instance with nane equal to the val ue of
this parameter doesn't exist, then this operation SHALL
fail with error-tag 'data-mi ssing and error-app-tag
"routing-instance-not-found .";

}

cont ai ner destination-address {

description

"Network | ayer destination address.

Address family specific nodul es MUST augnent this
container with a |l eaf naned ’'address’.";
uses address-fanily;

}

out put {
container route {
description
"The active FIB route for the specified destination

If the routing instance has no active FIB route for the
destination address, no output is returned - the server
SHALL send an <rpc-reply> containing a single el enent
<ok>.

Address famly specific nodul es MIUST augnent this |ist
with appropriate route contents.";
uses address-fanily;
cont ai ner next-hop {
description
"Route’s next-hop attribute.";
uses next-hop-state-content;

}

uses rout e-net adat a;
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}
}

rpc route-count {
description
"Return the current nunber of routes in a RIB.";
i nput {
| eaf rib-nane {
type rib-state-ref;
mandatory "true";
description
"Narme of the RIB.

If the RRB with nane equal to the value of this paraneter
doesn’t exist, then this operation SHALL fail wth
error-tag 'data-mi ssing and error-app-tag
"rib-not-found .";
}
}
out put {
| eaf nunber-of-routes {
type uint 64;
mandatory "true";
description
"Nunber of routes in the RIB.";
}
}
}
}

<CCDE ENDS>
8. 1 Pv4 Unicast Routing Management YANG Modul e

RFC Editor: In this section, replace all occurrences of 'XXXX wth

the actual RFC nunber and all occurrences of the revision date bel ow

with the date of RFC publication (and renove this note).

<CODE BEG NS> file "ietf-ipv4-unicast-routi ng@015-02-10.yang"

nmodul e ietf-ipv4-unicast-routing {
namespace "urn:ietf:paramnms: xm :ns:yang:ietf-ipv4-unicast-routing”;
prefix "védur";

inmport ietf-routing {
prefix "rt";
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}

inmport ietf-inet-types {
prefix "inet";

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. cont

WG Chai r: Juergen Schoenwael der
<mai | t0:j . schoenwael der @ acobs- uni versity. de>

Edi t or: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>";

description
"Thi s YANG nodul e augnments the "ietf-routing’ nodule with basic
configuration and state data for |Pv4 unicast routing.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2015-02-10 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for Routing Management";

}

/* ldentities */
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identity ipv4-unicast {
base rt:ipv4;
description

"This identity represents the | Pv4 unicast address famly."
}

/* State data */

augrment "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route" {
when "../../rt:address-fam |y = ’vdur:ipv4-unicast’'" {
description
"This augnment is valid only for |Pv4 unicast.";
}
description
"This | eaf augnents an | Pv4 unicast route.”
| eaf destination-prefix {
type inet:ipvéa-prefix;
description
"I Pv4 destination prefix.";
}
}

augrment "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route/"
+ "rt:next-hop/rt:next-hop-options/rt:sinple-next-hop" {
when "../../../rt:address-family = 'vdur:ipv4-unicast’'" {
description
"This augnent is valid only for IPv4 unicast.”

}

description
"This | eaf augnents the ’sinple-next-hop’ case of |Pv4 unicast
routes.”;
| eaf next-hop-address {
type inet:ipv4-address;
description
"I Pv4 address of the next-hop."
}
}

/* Configuration data */

augrment "/rt:routing/rt:routing-instance/rt:routing-protocols/"
+ "rt:routing-protocol/rt:static-routes" {
description
"Thi s augnent defines the configuration of the 'static’
pseudo-protocol with data specific to | Pv4 unicast.”
container ipvéd {
description

"Configuration of a 'static’' pseudo-protocol instance
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consists of a list of routes."”;
list route {
key "destination-prefix";
ordered-by "user";
description
"A user-ordered list of static routes.";
| eaf destination-prefix {
type inet:ipvé4-prefix;
mandat ory "true"
description
"I Pv4 destination prefix."
}
| eaf description {
type string;
description
"Textual description of the route.”
}
cont ai ner next-hop {
description
"Configuration of next-hop.";
uses rt:next-hop-content {
augrment "next-hop-options" {
description
"Add next-hop address case.";
| eaf next-hop-address {
type inet:ipv4-address;
description
"I Pv4 address of the next-hop."

/* RPC operations */

augrment "/rt:fib-route/rt:input/rt:destination-address” {
when "rt:address-fam | y=" v4ur:ipv4-unicast’'" {
description
"This augnment is valid only for |Pv4 unicast.";
}
description
"This | eaf augnents the ’rt:destination-address’ paraneter of
the "rt:fib-route’ operation.”;
| eaf address {
type inet:ipv4-address;
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description
"]l Pv4 destination address.";
}

}

augrment "/rt:fib-route/rt:output/rt:route" {
when "rt:address-fanily="v4ur:ipv4-unicast’'" {
description
"This augnent is valid only for IPv4 unicast.”
}

description
"This | eaf augnents the reply to the "rt:fib-route’
operation.";
| eaf destination-prefix {
type inet:ipvé4-prefix;
description
"I Pv4 destination prefix."
}

}

augrment "/rt:fib-route/rt:output/rt:route/rt: next-hop/"
+ "rt:next-hop-options/rt:sinple-next-hop" {
when "../rt:address-fam | y="v4ur:ipv4-unicast’" {
description
"This augnment is valid only for |Pv4 unicast.";
}

description
"This | eaf augnents the 'sinple-next-hop’ case in the reply to
the "rt:fib-route’ operation."”;
| eaf next-hop-address {
type inet:ipv4-address;
description
"I Pv4 address of the next-hop."
}

}
}

<CODE ENDS>

9. 1Pv6 Unicast Routing Managenent YANG Modul e
RFC Editor: In this section, replace all occurrences of 'XXXX wth
the actual RFC number and all occurrences of the revision date bel ow
with the date of RFC publication (and renpove this note).

<CODE BEG NS> file "ietf-ipv6-unicast-routi ng@015-02-10.yang"

nodul e ietf-ipv6-unicast-routing {
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namespace "urn:ietf:paramnms: xm :ns:yang:ietf-ipv6-unicast-routing";
prefix "véur";

inmport ietf-routing {
prefix "rt";

}

inmport ietf-inet-types {
prefix "inet";

}

inmport ietf-interfaces {
prefix "if";

}

inmport ietf-ip {
prefix "ip";
}

or gani zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"W Web: <http://tools.ietf.org/ wy/ netnod/ >
W5 List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<mai | t o: t nadeau@ uci dvi si on. con®

WG Chai r: Juergen Schoenwael der
<mai |t 0:j . schoenwael der @ acobs- uni versity. de>

Edi t or: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>";

description
"Thi s YANG nodul e augnents the "ietf-routing’ nodule with basic
configuration and state data for |1Pv6 unicast routing.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
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(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2015-02-10 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for Routing Managenent";

}
/* ldentities */

identity ipv6-unicast {
base rt:ipv6;
description
"This identity represents the | Pv6 unicast address famly."

}

/* State data */

augrment "/rt:routing-state/rt:routing-instance/rt:interfaces/"
+ "rt:interface" {
description
"I Pv6-specific paraneters of router interfaces.";
cont ai ner ipv6-router-advertisenments {
description
"Paranmeters of |Pv6 Router Advertisenents.";
| eaf send-advertisenents {
type bool ean;
description
"A flag indicating whether or not the router sends periodic
Rout er Advertisenents and responds to Router
Solicitations.";
}
| eaf max-rtr-adv-interval {
type uint16 {
range "4..1800";
}
units "seconds";
description
"The maxi mumtime all owed between sending unsolicited
mul ticast Router Advertisenments fromthe interface.”
}
leaf min-rtr-adv-interval {
type uintl1l6 {
range "3..1350";
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}

units "seconds";
description
"The mininmumtinme all owed between sending unsolicited
mul ti cast Router Advertisenments fromthe interface.";
}
| eaf managed-flag {
type bool ean;
description
"The value that is placed in the ' Managed address
configuration' flag field in the Router Advertisenment.";
}
| eaf other-config-flag {
type bool ean;
description
"The value that is placed in the 'OQher configuration' flag
field in the Router Advertisenent.";

}
leaf link-ntu {
type uint32;
description
"The value that is placed in MU options sent by the
router. A value of zero indicates that no MIU options are
sent.";

| eaf reachable-tine {
type uint32 {
range "0..3600000";

units "mlliseconds"

description
"The value that is placed in the Reachable Tine field in
the Router Advertisenment messages sent by the router. A
val ue of zero nmeans unspecified (by this router).";

| eaf retrans-tiner {
type uint32;
units "mlliseconds"
description
"The value that is placed in the Retrans Tiner field in the
Rout er Advertisenent nessages sent by the router. A val ue
of zero nmeans unspecified (by this router).";

| eaf cur-hop-limt {
type uint8;
description
"The value that is placed in the Cur Hop Limt field in the
Rout er Adverti senent nessages sent by the router. A val ue
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of zero nmeans unspecified (by this router).";

| eaf default-lifetinme {
type uintl1l6 {
range "0..9000";
}

units "seconds";
description
"The value that is placed in the Router Lifetinme field of
Rout er Advertisenents sent fromthe interface, in seconds
A value of zero indicates that the router is not to be
used as a default router.";
}
container prefix-list {
description
"Alist of prefixes that are placed in Prefix Infornmation
options in Router Advertisenent nessages sent fromthe
i nterface.

By default, these are all prefixes that the router
advertises via routing protocols as being on-link for the
interface fromwhich the advertisenment is sent.”
list prefix {
key "prefix-spec";
description
"Advertised prefix entry and its paraneters.";
| eaf prefix-spec {
type inet:ipv6-prefix;
description
"I Pv6 address prefix.";

leaf valid-lifetine {
type uint32;
units "seconds";
description
"The value that is placed in the Valid Lifetime in the
Prefix Information option. The designated val ue of all
1's (Oxffffffff) represents infinity.";

| eaf on-link-flag {
type bool ean;
description
"The value that is placed in the on-link flag ('L-bit’)
field in the Prefix Information option.";

| eaf preferred-lifetime {

type uint32;
units "seconds";
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description
"The value that is placed in the Preferred Lifetinme in
the Prefix Information option, in seconds. The
designated value of all 1's (Oxffffffff) represents
infinity.";

| eaf aut ononous-flag {
type bool ean;
description
"The value that is placed in the Autononous Flag field
in the Prefix Infornmation option.";

}
}
}
}
}
augnment "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route" {
when "../../rt:address-famly = ’"v6ur:ipv6-unicast’'" {
description
"This augnent is valid only for IPv6 unicast.”
}
description
"This | eaf augnents an |Pv6 unicast route.";
| eaf destination-prefix {
type inet:ipv6-prefix;
description
"I Pv6 destination prefix.";
}
}

augrment "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route/"
+ "rt:next-hop/rt:next-hop-options/rt:sinple-next-hop" {
when "../../../rt:address-famly = ’'v6ur:ipv6-unicast’'" {
description
"This augnent is valid only for IPv6 unicast.";
}

description
"This | eaf augnents the ’sinple-next-hop’ case of |Pv6 unicast
routes.”;
| eaf next-hop-address {
type inet:ipv6-address;
description
"I Pv6 address of the next-hop."
}
}

/* Configuration data */
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augnent
"/rt:routing/rt:routing-instance/rt:interfaces/rt:interface" {
when "/if:interfaces/if:interface[if:name=current()/rt:nane]/"
+ "ip:ipv6/ip:enabled="true " {
description
"This augnment is only valid for router interfaces with
enabled | Pv6.";
}
description
"Configuration of |Pv6-specific paraneters of router
interfaces.";
cont ai ner ipv6-router-advertisements {
description
"Configuration of |Pv6 Router Advertisenents.";
| eaf send-advertisenents {
type bool ean;
default "fal se";
description
"A flag indicating whether or not the router sends periodic
Rout er Advertisenents and responds to Router
Solicitations.";
reference
"RFC 4861: Nei ghbor Discovery for |P version 6 (IPv6) -
AdvSendAdverti senments.";
}
| eaf max-rtr-adv-interval ({
type uintl16 {
range "4..1800";

}
units "seconds";
default "600";

description
"The maxinumtime all owed between sending unsolicited
mul ti cast Router Advertisenments fromthe interface.";
ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (lIPv6) -
MaxRt r Advl nterval . ";
}
leaf mn-rtr-adv-interval {
type uintl1l6 {
range "3..1350";
}
units "seconds";
must ". <= 0.75 * ../max-rtr-adv-interval" {
description
"The val ue MJUST NOT be greater than 75 % of
"max-rtr-adv-interval’.";
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description
"The mininumtime all owed between sending unsolicited
mul ti cast Router Advertisenments fromthe interface

The default value to be used operationally if this leaf is
not configured is deternined as follows:

- if max-rtr-adv-interval >= 9 seconds, the default val ue
is 0.33 * max-rtr-adv-interval

- otherwise it is 0.75 * max-rtr-adv-interval.";
reference
"RFC 4861: Nei ghbor Discovery for IP version 6 (lIPv6) -
M nRtr Advl nterval . ";
}
| eaf managed-flag {
type bool ean;
default "fal se";
description
"The value to be placed in the 'Managed address
configuration’ flag field in the Router Advertisement.”
ref erence
"RFC 4861: Nei ghbor Discovery for |P version 6 (IPv6) -
AdvManagedFl ag. ";

| eaf other-config-flag {

type bool ean;

default "fal se";

description
"The value to be placed in the 'O her configuration' flag
field in the Router Advertisenent.";

ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (I1Pv6) -
AdvCx her Confi gFl ag. ";

}
leaf link-ntu {
type uint32;
default "0";
description
"The value to be placed in MIU options sent by the router
A value of zero indicates that no MIU options are sent."
reference
"RFC 4861: Nei ghbor Discovery for IP version 6 (lIPv6) -
AdvLi nkMIu. ";

| eaf reachable-tine {
type uint32 {
range "0..3600000";
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}

units "mlliseconds"
default "0";
description
"The value to be placed in the Reachable Tine field in the
Rout er Advertisenent nessages sent by the router. A val ue
of zero nmeans unspecified (by this router).";
reference
"RFC 4861: Nei ghbor Discovery for IP version 6 (I1Pv6) -
AdvReachabl eTi me. ";

| eaf retrans-tiner {

type uint32;
units "mlliseconds"
default "0";

description
"The value to be placed in the Retrans Timer field in the
Rout er Adverti senent nessages sent by the router. A val ue
of zero nmeans unspecified (by this router).";
ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (I1Pv6) -
AdvRetransTi mer.";
}
| eaf cur-hop-limt {
type uint8;
description
"The value to be placed in the Cur Hop Limt field in the
Rout er Adverti senent nessages sent by the router. A val ue
of zero nmeans unspecified (by this router).

If this paraneter is not configured, the device SHOULD use
the val ue specified in | ANA Assigned Nunbers that was in
effect at the time of inplenentation.”
reference
"RFC 4861: Nei ghbor Discovery for |IP version 6 (IPv6) -
AdvCur HopLi ni t.

| ANA: | P Paraneters,
http://ww. i ana. or g/ assi gnnent s/ i p- par anet ers”

| eaf default-lifetinme {
type uintl1l6 {
range "0..9000";
}

units "seconds"
description
"The value to be placed in the Router Lifetine field of
Rout er Advertisenments sent fromthe interface, in seconds
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It MJUST be either zero or between nmax-rtr-adv-interval and
9000 seconds. A value of zero indicates that the router is
not to be used as a default router. These linmts may be
overridden by specific docunents that describe how | Pv6
operates over different link |ayers.

If this paraneter is not configured, the device SHOULD use
a value of 3 * max-rtr-adv-interval.";
ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (I1Pv6) -
AdvDef aul tLi feTime.";
}
contai ner prefix-list {
description
"Configuration of prefixes to be placed in Prefix
Information options in Router Advertisenent nessages sent
fromthe interface

Prefixes that are advertised by default but do not have
their entries in the child 'prefix’ list are advertised
with the default values of all parameters

The link-1ocal prefix SHOULD NOT be included in the list
of advertised prefixes."
ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (I1Pv6) -
AdvPrefixList.";
list prefix {
key "prefix-spec”;
description
"Configuration of an advertised prefix entry.";
| eaf prefix-spec {
type inet:ipv6-prefix;
description
"I Pv6 address prefix.";
}

choi ce control -adv-prefixes {
default "advertise";
description
"The prefix either may be explicitly renoved fromthe
set of advertised prefixes, or paraneters with which
it is advertised may be specified (default case)."
| eaf no-advertise {
type enpty;
description
"The prefix will not be adverti sed.

This can be used for renoving the prefix fromthe
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default set of advertised prefixes.";
}
case advertise {
leaf valid-lifetine {
type uint32;
units "seconds";
default "2592000";
description
"The value to be placed in the Valid Lifetine in
the Prefix Information option. The desi gnated
value of all 1's (Oxffffffff) represents
infinity.";
ref erence
"RFC 4861: Nei ghbor Discovery for |IP version 6
(I Pv6) - AdvValidLifetine.";

| eaf on-link-flag {
type bool ean;
default "true";
description
"The value to be placed in the on-link flag
("L-bit’) field in the Prefix Information
option.";
reference
"RFC 4861: Neighbor Discovery for |IP version 6
(I Pv6) - AdvOnLi nkFl ag.";

| eaf preferred-lifetime {

type uint32;
units "seconds";
must ". <= ../valid-lifetime" {

description
"This value MJUST NOT be greater than
valid-lifetine.";

}
default "604800";
description
"The value to be placed in the Preferred Lifetinme
in the Prefix Information option. The designated
value of all 1's (Oxffffffff) represents
infinity.";
reference
"RFC 4861: Nei ghbor Discovery for |IP version 6
(IPv6) - AdvPreferredLifetine."”;

| eaf aut ononous-flag {
type bool ean;
default "true";
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description
"The value to be placed in the Autononous Fl ag
field in the Prefix Information option."
ref erence
"RFC 4861: Nei ghbor Discovery for |IP version 6
(I Pv6) - AdvAutononousFl ag.";

}
}
}
}

augrment "/rt:routing/rt:routing-instance/rt:routing-protocols/"
+ "rt:routing-protocol/rt:static-routes" {
description
"Thi s augnment defines the configuration of the ’'static’
pseudo-protocol with data specific to | Pv6 unicast.";
contai ner ipv6é {
description
"Configuration of a 'static’' pseudo-protocol instance
consists of a list of routes.”;
list route {
key "destination-prefix";
ordered-by "user";
description
"A user-ordered list of static routes.";
| eaf destination-prefix {
type inet:ipv6-prefix;
mandatory "true";
description
"I Pv6 destination prefix.";
}

| eaf description {
type string;
description
"Textual description of the route."”
}

cont ai ner next-hop {
description
"Configuration of next-hop.";
uses rt:next-hop-content {
augment "next-hop-options" {
description
"Add next-hop address case."
| eaf next-hop-address {
type inet:ipv6-address;
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description
"I Pv6 address of the next-hop."

/* RPC operations */

augrment "/rt:fib-route/rt:input/rt:destination-address" {

when "rt:address-fani|ly="v6ur:ipv6-unicast’" {
description

"This augnent is valid only for I Pv6 unicast.";
}

description

March 2015

"This | eaf augnents the ’'rt:destination-address’ paraneter of

the "rt:fib-route’ operation."”;
| eaf address {
type inet:ipv6-address;
description
"I Pv6 destination address.";
}

}

augrment "/rt:fib-route/rt:output/rt:route” {
when "rt:address-fanil|ly=" v6ur:ipv6-unicast’'" {
description

"This augnent is valid only for IPv6 unicast.";
}

description
"This | eaf augnents the reply to the "rt:fib-route’
operation.";
| eaf destination-prefix {
type inet:ipv6-prefix;
description
"I Pv6 destination prefix.";
}

}

augrment "/rt:fib-route/rt:output/rt:route/rt:nnext-hop/"
+ "rt:next-hop-options/rt:sinple-next-hop" {
when "../rt:address-fam | y="v6ur:ipv6-unicast’" {
description

"This augnent is valid only for I Pv6 unicast.";
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10.

description
"This | eaf augnents the ’sinple-next-hop’ case in the reply to
the "rt:fib-route’ operation.”;
| eaf next-hop-address {
type inet:ipv6-address;
description
"I Pv6 address of the next-hop."

}
}
}
<CODE ENDS>
| ANA Consi derati ons
RFC Ed.: In this section, replace all occurrences of "XXXX wth the

actual RFC nunber (and renove this note).

Thi s docunent registers the foll ow ng nanespace URIs in the | ETF XM
registry [ RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-routing
Regi strant Contact: The | ESG

XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-ipv4-unicast-routing
Regi strant Contact: The |ESG

XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-ipv6-unicast-routing
Regi strant Contact: The | ESG

XML: N A the requested URI is an XM. nanespace.

This docunent registers the follow ng YANG nodul es in the YANG Mdul e
Nanes registry [ RFC6020]:
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11.

nane: ietf-routing

nanespace: urn:ietf:params: xm:ns:yang:ietf-routing

prefix: rt

ref erence: RFC XXXX

nane: ietf-ipv4-unicast-routing

nanespace: urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing
prefix: vaur

r ef erence: RFC XXXX

nane: ietf-ipv6-unicast-routing

nanespace: urn:ietf:parans: xm:ns:yang:ietf-ipv6-unicast-routing
prefix: véur

r ef erence: RFC XXXX

Security Considerations

Configuration and state data conformng to the core routing data
nmodel (defined in this docunment) are designed to be accessed via the
NETCONF protocol [RFC6241]. The |owest NETCONF |ayer is the secure
transport |layer and the nandatory-to-inplenent secure transport is
SSH [ RFC6242]. The NETCONF access control nodel [RFC6536] provides
the nmeans to restrict access for particular NETCONF users to a pre-
configured subset of all avail able NETCONF protocol operations and
content.

A nunber of data nodes defined in the YANG nodul es belonging to the
configuration part of the core routing data nodel are
writable/creatable/deletable (i.e., "config true" in YANG terns,
which is the default). These data nodes nmay be considered sensitive
or vulnerable in sone network environments. Wite operations to
these data nodes, such as "edit-config", can have negative effects on
the network if the protocol operations are not properly protected.

The vul nerabl e "config true" subtrees and data nodes are the
fol | owi ng:

/routing/routing-instance/interfaces/interface: This |list assigns a
network | ayer interface to a routing instance and nmay al so specify
interface paraneters related to routing.
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12.

13.

13.

/routing/routing-instance/routing-protocols/routing-protocol: This
list specifies the routing protocols configured on a device.

/routing/ribs/rib: This list specifies the RIBs configured for the
devi ce.

Unaut hori zed access to any of these lists can adversely affect the
routi ng subsystem of both the |ocal device and the network. This may
|l ead to network mal functions, delivery of packets to inappropriate
destinations and ot her problens.
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Appendi x A, The Conpl ete Data Trees

Thi s appendi x presents the conplete configuration and state data

trees of the core routing data nodel.

See Section 2.2 for an explanation of the synmbols used. Data type of
every | eaf node is shown near the right end of the corresponding

l'ine.
A.1. Configuration Data

+--rw routing
+--rw routing-instance* [nane]

+--rw hame string

+--rw type? i dentityref
+--rw enabl ed? bool ean

+--rw router-id? yang: dot t ed- quad
+--rw description? string

I

|

I

I

I

| +--rwdefault-ribs {multiple-ribs}?
| | +--rwdefault-rib* [address-famly]
| +--rw address-fam ly i dentityref
| +--rw rib-nane string
| +--rwinterfaces

| | +--rwinterface* [nane]

[ ] +--rw nanme

| +--rw véur:ipve-router-advertisements
| +--rw vb6ur: send- adverti senent s?
| +--rw veur: max-rtr-adv-interval ?
| +--rw veur:mn-rtr-adv-interval ?

| | +--rw véur: managed- f| ag?
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bool ean
ui nt 16
ui nt 16
bool ean
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+--rw véur:
+--rw véur:
+--rw véur:
+--rw véur:
+--rw véur
+--rw vbéur:
+--rw véur:

+--rw v6

YANG Routi ng Managenent March 2015
ot her-config-flag? bool ean

l'i nk-ntu? ui nt 32

reachabl e-ti me? ui nt 32

retrans-timer? ui nt 32

scur-hop-limt? uint8
default-lifetine? uintl16

prefix-list
ur: prefix* [prefix-spec]

+--rw véur: prefix-spec inet:ipv6-prefix
+--rw (control -adv-prefixes)?

+-

+-

+--rw routing-pro

-:(no-advertise)

+--rw véur: no-advertise? enpty

- (advertise)
+--rw véur:valid-lifetime? ui nt 32
+--rw véur:on-1link-flag? bool ean
+--rw veur:preferred-lifetine? ui nt 32
+--rw véur: aut ononous-fl ag? bool ean

+--rw routing-protocols

tocol * [type nane]

+--rw type i dentityref
+--rw nane string
+--rw description? string
+--rw enabl ed? bool ean
+--rw route-preference? rout e- pref erence
+--rw connect ed-ri bs
| +--rw connected-rib* [rib-nane]
| +--rw rib-nane rib-ref
+--rw static-routes
+--rw véur:ipv6é
| +--rw v6ur:route* [destination-prefix]
+--rw véur: destination-prefix i net:ipv6-prefix
+--rw véur: description? string

+--rw véur: next-hop

I
I
|
[ +--rw (next-hop-options)
| +--: (si npl e- next - hop)
| | +--rw v6ur:outgoing-interface?
| +--: (speci al - next - hop)
| | +--rw v6ur: speci al - next - hop? enumer ati on
| +--: (next-hop-address)
[ +--rw v6ur: next - hop- addr ess?
+--rw vdur:ipv4
+--rw vdur:route* [destination-prefix]
+--rw v4ur:destination-prefix i net:ipva-prefix
+--rw vdur: description? string
+--rw v4ur: next - hop
+--rw (next-hop-options)
+--: (si npl e- next - hop)
| +--rw vdur:outgoing-interface?
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I
|
I
+

A 2.

+--: (speci al - next - hop)
| +--rw vdur: speci al - next - hop?
+--: (next-hop-address)

+--rw v4ur: next - hop- addr ess?

--rwribs

+--rw rib* [nane]
+--rw name string
+--rw address-fam ly i dentityref
+--rw description? string

+-rwrecipient-ribs {nultiple-ribs}?
+--rw recipient-rib* [rib-nane]
+--rw rib-nane rib-ref

St ate Dat a

+--ro routing-state
+--ro routing-instance* [nane]

+--ro name string

+--ro type? i dentityref
+--ro default-ribs

| +--ro default-rib* [address-famly]

[ +--ro address-famly i dentityref

| +--ro0 rib-nane rib-state-ref
+--ro interfaces

| +--ro interface* [nane]

+--ro véur:prefix-list

March 2015

enuner ati on

| +--ro0 hame if:interface-state-ref
| +--ro0 v6ur:ipv6-router-advertisenents

[ +--ro vbéur:send-advertisenents? bool ean
| +--ro véur:max-rtr-adv-interval ? uintl16
[ +--ro véur:nin-rtr-adv-interval ? ui nt 16
| +--ro véur: managed-fl ag? bool ean
| +--ro véur:other-config-flag? bool ean
| +--ro véur:link-mu? ui nt 32
[ +--ro véur:reachabl e-time? ui nt 32
| +--ro véur:retrans-tiner? ui nt 32
[ +--ro véur:cur-hop-limt? uint8

| +--ro véur:default-lifetinme? ui nt 16
I

|

I

I

I

I

I

+--ro véur:prefix* [prefix-spec]
+--ro véur: prefix-spec inet:ipv6-prefix
+--ro véur:valid-lifetime? ui nt 32
+--ro véur:on-link-flag? bool ean
+--ro véur:preferred-lifetime? ui nt 32
+--ro vb6ur: aut ononous-fl ag? bool ean

+--ro0 routing-protocols
+--ro0 routing-protocol* [type nane]

+--ro type i dentityref
+--ro namne string
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[ +--ro route-preference rout e- preference
| +--ro connected-ribs

| +--ro connected-rib* [rib-name]

[ +--ro rib-nane rib-state-ref
+

--ro ribs
+--ro rib* [nane]
+--ro nane string
+--ro address-famly i dentityref

+--ro0 routes

| +--ro route*

+--ro route-preference? rout e-preference

+--ro next-hop

| +--ro (next-hop-options)

| +--: (si npl e- next - hop)

| | +--ro outgoing-interface?

[ | +--ro v6ur:next-hop-address? inet:ipv6-address
| | +--ro vdur:next-hop-address? inet:ipv4-address
| +--: (speci al - next - hop)

I

+--ro speci al - next - hop? enumrer ati on
+--ro0 source-protocol i dentityref
+--ro active? enpty
+--ro | ast-updat ed? yang: dat e-and-ti ne
+--ro vb6ur:destination-prefix? i net:ipv6-prefix
+--ro vdur:destination-prefix? i net:ipva-prefix

+--ro recipient-ribs
+--ro0 recipient-rib* [rib-name]
+--ro rib-nane rib-state-ref

Appendi x B. M ni mum | npl enent ati on

Sone parts and options of the core routing nodel, such as user-
defined routing tables, are intended only for advanced routers. This
appendi x gi ves basic non-normative guidelines for inplenmenting a bare
m ni mum of avail able functions. Such an inplenentation my be used
for hosts or very sinple routers.

A minimuminplementation will provide a single systemcontrolled
routing instance, and will not allow clients to create any user-
control |l ed instances.

Typically, the feature "nultiple-ribs" will not be supported. This
means that a single systemcontrolled RIB is available for each
supported address fanmily - IPv4, IPv6 or both. These RI Bs nust be
the default RIBs, so references to themw || al so appear as system
controlled entries of the "default-rib" list in state data. No user-
controlled RIBs are all owed.
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In addition to the mandatory instance of the "direct" pseudo-
protocol, a m ni mum i npl enentati on shoul d support confi gured

i nstance(s) of the "static" pseudo-protocol. Even with a single RIB
per address family, it nay be occasionally useful to be able to
configure nmultiple "static" instances. For exanple, a client may
want to configure alternative sets of static routes and activate or
deacti vate them by means of connnecting the default RIB to the
correspondi ng "static" instance.

Platfornms with severely constrained resources may use devi ations for
restricting the data nodel, e.g., linting the nunber of "static"
routing protocol instances.

Appendi x C. Exanple: Adding a New Routing Protoco

Thi s appendi x denbnstrates how the core routing data nodel can be
extended to support a new routing protocol. The YANG nodul e

"exanpl e-ri p" shown below is intended only as an illustration rather
than a real definition of a data nodel for the RIP routing protocol
For the sake of brevity, this nodul e does not obey all the guidelines
specified in [RFC6087]. See also Section 5.4.2

nmodul e exanple-rip {
nanespace "http://exanmple.conlrip";
prefix "rip";

inmport ietf-routing {
prefix "rt";
}

identity rip {
base rt:routing-protocol
description
"Identity for the RIP routing protocol.";

}

typedef rip-metric {
type uint8 {
range "0..16";
}
}

groupi ng route-content {
description
"This grouping defines RIP-specific route attributes."”;
| eaf nmetric {
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type rip-metric;

| eaf tag {
type uint 16;
default "0";
description
"This |l eaf may be used to carry additional info, e.g. AS

nunber.";
}
}
augnment "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route" {
when "rt:source-protocol = "rip:rip " {
description
"This augnent is only valid for a routes whose source
protocol is RIP.";
}
description
"Rl P-specific route attributes.";
uses route-content;
}

augrment "/rt:active-route/rt:output/rt:route" {
description
"Rl P-specific route attributes in the output of 'active-route’
RPC. ";
uses route-content;

}

augrment "/rt:routing/rt:routing-instance/rt:routing-protocols/"
+ "rt:routing-protocol" {
when "rt:type = "rip:rip " {
description
"This augnent is only valid for a routing protocol instance
of type 'rip'.";

container rip {
description
"RIP instance configuration.”
contai ner interfaces {
description
"Per-interface RIP configuration."
list interface {
key "nane";
description
"RIP is enabled on interfaces that have an entry in this
list, unless "enabled is set to 'false for that
entry.";
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| eaf nane {
type leafref {
path “../../..[.. /.. /.. /rt:interfaces/rt:interface/"

+ "rt:nanme";

}

| eaf enabled {
type bool ean;
default "true";

| eaf nmetric {
type rip-metric;
default "1";
}
}
}

| eaf update-interval {
type uint8 {
range "10..60";
}
units "seconds";
default "30";

description
"Time interval between periodic updates.”;
}

}
}
}

Appendi x D. Exanpl e: NETCONF <get> Reply
This section contains a sanple reply to the NETCONF <get> nessage,
whi ch could be sent by a server supporting (i.e., advertising themin
the NETCONF <hel | o> nessage) the follow ng YANG nodul es:
o ietf-interfaces [ RFC7223],
o ietf-ip [RFC7277],
o ietf-routing (Section 7),
o ietf-ipvd-unicast-routing (Section 8),
o ietf-ipv6-unicast-routing (Section 9).

We assune a sinple network set-up as shown in Figure 4: router "A"
uses static default routes with the "I SP' router as the next-hop.
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| Pv6 router advertisements are configured only on the "ethl"
interface and disabled on the upstream "ethO0" interface.

S +
I I
| Router ISP |
I I
Fomm e - - Fomm e - - +
| 2001: db8: 0: 1:: 2
[ 192.0.2.2

I
| 2001: db8: 0:1::1
eth0] 192.0.2.1

Fom e e e - - Fom e e e - - +
I I
| Router A |
I I
F F +

et hl| 198. 51. 100. 1
| 2001: db8: 0: 2: : 1
I

Fi gure 4: Exanple network configuration

A reply to the NETCONF <get> nessage sent by router "A" would then be
as foll ows:

<?xm version="1.0"?>

<rpc-reply
message-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xm ns: v4ur="urn:ietf:params: xm :ns:yang:ietf-ipv4-unicast-routing”
xm ns: veur="urn:ietf:parans: xm :ns:yang:ietf-ipv6-unicast-routing”
xmns:if="urn:ietf:parans: xm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xm :ns:yang:iana-if-type"
xm ns:ip="urn:ietf:parans:xm :ns:yang:ietf-ip"
xmns:rt="urn:ietf:params: xnm : ns:yang:ietf-routing">

<dat a>

<if:interfaces>
<if:interface>

<i f: name>et hO</i f : name>
<if:type>i anaift:ethernet Csnacd</if:type>
<i f:description>
Uplink to I SP
</if:description>
<ip:ipvad>
<i p: addr ess>
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<ip:ip>192.0.2. 1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
<i p: forwardi ng>t rue</i p: f orwardi ng>
<lip:ipvd>
<ip:ipve>
<i p: addr ess>
<i p:ip>2001: 0db8: 0: 1:: 1</ip:ip>
<i p: prefix-1ength>64</ip: prefix-1ength>
</i p: addr ess>
<i p: forwardi ng>t rue</i p: f orwar di ng>
<i p: aut oconf >
<i p: creat e- gl obal - addr esses>f al se</i p: cr eat e- gl obal - addr esses>
</i p: aut oconf >
</ip:ipve>
</[if:interface>
<if:interface>
<i f:name>et hl</if: name>
<if:type>i anaift:ethernet Csnacd</if:type>
<i f:description>
Interface to the internal network.
</if:description>
<ip:ipvad>
<i p: addr ess>
<i p:ip>198.51. 100. 1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
<i p: forwardi ng>t rue</i p: f orwar di ng>
<lip:ipvd>
<ip:ipve>
<i p: addr ess>
<i p:ip>2001: 0db8: 0: 2: : 1</i p:ip>
<i p: prefix-1ength>64</ip: prefix-1ength>
</i p: addr ess>
<i p: forwardi ng>t rue</i p: f orwar di ng>
<i p: aut oconf >
<i p: creat e- gl obal - addr esses>f al se</i p: creat e- gl obal - addr esses>
</i p: aut oconf >
</ip:ipve>
</[if:interface>
</if:interfaces>
<if:interfaces-state>
<if:interface>
<i f: name>et hO</i f : nane>
<if:type>ianaift:ethernetCsmacd</if:type>
<i f: phys-address>00: 0C: 42: E5: B1: E9</i f: phys- addr ess>
<i f:oper-status>up</if:oper-status>
<if:statistics>
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<if:discontinuity-tine>
2014- 10-24T17: 11: 27+00: 58
</if:discontinuity-time>
</if:statistics>
<ip:ipvad>
<i p: forwardi ng>true</ip: f orwardi ng>
<i p: mt u>1500</i p: mt u>
<i p: addr ess>
<ip:ip>192.0.2. 1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
</[ip:ipvd>
<ip:ipve>
<i p: forwar di ng>true</ip: f orwar di ng>
<i p: mt u>1500</i p: mt u>
<i p: addr ess>
<i p:ip>2001: 0db8: 0: 1:: 1</i p:ip>
<i p: prefix-1ength>64</ip: prefix-1ength>
</i p: addr ess>
</ip:ipve>
</if:interface>
<if:interface>
<i f:name>et hl</if: name>
<if:type>ianaift:ethernet Csnacd</if:type>
<i f:oper-status>up</if:oper-status>
<i f: phys-address>00: 0C: 42: E5: B1: EA</i f : phys- addr ess>
<if:statistics>
<if:discontinuity-tine>
2014-10- 24T17: 11: 27+00: 59
</if:discontinuity-tinme>
</if:statistics>
<ip:ipvad>
<i p: forwardi ng>t rue</i p: f orwar di ng>
<i p: nt u>1500</i p: mt u>
<i p: addr ess>
<i p:ip>198.51.100. 1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
<lip:ipvd>
<ip:ipv6>
<i p: forwardi ng>t rue</i p: f orwar di ng>
<i p: nt u>1500</i p: nt u>
<i p: addr ess>
<i p:i p>2001: 0db8: 0: 2: : 1</i p:i p>
<i p: prefix-1ength>64</ip: prefix-1ength>
</i p: addr ess>
</ip:ipve>
</if:interface>
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</if:interfaces-state>
<rt:routing>
<rt:routing-instance>
<rt:name>rtr0</rt: name>
<rt:description>Router A</rt:description>
<rt:interfaces>
<rt:interface>
<rt:name>et hl</rt: nane>
<v6ur:ipv6-router-advertisenments>
<v6ur: send- adverti senment s>t rue</v6ur: send- adverti senent s>
<veéur:prefix-list>
<veur: prefix>
<veur: prefi x-spec>2001: db8: 0: 2: : / 64</ v6ur: prefi x- spec>
</ véur: prefix>
</véur:prefix-list>
</ véur:ipv6-router-adverti senent s>
</rt:interface>
</rt:interfaces>
<rt:routing-protocol s>
<rt:routing-protocol >
<rt:type>rt:static</rt:type>
<rt:name>st 0</rt: nane>
<rt:description>
Static routing is used for the internal network
</rt:description>
<rt:static-routes>
<v4ur:ipv4>
<v4ur:route>
<v4ur: destination-prefix>0.0.0.0/0</v4ur: destination-prefix>
<v4ur : next - hop>
<v4ur : next - hop- addr ess>192. 0. 2. 2</ v4ur : next - hop- addr ess>
</ v4ur : next - hop>
</ v4ur:rout e>
</vdur:ipvs>
<veéur:ipve>
<véur:rout e>
<v6ur: destination-prefix>::/0</v6ur:destination-prefix>
<v6ur : next - hop>
<v6ur : next - hop- addr ess>2001: db8: 0: 1: : 2</ v6ur : next - hop- addr ess>
</ v6ur: next - hop>
</véur:route>
</ v6ur:ipve>
</rt:static-routes>
</rt:routing-protocol >
</rt:routing-protocol s>
</rt:routing-instance>
</rt:routing>
<rt:routing-state>
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<rt:routing-instance>
<rt:name>rtr0</rt:nane>
<rt:default-ribs>
<rt:default-rib>
<rt:address-fam | y>v4ur:ipv4-unicast</rt:address-famly>
<rt:rib-name>i pv4-master</rt:rib-nane>
</rt:default-rib>
<rt:default-rib>
<rt:address-fam | y>v6ur:ipv6-unicast</rt:address-fam]ly>
<rt:rib-nanme>i pv6-master</rt:rib-nanme>
</rt:default-rib>
</rt:default-ribs>
<rt:interfaces>
<rt:interface>
<rt: nanme>et hO</rt: nane>
</rt:interface>
<rt:interface>
<rt:name>et hl</rt: name>
<veur:ipv6-router-adverti senents>
<v6ur:send-adverti senent s>t rue</v6ur:send-adverti senent s>
<veéur:prefix-list>
<véur: prefix>
<veéur: prefix-spec>2001: db8: 0: 2: : / 64</ v6ur: prefi x- spec>
</ véur: prefix>
</v6ur:prefix-list>
</ véur:ipv6-router-adverti senent s>
</rt:interface>
</rt:interfaces>
<rt:routing-protocol s>
<rt:routing-protocol >
<rt:type>rt:static</rt:type>
<rt:name>st 0</rt: name>
<rt:route-preference>5</rt:route-preference>
</rt:routing-protocol >
</rt:routing-protocol s>
</rt:routing-instance>
<rt:ribs>
<rt:rib>
<rt:nanme>i pv4- master</rt: name>
<rt:address-fam | y>v4ur:ipv4-unicast</rt:address-famly>
<rt:routes>
<rt:route>
<v4ur: destination-prefix>192. 0. 2. 1/ 24</ v4ur : desti nati on-prefi x>
<rt:next-hop>
<rt:outgoing-interface>ethO</rt:outgoing-interface>
</rt: next-hop>
<rt:route-preference>0</rt:route-preference>
<rt:source-protocol >rt:direct</rt:source-protocol >
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<rt:last-updated>2014-10-24T17: 11: 27+01: 00</rt: | ast - updat ed>
</rt:route>
<rt:route>
<v4ur:destination-prefix>198.51. 100. 0/ 24</ v4ur: desti nati on-prefi x>
<rt: next-hop>
<rt:outgoing-interface>ethl</rt:outgoing-interface>
</rt: next-hop>
<rt:source-protocol >t:direct</rt:source-protocol >
<rt:route-preference>0</rt:route-preference>
<rt: | ast-updat ed>2014-10-24T17: 11: 27+01: 00</rt: | ast - updat ed>
</rt:route>
<rt:route>
<v4ur: desti nation-prefix>0.0.0.0/0</v4ur:destination-prefix>
<rt:source-protocol >t:static</rt:source-protocol >
<rt:route-preference>5</rt:route-preference>
<rt: next-hop>
<v4ur: next - hop- addr ess>192. 0. 2. 2</ v4ur : next - hop- addr ess>
</rt: next-hop>
<rt:last-updat ed>2014- 10- 24T18: 02: 45+01: 00</rt: | ast - updat ed>
</rt:route>
</rt:routes>
</rt:rib>
<rt:rib>
<rt:name>i pv6- mast er</rt: nane>
<rt:address-fam | y>v6ur:ipv6-unicast</rt:address-famly>
<rt:routes>
<rt:route>
<v6ur:destination-prefix>
2001: db8: 0: 1::/ 64
</v6ur: destination-prefix>
<rt: next-hop>
<rt:outgoing-interface>ethO</rt:outgoing-interface>
</rt:next-hop>
<rt:source-protocol >t:direct</rt:source-protocol >
<rt:route-preference>0</rt:route-preference>
<rt:last-updated>2014-10-24T17: 11: 27+01: 00</rt: | ast - updat ed>
</rt:route>
<rt:route>
<v6ur:destination-prefix>
2001: db8: 0: 2::/ 64
</ véur: destination-prefix>
<rt:next-hop>
<rt:outgoing-interface>ethl</rt:outgoing-interface>
</rt:next-hop>
<rt:source-protocol >t:direct</rt:source-protocol >
<rt:route-preference>0</rt:route-preference>
<rt: | ast-updat ed>2014-10-24T17: 11: 27+01: 00</rt: | ast - updat ed>
</rt:route>
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<rt:route>
<v6ur: destination-prefix>::/0</v6ur:destination-prefix>
<rt: next-hop>
<v6ur: next - hop- addr ess>2001: db8: 0: 1: : 2</ v6ur : next - hop- addr ess>
</rt: next-hop>
<rt:source-protocol >rt:static</rt:source-protocol >
<rt:route-preference>5</rt:route-preference>
<rt:| ast-updat ed>2014-10- 24T18: 02: 45+01: 00</rt: | ast - updat ed>
</rt:route>
</rt:routes>
</rt:rib>
</rt:ribs>
</rt:routing-state>
</ dat a>
</rpc-reply>

Appendi x E. Change Log

RFC Editor: Renove this section upon publication as an RFC
E.1. Changes Between Versions -16 and -17

0 Added Acee as a co-author

0 Renoved all traces of route filters.

0 Renoved nuneric IDs of list entries in state data.

0 Renoved all next-hop cases except "sinple-next-hop" and "speci al -
next - hop".

0 Renoved feature "multipath-routes”

0 Augnented "ietf-interfaces" nodule with a leaf-list of leafrefs
pointing formstate data of an interface entry to the routing
i nstance(s) to which the interface is assigned.

E. 2. Changes Between Versions -15 and -16

0 Added 'type’ as the second key conponent of 'routing-protocol’
both in configuration and state data.

0 The restriction of no nore than one connected RI B per address
famly was renoved.

0 Renoved the 'id key of routes in RIBs. This list has no keys
anynor e.
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E. 3.

Renmove the 'id key fromstatic routes and nake 'destination-
prefix’ the only key.

Added 'route-preference’ as a new attribute of routes in RIB.
Added 'active’ as a new attribute of routes in RIBs.
Renarmed RPC operation 'active-route’ to 'fib-route’.

Added 'route-preference’ as a new paraneter of routing protocol
i nstances, both in configuration and state data.

Renaned identity ’rt:standard-routing-instance’ to 'rt:default-
routing-instance’.

Added next-hop lists to state data.

Added two cases for specifying next-hops indirectly - via a new
RIB or a recursive list of next-hops.

Reor gani zed next-hop in static routes.

Renoved all ’'if-feature’ statements from state data.
Changes Between Versions -14 and -15

Renoved all defaults from state data.

Renoved default from’'cur-hop-limt’ in config.
Changes Between Versions -13 and -14

Renoved dependency of ’'connected-ribs’ on the "nultiple-ribs’
f eature.

Renoved default value of 'cur-hop-limt’ in state data.

Moved parts of descriptions and all references on I Pv6 RA
paraneters fromstate data to configuration.

Added reference to RFC 6536 in the Security section.
Changes Between Versions -12 and -13
W ot e appendi x about m ni mum i npl enent ati on.

Renmove "when" statement for |Pv6 router interface state data - it
was dependent on a config value that nay not be present.
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E. 6.

E 7.

Extra contai ner for the next-hop list.

Nanmes rather than nunmeric ids are used for referring to |list
entries in state data.

Nureric ids are always declared as mandatory and unique. Their
description states that they are epheneral.

Descriptions of "name" keys in state data lists are required to be
persi stent.

Removed "if-feature multiple-ribs;" fromconnected-ribs.
"ri b-name" instead of "nanme" is used as the nane of |eafref nodes

"next - hop" instead of "nexthop" or "gateway" used throughout, both
i n node nanes and text.

Changes Between Versions -11 and -12

Renoved feature "advanced-router” and introduced two features
instead: "nultiple-ribs" and "multi path-routes”

Unified the keys of config and state versions of "routing-
i nstance"” and "rib" lists.

Nunerical identifiers of state list entries are not keys anynore,
but they are constrained using the "unique" statenent.

Updat ed acknow edgenent s.
Changes Between Versions -10 and -11
M grated address famlies from|ANA enunerations to identities.

Ter m nol ogy and node nanes aligned with the |2RS RIB nodel : router
-> routing instance, routing table -> RIB

I ntroduced uint64 keys for state lists: routing-instance, rib,
route, nexthop.

Descri bed the rel ationship between systemcontroll ed and user-
controlled list entries.

Feat ure "user-defined-routing-tables" changed into "advanced-
router"”.
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E. 8.

E. 9.

E. 10.

E 11.

Made nexthop into a choice in order to allow for nexthop-list
(I 2RS requirement).

Added nexthop-list with entries having priorities (backup) and
wei ghts (I oad bal anci ng).

Updat ed bi bl i ography references.
Changes Between Versions -09 and -10
Added subtree for state data ("/routing-state").

Terns "systemcontrolled entry" and "user-controlled entry"
defined and used.

New feature "user-defined-routing-tables". Nodes that are usefu
only with user-defined routing tables are now conditi onal

Added grouping "router-id".

In routing tables, "source-protocol” attribute of routes now
reports only protocol type, and its datatype is "identityref".

Renanmed "nmain-routing-table" to "default-routing-table".
Changes Between Versions -08 and -09

Fi xed "nmust" expresion for "connected-routing-table".
Sinplified "nust" expression for "main-routing-table".

Moved per-interface configuration of a new routing protocol under
"routing-protocol’. This also affects the "exanple-rip’ nodule.

Changes Between Versions -07 and -08

Changed reference from RFC6021 to RFC6021bi s.

Changes Between Versions -06 and -07
The contents of <get-reply> in Appendi x D was updated: "eth[01]"
is used as the value of "location", and "forwarding" is on for
both interfaces and both I Pv4 and | Pv6.
The "nmust" expression for "main-routing-table” was nodified to

avoi d redundant error nessages reporting address fanmly m snmatch
when "nane" points to a non-existent routing table.
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E. 13.

The default behavior for 1Pv6 RA prefix advertisenents was
clarified.

Changed type of "rt:router-id" to "ip:dotted-quad"
Type of "rt:router-id" changed to "yang: dotted- quad".
Fi xed m ssing prefixes in XPath expressions.

Changes Between Versions -05 and -06

Docunent title changed: "Configuration" was replaced by
"Managenent ".

New typedefs "routing-table-ref” and "route-filter-ref".

Doubl e sl ashes "//" were renoved from XPat h expressi ons and
replaced with the single "/".

Renmoved uni queness requirenent for "router-id".
Conpl ete data tree is now in Appendi x A
Changed type of "source-protocol" from"leafref" to "string"

Clarified the relationship between routing protocol instances and
connected routing tables.

Added a nust constraint saying that a routing table connected to
the direct pseudo-protocol nust not be a nmain routing table.

Changes Between Versions -04 and -05

Routing tables are now global, i.e., "routing-tables" is a child
of "routing" rather than "router".

nmust" statenent for "static-routes" changed to "when".

Added "nmai n-routing-tables" containing references to main routing
tabl es for each address famly.

Renoved the defaults for "address-fam |ly" and "safi" and nade them
mandat ory.

Renoved the default for route-filter/type and nmade this | eaf
mandat ory.
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E. 14.

E. 15.

If there is no active route for a given destination, the "active-
route" RPC returns no output.

Added "enabl ed" switch under "routing-protocol"”
Added "router-type" identity and "type" |eaf under "router".

Route attribute "age" changed to "l ast-updated", its type is
"yang: date-and-ti ne".

The "direct" pseudo-protocol is always connected to main routing
t abl es.

Entries in the list of connected routing tables renaned from
"routing-table"” to "connected-routing-table".

Added "nust" constraint saying that a routing table nust not be
its own recipient.

Changes Between Versions -03 and -04

Changed "error-tag" for both RPC operations from "nmi ssing el enent"
to "data-m ssing".

Renmoved the decrenenting behavior for advertised |IPv6 prefix
paraneters "valid-lifetinme" and "preferred-lifetine".

Changed the key of the static route lists from"segno" to "id"
because the routes needn’'t be sorted.

Added ’'nmust’ constraint saying that "preferred-lifetine" nust not
be greater than "valid-lifetime"

Changes Between Versions -02 and -03
Modul e "iana-afn-safi" noved to |I-D "iana-if-type"
Renoved forwarding table.

RPC "get-route" changed to "active-route". |Its output is a list
of routes (for multi-path routing).

New RPC "route-count".
For both RPCs, specification of negative responses was added.

Rel axed separation of router instances.
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E 17.

Assignnment of interfaces to router instances needn’'t be disjoint.
Route filters are now gl obal
Added "allowall-route-filter" for synmetry.

Added Section 6 about interactions with "ietf-interfaces" and
"ietf-ip".

Added "router-id" |eaf.
Specified the names for |1 Pv4/1Pv6 unicast nain routing tables.
Rout e paraneter "last-nodified" changed to "age"
Added contai ner "recipient-routing-tabl es"
Changes Between Versions -01 and -02
Added nodul e "ietf-ipv6-unicast-routing”

The exanpl e in Appendi x D now uses | P addresses from bl ocks
reserved for docunmentation

Direct routes appear by default in the forwarding table.

Net work | ayer interfaces nust be assigned to a router instance.
Additional interface configuration nmay be present.

The "when" statenent is only used with "augment", "nust" is used

el sewhere

Addi tional "must" statenents were added

The "route-content” grouping for I Pv4 and | Pv6 uni cast now
includes the material fromthe "ietf-routing" version via "uses

rt:route-content”.

Expl anation of synbols in the tree representati on of data nodel
hi er ar chy.

Changes Between Versions -00 and -01
AFN SAFI - i ndependent stuff was noved to the "ietf-routing" nodul e.

Typedefs for AFN and SAFI were placed in a separate "iana-afn-
safi" nodul e.
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Nanmes of sonme data nodes were changed, in particular "routing-
process" is now "router".

The restriction of a single AFN SAFI per router was lifted.
RPC operation "del ete-route" was renoved.

Illegal XPath references from"get-route" to the datastore were
fixed.

Section "Security Considerations" was witten.
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