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Abstract

To prevent sending excessive traffic to an endpoint, periodic consent
needs to be obtained fromthat renote endpoint.

Thi s docunment describes a consent nechani smusing a new Sessi on
Traversal Utilities for NAT (STUN) usage.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 20, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. I nt roducti on

To prevent attacks on peers, endpoints have to ensure the renote peer
iswilling to receive traffic. This is perforned both when the
session is first established to the renote peer using Interactive
Connectivity Establishment | CE [ RFC5245] connectivity checks, and
periodically for the duration of the session using the procedures
defined in this docunent.

When a session is first established, |ICE inplenentations obtain an
initial consent to send by perform ng STUN connectivity checks. This
docunent describes a new STUN usage with exchange of request and
response nessages that verifies the renote peer’s ongoing consent to
receive traffic. This consent expires after a period of tinme and
needs to be continually renewed, which ensures that consent can be
term nat ed

Thi s docunent defines what it takes to obtain, maintain, and |ose
consent to send. Consent to send applies to a single 5-tuple. How
applications react to changes in consent is not described in this
docunent .
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Consent is obtained only by full ICE inplementations. An ICE-lite
i mpl ementation will not generate consent checks, but wll just
respond to consent checks it receives. No changes are required to
ICE-lite inplenentations in order to respond to consent checks, as
they are processed as normal | CE connectivity checks.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Consent: The mechani sm of obtaining permission to send to a renote
transport address. Initial consent is obtained using | CE

Consent Freshness: Maintaining and renewi ng consent over tine.

Transport Address: The renote peer’'s | P address and UDP or TCP port
nunber .

3. Design Considerations

Al t hough I CE requires periodic keepalive traffic to keep NAT bi ndi ngs
alive (Section 10 of [RFC5245], [RFC6263]), those keepalives are sent
as STUN | ndi cati ons which are send-and-forget, and do not evoke a
response. A response is necessary for consent to continue sending
traffic. Thus, we need a request/response nmechani smfor consent

freshness. | CE can be used for that nechani sm because | CE
i mpl ementations are already required to continue |listening for |ICE
messages, as described in section 10 of [RFC5245]. |If consent is

performed then there is no need to send keepal i ve nessages.
4. Solution

There are two ways consent to send traffic is revoked: expiration of
consent and i mmedi ate revocation of consent, which are discussed in
the follow ng sections.

4.1. Expiration of Consent

A full ICE inplenentation perforns consent freshness test using STUN
request/response as described bel ow

An endpoi nt MJUST NOT send data ot her than paced STUN connectivity
checks or responses toward any transport address unless the receiving
endpoi nt consents to receive data. That is, no application data
(e.g., RTP or DTLS) can be sent until consent is obtained. After a
successful | CE connectivity check on a particular transport address,
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consent MJST be maintained foll owi ng the procedure described in this
docunent .

Explicit consent to send is obtai ned and nmai ntai ned by sendi ng an
STUN bi ndi ng request to the renpte peer’s transport address and
receiving a matchi ng, authenticated, non-error STUN bi ndi ng response
fromthe renpte peer’s transport address. These STUN bi ndi ng
requests and responses are authenticated using the same short-term
credentials as the initial |ICE exchange.

Note: Although TCP has its own consent nechani sm (TCP
acknow edgenents), consent is necessary over a TCP connection
because it could be translated to a UDP connection (e.g.
[ RFC6062]) .

Initial consent to send traffic is obtained using |CE. Consent
expires after 30 seconds. That is, if a valid STUN bi nding response
corresponding to any STUN request sent in the last 30 seconds has not
been received fromthe renote peer’s transport address, the endpoint
MUST cease transnission on that 5-tuple. STUN consent responses
received after consent expiry do not re-establish consent, and nmay be
di scarded or cause an | CVWP error

To prevent expiry of consent, a STUN bi nding request can be sent
periodically. To prevent synchronization of consent checks, each

i nterval MJST be random zed frombetween 0.8 and 1.2 tinmes the basic
period. Inplenmentations SHOULD set a default interval of 5 seconds,
resulting in a period between checks of 4 to 6 seconds.

Each STUN bi ndi ng request for consent MJST use a new
cryptographically strong [ RFC4086] STUN transaction ID. Each STUN

bi ndi ng requests for consent is transmtted once only. Hence, the
sender cannot assume that it will receive a response for each consent
request, and a response night be for a previous request (rather than
for the nost recently sent request). Consent expiration causes

i medi ate term nation of all outstanding STUN consent transactions.
Each STUN transaction is maintained until one of the follow ng
criteriais fulfilled:

0 A STUN response associated with the transaction is received; or

0 A STUN response associated to a newer transaction is received.

To neet the security needs of consent, an untrusted application
(e.g., JavaScript or signaling servers) MJST NOT be able to obtain or

control the STUN transaction |ID, because that enabl es spoofing of
STUN responses, falsifying consent.
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To prevent attacks on the peer during ICE restart, an endpoint that
continues to send traffic on the previously validated candi date pair
during I CE restart MJST continue to perform consent freshness on that
candi date pair as described earlier.

Wil e TCP affords some protection fromoff-path attackers ([RFC5961],
[ RFC4953]), there is still a risk an attacker could cause a TCP
sender to send forever by spoofing ACKs. To prevent such an attack
consent checks MJST be performed over all transport connecti ons,
including TCP. 1In this way, an off-path attacker spoofing TCP
segnments can not cause a TCP sender to send once the consent timer
expires (30 seconds).

An endpoint that is not sending any application data does not need to
mai ntain consent. However, failure to send could cause any NAT or
firewall mappings for the flowto expire. Furthernore, having one
peer unable to send is detrinental to nany protocols.

After consent is lost for any reason, the sanme | CE credentials MJST
NOT be used on the affected 5-tuple again. That neans that a new
session, or an ICE restart, is needed to obtain consent to send.

4.2. |Imediate Revocation of Consent

In sone cases it is useful to signal that consent is termn nated
rather than relying on a timeout.

Consent for sending application data is inmmedi ately revoked by
recei pt of an authenticated nessage that cl oses the connection (e.g.
a TLS fatal alert) or receipt of a valid and authenticated STUN
response with error code Forbi dden (403). Note however that consent
revocati on nessages can be |lost on the network, so an endpoint could
resend these messages, or wait for consent to expire.

Recei pt of an unauthenticated nessage that closes a connection (e.qg.
TCP FIN) does not indicate revocation of consent. Thus, an endpoint
recei ving an unaut henti cated end-of - sessi on message SHOULD conti nue
sendi ng nmedi a (over connectionless transport) or attenpt to re-
establish the connection (over connection-oriented transport) unti
consent expires or it receives an authenticated nessage revoking
consent .

Note that an authenticated SRTCP BYE does not term nate consent; it
only indicates the associ ated SRTP source has quit.
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5.

D ffServ Treatnent for Consent

It is RECOWENDED that STUN consent checks use the sanme Diffserv
Codepoi nt markings as the I CE connectivity checks described in
Section 7.1.2.4 of [RFC5245] for a given 5-tuple.

Note: It is possible that different Diffserv Codepoints are used by
different media over the sane transport address
[I-D.ietf-tsvwg-rtcweb-qos]. Such a case is outside the scope of
thi s docunent.

DTLS applicability

The DTLS applicability is identical to what is described in
Section 4.2 of [RFC7350].

APl Recommendat i ons

The WBC specification MAY provide the followi ng APl points to provide
f eedback and control over consent:

1. Cenerate an event when consent has expired for a given 5-tuple,
meani ng that transnission of data has ceased. This could
i ndi cate what application data is affected, such as nmedia or data
channel s.

Security Consi derations
Thi s docunent describes a security mechani sm

The security considerations discussed in [ RFC5245] shoul d al so be
taken into account.

SRTP is encrypted and authenticated with symetric keys; that is,
bot h sender and receiver know the keys. Wth two party sessions,
recei pt of an authenticated packet fromthe single renote party is a
strong assurance the packet cane fromthat party. However, when a
session involves nore than two parties, all of whom know each ot hers
keys, any of those parties could have sent (or spoofed) the packet.
Such shared key distributions are possible with sone M KEY [ RFC3830]
nodes, Security Descriptions [ RFC4568], and EKT
[I-D.ietf-avtcore-srtp-ekt]. Thus, in such shared keying

di stributions, receipt of an authenticated SRTP packet is not
sufficient to verify consent.
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