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1. Introduction
Thi s docunment describes how t he WBC WEBRTC RTCPeer Connecti on
i nterface[ WBC. WD- webrt c-20140617] is used to control the setup
managenent and teardown of a nultinmedia session

1.1. General Design of JSEP

The t hinki ng behi nd WebRTC call setup has been to fully specify and
control the nedia plane, but to | eave the signaling plane up to the
application as nmuch as possible. The rationale is that different
applications nmay prefer to use different protocols, such as the
existing SIP or Jingle call signaling protocols, or sonething custom
to the particular application, perhaps for a novel use case. |In this
approach, the key information that needs to be exchanged is the

mul ti medi a session description, which specifies the necessary
transport and nedia configuration information necessary to establish
the nedi a pl ane.
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Wth these considerations in mnd, this docunent describes the
Javascript Session Establishment Protocol (JSEP) that allows for ful
control of the signaling state machine from Javascript. JSEP renoves
the browser alnost entirely fromthe core signaling flow, which is

i nstead handl ed by the Javascript making use of two interfaces: (1)
passing in local and renote session descriptions and (2) interacting
with the I CE state machi ne.

In this docunment, the use of JSEP is described as if it always occurs
between two browsers. Note though in many cases it will actually be
bet ween a browser and sone kind of server, such as a gateway or MCU
This distinction is invisible to the browser; it just follows the
instructions it is given via the API.

JSEP’ s handling of session descriptions is sinple and
straightforward. Wenever an offer/answer exchange is needed, the

initiating side creates an offer by calling a createOfer() API. The
application optionally nodifies that offer, and then uses it to set
up its local config via the setLocal Description() API. The offer is

then sent off to the renote side over its preferred signaling
mechani sm (e. g., WebSockets); upon receipt of that offer, the renote
party installs it using the set RenoteDescription() API

To conplete the of fer/answer exchange, the renote party uses the
createAnswer () APl to generate an appropriate answer, applies it
usi ng the setlLocal Description() APlI, and sends the answer back to the
initiator over the signaling channel. Wen the initiator gets that
answer, it installs it using the setRenoteDescription() API, and
initial setup is conplete. This process can be repeated for

addi tional offer/answer exchanges.

Regardi ng | CE [ RFC5245], JSEP decouples the |ICE state machi ne from
the overall signaling state machine, as the |ICE state machi ne nust
remain in the browser, because only the browser has the necessary
know edge of candi dates and other transport info. Perfornmng this
separation also provides additional flexibility; in protocols that
decoupl e session descriptions fromtransport, such as Jingle, the
session description can be sent imrediately and the transport

i nformati on can be sent when available. In protocols that don’t,
such as SIP, the information can be used in the aggregated form
Sendi ng transport infornmation separately can allow for faster |ICE and
DTLS startup, since |CE checks can start as soon as any transport
information is available rather than waiting for all of it.

Through its abstraction of signaling, the JSEP approach does require
the application to be aware of the signaling process. Wile the
application does not need to understand the contents of session
descriptions to set up a call, the application nust call the right
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APls at the right times, convert the session descriptions and |ICE
information into the defined messages of its chosen signaling
protocol, and performthe reverse conversion on the nessages it
receives fromthe other side

One way to mitigate this is to provide a Javascript library that
hides this conplexity fromthe devel oper; said library would

i mpl ement a given signaling protocol along with its state machine and
serialization code, presenting a higher level call-oriented interface
to the application devel oper. For exanple, libraries exist to adapt
the JSEP APl into an APl suitable for a SIP or XMPP. Thus, JSEP
provides greater control for the experienced devel oper w thout
forcing any additional conmplexity on the novice devel oper

1.2. Oher Approaches Considered

One approach that was considered instead of JSEP was to include a

i ght wei ght signaling protocol. |nstead of providing session
descriptions to the API, the APl woul d produce and consune nessages
fromthis protocol. While providing a nore high-level API, this put
nmore control of signaling within the browser, forcing the browser to
have to understand and handl e concepts like signaling glare. In
addition, it prevented the application fromdriving the state nachine
to a desired state, as is needed in the page rel oad case.

A second approach that was consi dered but not chosen was to decoupl e
t he managenent of the media control objects from session
descriptions, instead offering APIs that would control each conponent
directly. This was rejected based on a feeling that requiring
exposure of this level of conplexity to the application progranmer
woul d not be beneficial; it would result in an APl where even a
simpl e exanmple woul d require a significant amount of code to
orchestrate all the needed interactions, as well as creating a |large
APl surface that needed to be agreed upon and docunented. In
addition, these APl points could be called in any order, resulting in
a nore conplex set of interactions with the nmedia subsystemthan the
JSEP approach, which specifies how session descriptions are to be
eval uated and appli ed.

One variation on JSEP that was considered was to keep the basic
session description-oriented API, but to nove the nechanism for
generating offers and answers out of the browser. |nstead of
providing createO fer/createAnswer nethods within the browser, this
approach woul d i nstead expose a getCapabilities APl which woul d
provide the application with the information it needed in order to
generate its own session descriptions. This increases the anount of
work that the application needs to do; it needs to know how to
generate session descriptions fromcapabilities, and especially how

Uberti, et al. Expi res Septenber 10, 2015 [ Page 5]



Internet-Draft JSEP March 2015

to generate the correct answer froman arbitrary offer and the
supported capabilities. Wile this could certainly be addressed by
using a library like the one nmentioned above, it basically forces the
use of said library even for a sinple exanple. Providing
createOfer/createAnswer avoids this problem but still allows
applications to generate their own offers/answers (to a | arge extent)
if they choose, using the description generated by createOfer as an
i ndi cation of the browser’s capabilities.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Semantics and Synt ax
3.1. Signaling Mdel

JSEP does not specify a particular signaling nodel or state machi ne,
other than the generic need to exchange SDP nedi a descriptions in the
fashi on described by [ RFC3264] (offer/answer) in order for both sides
of the session to know how to conduct the session. JSEP provides
nmechani sms to create offers and answers, as well as to apply themto
a session. However, the browser is totally decoupled fromthe actua
mechani sm by which these offers and answers are comunicated to the
renote side, including addressing, retransm ssion, forking, and glare
handl i ng. These issues are left entirely up to the application; the
application has conplete control over which offers and answers get
handed to the browser, and when.

B T + B T +
| Web App |<--- App-Specific Signaling --> Wb App |
S + S +
AN AN
| SDP | SDP
\ \
B T + B T +
| Browser |[<----------- Media ------------ > Browser |
S + S +

Figure 1: JSEP Signaling Mdel
3.2. Session Descriptions and State Mchi ne
In order to establish the nedia plane, the user agent needs specific

paraneters to indicate what to transnit to the renote side, as well
as howto handle the nedia that is received. These paraneters are
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determi ned by the exchange of session descriptions in offers and
answers, and there are certain details to this process that nust be
handl ed in the JSEP APIs.

Whet her a session description applies to the |ocal side or the renote
side affects the neaning of that description. For exanple, the I|ist
of codecs sent to a renote party indicates what the | ocal side is
willing to receive, which, when intersected with the set of codecs
the renote side supports, specifies what the renote side should send.
However, not all paraneters follow this rule; for exanple, the DILS-
SRTP paraneters [RFC5763] sent to a renote party indicate what
certificate the local side will use in DTLS setup, and thereby what
the renpote party should expect to receive; the renote party will have
to accept these paraneters, with no option to choose different

val ues.

In addition, various RFCs put different conditions on the format of
of fers versus answers. For exanple, an offer nay propose an
arbitrary nunber of nedia streams (i.e. n¥ sections), but an answer
must contain the exact same nunber as the offer.

Lastly, while the exact nedia paraneters are only known only after an
of fer and an answer have been exchanged, it is possible for the
offerer to receive nedia after they have sent an offer and before

t hey have received an answer. To properly process inconmng nmedia in
this case, the offerer’s nedia handl er nust be aware of the details
of the offer before the answer arrives.

Therefore, in order to handl e session descriptions properly, the user
agent needs:

1. To know if a session description pertains to the |local or renote
si de.

2. To know if a session description is an offer or an answer.
3. To allow the offer to be specified independently of the answer.

JSEP addresses this by addi ng both setlLocal Descri ption and

set Renot eDescri ption nethods and havi ng sessi on description objects
contain a type field indicating the type of session description being
supplied. This satisfies the requirenents |isted above for both the
offerer, who first calls setlLocal Description(sdp [offer]) and then

| ater set RenoteDescription(sdp [answer]), as well as for the
answerer, who first calls setRenoteDescription(sdp [offer]) and then
| ater setlLocal Description(sdp [answer]).
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JSEP al so allows for an answer to be treated as provisional by the
application. Provisional answers provide a way for an answerer to
comruni cate initial session paraneters back to the offerer, in order
to allow the session to begin, while allowing a final answer to be
specified later. This concept of a final answer is inportant to the
of fer/answer nodel ; when such an answer is received, any extra
resources allocated by the caller can be rel eased, now that the exact
session configuration is known. These "resources" can include things
Iike extra | CE conponents, TURN candi dates, or video decoders.
Provi si onal answers, on the other hand, do no such deall ocation
results; as a result, nmultiple dissinilar provisional answers can be
received and applied during call setup

In [ RFC3264], the constraint at the signaling level is that only one
of fer can be outstanding for a given session, but at the nmedia stack
| evel, a new offer can be generated at any point. For exanple, when
using SIP for signaling, if one offer is sent, then cancelled using a
SI P CANCEL, another offer can be generated even though no answer was
received for the first offer. To support this, the JSEP nedia |ayer
can provide an offer via the createOfer() nethod whenever the
Javascript application needs one for the signaling. The answerer can
send back zero or nore provisional answers, and finally end the

of fer-answer exchange by sending a final answer. The state nachine
for this is as foll ows:
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set Local ( PRANSVER)

[----- \ [----- \
I I I I
v I v I
. + | . + |
| | ----1 | | ----
| | setLocal (PRANSVER) | |
| Renote-Ofer |------------------- >| Local - Pranswer |
I I I I
I I I I
. + . +
~o I
[ | setLocal ( ANSVER) |
set Renot e( OFFER) | |
| \% set Local ( ANSVER) |
Fom e e e oo + [
I I I
| I +
[ St abl e |
| I +
I I I
LR + set Renot e( ANSVER) |
~o I
| | setLocal (OFFER) |
set Renot e( ANSVER) | |
|V I
e e e o + e e e o +
I I I I
| | set Renpt e( PRANSVEER) | |
| Local-Ofer [------------------- >| Renot e- Pranswer |
I I I I
| EE | EE
S + | S + |
" I " I
I I I I
\----- / \----- /

set Local (OFFER)

set Renpt e( PRANSVEER)

Figure 2: JSEP State Machine

Aside fromthese state transitions t

here is no other difference

bet ween the handling of provisional ("pranswer") and final ("answer")
answers.
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Sessi on Description Fornat

In the WbRTC speci fication, session descriptions are formatted as
SDP nessages. Wile this format is not optinmal for manipulation from
Javascript, it is widely accepted, and frequently updated with new
features. Any alternate encoding of session descriptions would have
to keep pace with the changes to SDP, at least until the time that
this new encoding eclipsed SDP in popularity. As a result, JSEP
currently uses SDP as the internal representation for its session
descri ptions.

However, to sinplify Javascript processing, and provide for future
flexibility, the SDP syntax is encapsulated within a

Sessi onDescri pti on object, which can be constructed from SDP, and be
serialized out to SDP. |If future specifications agree on a JSON
format for session descriptions, we could easily enable this object
to generate and consune that JSON

O her nethods may be added to SessionDescription in the future to
simplify handling of SessionDescriptions fromJavascript. 1In the
meanti me, Javascript libraries can be used to performthese
mani pul ati ons.

Not e that nost applications should be able to treat the

Sessi onDescri ptions produced and consuned by these various APl calls
as opaque blobs; that is, the application will not need to read or
change them The WBC WbRTC APl specification will provide
appropriate APlIs to allow the application to control various session
paraneters, which will provide the necessary information to the
browser about what sort of SessionDescription to produce.

| CE
1. |ICE Gathering Overview

JSEP gat hers | CE candi dates as needed by the application. Collection
of I CE candidates is referred to as a gathering phase, and this is
triggered either by the addition of a new or recycled m= line to the
| ocal session description, or new I CE credentials in the description,
indicating an ICE restart. Use of new | CE credentials can be
triggered explicitly by the application, or inplicitly by the browser
in response to changes in the | CE configuration

When a new gat heri ng phase starts, the ICE Agent will notify the
application that gathering is occurring through an event. Then, when
each new | CE candi date becones available, the I CE Agent will supply
it to the application via an additional event; these candidates will
al so automatically be added to the | ocal session description
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Finally, when all candi dates have been gathered, an event wll be
di spatched to signal that the gathering process is conplete

Not e that gathering phases only gather the candi dates needed by
new recycl ed/restarting nm= lines; other nmr lines continue to use
their existing candidates.

3.4.2. |ICE Candidate Trickling

Candidate trickling is a technique through which a caller may
incrementally provide candidates to the callee after the initia

of fer has been dispatched; the semantics of "Trickle |ICE' are defined
in[l-Dietf-mmusic-trickle-ice]. This process allows the callee to
begin acting upon the call and setting up the |ICE (and perhaps DTLS)
connections i mediately, without having to wait for the caller to
gather all possible candidates. This results in faster nedia setup
in cases where gathering is not perforned prior to initiating the
call.

JSEP supports optional candidate trickling by providing APls, as
descri bed above, that provide control and feedback on the ICE

candi date gat hering process. Applications that support candidate
trickling can send the initial offer imediately and send i ndivi dua
candi dat es when they get the notified of a new candi dat e;
applications that do not support this feature can sinply wait for the
i ndication that gathering is conplete, and then create and send their
offer, with all the candidates, at this tine.

Upon receipt of trickled candidates, the receiving application wll
supply themto its ICE Agent. This triggers the |ICE Agent to start
using the new renote candi dates for connectivity checks.

3.4.2.1. | CE Candi dat e For mat

As with session descriptions, the syntax of the |IceCandi date object
provi des sone abstraction, but can be easily converted to and from
the SDP candi date |i nes.

The candidate lines are the only SDP information that is contained
within |IceCandidate, as they represent the only infornmation needed
that is not present in the initial offer (i.e., for trickle
candidates). This information is carried with the same syntax as the
"candi date-attribute" field defined for I1CE. For exanple:

candi date:1 1 UDP 1694498815 192. 0. 2. 33 10000 typ host

The | ceCandi date object also contains fields to indicate which nF
line it should be associated with. The m= line can be identified in
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one of two ways; either by a m= line index, or a MD. The n= |line
index is a zero-based index, with index Nreferring to the N+1th n=
line in the SDP sent by the entity which sent the |IceCandidate. The
M D uses the "nmedia streamidentification" attribute, as defined in

[ RFC5888], Section 4, to identify the n= line. JSEP inplenentations
creating an | CE Candi date obj ect MJST popul ate both of these fields.
| mpl enent ati ons receiving an | CE Candi date object MJST use the MD if
present, or the mr line index, if not (as it could have cone froma
non- JSEP endpoi nt) .

3.4.3. |ICE Candidate Policy

Typically, when gathering | CE candi dates, the browser wll gather al
possi ble forns of initial candidates - host, server reflexive, and
relay. However, in certain cases, applications my want to have nore
specific control over the gathering process, due to privacy or

rel ated concerns. For exanple, one nay want to suppress the use of
host candi dates, to avoid exposing information about the |oca
network, or go as far as only using relay candidates, to | eak as
little location informati on as possible (note that these choices cone
wi th correspondi ng operational costs). To acconplish this, the
browser MJST allow the application to restrict which | CE candi dat es
are used in a session. |In addition, adnministrators may also wish to
control the set of |CE candidates, and so the browser SHOULD al so

all ow control via local policy, with the nost restrictive policy
prevailing.

There nmay al so be cases where the application wants to change which
types of candidates are used while the session is active. A prine
exanple is where a callee may initially want to use only relay
candi dates, to avoid |l eaking location information to an arbitrary
caller, but then change to use all candidates (for |ower operationa
cost) once the user has indicated they want to take the call. For
this scenario, the browser MJIST allow the candidate policy to be
changed in md-session, subject to the aforenentioned interactions
with local policy.

To admi nister the | CE candi date policy, the browser will determne
the current setting at the start of each gathering phase. Then
during the gathering phase, the browser MJUST NOT expose candi dates
di sal l owed by the current policy to the application, use themas the
source of connectivity checks, or indirectly expose themvia other
fields, such as the raddr/rport attributes for other |ICE candidates.
Later, if a different policy is specified by the application, the
application can apply it by kicking off a new gathering phase via an
I CE restart.
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3.4.4. | CE Candi date Poo

JSEP applications typically informthe browser to begin | CE gathering
via the information supplied to setlLocal Description, as this is where
the app specifies the nunber of nedia streanms, and thereby | CE
components, for which to gather candi dates. However, to accelerate
cases where the application knows the nunber of |ICE conmponents to use
ahead of tinme, it may ask the browser to gather a pool of potenti al

| CE candidates to help ensure rapid nedia setup

When set Local Description is eventually called, and the browser goes
to gather the needed | CE candidates, it SHOULD start by checking if

any candi dates are available in the pool. |If there are candidates in
the pool, they SHOULD be handed to the application i mediately via
the 1 CE candidate event. [|f the pool becones depleted, either

because a | arger-than-expected nunber of |ICE conponents is used, or
because the pool has not had enough tine to gather candi dates, the
remai ni ng candi dates are gathered as usual

One exanpl e of where this concept is useful is an application that
expects an incomng call at sone point in the future, and wants to
mnimze the tine it takes to establish connectivity, to avoid
clipping of initial media. By pre-gathering candidates into the
pool, it can exchange and start sending connectivity checks from
these candi dates al nost i mmedi ately upon receipt of a call. Note
though that by hol ding on to these pre-gathered candi dates, which
will be kept alive as long as they may be needed, the application
wi Il consunme resources on the STUV TURN servers it is using

3.5. Interactions Wth Forking

Some call signaling systens allow various types of forking where an
SDP Offer may be provided to nore than one device. For exanple, SIP
[ RFC3261] defines both a "Parallel Search" and "Sequential Search"

Al t hough these are primarily signaling level issues that are outside
the scope of JSEP, they do have sone inpact on the configuration of
the media plane that is relevant. Wen forking happens at the
signaling layer, the Javascript application responsible for the
signaling needs to nmake the decisions about what media should be sent
or received at any point of tine, as well as which renote endpoint it
shoul d comunicate with; JSEP is used to nake sure the nedi a engine
can make the RTP and nmedia performas required by the application
The basic operations that the applications can have the nedi a engi ne
do are:

o0 Start exchanging nedia with a given renote peer, but keep all the
resources reserved in the offer
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0 Start exchanging nedia with a given renote peer, and free any
resources in the offer that are not being used.
3.5.1. Sequential Forking

Sequential forking involves a call being dispatched to nultiple

renote call ees, where each callee can accept the call, but only one
active session ever exists at a time; no mxing of received nedia is
per f or med.

JSEP handl es sequential forking well, allowing the application to

easily control the policy for selecting the desired renpte endpoint.
When an answer arrives fromone of the callees, the application can
choose to apply it either as a provisional answer, |eaving open the
possibility of using a different answer in the future, or apply it as
a final answer, ending the setup flow

In a "first-one-wins" situation, the first answer will be applied as
a final answer, and the application will reject any subsequent
answers. In SIP parlance, this would be ACK + BYE

In a "last-one-wins" situation, all answers would be applied as
provi sional answers, and any previous call leg will be term nated.
At sonme point, the application will end the setup process, perhaps
with a timer; at this point, the application could reapply the

exi sting renote description as a final answer.

3.5.2. Parallel Forking

Parall el forking involves a call being dispatched to nmultiple renote

cal |l ees, where each callee can accept the call, and nmultiple
si mul t aneous active signaling sessions can be established as a
result. If nultiple callees send nmedia at the sane tine, the

possibilities for handling this are described in Section 3.1 of

[ RFC3960]. Mbst SIP devices today only support exchanging nedia with
a single device at a time, and do not try to mix nultiple early nmedia
audi o sources, as that could result in a confusing situation. For
exanpl e, consider having a European ringback tone m xed together with
the North Anerican ringback tone - the resulting sound would not be
like either tone, and would confuse the user. |If the signaling
application wi shes to only exchange nedia with one of the renote
endpoints at a time, then froma media engine point of view, this is
exactly like the sequential forking case.

In the parallel forking case where the Javascript application w shes
to sinmultaneously exchange nedia with nmultiple peers, the flowis

slightly nore conplex, but the Javascript application can follow the
strategy that [ RFC3960] describes using UPDATE. The UPDATE approach
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allows the signaling to set up a separate nedia fl ow for each peer
that it wishes to exchange nedia with. In JSEP, this offer used in
t he UPDATE woul d be formed by sinply creating a new Peer Connecti on
and naki ng sure that the sane | ocal nedia streans have been added
into this new PeerConnection. Then the new Peer Connection object
woul d produce a SDP offer that could be used by the signaling to
performthe UPDATE strategy discussed in [ RFC3960].

As a result of sharing the nedia streams, the application will end up
with N parallel PeerConnection sessions, each with a |ocal and renote
description and their own |local and renpte addresses. The nedia flow
fromthese sessions can be nmanaged by specifying SDP direction
attributes in the descriptions, or the application can choose to play
out the nmedia fromall sessions mxed together. O course, if the
application wants to only keep a single session, it can sinply

term nate the sessions that it no | onger needs.

4. Interface

This section details the basic operations that nust be present to

i mpl ement JSEP functionality. The actual APl exposed in the WBC API
may have sonewhat different syntax, but should map easily to these
concepts.

4.1. Methods
4,.1.1. Constructor

The Peer Connection constructor allows the application to specify

gl obal paraneters for the nedia session, such as the STUN TURN
servers and credentials to use when gathering candi dates, as well as
the initial |1CE candidate policy and pool size, and also the BUNDLE
policy to use.

If an I CE candidate policy is specified, it functions as described in
Section 3.4.3, causing the browser to only surface the pernitted
candi dates to the application, and only use those candi dates for
connectivity checks. The set of available policies is as follows:

all: Al candidates will be gathered and used.

public: Candidates with private | P addresses [ RFC1918] will be
filtered out. This prevents exposure of internal network details,
at the cost of requiring relay usage even for intranet calls, if
the NAT does not allow hairpinning as described in [ RFC4787],
section 6.
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relay: Al candi dates except relay candidates will be filtered out.
This obfuscates the location information that mi ght be ascertai ned
by the renpte peer fromthe received candi dates. Dependi ng on how
the application deploys its relay servers, this could obfuscate
| ocation to a nmetro or possibly even gl obal |evel

Al though it can be overridden by I|ocal policy, the default |ICE
candi date policy MJIST be set to allow all candidates, as this
m nim zes use of application STUV TURN server resources.

If a size is specified for the | CE candidate pool, this indicates the
nunber of | CE conponents to pre-gather candidates for. Because pre-
gathering results in utilizing STUV TURN server resources for
potentially long periods of tine, this must only occur upon
application request, and therefore the default candi date pool size
MJUST be zero.

The application can specify its preferred policy regardi ng use of
BUNDLE, the nultiplexing mechani smdefined in
[1-D.ietf-nmusic-sdp-bundl e-negotiation]. By specifying a policy
fromthe Iist below, the application can control how aggressively it
will try to BUNDLE nedia streans together. The set of available
policies is as foll ows:

bal anced: The application will BUNDLE all nedia streans of the sane
type together. That is, if there are multiple audio and multiple
vi deo Medi aStreaniracks attached to a Peer Connection, all but the
first audio and video tracks will be narked as bundl e-only, and
candidates will only be gathered for N nedia streans, where Nis
the nunber of distinct nedia types. Wen talking to a non- BUNDLE-
awar e endpoint, only the non-bundle-only streans will be
negotiated. This policy balances desire to nmultiplex with the
need to ensure basic audio and video still works in | egacy cases.
Data channels will be in a separate bundl e group.

max- conpat: The application will offer BUNDLE, but mark none of its
streans as bundle-only. This policy will allow all streams to be
recei ved by non- BUNDLE- awar e endpoi nts, but require separate
candi dates to be gathered for each nedia stream

max- bundl e:  The application will BUNDLE all of its media streans,
i ncluding data channels, on a single transport. Al streans other
than the first will be marked as bundle-only. This policy ains to
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nmi ni i ze candi date gathering and maxinize multiplexing, at the
cost of less compatibility with | egacy endpoints.

As it provides the best tradeoff between performance and
conmpatibility with | egacy endpoints, the default BUNDLE policy MJST
be set to "bal anced".

The application can specify its preferred policy regardi ng use of
RTP/ RTCP mul ti pl exi ng [ RFC5761] using one of the follow ng policies:

negotiate: The browser will gather both RTP and RTCP candi dates but
also will offer "a=rtcp-nmux", thus allowing for conpatibility with
ei ther multiplexing or non-nultiplexing endpoints.

require: The browser will only gather RTP candidates. [[OPEN | SSUE:
how shoul d the answerer behave. https://github.conlrtcweb-
wg/ j sep/issues/114]] This hal ves the nunber of candi dates that the
of ferer needs to gather.

4.1.2. createOfer

The createO fer nethod generates a blob of SDP that contains a

[ RFC3264] offer with the supported configurations for the session,

i ncludi ng descriptions of the |ocal MediaStreans attached to this
Peer Connecti on, the codec/ RTP/ RTCP options supported by this

i npl ement ati on, and any candi dates that have been gathered by the I CE
Agent. An options paraneter may be supplied to provide additional
control over the generated offer. This options paraneter should
all ow for the followi ng mani pul ati ons to be perforned:

0 To indicate support for a media type even if no Medi aStreaniracks
of that type have been added to the session (e.g., an audio call
that wants to receive video.)

0o To trigger an ICE restart, for the purpose of reestablishing
connectivity.

Inthe initial offer, the generated SDP will contain all desired
functionality for the session (functionality that is supported but
not desired by default nmay be omtted); for each SDP line, the
generation of the SDP will follow the process defined for generating
an initial offer fromthe docunent that specifies the given SDP |line.
The exact handling of initial offer generation is detailed in
Section 5.2.1 bel ow.

In the event createOifer is called after the session is established,

createOfer will generate an offer to nodify the current session
based on any changes that have been made to the session, e.g. adding
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or renoving Medi aStreans, or requesting an ICE restart. For each

exi sting stream the generation of each SDP line must follow the
process defined for generating an updated offer fromthe RFC that
specifies the given SDP line. For each new stream the generation of
the SDP nust follow the process of generating an initial offer, as
menti oned above. |If no changes have been nmade, or for SDP |ines that
are unaffected by the requested changes, the offer will only contain
the paraneters negotiated by the |ast offer-answer exchange. The
exact handling of subsequent offer generation is detailed in

Section 5.2.2. bel ow

Sessi on descriptions generated by createOfer nust be i mediately
usabl e by setlLocal Description; if a systemhas linited resources
(e.g. a finite nunber of decoders), createOfer should return an
offer that reflects the current state of the system so that

set Local Description will succeed when it attenpts to acquire those
resources. Because this nethod may need to inspect the systemstate
to determine the currently avail able resources, it may be inpl enented
as an async operation

Calling this method may do things such as generate new | CE
credentials, but does not result in candidate gathering, or cause
media to start or stop fl ow ng.

4.1.3. createAnswer

The createAnswer met hod generates a blob of SDP that contains a

[ RFC3264] SDP answer with the supported configuration for the session
that is conpatible with the paraneters supplied in the nost recent
call to setRenoteDescription, which MIUST have been called prior to
calling createAnswer. Like createCifer, the returned bl ob contains
descriptions of the I ocal MediaStreanms attached to this

Peer Connecti on, the codec/ RTP/ RTCP options negotiated for this
session, and any candi dates that have been gathered by the | CE Agent.
An options paraneter may be supplied to provide additional contro
over the generated answer

As an answer, the generated SDP will contain a specific configuration
that specifies how the nedia pl ane shoul d be established; for each
SDP |ine, the generation of the SDP nust follow the process defined
for generating an answer fromthe docunment that specifies the given
SDP |ine. The exact handling of answer generation is detailed in
Section 5.3. bel ow.

Sessi on descriptions generated by createAnswer mnmust be imediately
usabl e by setlLocal Description; like createOfer, the returned
description should reflect the current state of the system Because
this method may need to inspect the systemstate to determ ne the
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currently avail able resources, it may need to be inplenented as an
async operati on.

Calling this nmethod may do things such as generate new | CE
credentials, but does not trigger candidate gathering or change nedia
state.

4.1.4. SessionDescriptionType

Sessi on description objects (RTCSessionDescription) nay be of type
"offer", "pranswer", or "answer". These types provide infornmation as
to how the description paraneter should be parsed, and how the nedia
state shoul d be changed.

"offer” indicates that a description should be parsed as an offer
sai d description nmay include many possible nedia configurations. A
description used as an "offer" may be applied anytine the

Peer Connection is in a stable state, or as an update to a previously
suppl i ed but unanswered "offer".

"pranswer” indicates that a description should be parsed as an
answer, but not a final answer, and so should not result in the
freeing of allocated resources. It may result in the start of nedia
transm ssion, if the answer does not specify an inactive nedia
direction. A description used as a "pranswer" may be applied as a
response to an "offer", or an update to a previously sent "pranswer".

"answer" indicates that a description should be parsed as an answer,
the of fer-answer exchange shoul d be consi dered conpl ete, and any
resources (decoders, candidates) that are no | onger needed can be
rel eased. A description used as an "answer" may be applied as a
response to a "offer"”, or an update to a previously sent "pranswer".

The only difference between a provisional and final answer is that
the final answer results in the freeing of any unused resources that
were allocated as a result of the offer. As such, the application
can use sone discretion on whether an answer should be applied as
provisional or final, and can change the type of the session
description as needed. For exanple, in a serial forking scenario, an
application may receive multiple "final" answers, one from each
renote endpoint. The application could choose to accept the initia
answers as provisional answers, and only apply an answer as fina
when it receives one that neets its criteria (e.g. a live user

i nstead of voicemil).

"rol | back" is a special session description type inplying that the

state machi ne should be rolled back to the previous state, as
described in Section 4.1.4.2. The contents MJST be enpty.
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4.1.4.1. Use of Provisional Answers

Most web applications will not need to create answers using the
"pranswer" type. Wile it is good practice to send an i nmedi ate
response to an "offer”, in order to warmup the session transport and
prevent media clipping, the preferred handling for a web application
woul d be to create and send an "inactive" final answer imediately
after receiving the offer. Later, when the called user actually
accepts the call, the application can create a new "sendrecv" offer
to update the previous offer/answer pair and start the nedia flow
While this could al so be done with an inactive "pranswer", followed
by a sendrecv "answer", the initial "pranswer" |eaves the offer-
answer exchange open, which neans that neither side can send an
updated offer during this tine.

As an exanple, consider a typical web application that will set up a
data channel, an audi o channel, and a video channel. When an
endpoi nt receives an offer with these channels, it could send an
answer accepting the data channel for two-way data, and accepting the
audi o and video tracks as inactive or receive-only. It could then
ask the user to accept the call, acquire the |local nedia streams, and
send a new offer to the renote side noving the audio and video to be
two-way nedia. By the tinme the hunan has accepted the call and
triggered the new offer, it is likely that the |ICE and DTLS
handshaki ng for all the channels wll already have finished.

O course, sone applications may not be able to performthis double
of fer-answer exchange, particularly ones that are attenpting to

gateway to |l egacy signaling protocols. In these cases, "pranswer"
can still provide the application with a mechanismto warmup the
transport.

4.1.4. 2. Rol | back

In certain situations it nmay be desirable to "undo" a change nade to
set Local Description or set RenoteDescription. Consider a case where a
call is ongoing, and one side wants to change some of the session
paraneters; that side generates an updated offer and then calls

set Local Description. However, the renote side, either before or
after set RenoteDescription, decides it does not want to accept the
new paraneters, and sends a reject nessage back to the offerer. Now,
the of ferer, and possibly the answerer as well, need to return to a
stable state and the previous |ocal/renote description. To support
this, we introduce the concept of "roll back".

A rol |l back di scards any proposed changes to the session, returning

the state machine to the stable state, and setting the nodified | oca
and/ or renote description back to their previous values. Any
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resources or candidates that were allocated by the abandoned | oca
description are discarded; any nmedia that is received will be
processed according to the previous |ocal and renote descriptions.
Rol | back can only be used to cancel proposed changes; there is no
support for rolling back froma stable state to a previous stable
state. Note that this inplies that once the answerer has perfornmed
set Local Description with his answer, this cannot be rolled back

A roll back is performed by supplying a session description of type
"rol | back" with enpty contents to either setlLocal Description or

set Renot eDescri ption, dependi ng on which was nost recently used (i.e.
if the new offer was supplied to setlLocal Description, the rollback
shoul d be done using setlLocal Description as well).

4.1.5. setlLocal Description

The set Local Description nethod instructs the PeerConnection to apply
the supplied SDP blob as its local configuration. The type field

i ndi cates whether the blob should be processed as an offer

provi sional answer, or final answer; offers and answers are checked
differently, using the various rules that exist for each SDP |ine.

This APl changes the |local nedia state; anong other things, it sets
up local resources for receiving and decoding nedia. In order to
successfully handl e scenari os where the application wants to offer to
change fromone nmedia format to a different, inconpatible format, the
Peer Connecti on nust be able to sinmultaneously support use of both the
old and new |l ocal descriptions (e.g. support codecs that exist in
bot h descriptions) until a final answer is received, at which point

t he Peer Connection can fully adopt the new | ocal description, or rol
back to the old description if the renote side denied the change.

This APl indirectly controls the candi date gathering process. Wen a
| ocal description is supplied, and the nunber of transports currently
in use does not match the nunber of transports needed by the | oca
description, the PeerConnection will create transports as needed and
begi n gathering candi dates for them

I f set RenoteDescription was previous called with an offer, and
set Local Description is called with an answer (provisional or final),
and the nedia directions are conpatible, and nedia are available to
send, this will result in the starting of nmedia transm ssion

4.1.6. setRenoteDescription

The set Renot eDescription nethod instructs the PeerConnection to apply
the supplied SDP blob as the desired renote configuration. As in
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set Local Description, the type field of the indicates how the bl ob
shoul d be processed.

This APl changes the |local nedia state; anong other things, it sets
up local resources for sending and encodi ng nedi a.

I f setlLocal Description was previously called with an offer, and

set Renot eDescription is called with an answer (provisional or final),
and the nedia directions are conpatible, and nedia are available to
send, this will result in the starting of nedia transm ssion

4.1.7. |ocal Description

The | ocal Descri ption nethod returns a copy of the current |oca
configuration, i.e. what was nost recently passed to

set Local Description, plus any |local candi dates that have been
generated by the | CE Agent.

[[OPEN | SSUE: Do we need to expose accessors for both the current and
proposed | ocal description? https://github.conm rtcweb-wy/jsep/
i ssues/ 16] ]

A null object will be returned if the | ocal description has not yet
been establ i shed.

4.1.8. renoteDescription

The renoteDescription nmethod returns a copy of the current renote
configuration, i.e. what was nost recently passed to

set Renot eDescription, plus any renote candi dates that have been
supplied via processl ceMessage.

[[OPEN | SSUE: Do we need to expose accessors for both the current and
proposed renote description? https://github.comrtcweb-wy/jsep/
i ssues/ 16] ]

A null object will be returned if the renote description has not yet
been est abl i shed.

4.1.9. canTrickl el ceCandi dat es
The canTri ckl el ceCandi dat es property indicates whether the renote
side supports receiving trickled candidates. There are three
potential val ues:
null: No SDP has been received fromthe other side, so it is not

known if it can handle trickle. This is the initial value before
set Renot eDescription() is called.
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true: SDP has been received fromthe other side indicating that it
can support trickle.

false: SDP has been received fromthe other side indicating that it
cannot support trickle.

As described in Section 3.4.2, JSEP inplenentations always provide
candidates to the application individually, consistent with what is
needed for Trickle ICE. However, applications can use the

canTri ckl el ceCandi dates property to determ ne whether their peer can
actually do Trickle ICE, i.e., whether it is safe to send an initial
of fer or answer followed | ater by candi dates as they are gathered.
As "true" is the only value that definitively indicates renote
Trickle I CE support, an application which conpares

canTri ckl el ceCandi dat es against "true" will by default attenpt Half
Trickle on initial offers and Full Trickle on subsequent interactions
with a Trickle | CE-conpatibl e agent.

4.1.10. setConfiguration

The set Configuration nethod all ows the global configuration of the
Peer Connection, which was initially set by constructor paraneters, to
be changed during the session. The effects of this nethod cal

depend on when it is invoked, and differ depending on which specific
paraneters are changed

0 Any changes to the STUN TURN servers to use affect the next
gathering phase. |f gathering has already occurred, this wll
cause the next call to createCffer to generate new | CE
credentials, for the purpose of forcing an | CE restart and ki cki ng
of f a new gathering phase, in which the new servers will be used.
If the | CE candi date pool has a nonzero size, any existing
candi dates will be discarded, and new candi dates wi |l be gathered
fromthe new servers

0 Any changes to the I CE candidate policy also affect the next
gathering phase, in simlar fashion to the server changes
descri bed above. Note though that changes to the policy have no
ef fect on the candi date pool, because pool ed candi dates are not
surfaced to the application until a gathering phase occurs, and so
any necessary filtering can still be done on any pool ed
candi dat es.

0 Any changes to the I CE candi date pool size take effect

i medi ately; if increased, additional candi dates are pre-gathered,
i f decreased, the now superfluous candi dates are di scarded.
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0 The BUNDLE and RTCP-rmul tipl exi ng policies MIST NOT be changed
after the construction of the PeerConnecti on.

This call may result in a change to the state of the | CE Agent, and
may result in a change to nedia state if it results in connectivity
bei ng est abl i shed.

4.1.11. addl ceCandi dat e

The addl ceCandi date nethod provides a renote candidate to the I CE
Agent, which, if parsed successfully, will be added to the renote
description according to the rules defined for Trickle |ICE
Connectivity checks will be sent to the new candi date.

This call will result in a change to the state of the I CE Agent, and
may result in a change to nedia state if it results in connectivity
bei ng establ i shed.

5. SDP Interaction Procedures

This section describes the specific procedures to be foll owed when
creating and parsing SDP objects.

5.1. Requirenents Overview

JSEP i npl emrent ati ons nust conply with the specifications |listed bel ow
that govern the creation and processing of offers and answers.

The first set of specifications is the "nandatory-to-inplenent" set.
Al'l inplenmentations nust support these behaviors, but nmay not use all
of themif the renote side, which may not be a JSEP endpoint, does
not support them

The second set of specifications is the "nmandatory-to-use" set. The
| ocal JSEP endpoi nt and any renote endpoi nt nust indicate support for
these specifications in their session descriptions.

5.1.1. Inplenentation Requirenents

This list of mandatory-to-inplenment specifications is derived from
the requirenents outlined in [I-D.ietf-rtcweb-rtp-usage].

R-1 [ RFC4566] is the base SDP specification and MJUST be
i mpl enment ed.

R-2 [ RFC5764] MUST be supported for signaling the UDP/ TLS/ RTP/ SAVPF

[ RFC5764] and TCP/ DTLS/ RTP/ SAVPF
[I-D. nandakumar - nmusi c- prot o-i ana-regi stration] RTP profiles.
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R-3

R-10

R-11

R-12

R-13

R- 14

R- 15

R-16

Uberti,

[ RFC5245] MJUST be inplenented for signaling the |ICE credentials
and candidate |lines corresponding to each nmedia stream The

| CE inplenmentati on MUST be a Full inplenentation, not a Lite

i mpl enent ati on.

[ RFC5763] MJST be inplenented to signal DTLS certificate
fingerprints.

[ RFC4568] MUST NOT be inplenmented to signal SDES SRTP keyi ng
i nfornation.

The [ RFC5888] grouping framework MJST be inplenmented for
signaling grouping information, and MJST be used to identify me
lines via the a=md attribute.

[I-D.ietf-nmusic-nsid] MJST be supported, in order to signa
associ ati ons between RTP objects and WBC Medi aStreans and
Medi aStreanifracks in a standard way.

The bundl e nechani smin
[1-D.ietf-nmusic-sdp-bundl e-negoti ati on] MJST be supported to
signal the ability to nmultiplex RTP streans on a single UDP
port, in order to avoid excessive use of port nunber resources.

The SDP attributes of "sendonly", "recvonly", "inactive", and

"sendrecv" from|[RFC4566] MJST be inplenented to signa
i nformati on about nedia direction

[ RFC5576] MUST be inplenented to signal RTP SSRC val ues and
groupi ng semanti cs.

[ RFCA585] MUST be inplenented to signal RTCP based feedback

[ RFC5761] MUST be inplenented to signal multiplexing of RTP and
RTCP

[ RFC5506] MUST be inplenented to signal reduced-size RTCP
messages.

[ RFC4588] MUST be inplenented to signal RTX payl oad type
associ ati ons.

[ RFC3556] with bandwi dth nodifiers MAY be supported for

speci fying RTCP bandwi dth as a fraction of the medi a bandw dt h,
RTCP fraction allocated to the senders and setting maxi num
nedi a bit-rate boundaries.

TODG any ot hers?
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As required by [RFC4566], Section 5.13, JSEP inpl enentati ons MJST
i gnore unknown attribute (a=) lines.

5.1.2. Usage Requirenents

Al'l session descriptions handl ed by JSEP endpoints, both |ocal and
remote, MUST indicate support for the followi ng specifications. |If
any of these are absent, this omission MIST be treated as an error.

R-1 ICE, as specified in [ RFC5245], MJST be used. Note that the
renote endpoint nmay use a Lite inplenentation; inplenentations
MUST properly handl e renote endpoints which do ICE-Lite.

R-2 DTLS [ RFC6347] or DTLS-SRTP [ RFC5763], MUST be used, as
appropriate for the nmedia type, as specified in
[I-D.ietf-rtcweb-security-arch]

5.1.3. Profile Nanes and Interoperability

For medi a n= sections, JSEP endpoints MJST support both the "UDP/ TLS/
RTP/ SAVPF" and "TCP/ DTLS/ RTP/ SAVPF" profiles and MJST indi cate one of
these two profiles for each nedia ne line they produce in an offer.
For data nr sections, JSEP endpoints nust support both the "UDP/ DTLS/
SCTP" and "TCP/ DTLS/ SCTP" profiles and MJST indi cate one of these two
profiles for each data m= Iine they produce in an offer. Because |ICE
can select either TCP or UDP transport dependi ng on network
conditions, both advertisenments are consistent with | CE eventual ly

sel ecting either either UDP or TCP.

Unfortunately, in an attenpt at conpatibility, some endpoints
generate other profile strings even when they nean to support one of
these profiles. For instance, an endpoint m ght generate "RTP/ AVP"
but supply "a=fingerprint” and "a=rtcp-fb" attributes, indicating its
willingness to support "(UDP, TCP)/TLS/ RTP/ SAVPF". In order to
simplify conpatibility with such endpoints, JSEP endpoi nts MJST
follow the followi ng rules when processing the media m= sections in
an offer:

0o The profile in any "me" line in any answer MJST exactly match the
profile provided in the offer.

0 Any profile matching the foll owing patterns MJST be accepted:
"RTP/[ S]AVP[ F] " and " (UDP/ TCP)/ TLS/ RTP/ SAVP[ F] "

0 Because DTLS-SRTP is REQU RED, the choice of SAVP or AVP has no
ef fect; support for DILS-SRTP is deternined by the presence of the
"a=fingerprint" attribute. Note that lack of an "a=fingerprint”
attribute will lead to negotiation failure.
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0 The use of AVPF or AVP sinply controls the timng rules used for
RTCP feedback. |If AVPF is provided, or an "a=rtcp-fb" attribute

is present, assume AVPF timng, i.e. a default value of "trr-
int=0". Oherw se, assune that AVPF is being used in an AVP
conpati ble node and use AVP tining, i.e., "trr-int=4".

o For data nmr sections, JSEP endpoints MJST support receiving the
"UDP/ DTLS/ SCTP", "TCP/DTLS/ SCTP", or "DTLS/ SCTP" (for backwards
compatibility) profiles.

Note that re-offers by JSEP endpoi nts MJST use the correct profile
strings even if the initial offer/answer exchange used an (incorrect)
ol der profile string.

5.2. Constructing an Ofer
When createOfer is called, a new SDP description nust be created
that includes the functionality specified in
[I-Dietf-rtcweb-rtp-usage]. The exact details of this process are
expl ai ned bel ow.

5.2.1. Initial Ofers

When createOffer is called for the first tine, the result is known as
the initial offer.

The first step in generating an initial offer is to generate session-
| evel attributes, as specified in [ RFC4566], Section 5.
Specifically:

o The first SDP |ine MJUST be "v=0", as specified in [ RFC4566],

Section 5.1

0 The second SDP line MJST be an "o=" line, as specified in
[ RFCA566], Section 5.2. The value of the <usernanme> field SHOULD
be "-". The value of the <sess-id> field SHOULD be a

cryptographi cally random nunber. To ensure uni queness, this
nunber SHOULD be at |east 64 bits long. The value of the <sess-
version> field SHOULD be zero. The value of the <nettype>
<addrtype> <uni cast-address> tuple SHOULD be set to a non-

meani ngf ul address, such as INI1P4 0.0.0.0, to prevent |eaking the
| ocal address in this field. As nentioned in [ RFC4566], the
entire o= line needs to be unique, but selecting a random nunber
for <sess-id> is sufficient to acconplish this.

o0 The third SDP |ine MJUST be a "s=" line, as specified in [ RFC4566],
Section 5.3; to match the "o=" line, a single dash SHOULD be used
as the session nane, e.g. "s=-". Note that this differs fromthe
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advice in [ RFC4566] which proposes a single space, but as both
"o=" and "s=" are neaningless, having the same neaningl ess val ue
seens clearer.

0 Session Information ("i="), URl ("u="), Emmil Address ("e="),
Phone Nunber ("p="), Bandwidth ("b="), Repeat Times ("r="), and
Time Zones ("z=") lines are not useful in this context and SHOULD
NOT be i ncl uded.

0 Encryption Keys ("k=") lines do not provide sufficient security
and MJUST NOT be incl uded.

o A"t=" line MJST be added, as specified in [ RFC4566], Section 5.9;
both <start-tinme> and <stop-tine> SHOULD be set to zero, e.g. "t=0
0".

0 An "a=nsid-semantic: WB" |ine MIST be added, as specified in
[I-D.ietf-nmusic-nsid], Section 4.

The next step is to generate n= sections, as specified in [ RFC4566]
Section 5.14, for each MediaStreanTrack that has been added to the
Peer Connection via the addStream nethod. (Note that this nethod
takes a Medi aStream which can contain multiple MediaStreaniracks,
and therefore nultiple m= sections can be generated even if addStream
is only called once.) mrsections MJST be sorted first by the order in
whi ch the Medi aStreanms were added to the Peer Connection, and then by
the al phabetical ordering of the nmedia type for the Medi aStreamlrack.
For exanple, if a MediaStream containing both an audio and a video
Medi aStreanifrack is added to a PeerConnection, the resultant mraudi o
section will precede the mevi deo section. |If a second Medi aStream
cont ai ni ng an audi o Medi aStreanirack was added, it would follow the
mevi deo secti on.

Each nm= section, provided it is not being bundled into another n¥
section, MJST generate a unique set of ICE credentials and gather its
own uni que set of |ICE candidates. Oherwi se, it MJST use the sane

| CE credentials and candidates as the nmr section into which it is

bei ng bundled. Note that this neans that for offers, any me sections
whi ch are not bundl e-only MJST have unique | CE credentials and

candi dates, since it is possible that the answerer will accept them
wi t hout bundling them

For DTLS, all m= sections MJST use the certificate for the identity
that has been specified for the PeerConnection; as a result, they
MUST all have the same [ RFC4572] fingerprint value, or this value
MJUST be a session-level attribute.
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Each n= section should be generated as specified in [ RFC4566],
Section 5.14. For the me line itself, the follow ng rules MJST be
fol | owed:

o0 The port value is set to the port of the default |CE candi date for
this me section, but given that no candi dates have yet been
gat hered, the "dunmy" port value of 9 (Discard) MJST be used, as
indicated in [I-D.ietf-nmusic-trickle-ice], Section 5.1

0 To properly indicate use of DTLS, the <proto> field MJST be set to
"UDP/ TLS/ RTP/ SAVPF", as specified in [RFC5764], Section 8, if the
default candi date uses UDP transport, or "TCP/ DTLS/ RTP/ SAVPF", as
specified in[l-D. nandakumar-nmusi c-proto-i ana-registration] if the
default candi date uses TCP transport.

The mr line MJUST be followed i mmediately by a "c=" line, as specified

in [ RFC4566], Section 5.7. Again, as no candi dates have yet been

gathered, the "c=" line nust contain the "dumy" value "IN IP6 ::",

as defined in [I-D.ietf-mmusic-trickle-ice], Section 5.1

Each n= section MJST include the following attribute |ines:

0 An "a=mid" line, as specified in [ RFC5888], Section 4. Wen
generating nmd values, it is RECOWENDED that the values be 3
bytes or less, to allowthemto efficiently fit into the RTP
header extension defined in
[I-D.ietf-nmusic-sdp-bundl e-negotiation], Section 11.

0o An "a=rtcp" line, as specified in [ RFC3605], Section 2.1

contai ning the dumy value "9 INIP6 ::", because no candi dates
have yet been gat hered.

0o An "a=nsid" line, as specified in [I-D.ietf-music-nsid],
Section 2.

0 An "a=sendrecv" line, as specified in [ RFC3264], Section 5.1

o For each supported codec, "a=rtpmap" and "a=fntp" lines, as
specified in [ RFC4566], Section 6. The audio and video codecs
that MJUST be supported are specified in [I-D.ietf-rtcweb-audi o]
(see Section 3) and [I-D.ietf-rtcweb-video] (see Section 5).

o If this mr section is for media with configurable frane sizes,
e.g. audio, an "a=maxptinme" line, indicating the smallest of the
maxi mum supported frame sizes out of all codecs included above, as
specified in [ RFC4566], Section 6.
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o0 For each primary codec where RTP retransni ssion should be used, a
corresponding "a=rtpmap"” line indicating "rtx" with the clock rate
of the primary codec and an "a=fmp" line that references the
payl oad type of the prinmary codec, as specified in [ RFC4588],
Section 8.1.

o For each supported FEC nmechani sm "a=rtpnmap" and "a=fntp" |ines,
as specified in [ RFC4566], Section 6. The FEC mechani snms t hat
MUST be supported are specified in [I-D.ietf-rtcweb-fec],
Section 6, and specific usage for each nedia type is outlined in
Sections 4 and 5.

o "a=ice-ufrag" and "a=ice-passwd" lines, as specified in [ RFC5245],
Section 15. 4.

0 An "a=ice-options" line, with the "trickle" option, as specified
in[l-Dietf-mmusic-trickle-ice], Section 4.

0 An "a=fingerprint" line, as specified in [RFC4572], Section 5; the
al gorithmused for the fingerprint MJUST match that used in the
certificate signature.

0 An "a=setup" line, as specified in [ RFC4145], Section 4, and
clarified for use in DTLS-SRTP scenarios in [RFC5763], Section 5.
The role value in the offer MJST be "actpass”.

0 An "a=rtcp-nux" line, as specified in [RFC5761], Section 5.1.1
0 An "a=rtcp-rsize" line, as specified in [ RFC5506], Section 5.

0 For each supported RTP header extension, an "a=extnmap" |ine, as
specified in [ RFC5285], Section 5. The list of header extensions
that SHOULD/ MUST be supported is specified in
[I-D.ietf-rtcweb-rtp-usage], Section 5.2. Any header extensions
that require encryption MIUST be specified as indicated in
[ RFC6904], Section 4.

o For each supported RTCP feedback mechanism an "a=rtcp-fb"
mechani sm as specified in [ RFC4585], Section 4.2. The list of
RTCP feedback nechani sns that SHOULD/ MUST be supported is
specified in [I-D.ietf-rtcweb-rtp-usage], Section 5.1

0 An "a=ssrc" line, as specified in [RFC5576], Section 4.1
i ndicating the SSRC to be used for sending nmedia, along with the
mandat ory "cnanme" source attribute, as specified in Section 6.1
i ndicating the CNAVE for the source. The CNAME nust be generated
in accordance with [ RFC7022]. [OPEN | SSUE: How are CNAMES
specified for MSTs? Are they randonmly generated for each
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Medi aStrean? |f so, can two Medi aStreans be synced? See:
https://github. com rtcweb-wy/jsep/issues/ 4]

o If RTX is supported for this nedia type, another "a=ssrc" |ine
with the RTX SSRC, and an "a=ssrc-group"” line, as specified in
[ RFC5576], section 4.2, with senantics set to "FID' and incl uding
the primary and RTX SSRCs.

o If FECis supported for this nedia type, another "a=ssrc" |ine
with the FEC SSRC, and an "a=ssrc-group"” line with senmantics set
to "FEC-FR' and including the primary and FEC SSRCs, as specified
in [ RFC5956], section 4.3. For sinplicity, if both RTX and FEC
are supported, the FEC SSRC MJST be the same as the RTX SSRC.

0 [OPEN I SSUE: Handling of a=imageattr]

o |If the BUNDLE policy for this PeerConnection is set to "nax-
bundl e", and this is not the first nr section, or the BUNDLE
policy is set to "balanced", and this is not the first nF section
for this media type, an "a=bundl e-only" Iine.

Lastly, if a data channel has been created, a nr section MJST be
generated for data. The <nedia> field MJST be set to "application”
and the <proto> field MIST be set to "UDP/DTILS/ SCTP" if the default
candi date uses UDP transport, or "TCP/DTLS/ SCTP' if the default

candi date uses TCP transport [I-D.ietf-music-sctp-sdp]. The "fnt"
val ue MJST be set to the SCTP port nunber, as specified in

Section 4.1. [TODO update this to use a=sctp-port, as indicated in
the | atest data channel docs]

Wthin the data n= section, the "a=m d", "a=ice-ufrag", "a=ice-
passwd", "a=ice-options", "a=candidate", "a=fingerprint", and
"a=setup" lines MJIST be included as nmentioned above, along with an
"a=sctpmap"” line referencing the SCTP port nunmber and specifying the

application protocol indicated in [I-D.ietf-rtcweb-data-protocol]
[OPEN I SSUE: the -01 of this docunment is missing this information.]

Once all n= sections have been generated, a session-level "a=group”
attribute MJST be added as specified in [RFC5888]. This attribute
MUST have senmantics "BUNDLE', and MJST include the mid identifiers of
each mr section. The effect of this is that the browser offers al

m= sections as one BUNDLE group. However, whether the nmr sections
are bundl e-only or not depends on the BUNDLE policy.

Attributes which SDP permits to either be at the session level or the
medi a | evel SHOULD generally be at the nedia level even if they are
identical. This pronotes readability, especially if one of a set of
initially identical attributes is subsequently changed.
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Attributes other than the ones specified above MAY be incl uded,
except for the following attributes which are specifically

i nconpatible with the requirements of [I-D.ietf-rtcweb-rtp-usage],
and MJUST NOT be i ncl uded:

o "a=crypto"
o "a=key-nmgnt"
o "a=ice-lite"

Not e that when BUNDLE is used, any additional attributes that are
added MUST follow the advice in [I-D.ietf-music-sdp-nmux-attributes]
on how those attributes interact with BUNDLE

Note that these requirenents are in sone cases stricter than those of
SDP. I nplenentations MJST be prepared to accept conpliant SDP even
if it would not conformto the requirenents for generating SDP in
this specification.

5.2.2. Subsequent O fers

When createOfer is called a second (or later) tine, or is called
after a local description has already been installed, the processing
is somewhat different than for an initial offer

If the initial offer was not applied using setlLocal Description
meani ng the PeerConnection is still in the "stable" state, the steps
for generating an initial offer should be followed, subject to the
followi ng restriction:

o The fields of the "o=" line MJST stay the sanme except for the
<session-version> field, which MIST increnent if the session
description changes in any way, including the addition of |ICE
candi dat es.

If the initial offer was applied using setlLocal Description, but an
answer fromthe renote side has not yet been applied, neaning the
Peer Connection is still in the "local-offer"” state, an offer is
generated by following the steps in the "stable" state above, al ong
with these exceptions:

o0 The "s=" and "t=" lines MJST stay the sane.
o Each "n¥" and c=" line MIJST be filled in with the port, protocol
and address of the default candidate for the nmr section, as

described in [ RFC5245], Section 4.3. Each "a=rtcp" attribute line
MUST also be filled in with the port and address of the
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appropriate default candidate, either the default RTP or RTCP
candi dat e, dependi ng on whether RTCP nmultiplexing is currently
active or not. Note that if RTCP nmultiplexing is being offered,
but not yet active, the default RTCP candi date MJST be used, as
indicated in [ RFC5761], section 5.1.3. |n each case, if no
candi dates of the desired type have yet been gathered, dummy

val ues MJUST be used, as described above.

o Each "a=m d" line MJIST stay the sane.

o Each "a=ice-ufrag" and "a=ice-pwd" |ine MJST stay the sane, unless
the |1 CE configuration has changed (either changes to the supported
STUN/ TURN servers, or the ICE candidate policy), or the
"I ceRestart” option (Section 5.2.3.3 was specified.

0 Wthin each mr section, for each candi date that has been gathered
during the nost recent gathering phase (see Section 3.4.1), an
"a=candi date" |ine MJUST be added, as specified in [ RFC5245],
Section 4.3., paragraph 3. |If candidate gathering for the section
has conpl eted, an "a=end- of -candi dates" attribute MJST be added,
as described in [I-D.ietf-music-trickle-ice], Section 9.3.

0 For Medi aStreaniiracks that are still present, the "a=nsid",
"a=ssrc", and "a=ssrc-group" lines MJUST stay the sane.

o |If any Medi aStreanilracks have been renoved, either through the
renoveStream nmet hod or by renoving them from an added Medi aStream
their m= sections MJST be nmarked as recvonly by changi ng the val ue
of the [RFC3264] directional attribute to "a=recvonly". The
"a=nmsi d", "a=ssrc", and "a=ssrc-group" lines MJST be renoved from
t he associated n= sections.

o |If any Medi aStreanilracks have been added, and there exist n¥
sections of the appropriate nedia type with no associ ated
Medi aStreanTracks (i.e. as described in the precedi ng paragraph),
those nm= sections MJST be recycl ed by adding the new
Medi aStreanifrack to the nr section. This is done by adding the
necessary "a=msid", "a=ssrc", and "a=ssrc-group” lines to the
recycled m= section, and renoving the "a=recvonly" attribute.

If the initial offer was applied using setlLocal Description, and an
answer fromthe renote side has been applied using

set Renot eDescri ption, neaning the PeerConnection is in the "renote-
pranswer" or "stable" states, an offer is generated based on the
negoti ated session descriptions by follow ng the steps nentioned for
the "local -offer" state above, along with these exceptions: [OPEN

| SSUE: should this be pernmitted in the renote-pranswer state?]
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o If a m section exists in the current |ocal description, but does
not have an associ ated | ocal Medi aStreanilrack (possibly because
sai d Medi aStreanirack was renmpoved since the |ast exchange), a nr
section MJUST still be generated in the new offer, as indicated in
[ RFC3264], Section 8. The disposition of this section will depend
on the state of the renote MediaStreamirack associated with this

m= section. |If one exists, and it is still in the "live" state,
the new n= section MJUST be marked as "a=recvonly", with no
"a=nmsid" or related attributes present. If no renote

Medi aStreanifrack exists, or it is in the "ended" state, the n¥
section MJUST be marked as rejected, by setting the port to zero,
as indicated in [ RFC3264], Section 8. 2.

o |If any Medi aStreanilracks have been added, and there exist recvonly
m= sections of the appropriate nmedia type with no associ at ed
Medi aSt reanmTracks, or rejected nF sections of any nedia type,
those n= sections MJST be recycled, and a | ocal Medi aStreanilrack
associ ated with these recycled m= sections until all such existing
m= sections have been used. This includes any recvonly or
rejected m= sections created by the precedi ng paragraph.

In addition, for each non-recycled, non-rejected n= section in the
new offer, the followi ng adjustnents are nade based on the contents
of the corresponding nmr section in the current renote description

o The m= line and correspondi ng "a=rtpmap" and "a=fmtp" |ines MJST
only include codecs present in the renote description

0 The RTP header extensions MJST only include those that are present
in the renote description

o0 The RTCP feedback extensions MIST only include those that are
present in the renote description.

0 The "a=rtcp-nmux" line MJUST only be added if present in the renote
description.

o0 The "a=rtcp-rsize" line MIST only be added if present in the
renote description.

The "a=group: BUNDLE" attribute MJST include the md identifiers
specified in the BUNDLE group in the nost recent answer, mnus any n¥
sections that have been nmarked as rejected, plus any newy added or

re-enabl ed m= sections. In other words, the BUNDLE attribute nust
contain all m= sections that were previously bundled, as |long as they
are still alive, as well as any new nF sections.
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5.2.3. Options Handling

The createO fer nethod takes as a parameter an RTCO fer Opti ons
obj ect. Special processing is perforned when generating a SDP
description if the followi ng options are present.

5.2.3.1. O ferToRecei veAudi o

If the "Ofer ToRecei veAudi 0" option is specified, with an integer

val ue of N, and M audi o Medi aStreanilracks have been added to the
Peer Connection, the offer MJUST include N non-rejected nr sections
with nedia type "audio", even if Nis greater than M This all ows
the offerer to receive audio, including nultiple independent streans,
even when not sending it; accordingly, the directional attribute on
the N-M audi o m= sections w thout associ ated Medi aStreamlracks MJST
be set to recvonly.

If Nis set to a value less than M the offer MIST mark the n¥
sections associated with the MN nost recently added (since the |ast
set Local Description) Medi aStreanracks as sendonly. This allows the
offerer to indicate that it does not want to receive audi o on sone or
all of its newy created streans. For nF sections that have
previously been negotiated, this setting has no effect. [TODO refer
to RTCRt pSender in the future]

For backwards conpatibility with pre-standard versions of this
specification, a value of "true" is interpreted as equivalent to N=1,
and "fal se" as N=0.

5.2.3.2. O ferToRecei veVi deo

If the "Ofer ToRecei veVi deo" option is specified, with an integer
value of N, and M video Medi aStreaniracks have been added to the
Peer Connection, the offer MJUST include N non-rejected nF sections
with nedia type "video", even if Nis greater than M This all ows
the offerer to receive video, including nultiple independent streans,
even when not sending it; accordingly, the directional attribute on
the NNMvideo m= sections w thout associated Medi aStreanilracks MJST
be set to recvonly.

If Nis set to a value less than M the offer MUST mark the n¥
sections associated with the MN nost recently added (since the |ast
set Local Description) Medi aStreanracks as sendonly. This allows the
offerer to indicate that it does not want to receive video on sone or
all of its newWwy created streans. For nmr sections that have
previously been negotiated, this setting has no effect. [TODO refer
to RTCRtpSender in the future]
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For backwards conpatibility with pre-standard versions of this
specification, a value of "true" is interpreted as equivalent to N=1,
and "fal se" as N=O0.

5.2.3.3. | ceRest art

If the "lIceRestart"” option is specified, with a value of "true", the
of fer MIST indicate an I CE restart by generating new | CE ufrag and
pwd attributes, as specified in [RFC5245], Section 9.1.1.1. If this
option is specified on an initial offer, it has no effect (since a
new | CE ufrag and pwd are already generated). Simlarly, if the ICE
configuration has changed, this option has no effect, since new ufrag
and pwd attributes will be generated automatically. This option is
primarily useful for reestablishing connectivity in cases where
failures are detected by the application

5.2.3.4. VoiceActivityDetection

If the "VoiceActivityDetection" option is specified, with a val ue of
"true", the offer MJST indicate support for silence suppression in
the audio it receives by including confort noise ("CN') codecs for
each offered audi o codec, as specified in [RFC3389], Section 5.1
except for codecs that have their own internal silence suppression
support. For codecs that have their own internal silence suppression
support, the appropriate fmp paraneters for that codec MJST be
specified to indicate that silence suppression for received audio is
desired. For exanple, when using the Opus codec, the "usedtx=1"
paraneter would be specified in the offer. This option allows the
endpoint to significantly reduce the anbunt of audio bandwidth it
receives, at the cost of sone fidelity, depending on the quality of
the renmote VAD al gorithm

5.3. Cenerating an Answer

When createAnswer is called, a new SDP description nmust be created
that is conpatible with the supplied renote description as well as
the requirenents specified in [I-D.ietf-rtcweb-rtp-usage]. The exact
details of this process are explai ned bel ow

5.3.1. Initial Answers
When createAnswer is called for the first tinme after a renote
description has been provided, the result is known as the initia
answer. |If no renote description has been installed, an answer
cannot be generated, and an error MJST be returned.

Note that the renote description SDP nmay not have been created by a
JSEP endpoint and may not conformto all the requirenments listed in
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Section 5.2. For many cases, this is not a problem However, if any
mandatory SDP attributes are missing, or functionality listed as
mandat ory-t o-use above is not present, this MJST be treated as an
error, and MJST cause the affected nr sections to be narked as

rej ected.

The first step in generating an initial answer is to generate
session-level attributes. The process here is identical to that
indicated in the Initial Ofers section above.

The next step is to generate nF sections for each nF section that is
present in the renote offer, as specified in [ RFC3264], Section 6.
For the purposes of this discussion, any session-level attributes in
the offer that are also valid as nedi a-level attributes SHALL be
considered to be present in each n= section.

The next step is to go through each offered nr section. |If there is
a | ocal Medi aStreanirack of the same type which has been added to the
Peer Connecti on via addStream and not yet associated with a nme
section, and the specific m= section is either sendrecv or recvonly,
the Medi aStreanirack will be associated with the m= section at this
time. MediaStreanilracks are assigned to nr sections using the

canoni cal order described in Section 5.2.1. |f there are nore n¥
sections of a certain type than Medi aStreamiracks, sone n= sections
will not have an associ ated Medi aStreanmirack. |f there are nore

Medi aSt reanTracks of a certain type than conpatible n= sections, only
the first N MediaStreanifracks will be able to be associated in the
constructed answer. The remainder will need to be associated in a
subsequent offer.

For each offered m= section, if the associated renote

Medi aSt reanTrack has been stopped, and is therefore in state "ended",
and no | ocal Medi aStreamlrack has been associ ated, the correspondi ng
m= section in the answer MJUST be marked as rejected by setting the
port in the n= line to zero, as indicated in [ RFC3264], Section 6.,
and further processing for this m section can be skipped.

Provided that is not the case, each m= section in the answer shoul d
then be generated as specified in [ RFC3264], Section 6.1. For the nr
line itself, the follow ng rules nust be foll owed:

o0 The port value would nornmally be set to the port of the default
| CE candidate for this n= section, but given that no candi dates
have yet been gathered, the "dummy" port value of 9 (Discard) MJST
be used, as indicated in [I-D.ietf-music-trickle-ice],
Section 5.1.
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0 The <proto> field MIST be set to exactly match the <proto> field
for the corresponding m= line in the offer.

The mr line MJUST be followed i mmediately by a "c=" line, as specified

in [ RFC4566], Section 5.7. Again, as no candi dates have yet been

gathered, the "c=" line nust contain the "dumy" value "IN IP6 ::",

as defined in [I-D.ietf-mmusic-trickle-ice], Section 5.1

If the offer supports BUNDLE, all n¥ sections to be BUNDLEd nust use
the sane I CE credentials and candi dates; all nF sections not being
BUNDLEd nust use unique |ICE credentials and candi dates. Each n¥
section MJST include the follow ng:

o If present in the offer, an "a=nmid" line, as specified in
[ RFC5888], Section 9.1. The "m d" value MJST match that specified
in the offer.

0 An "a=rtcp" line, as specified in [RFC3605], Section 2.1
contai ning the durmmy value "9 INIP6 ::", because no candi dates
have yet been gat hered.

o |If a local MediaStreanmlrack has been associ ated, an "a=nsid" |ine,
as specified in [I-D.ietf-music-nsid], Section 2

0 Depending on the directionality of the offer, the disposition of
any associ ated renote MediaStreanTrack, and the presence of an
associ ated | ocal MediaStreanTrack, the appropriate directionality
attribute, as specified in [ RFC3264], Section 6.1. |If the offer

was sendrecv, and the renote MediaStreanifrack is still "live", and
there is a local MediaStreanifrack that has been associated, the
directionality MJUST be set as sendrecv. |If the offer was
sendonly, and the renmote Medi aStreanilrack is still "live", the
directionality MJST be set as recvonly. If the offer was
recvonly, and a | ocal MediaStreanirack has been associated, the
directionality MJUST be set as sendonly. If the offer was

i nactive, the directionality MJST be set as inactive

0 For each supported codec that is present in the offer, "a=rtpnap"
and "a=fnmtp" lines, as specified in [ RFC4566], Section 6, and
[ RFC3264], Section 6.1. The audio and video codecs that MJST be
supported are specified in [I-D.ietf-rtcweb-audi o] (see Section 3)
and [I-D.ietf-rtcweb-video] (see Section 5). Note that for
simplicity, the answerer MAY use different payload types for
codecs than the offerer, as it is not prohibited by Section 6.1

o If this nF sectionis for nedia with configurable frane sizes,
e.g. audio, an "a=maxptine" line, indicating the smallest of the
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maxi mum supported franme sizes out of all codecs included above, as
specified in [ RFCA566], Section 6.

o If "rtx" is present in the offer, for each primary codec where RTP

retransm ssi on should be used, a corresponding "a=rtpmap" |ine
indicating "rtx" with the clock rate of the primary codec and an
"a=fntp" line that references the payload type of the primary

codec, as specified in [ RFC4588], Section 8.1

o0 For each supported FEC nechanism "a=rtpnmap" and "a=fntp" |ines,
as specified in [ RFC4566], Section 6. The FEC nechani snms t hat
MUST be supported are specified in [I-D.ietf-rtcweb-fec],
Section 6, and specific usage for each nedia type is outlined in
Sections 4 and 5.

o "a=ice-ufrag" and "a=i ce-passwd" lines, as specified in [ RFC5245],
Section 15. 4.

o If the "trickle" ICE option is present in the offer, an "a=ice-
options" line, with the "trickle" option, as specified in
[I-D.ietf-nmmusic-trickle-ice], Section 4.

o An "a=fingerprint" line, as specified in [RFC4572], Section 5; the
al gorithmused for the fingerprint MUST nmatch that used in the
certificate signature.

0 An "a=setup"” line, as specified in [RFC4145], Section 4, and
clarified for use in DTLS-SRTP scenarios in [RFC5763], Section 5.
The role value in the answer MJST be "active" or "passive"; the
"active" role i s RECOMVENDED.

o If present in the offer, an "a=rtcp-nmux" line, as specified in
[ RFC5761], Section 5.1.1. If the "require" RTCP nultiplexing
policy is set and no "a=rtcp-nux" line is present in the offer

then the mel i ne MUST be narked as rejected by setting the port in
the m= line to zero, as indicated in [ RFC3264], Section 6.

o If present in the offer, an "a=rtcp-rsize" line, as specified in
[ RFC5506], Section 5.

0 For each supported RTP header extension that is present in the
of fer, an "a=extmap" line, as specified in [ RFC5285], Section 5.
The list of header extensions that SHOULD/ MUST be supported is
specified in [I-D.ietf-rtcweb-rtp-usage], Section 5.2. Any header
extensions that require encrypti on MIST be specified as indicated
in [ RFC6904], Section 4.
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o For each supported RTCP feedback nmechanismthat is present in the
offer, an "a=rtcp-fb" nechanism as specified in [ RFC4585],
Section 4.2. The list of RTCP feedback mechani sns that SHOULD/
MUST be supported is specified in [I-D.ietf-rtcweb-rtp-usage],
Section 5. 1.

o |f a local MediaStreamlrack has been associ ated, an "a=ssrc" |ine,
as specified in [ RFC5576], Section 4.1, indicating the SSRC to be
used for sending nedi a.

o If a local MediaStreanirack has been associ ated, and RTX has been
negotiated for this m= section, another "a=ssrc" line with the RTX
SSRC, and an "a=ssrc-group"” line, as specified in [ RFC5576],
section 4.2, with semantics set to "FID' and including the primary
and RTX SSRCs.

o If a local MediaStreanirack has been associ ated, and FEC has been
negotiated for this m= section, another "a=ssrc" line with the FEC
SSRC, and an "a=ssrc-group"” line with semantics set to "FEC FR'
and including the primary and FEC SSRCs, as specified in
[ RFC5956], section 4.3. For sinplicity, if both RTX and FEC are
supported, the FEC SSRC MJST be the sane as the RTX SSRC.

0 [OPEN I SSUE: Handling of a=imageattr]

If a data channel nme section has been offered, a n= section MJST al so
be generated for data. The <media> field MJST be set to
"application" and the <proto> field MIST be set to exactly nmatch the
field in the offer; the "fm" value MJST be set to the SCTP port
nunber, as specified in Section 4.1. [TODO update this to use
a=sctp-port, as indicated in the | atest data channel docs]

Wthin the data n= section, the "a=m d", "a=ice-ufrag", "a=ice-
passwd", "a=ice-options", "a=candidate", "a=fingerprint", and
"a=setup" lines MJUST be included as nentioned above, along with an
"a=sctpmap" line referencing the SCTP port nunmber and specifying the

application protocol indicated in [I-D.ietf-rtcweb-data-protocol]
[OPEN | SSUE: the -01 of this docunent is mssing this informtion.]

If "a=group"” attributes with semantics of "BUNDLE' are offered,
correspondi ng session-level "a=group" attributes MJST be added as
specified in [RFC5888]. These attributes MJST have semantics
"BUNDLE", and MUST include the all nmid identifiers fromthe offered
BUNDLE groups that have not been rejected. Note that regardl ess of
the presence of "a=bundle-only"” in the offer, no nm= sections in the
answer shoul d have an "a=bundl e-only" Ii ne.
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Attributes that are common between all n+ sections MAY be noved to
session-level, if explicitly defined to be valid at session-|evel

The attributes prohibited in the creation of offers are al so
prohibited in the creation of answers.

5.3.2. Subsequent Answers

When createAnswer is called a second (or later) tine, or is called
after a local description has already been installed, the processing
is somewhat different than for an initial answer.

If the initial answer was not applied using setlLocal Description
meani ng the PeerConnection is still in the "have-renote-offer" state,
the steps for generating an initial answer should be foll owed,
subject to the following restriction

o The fields of the "o=" line MJST stay the sane except for the
<session-version> field, which MIST increnent if the session
description changes in any way fromthe previously generated
answer .

I f any session description was previously supplied to
set Local Description, an answer is generated by following the steps in
the "have-renote-offer" state above, along with these exceptions:

o The "s=" and "t=" lines MIST stay the sane.

o Each "m¥" and c=" line MJST be filled in with the port and address
of the default candidate for the n= section, as described in
[ RFC5245], Section 4.3. Note, however, that the n= |ine protoco
need not match the default candi date, because this protocol value
must instead match what was supplied in the offer, as described
above. Each "a=rtcp" attribute line MJST also be filled in with
the port and address of the appropriate default candi date, either
the default RTP or RTCP candi date, depending on whether RTCP
mul tiplexing is enabled in the answer. 1In each case, if no
candi dates of the desired type have yet been gathered, dummy
val ues MJUST be used, as described in the initial answer section
above.

o Each "a=ice-ufrag" and "a=ice-pwd" line MJST stay the sane.
0o Wthin each me section, for each candi date that has been gathered
during the nost recent gathering phase (see Section 3.4.1), an

"a=candi date" |ine MJST be added, as specified in [ RFC5245],
Section 4.3., paragraph 3. |If candidate gathering for the section
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has conpl eted, an "a=end- of -candi dates" attribute MJST be added,
as described in [I-D.ietf-music-trickle-ice], Section 9.3.

0 For Medi aStreaniracks that are still present, the "a=nsid",
"a=ssrc", and "a=ssrc-group" lines MJUST stay the sane.

5.3.3. Options Handling

The createAnswer method takes as a paraneter an RTCAnswer Opti ons
object. The set of paraneters for RTCAnswerQptions is different than
those supported in RTCO ferOptions; the OferToRecei veAudi o,

O f er ToRecei veVi deo, and IceRestart options nmentioned in

Section 5.2.3 are nmeaningless in the context of generating an answer,
as there is no need to generate extra nm= lines in an answer, and | CE
credentials will automatically be changed for all m= lines where the
of ferer chose to performICE restart.

The follow ng options are supported in RTCAnswer Qpti ons.
5.3.3.1. VoiceActivityDetection

Sil ence suppression in the answer is handled as described in
Section 5.2.3.4.

5.4. Processing a Local Description

When a SessionDescription is supplied to setlLocal Description, the
foll owi ng steps MJST be perforned:

o First, the type of the SessionDescription is checked against the
current state of the PeerConnection

* |If the type is "offer"”, the PeerConnection state MJST be either
"stabl e" or "have-local-offer"”.

* |f the type is "pranswer" or "answer", the PeerConnection state
MUST be either "have-renote-offer" or "have-|ocal - pranswer".

o If the type is not correct for the current state, processing MJST
stop and an error MJST be returned.

0 Next, the SessionDescription is parsed into a data structure, as
described in the Section 5.6 section below If parsing fails for
any reason, processing MJST stop and an error MJST be returned.

o Finally, the parsed SessionDescription is applied as described in
the Section 5.7 section bel ow
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Processing a Renote Description

When a SessionDescription is supplied to setRenoteDescription, the
foll owi ng steps MJST be perforned:

o First, the type of the SessionDescription is checked against the
current state of the PeerConnection

* |If the type is "offer"”, the PeerConnection state MJST be either
"stable" or "have-renote-offer".

* |f the type is "pranswer" or "answer", the PeerConnection state
MUST be either "have-local -offer” or "have-renote-pranswer".

o If the type is not correct for the current state, processing MJST
stop and an error MJST be returned.

0 Next, the SessionDescription is parsed into a data structure, as
described in the Section 5.6 section below [If parsing fails for
any reason, processing MJST stop and an error MJST be returned.

o Finally, the parsed SessionDescription is applied as described in
the Section 5.8 section bel ow

Parsing a Session Description

[ The behavi or described herein is a draft version, and needs nore
di scussion to resolve various open issues.]

When a SessionDescription of any type is supplied to setlLocal/

Renot eDescri ption, the inplenmentation nmust parse it and reject it if
it isinvalid. The exact details of this process are expl ai ned

bel ow.

The SDP contained in the session description object consists of a
sequence of text lines, each containing a key-val ue expression, as
described in [ RFC4566], Section 5. The SDP is read, line-by-line,
and converted to a data structure that contains the deserialized

i nformati on. However, SDP allows many types of lines, not all of
which are relevant to JSEP applications. For each line, the
implementation will first ensure it is syntactically correct
according its defining ABNF [ TODO. reference], check that it conforns
to [ RFC4566] and [ RFC3264] senantics, and then either parse and store
or discard the provided value, as described below. [TODGO ensure
that every line is listed below] If the line is not well-formed, or
cannot be parsed as described, the parser MJST stop with an error and
reject the session description. This ensures that inplenentations do
not accidentally msinterpret anbi guous SDP
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5.6.1. Session-Level Parsing

First, the session-level lines are checked and parsed. These lines
MUST occur in a specific order, and with a specific syntax, as
defined in [ RFC4566], Section 5. Note that while the specific line
types (e.g. "v=", "c=") MJIST occur in the defined order, lines of the
same type (typically "a=") can occur in any order, and their ordering
i s not neani ngful

For non-attribute (non-"a=") lines, their sequencing, syntax, and
semantics, are checked, as nentioned above. The following |ines are
not meani ngful in the JSEP context and MAY be discarded once they
have been checked.

TODO
The remaining lines are processed as foll ows:
The "c=" line MJST be parsed and stored.

[ OPEN | SSUE: For exanpl e, because session-level bandwidth is

anbi guous when nultiple nedia streans are present, a "b=" line at
session level is not useful and its value SHOULD be ignored.
[OPEN I SSUE: is this WG consensus? Are there other non-a= lines
that we need to do nore than just syntactical validation, e.g.
v=7?]

Speci fic processing MIST be applied for the foll owi ng session-I|eve
attribute ("a=") lines:

0 Any "a=group" lines are parsed as specified in [ RFC5888],
Section 5, and the group’s semantics and nids are stored.

o |If present, a single "a=ice-lite" line is parsed as specified in
[ RFC5245], Section 15.3, and a value indicating the presence of
ice-lite is stored.

o If present, a single "a=ice-ufrag" line is parsed as specified in
[ RFC5245], Section 15.4, and the ufrag value is stored.

o |If present, a single "a=ice-pwd" line is parsed as specified in
[ RFC5245], Section 15.4, and the password val ue is stored.

o |If present, a single "a=ice-options" line is parsed as specified
in [ RFC5245], Section 15.5, and the set of specified options is
stored.
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o Any "a=fingerprint" lines are parsed as specified in [ RFC4572],
Section 5, and the set of fingerprint and algorithmvalues is
stored.

o |If present, a single "a=setup" line is parsed as specified in
[ RFC4145], Section 4, and the setup value is stored.

0 Any "a=extmap" lines are parsed as specified in [ RFC5285],
Section 5, and their values are stored.

0o TODO nsid-semantic, identity, rtcp-rsize, rtcp-nux, and any other
attribs valid at session |evel

Once all the session-level |ines have been parsed, processing
continues with the Iines in nedia sections.

5.6.2. Media Section Parsing

Li ke the session-level lines, the nedia session |ines MJST occur in
the specific order and with the specific syntax defined in [ RFC4566],
Section 5.

The "nme" line itself MJST be parsed as described in [ RFC4566],
Section 5.14, and the nedia, port, proto, and fnt val ues stored.

Foll owing the "m=" line, specific processing MJST be applied for the
followi ng non-attribute |ines:

o The "c=" line, if present, MJST be parsed as specified in
[ RFC4566], Section 5.7, and its contents stored.

o The "b=" line, if present, MJST be parsed as specified in
[ RFCA566], Section 5.8, and the bwtype and bandw dth val ues
stored.

Speci fic processing MIST al so be applied for the following attribute
I'ines:

o If present, a single "a=ice-lite" line is parsed as specified in
[ RFC5245], Section 15.3, and a value indicating the presence of
ice-lite is stored.

o |If present, a single "a=ice-ufrag" line is parsed as specified in
[ RFC5245], Section 15.4, and the ufrag value is stored.

o |If present, a single "a=ice-pwd" line is parsed as specified in
[ RFC5245], Section 15.4, and the password value is stored.
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(o]

If present, a single "a=ice-options" line is parsed as specified
in [ RFC5245], Section 15.5, and the set of specified options is
st ored.

Any "a=fingerprint" lines are parsed as specified in [ RFC4572],
Section 5, and the set of fingerprint and algorithmvalues is
stored.

If present, a single "a=setup"” line is parsed as specified in
[ RFC4A145], Section 4, and the setup value is stored.

If the "n¥" proto value indicates use of RTP, as decribed in the
Section 5.1.3 section above, the following attribute |lines MJST be
processed:

(0]

The "me" fmt value MUST be parsed as specified in [ RFC4566],
Section 5.14, and the individual values stored.

Any "a=rtpmap" or "a=fntp" |ines MJST be parsed as specified in
[ RFCA566], Section 6, and their val ues stored.

If present, a single "a=ptine" |line MIST be parsed as described in
[ RFCA566], Section 6, and its val ue stored.

If present, a single direction attribute line (e.g. "a=sendrecv")
MUST be parsed as described in [ RFC4566], Section 6, and its val ue
st ored.

Any "a=ssrc" or "a=ssrc-group" attributes MJST be parsed as
specified in [ RFC5576], Sections 4.1-4.2, and their val ues stored.

Any "a=extmap" attributes MIST be parsed as specified in
[ RFC5285], Section 5, and their val ues stored.

Any "a=rtcp-fb" attributes MJUST be parsed as specified in
[ RFC4585], Section 4.2., and their values stored.

If present, a single "a=rtcp-nux" |ine MJIST be parsed as specified
in [RFC5761], Section 5.1.1, and its presence or absence flagged
and stored.

TODG a=rtcp-rsize, a=rtcp, a=nsid, a=candi date, a=end-of-
candi dat es

O herwise, if the "n=" proto value indicats use of SCITP, the
following attribute |lines MJST be processed:
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5.

5.

o The "m=" fm value MJST be parsed as specified in
[I-D.ietf-nmusic-sctp-sdp], Section 4.3, and the application
prot ocol val ue stored.

0 An "a=sctp-port" attribute MIUST be present, and it MJIST be parsed
as specified in [I-D.ietf-mmusic-sctp-sdp], Section 5.2, and the
val ue stored.

o TODO nmx nessage size

6.3. Semantics Verification

7

Assum ng parsing conpl etes successfully, the parsed description is
then evaluated to ensure internal consistency as well as proper
support for mandatory features. Specifically, the foll owi ng checks
are perforned:

o For each m= section, valid values for each of the nandatory-to-use
features enunerated in Section 5.1.2 MJST be present. These
val ues MAY either be present at the nmedia level, or inherited from
the session |evel

* | CE ufrag and password val ues
* DTLS fingerprint and setup val ues

If this session description is of type "pranswer” or "answer", the
foll owi ng additional checks are appli ed:

0 The session description nust follow the rules defined in
[ RFC3264], Section 6.

o For each n= section, the protocol value MJST exactly match the
protocol value in the corresponding nm= section in the associated
of fer.

Appl ying a Local Description

The following steps are perfornmed at the nmedia engine |level to apply
a | ocal description.

First, the parsed paraneters are checked to ensure that any

nmodi fications perforned fall within those explicitly pernmitted by
Section 6; otherw se, processing MJST stop and an error MJST be
ret ur ned.

Next, media sections are processed. For each nedia section, the
foll owi ng steps MIUST be performed; if any paraneters are out of
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bounds, or cannot be applied, processing MJST stop and an error MJST
be returned.

o TODO

Finally, if this description is of type "pranswer" or "answer",
follow the processing defined in the Section 5.9 section bel ow

8. Applying a Renote Description

TODO

9. Applying an Answer

TODO
Configurabl e SDP Paraneters

It is possible to change elenents in the SDP returned from
createOfer before passing it to setlLocal Description. Wen an

i npl ementation receives nodified SDP it MJST either

0 Accept the changes and adjust its behavior to match the SDP

0 Reject the changes and return an error via the error call back
Changes MJST NOT be silently ignored.

The following elenments of the SDP nedia description MJST NOT be
changed between the createOfer and the setlLocal Description (or
bet ween the createAnswer and the setlLocal Description), since they
reflect transport attributes that are solely under browser control
and the browser MJST NOT honor an attenpt to change them

0 The nunber, type and port nunber of ne |ines.

0 The generated ICE credentials (a=ice-ufrag and a=i ce-pwd).

o The set of ICE candidates and their paraneters (a=candi date).

o The DTLS fingerprint(s) (a=fingerprint).

The followi ng nodifications, if done by the browser to a description
bet ween createC fer/createAnswer and the setlLocal Description, MJST be

honored by the browser:

0 Renove or reorder codecs (n¥)
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The follow ng paraneters may be controlled by options passed into
createOfer/createAnswer. As an open issue, these changes may al so
be be perforned by mani pulating the SDP returned fromcreateOfer/
creat eAnswer, as indicated above, as long as the capabilities of the
endpoi nt are not exceeded (e.g. asking for a resolution greater than
what the endpoi nt can encode):

0 [[OPEN ISSUE: This is a placeholder for other nodifications, which
we may continue addi ng as use cases appear.]]

| npl enent ati ons MAY choose to either honor or reject any el enents not
listed in the above two categories, but nmust do so explicitly as
descri bed at the beginning of this section. Note that future
standards may add new SDP el enments to the list of elenents which nust
be accepted or rejected, but due to version skew, applications nust
be prepared for inplenentations to accept changes which nust be
rejected and vice versa.

The application can also nodify the SDP to reduce the capabilities in
the offer it sends to the far side or the offer that it installs from
the far side in any way the application sees fit, as long as it is a
valid SDP offer and specifies a subset of what was in the origina
offer. This is safe because the answer is not permitted to expand
capabilities and therefore will just respond to what is actually in
the offer.

As always, the application is solely responsible for what it sends to
the other party, and all incomng SDP will be processed by the
browser to the extent of its capabilities. It is an error to assune
that all SDP is well-formed; however, one should be able to assune
that any inplenmentation of this specification will be able to
process, as a renote offer or answer, unnodified SDP comi ng from any
other inplenentation of this specification

7. Exanpl es

Note that this exanple section shows several SDP fragnents. To
format in 72 columms, sone of the lines in SDP have been split into
multiple lines, where | eading whitespace indicates that a line is a
continuation of the previous line. 1In addition, sone blank |lines
have been added to inprove readability but are not valid in SDP

More exanpl es of SDP for WebRTC call flows can be found in
[1-D. nandakumar - rt cweb- sdp] .
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7.1. Sinmple Exanple

This section shows a very sinple exanple that sets up a minimal audio
/ video call between two browsers and does not use trickle ICE. The
exanple in the followi ng section provides a nore realistic exanple of
what woul d happen in a normal browser to browser connection

The flow shows Alice’'s browser initiating the session to Bob’s
browser. The nmessages fromAlice’s JSto Bob's JS are assuned to

fl ow over sone signaling protocol via a web server. The JS on both
Alice’s side and Bob's side waits for all candi dates before sending
the offer or answer, so the offers and answers are conplete. Trickle
ICE is not used. Both Alice and Bob are using the default policy of
bal anced.
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/1 set up local nedia state
AlicelS->AliceUA: creat e new Peer Connecti on
AliceldS->AliceUA addStream wi t h stream cont ai ni ng audi o and vi deo

AlicelS->AliceUA createOfer to get offer
AlicelS->AliceUA set Local Description with offer

Ali ceUA->Al i celS: mul ti pl e oni cecandi date events wi th candi dat es

/1 wait for |ICE gathering to conplete

Al'i ceUA->Al i celS: oni cecandi date event with null candidate
AlicelS->Ali ceUA get |offer-Al|l fromvalue of |ocal Description

11 |offer-Al] is sent over signaling protocol to Bob

Al'i celS->WebServer: signaling with | of fer-Al|
WebSer ver - >BobJS: signaling with |of fer-Al|

11 | offer-Al| arrives at Bob

BobJS- >BobUA: create a PeerConnection

BobJS- >BobUA: set Renot eDescription with |of fer-Al|

BobUA- >BobJS: onaddstream event with renoteStream

/1 Bob accepts call

BobJS- >BobUA: addStreamwith | ocal nedia

BobJS- >BobUA: cr eat eAnswer

BobJS- >BobUA: set Local Description with answer

BobUA- >BobJS: mul ti pl e oni cecandi date events with candi dates
/1 wait for |ICE gathering to conplete

BobUA- >BobJS: oni cecandi date event with null candidate
BobJS- >BobUA: get | answer-Al| fromval ue of |ocal Description
/1 | answer-Al| is sent over signaling protocol to Alice

BobJS- >WebSer ver: signaling with | answer-Al|
WebServer->AliceldS: signaling with | answer-Al|

/1 | answer-Al| arrives at Alice
AliceldS->AliceUA: set Renot eDescription with | answer-Al]|
Ali ceUA->Al i celS: onaddstream event with renoteStream
/1 medi a fl ows

BobUA- >Al i ceUA: nmedi a sent from Bob to Alice

Al i ceUA- >BobUA: nmedi a sent fromAlice to Bob

The SDP for |offer-Al| |ooks like:

v=0
o=
S=-

t=0 0

4962303333179871722 1 IN1P4 0.0.0.0
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a=nsi d- semanti c: WG
a=group: BUNDLE al vi
mraudi o 56500 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98
c=INI1P4 192.0.2.1
a=m d: al
a=rtcp: 56501 INIP4 192.0.2.1
a=nsi d: 47017f ee- b6c1- 4162- 929¢c-a25110252400
f 83006c5- a0f f - 4e0a- 9ed9- d3e6747be7d9
a=sendr ecv
a=rt pnap: 96 opus/ 48000/ 2
a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 tel ephone-event/ 8000
a=rtpmap: 98 t el ephone-event /48000
a=maxptime: 120
a=i ce- ufrag: ETEn1v9DoTVB9J4r
a=i ce- pwd: O SKOWNt pUj kY4+86j s7ZQ
a=i ce-options:trickle
a=fi ngerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C: F4: A5: A8: D8: 73: 04
: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2
a=set up: act pass
a=rtcp- nux
a=rtcp-rsize
a=extmap: 1 urn:ietf:paranms:rtp-hdrext:ssrc-audio-1evel
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=ssrc: 1732846380 cnane: EocUGLf Of cg/ yvY7
a=candi dat e: 3348148302 1 udp 2113937151 192.0.2.1 56500
typ host
a=candi dat e: 3348148302 2 udp 2113937151 192.0.2.1 56501
typ host
a=end- of - candi dat es

mevi deo 56502 UDP/ TLS/ RTP/ SAVPF 100 101
c=INIP4 192.0.2.1
a=rtcp: 56503 INIP4 192.0.2.1
a=md: vl
a=nsi d: 61317484- 2ed4- 49d7- 9eb7- 1414322a7aae
f 30bdb4a- 5db8- 49b5- bcdc- e0c9a23172e0
a=sendrecv
a=rt prmap: 100 VP8/ 90000
a=rtprmap: 101 rtx/ 90000
a=fm p: 101 apt=100
a=i ce- uf rag: BGKkWhGGT Updl V
a=i ce- pwd: mgyWs Aj vt KwTGnvhPzt Qomi f
a=i ce-options:trickle
a=fingerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04
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: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2
a=set up: act pass
a=rtcp- nmux
a=rtcp-rsize
a=extmap: 3 urn:ietf:params:rtp-hdrext:sdes: md
a=rtcp-fb: 100 ccmfir
a=rtcp-fb: 100 nack
a=rtcp-fb: 100 nack pl
a=ssrc: 1366781083 cnane: EocUGLf Of cg/ yvY7
a=ssrc: 1366781084 cnane: EocUGLf Of cg/ yvY7
a=ssrc-group: FI D 1366781083 1366781084
a=candi dat e: 3348148302 1 udp 2113937151 192.0.2.1 56502
typ host
a=candi dat e: 3348148302 2 udp 2113937151 192.0.2.1 56503
typ host
a=end- of - candi dat es

The SDP for |answer-Al| |ooks |ike:

v=0
0=- 6729291447651054566 1 IN IP4 0.0.0.0
sS=-
t=0 0
a=nsi d- semanti c: WG
mraudi o 20000 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98
c=INIP4 192.0.2.2
a=m d: al
a=rtcp: 20000 IN P4 192.0.2.2
a=mnsi d: Pl 39St LS8WZbQ 1sJsWUXkr 3Zf 12f JUvzQl
Pl 39St LS8WzbQ 1sJsWUXkr 3Zf 12f JUvzQla0
a=sendr ecv
a=rtpmap: 96 opus/ 48000/ 2
a=rtpmap: 0 PCMJ 8000
a=rtpnmap: 8 PCMA/ 8000
a=rtpmap: 97 tel ephone-event/ 8000
a=rtprmap: 98 tel ephone-event/ 48000
a=maxptinme: 120
a=i ce- ufrag: 6sFvz2gdLkEw ZEr
a=i ce- pwd: cOTZKZNVI O9RSGs EGVB3J XT2
a=fingerprint:sha-256 6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC. 6F: F3: 3F: 46: 1B: 35
: DC: B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08
a=setup: active
a=rtcp- nux
a=rtcp-rsize
a=extmap: 1 urn:ietf:parans:rtp-hdrext:ssrc-audio-|evel
a=ssrc: 3429951804 cnane: Q NWs1laolHmN4Xa5
a=candi dat e: 2299743422 1 udp 2113937151 192.0.2.2 20000
typ host
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7

a=end- of - candi dat es

mevi deo 20001 UDP/ TLS/ RTP/ SAVPF 100 101
c=IN P4 192.0.2.2
a=rtcp 20001 INIP4 192.0.2.2
a=md: vl
a=nsi d: Pl 39St LS8W ZbQ 1sJsWUXkr 3zf 12f JUvz QL
Pl 39St LS8BW ZbQ 1sJsWUXkr 3Zf 12f JUvzQLvO0
a=sendr ecv
a=rt pnmap: 100 VP8/ 90000
a=rtprmap: 101 rtx/ 90000
a=fm p: 101 apt=100
a=i ce- ufrag: 6sFvz2gdLkEwj ZEr
a=i ce- pwd: cOTZKZNVI ORSGsEGVB3J XT2
a=fingerprint:sha-256 6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC: 6F: F3: 3F: 46: 1B: 35
: DC. B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08
a=setup: active
a=rtcp- nux
a=rtcp-rsize
a=rtcp-fb: 100 ccmfir
a=rtcp-fb: 100 nack
a=rtcp-fb: 100 nack pl
a=ssrc: 3229706345 cnane: Q N\Ws1laolHrN4Xa5
a=ssrc: 3229706346 cnane: Q N\WslaolHrN4Xa5
a=ssrc-group: FI D 3229706345 3229706346
a=candi dat e: 2299743422 1 udp 2113937151 192.0.2.2 20001
typ host
a=end- of - candi dat es

2. Nornmal Exanples

This section shows a typical exanple of a session between two
browsers setting up an audi o channel and a data channel. Trickle ICE
is used in full trickle node with a bundle policy of max-bundle, an
RTCP nmux policy of require, and a single TURN server. Later, two
video flows, one for the presenter and one for screen sharing, are
added to the session. This exanple shows Alice’ s browser initiating
the session to Bob’s browser. The nmessages fromAlice's JSto Bob’'s
JS are assuned to flow over some signaling protocol via a web server.

/1 set up local nedia state

AlicedS->Ali ceUA create new Peer Connecti on
AlicedS->Ali ceUA addStream t hat contains audi o track
AlicelS->AlicelUA creat eDat aChannel to get data channel
AliceldS->AliceUA createOifer to get |offer-Bl|
AlicelS->Ali ceUA set Local Description with | offer-Bl|

11 |offer-Bl] is sent over signaling protocol to Bob
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Al'i celS->WebServer: signaling with | of fer-Bl|
WebSer ver - >BobJS: signaling with |of fer-Bl|

11 | offer-Bl| arrives at Bob

BobJS- >BobUA: create a PeerConnection

BobJS- >BobUA: set Renot eDescription with |of fer-Bl|

BobUA- >BobJS: onaddstreamwi th audio track fromAlice

/1 candi dates are sent to Bob

Ali ceUA->Al i celS: oni cecandi date event with |candi date-Bl| (host)
Ali ceJS->WebServer: signaling with | candi date-Bl]|

Ali ceUA->AlicelS: oni cecandi date event with | candi date-B2| (srflx)
Al'i ceJS->WebServer: signaling with | candi date-B2|

Ali ceUA->Al i celS: oni cecandi date event with | candi date-B3| (relay)

Al'i celS->WebServer: signaling with | candi dat e- B3|

WebSer ver - >BobJS: signaling with | candi dat e-Bl]|

BobJS- >BobUA: addl ceCandi date w th | candi dat e- B1]|
WebSer ver - >BobJS: signaling wi th | candi dat e- B2|

BobJS- >BobUA: addl ceCandi date with | candi dat e- B2|
WebSer ver - >BobJS: signaling with | candi dat e- B3|

BobJS- >BobUA: addl ceCandi date w th | candi dat e- B3|
11 Bob accepts call

BobJS- >BobUA: addStreamwi th | ocal audio stream
BobJS- >BobUA: creat eDat aChannel to get data channel
BobJS- >BobUA: creat eAnswer to get |answer-Bl|
BobJS- >BobUA: set Local Description with |answer-Bl]|
/1 | answer-Bl| is sent to Alice

BobJS- >WebSer ver: signaling with | answer-Bl|
WebServer->AlicelS: signaling with | answer-Bl|

AlicelS->AliceUA set Renot eDescription with | answer-Bl]|

Ali ceUA->Al i celS: onaddstream event with audio track from Bob

11 candi dates are sent to Alice

BobUA- >BobJS: oni cecandi date event with | candi date-B4| (host)
BobJS- >WebSer ver: signaling with | candi dat e- B4|

BobUA- >BobJS: oni cecandi date event with | candi date-B5| (srflx)
BobJS- >WbSer ver: signaling with | candi dat e- B5|

BobUA- >BohbJS: oni cecandi date event with | candi date-B6| (relay)

BobJS- >WbSer ver: signaling with | candi dat e- B6|

WebServer->AlicelS: signaling with | candi dat e-B4|
AliceldS->AliceUA addl ceCandi date with | candi dat e- B4|
WebServer->AlicelS: signaling with | candi dat e- B5|
AlicelS->AliceUA addl ceCandi date with | candi dat e- B5|
WebServer->AlicelS: signaling with | candi dat e- B6|
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AlicelS->AliceUA:

/1

BobUA- >BobJS:

Al i ceUA->Al i celS:
BobUA- >BobJS:

Al i ceUA->Al i celdS:

/1
BobUA- >Al i ceUA:
Al i ceUA- >BobUA:

/1
/1
BobJS- >BobUA:
BobJS- >BobUA:
BobJS- >BobUA:
BobJS- >BobUA:

/1

BobJS- >\WebSer ver :
WebSer ver->Al i celS:
Ali celS->Ali ceUA:
Al i ceUA->Al i celdS:
Al i ceUA->Al i celdS:
AlicelS->AliceUA:
AlicelS->AliceUA:

/1

Al i celS- >WebSer ver:
WebSer ver - >BobJS:
BobJS- >BobUA:

/1
BobUA- >Al i ceUA:
Al i ceUA- >BobUA:

JSEP

addl ceCandi date w th | candi dat e- B6|

dat a channel opens
ondat achannel event
ondat achannel event
onopen
onopen

media is flow ng between browsers
audi o+data sent fromBob to Alice
audi o+data sent from Alice to Bob

March 2015

sone time |ater Bob adds two video streans
note, no candi dates exchanged, because of BUNDLE

addStreamwith first video stream
addStream wi th second vi deo stream
createOfer to get |offer-B2|

set Local Description with | offer-B2|

|offer-B2| is sent to Alice
signaling with |of fer-B2|
signaling with |of fer-B2]

set Renot eDescription with | offer-B2|

onaddstream event with first video stream
onaddstream event with second video stream

creat eAnswer to get | answer- B2|

set Local Description with | answer-B2|

| answer-B2| is sent over signaling protocol to Bob

signaling with | answer-B2|
signaling with | answer-B2|

set Renot eDescription with | answer-B2|

media is flowi ng between browsers

audi o+vi deo+data sent fromBob to Alice
audi o+vi deo+data sent from Alice to Bob

The SDP for |offer-Bl| |ooks like:
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v=0
0=- 4962303333179871723 1 INIP4 0.0.0.0
S=-
t=0 0
a=nsi d- semanti c: WS
a=group: BUNDLE al di
mraudi o 9 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98
c=INIP6 ::
a=rtcp:9 INIP6 ::
a=m d: al
a=nsi d: 57017f ee- b6c1l- 4162- 929¢c-a25110252400
€83006c5- alf f - 4e0a- 9ed9- d3e6747be7d9
a=sendr ecv
a=rtpmap: 96 opus/ 48000/ 2
a=rtpmap: 0 PCMJ 8000
a=rtpnmap: 8 PCMA/ 8000
a=rtpnmap: 97 tel ephone-event/ 8000
a=rtpmap: 98 tel ephone-event/ 48000
a=maxptinme: 120
a=i ce- uf rag: ATEn1v9DoTMB9J4r
a=i ce- pwd: At SKOWNt pUj kY4+86j s72Q
a=i ce-options:trickle
a=fingerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04
1 BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2
a=set up: act pass
a=rtcp- nmux
a=rtcp-rsize
a=extmap: 1 urn:ietf:parans:rtp-hdrext:ssrc-audio-|evel
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=ssrc: 1732846380 cnane: FocUGLf Of cg/ yvY7

meappl i cati on 9 UDP/ DTLS/ SCTP webrt c- dat achannel

c=INI1P6 ::

a=m d: dl

a=f m p: webrt c- dat achannel max-nessage-si ze=65536

a=sct p-port 5000

a=i ce- uf rag: ATEn1v9DoTMB9J4r

a=i ce- pwd: At SKOWNt pUj kY4+86j s7Z2Q

a=i ce-options:trickle

a=fingerprint:sha-256 19: E2: 1C. 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04
: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=set up: act pass

The SDP for |candi date-Bl| |ooks like:

candi dat e: 109270923 1 udp 2122194687 192.168.1.2 51556 typ host
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The SDP for |candidate-B2| |ooks |ike:

candi dat e: 4036177503 1 udp 1685987071 11.22.33.44 52546 typ srflx
raddr 192.168.1.2 rport 51556

The SDP for |candidate-B3| |ooks |ike:

candi dat e: 3671762466 1 udp 41819903 22.33.44.55 61405 typ rel ay
raddr 11.22.33.44 rport 52546

The SDP for |answer-Bl| |ooks like:
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v=0
0=- 7729291447651054566 1 IN P4 0.0.0.0
S=-
t=0 0
a=nsi d- semanti c: WS
a=group: BUNDLE al di
mraudi o 9 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98
c=INIP6 ::
a=rtcp:9 INIP6 ::
a=m d: al
a=nsi d: Q 39St LS8WZbQ 1sJsWUXkr 3Zf 12f JUvzQl
Q 39St LS8WZbQ 1sJIsWUxkr 3Zf 12f JUvzQla0
a=sendr ecv
a=rtpmap: 96 opus/ 48000/ 2
a=rtpmap: 0 PCMJ 8000
a=rtpnmap: 8 PCMA/ 8000
a=rtpnmap: 97 tel ephone-event/ 8000
a=rtpmap: 98 tel ephone-event/ 48000
a=maxptinme: 120
a=i ce-ufrag: 7sFvz2gdLkEw ZEr
a=i ce- pwd: dOTZKZNVI O9RSGs EGVB3J XT2
a=i ce-options:trickle
a=fingerprint:sha-256 6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC. 6F: F3: 3F: 46: 1B: 35
: DC. B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08
a=setup: active
a=rtcp- nmux
a=rtcp-rsize
a=extmap: 1 urn:ietf:parans:rtp-hdrext:ssrc-audio-|evel
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=ssrc: 4429951804 cnane: Q N\WslaolHrN4Xa5

meappl i cati on 9 UDP/ DTLS/ SCTP webrt c- dat achannel

c=INI1P6 ::

a=m d: d1

a=f m p: webrt c- dat achannel nax-nessage-si ze=65536

a=sct p-port 5000

a=i ce- ufrag: 7sFvz2gdLkEwj ZEr

a=i ce- pwd: dOTZKZNVI O9RSGs EGVB3J XT2

a=i ce-options:trickle

a=fingerprint:sha-256 6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC. 6F: F3: 3F: 46: 1B: 35
: DC: B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08

a=setup: active

The SDP for |candi date-B4| |ooks like:
candi dat e: 109270924 1 udp 2122194687 192.168.2.3 61665 typ host

The SDP for |candidate-B5| |ooks |ike:
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candi dat e: 4036177504 1 udp 1685987071 55.66.77.88 64532 typ srflx
raddr 192.168.2.3 rport 61665

The SDP for |candidate-B6| |ooks |ike:

candi dat e: 3671762467 1 udp 41819903 66. 77.88.99 50416 typ rel ay
raddr 55.66.77.88 rport 64532

The SDP for |offer-B2| |ooks like: (note the increnent of the version
nunber in the o= line, and the c= and a=rtcp lines, which indicate
the | ocal candidate that was sel ected)

v=0

0=- 7729291447651054566 2 IN IP4 0.0.0.0

S=-

t=0 0

a=nsi d- semanti c: WS

a=group: BUNDLE al dl1 vl v2

mraudi o 64532 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98

c=IN I P4 55.66.77.88

a=rtcp: 64532 IN | P4 55.66.77. 88

a=m d: al

a=nsi d: Q 39St LS8WZbQ 1sJsWUXkr 3Zf 12f JUvzQl

Q 39St LS8WZbQ 1sJIsWUxkr 3Zf 12f JUvzQla0

a=sendr ecv

a=rtpmap: 96 opus/ 48000/ 2

a=rtpmap: 0 PCMJ 8000

a=rtpnmap: 8 PCMA/ 8000

a=rtpmap: 97 tel ephone-event/ 8000

a=rtprmap: 98 tel ephone-event/ 48000

a=maxptinme: 120

a=i ce-ufrag: 7sFvz2gdLkEw ZEr

a=i ce- pwd: dOTZKZNVI O9RSGs EGVB3J XT2

a=i ce-options:trickle

a=fingerprint:sha-256 6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC. 6F: F3: 3F: 46: 1B: 35

: DC. B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08

a=set up: act pass

a=rtcp- nmux

a=rtcp-rsize

a=extmap: 1 urn:ietf:parans:rtp-hdrext:ssrc-audio-|evel

a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md

a=ssrc: 4429951804 cnane: Q N\WslaolHrN4Xa5

a=candi dat e: 109270924 1 udp 2122194687 192. 168.2.3 61665 typ host

a=candi dat e: 4036177504 1 udp 1685987071 55.66. 77.88 64532 typ srflx
raddr 192.168.2.3 rport 61665

a=candi dat e: 3671762467 1 udp 41819903 66. 77.88.99 50416 typ rel ay
raddr 55.66.77.88 rport 64532

a=end- of - candi dat es
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mFappl i cati on 64532 UDP/ DTLS/ SCTP webrt c- dat achannel

c=IN I P4 55.66.77.88

a=m d: d1

a=f mt p: webrt c- dat achannel nax-nessage-si ze=65536

a=sct p-port 5000

a=i ce- ufrag: 7sFvz2gdLkEw ZEr

a=i ce- pwd: dOTZKZNVI OORSGs EGV63J XT2

a=i ce-options:trickle

a=fingerprint:sha-256 6B: 8B: FO: 65: 5F: 78: E2: 51: 3B: AC: 6F: F3: 3F: 46: 1B: 35

: DC: B8: 5F: 64: 1A: 24: C2: 43: FO: Al: 58: DO: Al: 2C: 19: 08

a=set up: act pass

a=candi dat e: 109270924 1 udp 2122194687 192. 168.2.3 61665 typ host

a=candi dat e: 4036177504 1 udp 1685987071 55.66.77.88 64532 typ srflx
raddr 192.168.2.3 rport 61665

a=candi dat e: 3671762467 1 udp 41819903 66. 77.88.99 50416 typ rel ay
raddr 55.66.77.88 rport 64532

a=end- of - candi dat es

mrvi deo 64532 UDP/ TLS/ RTP/ SAVPF 100 101
c=IN I P4 55.66.77.88
a=rtcp: 64532 IN | P4 55.66.77. 88
a=md: vl
a=nsi d: 61317484- 2ed4- 49d7- 9eb7- 1414322a7aae
f 30bdb4a- 5db8- 49b5- bcdc- e0c9a23172e0
a=sendr ecv
a=rt pmap: 100 VP8/ 90000
a=rtpmap: 101 rtx/ 90000
a=fmt p: 101 apt=100
a=i ce-ufrag: 7sFvz2gdLkEwW ZEr
a=i ce- pwd: dOTZKZNVI QRSGsEGVB3J XT2
a=i ce-options:trickle
a=fingerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C: F4: A5: A8: D8: 73: 04
: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=set up: act pass
a=rtcp- nux
a=rtcp-rsize
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=rtcp-fb:100 ccmfir
a=rtcp-fb: 100 nack
a=rtcp-fb: 100 nack pl
a=ssrc: 1366781083 cnane: Q N\Ws1laolHrN4Xa5
a=ssrc: 1366781084 cnane: Q NWs1laolHm\4Xa5
a=ssrc-group: FI D 1366781083 1366781084
a=candi dat e: 109270924 1 udp 2122194687 192.168.2.3 61665 typ host
a=candi dat e: 4036177504 1 udp 1685987071 55.66.77.88 64532 typ srflx

raddr 192.168.2.3 rport 61665
a=candi dat e: 3671762467 1 udp 41819903 66. 77.88. 99 50416 typ rel ay
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raddr 55.66.77.88 rport 64532
a=end- of - candi dat es

mevi deo 64532 UDP/ TLS/ RTP/ SAVPF 100 101
c=IN I P4 55.66.77.88
a=rtcp: 64532 IN I P4 55.66.77.88
a=md:vl
a=nsi d: 71317484- 2ed4- 49d7- 9eb7- 1414322a7aae
f 30bdb4a- 5db8- 49b5- bcdc- e0c9a23172e0
a=sendrecv
a=rt prmap: 100 VP8/ 90000
a=rtprmap: 101 rtx/ 90000
a=fm p: 101 apt=100
a=i ce-ufrag: 7sFvz2gdLkEw ZEr
a=i ce- pwd: dOTZKZNVI O9RSGs EGVB3J XT2
a=i ce-options:trickle
a=fingerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04
1 BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2
a=set up: act pass
a=rtcp- nmux
a=rtcp-rsize
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=rtcp-fb: 100 ccmfir
a=rtcp-fb: 100 nack
a=rtcp-fb: 100 nack pl
a=ssrc: 2366781083 cnane: Q NWslaolHmN\4Xa5
a=ssrc: 2366781084 cnane: Q NWs1laolHmN4Xa5
a=ssrc-group: FI D 2366781083 2366781084
a=candi dat e: 109270924 1 udp 2122194687 192. 168.2.3 61665 typ host
a=candi dat e: 4036177504 1 udp 1685987071 55.66. 77.88 64532 typ srflx
raddr 192.168.2.3 rport 61665
a=candi dat e: 3671762467 1 udp 41819903 66. 77.88.99 50416 typ rel ay
raddr 55.66.77.88 rport 64532
a=end- of - candi dat es

The SDP for |answer-B2| |ooks like: (note the use of setup:passive to
mai ntain the existing DILS roles, and the use of a=recvonly to
i ndicate that the video streans are one-way)

v=0

0=- 4962303333179871723 2 INIP4 0.0.0.0

S=-

t=0 0

a=nsi d- semant i ¢c: WWB

a=group: BUNDLE al d1 v1 v2

mFaudi o 52546 UDP/ TLS/ RTP/ SAVPF 96 0 8 97 98
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c=IN I P4 11.22.33. 44
a=rtcp: 52546 IN | P4 11.22.33. 44
a=m d: al
a=nsi d: 57017f ee- b6c1l- 4162- 929¢c-a25110252400
€83006c5- alf f - 4e0a- 9ed9- d3e6747be7d9
a=sendr ecv
a=rtpmap: 96 opus/ 48000/ 2
a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpnap: 97 tel ephone-event/ 8000
a=rtpmap: 98 tel ephone-event/ 48000
a=maxptime: 120
a=i ce- uf rag: ATEnlv9DoTMB9J4r
a=i ce- pwd: At SKOWONt pUj kY4+86j s7Z2Q
a=i ce-options:trickle
a=fingerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C: F4: A5: A8: D8: 73: 04
: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=set up: passi ve
a=rtcp- nmux
a=rtcp-rsize
a=extmap: 1 urn:ietf:parans:rtp-hdrext:ssrc-audio-|evel
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=ssrc: 1732846380 cnane: FocUGLf Of cg/ yvY7
a=candi dat e: 109270923 1 udp 2122194687 192. 168. 1.2 51556 typ host
a=candi dat e: 4036177503 1 udp 1685987071 11.22.33.44 52546 typ srflx

raddr 192.168.1.2 rport 51556
a=candi dat e: 3671762466 1 udp 41819903 22. 33. 44.55 61405 typ rel ay

raddr 11.22.33.44 rport 52546
a=end- of - candi dat es

meappl i cati on 52546 UDP/ DTLS/ SCTP webrt c- dat achannel

c=IN I P4 11.22.33. 44

a=m d: d1

a=f m p: webrt c- dat achannel nax-nessage-si ze=65536

a=sct p-port 5000

a=i ce- uf rag: ATEnlv9DoTMB9J4r

a=i ce- pwd: At SKOWONt pUj kY4+86j s7Z2Q

a=i ce-options:trickle

a=fingerprint:sha-256 19: E2: 1C. 3B: 4B: 9F: 81: E6: B8: 5C. F4: A5: A8: D8: 73: 04

: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=set up: passi ve

a=candi dat e: 109270923 1 udp 2122194687 192. 168. 1.2 51556 typ host

a=candi dat e: 4036177503 1 udp 1685987071 11.22.33.44 52546 typ srflx
raddr 192.168.1.2 rport 51556

a=candi dat e: 3671762466 1 udp 41819903 22. 33. 44.55 61405 typ rel ay
raddr 11.22.33.44 rport 52546

a=end- of - candi dat es
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mrvi deo 52546 UDP/ TLS/ RTP/ SAVPF 100 101
c=IN I P4 11.22.33. 44
azrtcp: 52546 IN | P4 11.22.33. 44
a=md: vl
a=recvonly
a=rt prmap: 100 VP8/ 90000
a=rtpmap: 101 rtx/ 90000
a=fm p: 101 apt=100
a=i ce- uf rag: ATEn1v9DoTMB9J4r
a=i ce- pwd: At SKOWONt pUj kY4+86j s7ZQ
a=i ce-options:trickle
a=fi ngerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C: F4: A5: A8: D8: 73: 04
: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2
a=set up: passi ve
a=rtcp- nux
a=rtcp-rsize
a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md
a=rtcp-fb:100 ccmfir
a=rtcp-fb: 100 nack
a=rtcp-fb: 100 nack pl
a=candi dat e: 109270923 1 udp 2122194687 192.168.1.2 51556 typ host
a=candi dat e: 4036177503 1 udp 1685987071 11.22.33.44 52546 typ srflx
raddr 192.168.1.2 rport 51556
a=candi dat e: 3671762466 1 udp 41819903 22. 33. 44.55 61405 typ rel ay
raddr 11.22.33.44 rport 52546
a=end- of - candi dat es

mevi deo 52546 UDP/ TLS/ RTP/ SAVPF 100 101

c=INIP4 11.22.33.44

a=rtcp: 52546 IN | P4 11.22.33. 44

a=md: v2

a=recvonly

a=rt pnmap: 100 VP8/ 90000

a=rtprmap: 101 rtx/ 90000

a=fm p: 101 apt=100

a=i ce- uf rag: ATEnlv9DoTMB9J4r

a=i ce- pwd: At SKOWONt pUj kY4+86j s7Z2Q

a=i ce-options:trickle

a=fingerprint:sha-256
19: E2: 1C: 3B: 4B: 9F: 81: E6: B8: 5C: F4: A5: A8: D8: 73: 04
: BB: 05: 2F: 70: 9F: 04: A9: OE: 05: E9: 26: 33: E8: 70: 88: A2

a=set up: passi ve

a=rtcp- nmux

a=rtcp-rsize

a=extmap: 2 urn:ietf:params:rtp-hdrext:sdes: md

a=rtcp-fb: 100 ccmfir

a=rtcp-fb: 100 nack
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10.

a=rtcp-fb: 100 nack pl

a=candi dat e: 109270923 1 udp 2122194687 192.168. 1.2 51556 typ host

a=candi dat e: 4036177503 1 udp 1685987071 11.22.33.44 52546 typ srflx
raddr 192.168.1.2 rport 51556

a=candi dat e: 3671762466 1 udp 41819903 22. 33.44.55 61405 typ rel ay
raddr 11.22.33.44 rport 52546

a=end- of - candi dat es

Security Considerations

The | ETF has published separate docunents
[I-D.ietf-rtcweb-security-arch] [I-D.ietf-rtcweb-security] describing
the security architecture for WebRTC as a whole. The remai nder of
this section describes security considerations for this docunent.

While formally the JSEP interface is an APl, it is better to think of
it is an Internet protocol, with the JS being untrustworthy fromthe
perspective of the browser. Thus, the threat nodel of [RFC3552]
applies. In particular, JS can call the APl in any order and with
any inputs, including nmalicious ones. This is particularly rel evant
when we consider the SDP which is passed to setlLocal Description().
Whil e correct APl usage requires that the application pass in SDP
whi ch was derived fromcreateOfer() or createAnswer() (perhaps
suitably nodified as described in Section 6, there is no guarantee
that applications do so. The browser MJST be prepared for the JSto
pass in bogus data instead.

Conversely, the application programrer MJST recogni ze that the JS
does not have conplete control of browser behavior. One case that
bears particular nention is that editing | CE candi dates out of the
SDP or suppressing trickled candi dates does not have the expected
behavior: inplenentations will still performchecks fromthose
candidates even if they are not sent to the other side. Thus, for
instance, it is not possible to prevent the renote peer fromlearning
your public I P address by renoving server reflexive candi dates.
Applications which wish to conceal their public |P address should

i nstead configure the |ICE agent to use only relay candi dates.

| ANA Consi derations
This docunent requires no actions from | ANA
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Appendi x A.  Change | og

Note: This section will be renoved by RFC Editor before publication

Changes in draft-09:">

0

(0]

(0]

0

Don't return null for {local,renote}Description after close().
Changed TCP/TLS to UDP/DTLS in RTP profile nanes.

Separate out bundl e and nux policy.

Added specific references to FEC mechani sns.

Added canTrickl e mechani sm

Added section on subsequent answers and, answer options.

Added text defining set{Local, Renote}Description behavior.

Changes in draft-08:

(0]

0

Added new exanpl e section and renoved ol d exanpl es in appendi x.
Fi xed <proto> field handling.
Added text describing a=rtcp attribute.

Rewor ked handling of O f er ToRecei veAudi o and O f er ToRecei veVi deo
per discussion at | ETF 90.

Rewor ked trickle ICE handling and its inpact on nm= and c= lines
per discussion at interim

Added max-bundl e-and-rtcp-nux policy.
Added description of maxptinme handl i ng.
Updat ed | CE candi date pool default to O.

Resol ved open issues around Appl D/ receiver-ID
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(o]

(0]

(0]

Rewor ked and expanded how changes to the I CE configuration are
handl ed.

Sone reference updates.

Editorial clarification.

Changes in draft-07:

(0]

(0]

(0]

(0]

Expanded di scussi on of VAD and Qpus DTX
Added a security considerations section.

Rew ote the section on nodifying SDP to require inplenmentations to
clearly indicate whether any given nodification is all owed.

Clarified inpact of IceRestart on CreateOfer in |ocal-offer
state.

CGui dance on whether attributes should be defined at the nedi a
| evel or the session |evel.

Renaned "default" bundle policy to "bal anced".

Renmoved default | CE candidate pool size and clarify how it works.
Defined a canonical order for assignnent of MSTs to n¥ |ines.
Renoved di scussi on of rehydration.

Added Eric Rescorla as a draft editor.

Cl eaned up references.

Editorial cleanup

Changes in draft-06:

(0]

(0]

Rewor ked handling of m= Iine recycling.

Added handl i ng of BUNDLE and bundl e-only.

Clarified handling of roll back.

Added text describing the I CE Candi date Pool and its behavior.

Al'l owed O ferToReceiveX to create nultiple recvonly ne sections.
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Changes in draft-05:

o Fixed several issues identified in the createOfer/Answer sections
during docunent review.

o Updated references.

Changes in draft-04:

o Filled in sections on createOfer and createAnswer.

0 Added SDP exanpl es.

o Fixed references.

Changes in draft-03:

0 Added text describing relationship to WBC specification
Changes in draft-02:

o Converted from nroff

0 Renoved conparisons to ol d approaches abandoned by the worKking
group

0 Renoved stuff that has noved to WBC specification

o0 Align SDP handling with WBC draft

o Carified section on forking.

Changes in draft-01:

0 Added diagranms for architecture and state machi ne.

0 Added sections on forking and rehydration

o Cdarified nmeaning of "pranswer"™ and "answer".

0 Reworked how | CE restarts and nmedia directions are control |l ed.
0 Added list of paraneters that can be changed in a description
0 Updated suggested APl and exanples to match | atest thinking.

0 Suggested APl and exanpl es have been noved to an appendi x.
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Changes in draft -00:
0 Mgrated fromdraft-uberti-rtcweb-jsep-02.
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