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Abstract

Thi s docurment defines an architecture for standardization of
interfaces, protocols, and information nodels related to security
aut omati on and continuous nonitoring. It describes the basic
architecture, conmponents, and interfaces defined to enable the
coll ection, acquisition, and verification of Posture and Posture
Assessnents.
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1. Introduction
Several data nodels and protocols (including - but not limted to -
NEA, TCG TNC, SCAP, SWDs, XMPP, etc.) are in use today that allow
different applications to performthe collection, acquisition, and
assessnent of posture. These applications can vary from being
focused on general system and security managenent to specialized
configuration, conpliance, and control systems. Wth an existing
varied set of applications, there is a strong desire to standardi ze
data nodels, protocols, and interfaces to better allow for the
aut onati on of such data processes.
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Thi s docunent addresses general and architectural requirenments
defined in [I-D.ietf-sacmrequirenments]. The architecture described
enabl es standardi zed col |l ection, acquisition, and verification of
Posture and Posture Assessnents. This architecture includes the
conmponents and interfaces that can be used to better identify the

I nformation Model and type(s) of transport protocols needed for
conmuni cati on.

Thi s docunment uses terninology defined in
[I-D.ietf-sacmtermn nol ogy].

1.1. Requirenents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

When the words appear in |ower case, their natural |anguage neaning
i s used.

2. Pr obl em St at enent

Securing information and the systens that store, process, and
transmt that information is a challenging task for organizations of
all sizes, and many security practitioners spend nmuch of their tinme
on manual processes. Administrators can’t get technol ogy from

di sparate sources to work together; they need information to nake
decisions, but the information is not available. Everyone is
collecting the sane data, but storing it as different infornation.
Adninistrators therefore need to collect data and craft their own

i nformation, which nmay not be accurate or interoperable because it’s
custom zed by each admi ni strator, not shared

Security automati on and continuous nonitoring require a |large and
broad set of m ssion and business processes; to make the nost
effective use of technol ogy, the sane data nust support multiple
processes. The need for conplex characterization and assessnent
necessitates conponents and functions that interoperate and can build
of f each other to enable far-rangi ng and/or deep-diving anal ysis.
SACM i s standardi zing an informati on nodel, data nodels, operations
and transports that will allow for administrators to share with
others and to use data from others interoperably.

3. Architectural Overview
At a high level, the SACM architecture descri bes "Were" and "How'

i nformati on and assessnment of posture may be coll ected, processed
(e.g. normualization, translation, aggregation, etc.), assessed,
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exchanged, and/or stored. This section provides an architectural
overvi ew of

o the basic architectural building blocks, which - in conbination -
constitute SACM conponents (the entities, the "where"), and

o the relationships and interacti on between these buil ding bl ocks on
the data plane and control plane (comunications and fl ows between
entities, the "how').

The SACM architecture provides the basic neans to describe and
conmpose SACM conmponents. Conponents enabl e the basic functionality
in SACM such as Endpoint Attribute Collection or Target Endpoint
Post ure Assessnent.

The role(s) a conponent plays in the SACM architecture are deternined
by the function(s) that conponent instantiates. Three main conponent
roles are defined: a Consumer (Cs), a Provider (Pr), and a Controller
(Cr) used to facilitate some of the security functions such as

aut henti cation and authorization and other netadata functions. See
Section 3.1 for details on roles.

In SACM conponents are conposed of functions, the nodul ar buil ding
bl ocks in the SACM architecture. The SACM architecture defines the
purpose of these functions. Attributes and operations used by
component functions are described in other SACM docunents. See
Section 5 for details on conponent functions.

Functions use SACM i nterfaces for comruni cati ons between conponents
I nterfaces handl e managenent and control functions (such as

aut henti cation, authorization, registration, and discovery), and
enabl e SACM conponents to share information (via publication, query,
and subscription). Three primary interfaces are defined: an
interface for managenent and control (A), an interface for data
communi cati on between the controller and providers or consuners (B)
and an interface for data communication directly between a provider
and a consuner (C). See Section 4 for details on interfaces.

Figure 1 illustrates the rel ationshi ps between conponent rol es and
i nterfaces:
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Figure 1: Sinple Architectural Mdel
3.1. Conponent Roles
An endpoint, as defined in [I-D.ietf-sacmterm nol ogy], can operate
intw primary ways: as the target of an assessnent, and/or as a

functional conponent of the SACM architecture that can instantiate
one or nore functions (see Section 5). |In the SACM architecture,
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i ndi vi dual endpoints may be a target endpoint, a conponent, or both
simul taneously. An endpoint acting as a conponent nay perform one or
nmore roles. Conponents can take on the role(s) of Provider

Consumer, and/or Controller.

3.1.1. Pr ovi der

The Provider (Pr) is the conponent that contributes Posture
Assessnent | nformation and/ or Quidance either spontaneously or in
response to a request. A Provider can be a Posture Eval uator
Posture Collector, Data Store (see Section 3.1.3), or an application
t hat has aggregated Posture Assessment |nformation that can be

shar ed.

The Provider inplenments the capabilities and functions that nust be
handl ed to share or provide Posture Assessnent infornation

One neans by which a Provider shares information, is in response to a
direct request froma Consuner.

A Provider may al so share information spontaneously. Use cases such
as the change in a posture state require that a Provider be able to
provi de such changes or updates especially to Consuners such as
Security Information and Event Managenment (SIEM systems; sinilarly,
SI EM applications that are providing live information require any
such updates or changes to posture information to be provided

spont aneously. Authorization for the enabling for these unsolicited
messages happens through the Controller at the tine that both

Provi der and Consuners request authorization for (spontaneous)
nmessages.

The information provided, may be filtered or truncated to provide a
subset of the requested information to honor the request. This
truncation nmay be perforned based on the Consuner’s request and/or
the Provider's ability to filter. The latter case nmay be due to
security considerations (e.g. authorization restrictions due to
domai n segregation, privacy, etc.).

The Provider may only be able to share the Posture Assessnent
Information using a specific data nodel and protocol. It may use a
standard data nodel and/or protocol, a non-standard data nodel and/or
protocol, or any conbination of standard and non-standard data nodel s
and protocols. However, it must support either one or nore standard
data nodel s, or one or nmore standard protocols. It may al so choose
to advertise its capabilities through a netadata abstraction within
the data nodel itself, or through the use of the registration
function of the Controller (see Section 3.1.4).
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The Provider nust be authorized to provide the Posture Assessnent
Information for specific consumners.

3.1. 2. Consumner

The Consuner (Cs) is the conponent that requests or accepts Posture
Assessnent | nformation and/or Quidance. A Consumer can be a Posture
Eval uator, Report Generator, Data Store (see Section 5.2), or an
application that consunes Posture Assessnent Information in order to
perform anot her function.

As described in Section 2.2 of the SACM Use Cases
[I-D.ietf-sacmuse-cases], several usage scenarios are posed with
different application types requesting posture assessnent
information. Whether it is a configuration verification systen a
checklist verification system or a systemfor detecting posture
devi ations, conpliance or vulnerabilities, they all need to acquire
i nformati on about Posture Assessnment. The architectural conponent
perform ng such requests is a Consuner.

The Consumer inplenments the capabilities and functions that nust be
handl ed in order to enable a Posture Assessnent |nformation Request.
Requests can be either for a single posture attribute or a set of
posture attributes; those attributes can be the raw infornmation, or
an eval uation result based upon that information. The Consumer may
further choose to query for the information directly (one-tinme
query), or to request for updates to be provided as the Posture
Assessnent | nformation changes (subscription). A request could be
made directly to an explicitly identified Provider, but a Consuner
may al so desire to obtain the information w thout having to know t he
avai |l abl e Provi ders.

There may be instances where a Consunmer may be requesting information
fromvarious Providers and, due to its policy or application
requirenents, may need to be better inforned of the Providers and
their capabilities. In those use cases, a Consunmer nmay al so request
to di scover the respective capabilities of those Providers using the
di scovery function of the Controller (see Section 3.1.4) or may
request metadata reflecting the capabilities of the Providers.

The Controller (described below) nust authorize a Consuner to acquire
the information it is requesting. The Consunmer nay al so be subject
tolimts or constraints on the nunbers, types, sizes, and rate of
requests.
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3.1.3. Types of Providers and Consuners

SACM Provi ders and Consuners can performa variety of SACMrel ated
tasks. For exanple, a Collector can perform Collection tasks; an
Eval uat or can perform Eval uation tasks. A single Provider or
Consuner may be able to performonly one task, or multiple tasks.
SACM defines the follow ng types of Providers/Consuners:

3.1.3.1. Collector

A col l ector consumes Gui dance and/ or other Posture Assessnent
Information; it provides Posture Assessment Information. Collectors
may be internal or external. As a SACM conmponent, a Collector nmay be
a Consuner as it may consume gui dance information and may al so be a
Provider as it may publish the collected information.

3.1.3.1.1. Internal Collector

An internal collector is a collector that runs on the endpoint and
collects posture information locally.

3.1.3.1.2. External Collector

An external collector is a collector that observes endpoints from
outside. These collectors may be configured and operated to nanage
assets for reasons including, but not limted to, posture assessnent.
Col l ectors that are not primarily intended to support posture
assessnent (e.g. intrusion detection systens) may still provide

i nformati on that speaks to endpoint posture (e.g. behaviora

i nformation).

Exanpl es:

0 A RADIUS server, which collects information about which endpoints
have | ogged onto the network

o0 A network profiling system which collects information by
di scovering and cl assifyi ng network nodes

0 A Network Intrusion Detection System (NI DS) sensor, which collects
i nformati on about endpoi nt behavi or by observing network traffic

0 A vulnerability scanner, which collects information about endpoi nt
configuration by scanni ng endpoi nts

0 A hypervisor, which collects informtion about endpoi nts running
as virtual guests in its host environnent
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0 A managenent systemthat configures and installs software on the
endpoi nt, which collects informati on based on its provisioning
activities

3.1.3.1.3. Collector Interactions Wth Target Endpoints

TODO - exanpl es of endpoint interactions with | ocal interna
collector (e.g. NEA client), endpoint with renote internal collector
(SNMP query), and external collector (sensor)

3.1.3.2. Eval uator

An eval uat or consunmes Posture Assessnent |nformation, Eval uation
Resul ts, and/or Quidance; it provides Evaluation Results. An

eval uator may consune endpoint attribute assertions, previous

eval uations of posture attributes, or previous reports of Evaluation
Resul t s.

TODO update the terminology doc to reflect this definition
Exanpl e: a NEA posture validator [RFC5209]

3.1.3.3. Report Cenerator
A report generator consunes Posture Assessnent |nformation,
Eval uation Results, and/or Guidance; it provides reports. These
reports are based on

0 Endpoint Attribute Assertions, including Evaluation Results

0 Oher Reports (e.g., a weekly report may be created fromdaily
reports)

It may sunmari ze data continually, as the data arrives. It also may
summari ze data in response to an ad hoc query.

3.1.3.4. Data Store
A data store consunmes any data; it provides any data.
3.1.4. Controller

The Controller (Cr or Controller) is a conmponent defined to
facilitate the overall SACM managenent and control system functions.
This conmponent is responsible for handling the secure communications
establi shnent (such as the authentication and authorization) between
Provi ders and Consuners. In addition, the Controller may al so handl e
how the data may be routed. Wiile the architecture defines the
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Controller as a single conponent, inplenentations may inplenent this

to suit the different deploynment and scaling requirenents. In
particul ar, for the data handling, SACM defines three types of
Control ler:

Broker: Internediary negotiating connection between Provider and
Consuner. Inplements only control plane functions. A Controller

acting as a Broker:

* Receives a request for information froma Consuner and instructs
the Consuner where and how retrieve the requested infornation.

* Receives a publication request froma Provider and instructs the
Provi der where and how to deliver the published information

* The information itself is neither distributed nor stored by the
Controller.

Proxy: Intermediary negotiating on behalf of a Consunmer or Provider.
| mpl enents both control and data plane functions. A Controller
acting as a Proxy:

* Receives a request for information froma Consuner, retrieves the
information fromthe appropriate Providers, and provides the
i nformati on to the Consuner.

* Receives a publication request froma Provider, accepts the
published information, and distributes it to appropriate
consuners.

* The information itself is distributed by, but not stored by, the
Controller.

Repository: Internediary receiving and storing data froma Provider
and providing stored data to a Consuner. |nplenents both contro
and data plane functions. A Controller acting as a Repository:

* Receives a request for information froma Consuner, retrieves the
information fromits data stores, and provides the information to
t he Consuner.

* Receives a publication request froma provider, stores the
published information, and distributes it to appropriate
Consuner s

* The information itself is both handl ed by and stored by the
Controller.
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A single instantiation of a Controller may be a Broker, Proxy, or
Repository, or any conbi nation thereof.

Through the use of a discovery nmechani sm Consuners can have
visibility into the Providers present, the type(s) of Posture
Assessnent I nformation available, and how it can be requested.
Simlarly, a Provider may need to publish what Posture Assessnent
Information it can share and how it can share it (e.g. protocol
filtering capabilities, etc.). Enabling this visibility through a
Controller or through netadata publication also allows for the
distinct definition of security considerations (e.g. authorized
registration / publication of capabilities by Providers) beyond how a
Provider may define its own capability.

Beyond the control and managenent functions for the SACM system a
Controller nmay al so provide proxy or broker or repository (and

possi bly routing) services in the data plane. 1In the depl oynent
scenari o where Providers do not assert the need to know their
Consuners and/or vice versa, the Controller can thus provide the
appropriate services to ensure the Posture Assessment Information is
appropriately comuni cated fromthe Providers to the authorized
Consuners

The Controller, acting as a managenent control plane, hel ps define
how t o nmanage an overall SACM systemthat allows for Consunmers to
obtain the desired Posture Assessnment Information without the need to
distinctly know and establish one (Consuner) to nmany (Provider)
connections. Simlarly, a Provider may not need to distinctly know
and establish one (Provider) to many (Consuner) connections; e.g. the
Control |l er enables the neans to all ow a SACM systemto support many
to many connections. Note that the Controller also allows for the
direct discovery and connection between a Consuner and Provider.

As a SACM conponent, the Controller nmay be instantiated within a
system or device acting as a Provider or a Consuner (or both), or as
its own distinct Controller entity. In a rich SACM environnent, it
is feasible to instantiate a Controller that provides both the
managenent (and control) functions for SACM as well as providing the
data plane services for the actual data, e.g. Posture Assessnent
Information flow. Note that Controllers may be inplenmented to only
provi de control plane functions (broker), or both control plane
functions and data pl ane services (proxy or repository).

4. Interfaces between Consuners, Providers, and Controllers
A SACMinterface is a transport carrying operations (e.g. publication

via a RESTful API). As shown in Figure 1, comrunication can proceed
with the following interfaces and expected functions and behavi ors:
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A: interface "A" shown in Figure 1 handl es the managenment and
control functions that are needed to establish, at mininmum a secure
communi cati on between Consuners and Providers. The interface nust
al so handle the functions to allow for the discovery and
registration of the Providers as well as the ways in which Posture
Assessnent | nformation can be provided (or requested).

B: interface "B" shown in Figure 1 enables Providers to share their
Post ure Assessment |nformation spontaneously; simlarly, it enables
Consuners to request information wi thout having to know the
identities (or reachability) of all the Providers that can fulfill
Consumers’ requests.

C. interface "C' shown in Figure 1 illustrates the ability and
desire for Consunmers and Providers to be able to conmunicate
directly when a Provider is sharing Posture Assessnent |Infornmation
directly to a Consuner. The interface allows for the different data
nmodel s and protocols to be used between a Consunmer and a Provider
with the expectation that the appropriate authentication and
aut hori zati on nechani sns have been enployed to establish a secure
communi cation |ink between the Consumer and the Provider
Typically, it is expected that the secure |ink establishnment occurs
as a managenent or control function through the abstracted
Controller role (e.g. the Controller could be a broker or could be
enmbedded in a Consuner or a Provider).

A variety of protocols, such as SNWP, NETCONF, NEA protocols

[ RFC5209], and other sinmilar interfaces, nay be used for collection
of data fromthe target endpoints by the Posture Infornation
Provider. Those interfaces are outside the scope of SACM

5.  Conponent Functions

SACM conponents are conposed of a variety of functions, which may be
instantiated on a single endpoint or on separate standal one endpoints
providing various roles. An endpoint MJST inpl enent one or nore of
these functions to be considered a SACM conponent. A SACM sol ution
offers a set of functions across a set of SACM conponents.

The functions described here are the mininumset that is nandatory to
i mpl ement in a SACM sol ution. A SACM sol ution MAY i npl enent
addi tional functions.

5.1. Control Pl ane Functions

Control plane functions represent various services offered by the
Controller to the Providers and Consuners to facilitate sharing of
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information. Control plane functions include, but are not limted
to:

Aut hentication: The authentication of Consumers and Providers
i ndependent of the actual information-sharing comunication channel
Whi | e aut hentication between peers (e.g. a Consuner and a Provider)
can be achieved directly through peer to peer authentication (using
TLS for instance), there are use cases where:

* Consuners may request information i ndependent of know ng the
identities of the Providers.

* Providers may want to share the information w thout prior
solicitation.

To address the above use cases, the architecture nust account for an
abstraction where a Controller nmay be defined to effect the

aut hentication of the Consuners and Providers independent of the
actual information-sharing comunication channel. Consuners and
Provi ders that consume or publish information w thout requiring
know edge of the Providers and Consuners respectively would function
in a SACM system where the Controller is a distinct entity. As a

di stinct SACM conponent, the Controller would authenticate Providers
and Consurmers.

Aut hori zation: The restriction of Posture Assessment |nformation
sharing between the Consuners and Providers. At mininum a
managenent function nust define the necessary policies to contro
what Providers can publish and Consuners to accept. The Controller
is the authority for the type of Posture Infornmation that a Provider
can publish and a Consumer can accept. |If a Controller is a Broker
then it may only grant authorization to the capabilities requested
by the Provider or Consunmer. \When acting as a Proxy, as part of its
aut hori zation, the Controller may further obscure or bl ock
i nformati on being shared by a Provider as it distributes it to a
Consuner. Sinilarly, a Repository may bl ock information as recieved
by the Provider and pass to the Consuner and to its storage the
resulting authorized information. A Provider nmay al so enforce its
own aut horization based upon its connection to a Controller; though
in the case where an application includes both the Provider and
Controller roles, it can choose to inplenent all authorization on
the Controller. Sinilarly, a Consunmer nmay enforce its own
aut hori zation of what data it can receive based on the Controller
(or Provider) it is comunicaticating with; in the case where an
application includes both the Consuner and Controller roles, it can
choose to inplenment all the authorization on the Controller
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Identity Managenent: Since Identity Managenent for authentication
and authorization policies is best performed via a centralized
component, the Controller also facilitates this function

The Controller needs to be able to identify the endpoints
participating as SACM conponents and the roles that they play.
Simlar to how access control may be effected via Authentication
Aut hori zation, and Accounting Systens (e.g. AAA services), the
same principle is defined; as AAA services depend on ldentity
Managenent services, the Controller will need a simlar function
and interface to Identity Managenent services. Note that

i mpl ementations of this function is abstractly centralized, but to
address scalability and the need to manage different resources
(e.g. users, processes and devices) a distributed systemthat is
centrally coordi nated may be used.

Regi stration/ Di scovery: A SACM ecosystem needs to provide the
ability for devices to discover Providers, Consumers, Controllers
and their respective capabilities. For a Consuner to be able to
obtain the information of interest nust either configure itself to
know what Providers to communicate with directly (and their known
capabilities, such as the supported data nodel and infornation
provi ded) or can dynamically discover the information that is
available. Simlarly, Providers nay need to either be configured to
know who to publish the information to, or can dynamically discover
its Consuners

In the case where there is a Controller, the capabilities of the
Control l er nust also be advertised so that Providers and Consuners
may know how the data is being handled as well (e.g. if acting as a
Broker or Repository). The Controller also provides the function of
regi stering the Providers and Consuners; the registration function
enables the Controller to also affect the authorization afforded to
the Provider or Consuner.

5.2. Data Pl ane Functions
There are three basic functions to facilitate data fl ow

Subscription: A Consuner that wants to recieve information froma
specific Provider or fromthe Controller advertising the
availability of specific information (that may come from nore than
one Provider) will effectively subscribe to recieve the information
spont aneousl y and conti nuously as new i nformati on as subscribed to
becones avail abl e.

Publication A Provider being registered through the Controller to
provi de specific information, may publish the information either
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directly to the Consunmers or to the Controller that is acting as the
broker or respository.

Query/ Response A Consuner may contact the Provider directly and
request the information through a query operation; and in response,
the Provider would send the information directly to the Consuner.
Conponent Capabilities

TODO add a di scussion of "capability" as being able to talk a
specific data nodel, data operations, or SACMtransport

TODO data plane capabilities / control plane capabilities can be
di scovered via querying the controller

Exanpl e Illustration of Functions and Workfl ow
TODO. once the group reaches consensus on content for the previous

sections, revise all this text based upon the agreed-upon
architecture

o e e e e e eeea oo +
| mmmm e +
|| I
+- Controller (Cr) |
e e e e meee—ao- +
/1 / \ \\
/1 / \ \\
All / \ \\W A
/1 / \ \\
/1 / B B \ \\
/1 / \ \\
o e e emea oo + o e e emea oo +
I + A [ +
| | |:::::::::::| |
| | Consuner (O [----------- | | Provi der (P) |
+- | I c +- |
o e e e e e eaa oo + o e e e meea oo +

Fi gure 2: Comuni cations Mode

SACM s focus is on the automation of collection, verification and
update of system security configurations pertaining to endpoint
assessnent. |In order to carry out these tasks, the architectura
conmponents shown in Figure 1 can be further refined as:
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Providers: a Provider may be dedicated to performeither the

col l ection, aggregation or evaluation of one or nore posture
attributes whose results can be conveyed to a Consuner. 1In this
exanpl e formof the SACM architecture nodel, these are shown as

Col l ection, Evaluation, and Results Providers. Note that there may
be posture attributes or posture assessnent infornmation that

articul ates Guidance informati on which may or nmay not be present in
the architecture

Consuners: a Consuner nmay request or receive one or nore posture
attributes or posture assessnment information froma Provider for
their owm use. In this exanple formof the SACM architecture nodel
these are shown as Col |l ection, Evaluation, and Results Consumers.
Note that there may be posture attributes or posture assessnent
information articul ati ng Gui dance i nformati on which may or nmay not
be present in the architecture to be provided or consuned.

Data Stores: a Data Store is both a Provider and a Consumer, storing
one or nore posture attributes or assessnents for endpoints. |t
shoul d be understood that these repositories interface directly to a
Provi der or Consuner (and Gui dance) but the interfaces used to
interact between themis outside the scope of SACM (e.g. no
interface arrows are shown in the architecture).

Figure 3 illustrates an exanple flow for how Posture Assessnent
I nformati on may fl ow.
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o e e oo +
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R + | Gui dance +- -+
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I I I I
| [ - [ + +----- V---=-=-=-- +
| Collection | | Eval uati on |
+-> Functi on L + | Functi on |
| | | Col l ection | L + R +
| - - +Pr ovi der | | | ---] |
| | | | Col l ection | | Eval uati on
| | | | Consurer | | Provider |
| Fomm e m - - + T + F R +
Ft- e m - - - + | | |
| Col | ection| +----- V------ + R S + [
| Gui dance | | | | Col l ection | |
| Function | | Col l ection | | Provi der | |
I I | Consuner [----- I I I
S + B RS + B RS + |
| Collection | |
| Data Store | [
o mmm e o + |
I
Fommmmm e eaaaa + B T T pe e, + |
| Eval uati on | | Eval uati on | |
| Resul ts [ | Consurner <----- +
| Provi der [----------- [ [
oo o - Fomme oo + oo +
| | Resul ts Reporting|
| | Functi on |
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| |
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o e oo +

Fi gure 3: Exanple Posture Information Fl ow
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TODO - add exanple of / nore content around interactions with
endpoi nt, possible comunications patterns
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9. | ANA Consi derati ons
This meno includes no request to | ANA
10. Security Considerations

The SACM architecture defines three nmain conponents that interface
with each other both for nanagenent and control (in the contro

pl ane) and for the sharing of Posture Assessnent |nfornation.

Consi derations for transitivity of trust between a Provider and
Consuner can be nmade if there is a well understood trust between the
Provider and the Controller and between the Consuner and Controller.
The trust nust include strong nutual authentication, at mininum

bet ween the Provider and Controller and between the Consuner and
Controller.

To address potential Man-in-the-Mddle (MtM attacks, it is also
strongly recommended that the comuni cations be secured to include
replay protection and nessage integrity (e.g. transport integrity and
if required, data integrity). Sinilarly, to avoid potential nessage
di sclosure (e.g. where privacy nmay be needed), confidentiality should
al so be provided.

As the Controller provides the security functions for the SACM
system the Controller should provide strong authorizations based on
either or both business and regulatory policies to ensure that only
aut hori zed Consumers and obtai ni ng Posture Assessnent |nfornmation
fromauthorized Providers. It is presumed that once authenticated
and authorized, the Provider, Controller or Consumer is deened
trustworthy; though note that it is possible that the nodul es or

devi ces hosting the SACM conponents nmay be conpronised as well (e.g
due to malware or tanpering); however, addressing that |evel of
trustworthiness is out of scope for SACM

As the data nodel s defined through the interfaces are transport
agnostic, the Posture Assessnment Information data in the interfaces
may | everage the transport security properties as the interfaces are
transported between the Provider, Consuner and Controller. However
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there may be ot her devices, nodul es or conponents in the path between
the Provider, Consuner and Controller that may observe the interfaces
flowi ng through them
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