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Abst r act

The requirements of SDN controllers including fundamental technica
requi renents, requirements of the SDN controller architecture and the
requirenents of the SDN controller functionality are provided. Al
these requirenents raised are focused on the scalability,

reliability, programmability, intercommunity, security and the

net wor k managenent of the SDN controll er
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1. I nt roducti on

Sof t war e- defi ned networking (SDN) is an intelligent network,
especially used in Data Centers, with configuration and operation
through a centralized software controller. SDN controller is a core
entity of the SDN architecture indicating how the network behaves and
where the traffic is sent. Network intelligence is logically
centralized in software-based SDN controllers that maintain an
abstract view of the network, which appears to applications and
policy engines as a single, logical swtch

Due to the inportance of SDN controllers to the SDN architecture, the
requirenents of SDN controllers should be cone up with. The
requirenents are divided into three parts: fundanental technica
requirenents, requirenents of the SDN controller architecture and the
requirenents of the SDN controller functionality.

2. Term nol ogy
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Fundanental technical requirenents of SDN controllers
The fundanmental technical requirements include scalability,
reliability, programmability, intercommunity, security, and the
net wor k- based managenent.
Scal ability:
SDN controll er should neet the requirenent of scalability in order to
adapt the changes and adjustnments of the network. The conputing and

controlling ability can be extended as the performance of hardware
i ncreases.
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Reliability:

SDN controll er should neet the carrier-level requirement with rapid
fail-over nechani sm

Programmability:

SDN controller should offer APIs in order to provide rapid depl oynent
of new service through executing scripts such as Python and Java or
| oadi ng third-party nodul e dynam cally.

I nt ercomunity:

One SDN controller should support standard protocols in interacting
with other SDN controllers or with traditional network

Security:

SDN control l er should qualify the security requirenments including the
communi cati on security between the controllers and the sw tches, the
access control security of controllers and switches, TLS and | Psec
mechani sm of the communication channels, DoS attacks prevention
digital certificate of third-party support.

Net wor k- based managenent :
SDN controll er should provide tools for basic network nanagenment and
troubl e diagnosis, such as secure access, status report, statistics,
forwardi ng operati ons and so on

4. Requirements of the SDN controller architecture
SDN controll er should support both traditional distributed forwarding
and centralized forwardi ng based on openflow. SDN controller
interacts with switch through southbound interface.
SDN controller is logically divided into several nodels, including
subsystem of protocol, forwarding abstraction | ayer (FAL), topol ogy
managenent, route managenent, host managenent, flow tabl e nmanagenent,

i nterface nanagenent, database nmanagenent, OAM i nterface nanagenent
and inter-application subsystens.

External application |ayer
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Internal application |ayer
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Figure 1: Sanple Calibration Permutation

Pr ot ocol subsystem
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The protocol subsystem of the SDN controller focuses on southbound
interface with protocols such as openflow, OF- Config, BGP-LS, OVSDB,
Net conf, XMPP and so on.

Forwar di ng abstraction |layer (FAL):

FAL translates the different forwarding plane into the unified
interface upside in order to realize the abstraction of SDN
control |l er node.

Topol ogy nanagenent :

Topol ogy is calcul ated through the status of port reported by the
switch with the protocol such as LLDP, BGP-LS and so on. Logica
net wor ks are supported by SDN controller. Physical network can be
divided into several |ogical networks with physical port and host
corresponding to the virtual networks.

Rout e managenent :

Centralized conmputing of every virtual network i s supported by
controller. Forwarding path is calculated according to the ability
of switch and the constraint conditions such as |link cost, and
bandwi dt h and network information.

Host managenent:

Host nmanagenent takes the function of MAC and ARP | earning. Host
position and ARP information is recorded and aging at a certain tine.

Fl ow t abl e managenent:

Basi ¢ functions such as forwarding table storage, routing coal escence
and re-forwarding are realized by the flow tabl e managenent. It’'s
suggested that both distributed and centralized forwardi ng nodels are
support ed.

I nt erface nmanagenent:

Interface configurations are naintained in the interface managenent,

i ncluding dynamic and static interface configuration information.
Virtual ARP table is also generated in the interface nanagenent

nodel .

Dat abase managenent :

Forwardi ng tabl e and openfl ow table are managed i n the database
management with data synchronizati on.
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QAM i nt erface nmanagenent:

Configuration command of command-line term nal and visualized network
managenent server is witten into database. Managenent interface is
provi ded.

Inter-application subsystem

Inter-application subsystem supports the interface to openstack and
cloud platformby restful. Layer 2 and Layer 3 forwarding, traffic
engi neering, and ARP reply features are equi pped. |GP/ BGP protocols
are support ed.

5. Requirenments of the SDN controller functionality

Due to the fundanmental techinical requirenents of SDN controllers,
the follow functionality aspects need to be consi dered.

1. Requirenment of multi-tenants and sel f-service

Multi-tenants with their self-service are typical scenarios of SDN
Multi tenants are existed in data centers with several virtua
networ ks per tenant. |P address pool is allocated in every virtua
network. Virtual network is logically isolated with each other
Sane | P addresses can be assigned to different tenants. Virtua
routers are used in different virtual network communi cati ons.

2. Requirenent of network function

Basi ¢ network functions SDN controller needs to support list as
fol | ows.

(a) The nunber of tenants should be over 4000 by tunneling technique.

(b)Virtual nachines in one subnet can comuni cate with each ot her by
uni cast of |ayer 2.

(c) Virtual machines in different subnets can’t comunicate with each
ot her.

(d)Virtual nmachines in different subnets can conmuni cate with other
by configuring a virtual router.

(e)Virtual machine can access to the network by assigning a public IP
addr ess.

(f)Tenants can translate private | P address into public |IP address by
NAT.
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(g)Different tenants can use the same | P address and VLAN | D.
(h) Network can be recovered rapidly when fails.
(1) ARP Broadcast storm should be suppressed.

(j) Equal -Cost Load Sharing is supported in both underlay and overl ay
net wor ks.

(k) Traditional protocols such as IGP, BGP and others are supported.
3. Requirement of administrator features

Admi ni strators are responsi ble for tenants creation and del etion
networ k creation and del etion, unbinding the relation between tenants
and network, query for tenants’ information, query for physical and
virtual information, virtual nachine inmgration and so on

4. Requirement of network managenent

The informati on of switches, hosts and network topol ogi es can be
queried by managenent. NMbnitoring on network traffic is supported by
net wor k managerment. Network managenent is also responsible for
network policies release and flow table configuration

5. Requirenment of reliability and scalability

Reliability of SDN controller relies on active-standby node by
controll er node, secure connection between controller and sw tch
nodes, nulti-controllers based on openflow and so on. Scalability of
SDN control ler relies on node upgradi ng without service interruption
and uni que node upgrade in the distribute systems w thout any

i nfluence on the whol e system

6. Requirenent of perfornmance

Performance of SDN controller is reflected in the nunber of

f orwar di ng nodes supported per controller node, the capacity of flow
tabl e per controller node, speed of forwarding table processing per
node and standby tine of controller node.

7. Requirenent of northbound and sout hbound interface
The northbound interface of the SDN controller is to achieve the
requi renent of the administrators and network nanagement. \Vhile the

sout hbound interface of the SDN controller is including the interface
of status/configuration information such as OvSDB, OF Config, XMPP
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and the interface of routing/forwarding information such as Openfl ow,
XMPP, | GP, BGP and so on
8. Requirenent of processing flow
The process of packet-forwarding network networks added or nodifi ed,
physi cal network topol ogy discovered and network failure advertised
shoul d be required.

6. Concl usion

Al'l the requirements provided above are recommended to be taken into
consi deration for the SDN controllers.

7. Security Considerations
None.

8. | ANA Consi derati ons
None.
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