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Abst ract

A host with multiple interfaces needs to choose the best interface
for communication. Otentinmes, this decision is based on a static
configuration and does not consider the path characteristics, which
may affect the user experience.

Thi s docunment describes a mechanismfor an endpoint to discover the
path characteristics using Session Traversal Utilities for NAT (STUN)
messages. The neasurenent information can then be used to influence

the endpoint’s Interactive Connectivity Establishnment (ICE) candidate
pair selection algorithm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on July 24, 2015.
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Copyright (c) 2015 | ETF Trust and the persons identified as the
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The | CE [ RFC5245] mechani smuses a prioritization fornula to order
the candi date pairs and perform connectivity checks, in which the
nmost preferred address pairs are tested first and when a sufficiently
good pair is discovered, that pair is used for conmmunications and
further connectivity tests are stopped. This approach works well for
an endpoint with a single interface, but is too sinplistic for
endpoints with multiple interfaces, wherein a candidate pair with a
lower priority might infact have better path characteristics (e.qg.
round-trip time, loss, etc.). The ICE connectivity checks can assi st
in measuring the path characteristics, but as currently defined, the
STUN responses to re-transmtted requests are indistinguishable from
each ot her.

This draft extends STUN [ RFC5389] to distinguish STUN responses to
re-transmtted requests and this assists the client in determning
the path characteristics like round-trip time (RTT) and packet |oss
in each direction between endpoints. These netrics can then be used
by the controlling agent to influence the | CE candidate pair
priorities.
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The PATH CHARACTERI STICS attribute introduced in this specification
can be used in I CE connectivity checks (STUN Bi ndi ng request and
response). When nultiple TURN servers are discovered then this new
attribute can also be used with Allocate request to deternine the
priority anongst the relayed candi dates.

This specification can be used with the regular nom nation procedure
defined in ICE, wherein |ICE connectivity checks need to be perfornmed
on all or subset of the chosen candidate pairs. Finalizing an
approporiate candidate pair based on the path characteristics depends
on the nunber of candidate pairs, tinme interval for pacing |ICE
connectivity checks and the correspondi ng RTO val ues. By pi cking
appropriate values the endpoints will not observe any noticeabl e

i mpact to the nmedia setup tine.

TODO Add details of ICE continous nom nation procedure discussed in
mrusi ¢ WG which all ows picking better candidate pairs as and when
they appear. http://juberti.github.io/draughts/nonbis/draft-uberti-
mrusi c- nonbi s. ht M explains sinplifying and inproving the procedures
for candidate nom nation in I CE to nmake dynam c deci si ons.

2. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

This note uses term nol ogy defined in | CE [ RFC5245] and STUN
[ RFC5389] .

3. Path characteristics determ nati on nmechani sm

When multiple paths are avail able for conmunication, the endpoint
sends | CE connectivity checks across each path (candi date pair) and
per haps chooses the path with the | owest round trip tine. Choosing
the path with the lowest round trip tinme is a reasonabl e approach

but re-transnits can cause an ot herw se-good path to appear flawed.
However, STUN s retransm ssion al gorithm[RFC5389] cannot determn ne
the round-trip time (RTT) if a STUN request packet is re-transmitted,
because each request and retransm ssion packet is identical

Furt her, several STUN requests nmay be sent before the connectivity
bet ween candi date pairs is ascertained (see Section 16 of [RFC5245]).
To resolve the issue of identical request and response packets in a
STUN transaction, this docunent changes that retransm ssion behavi or
for idenpotent packets. |In addition to determining RTT, it is also
desirable to detect which path direction caused packet |oss,
described as "bi-directional path characteristics," below This is
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achi eved by defining a new STUN attribute and requires conpliant STUN
(TURN, ICE) endpoints to count request packets.

This specification defines a new conprehensi on-optional STUN
attribute PATH CHARACTERI STIC. PATH CHARACTERI STIC wi || have a STUN
Type TBD-CA. This type is in the conprehension-optional range, which
means that STUN agents can safely ignore the attribute if they do not
understand it.

If aclient wishes to determ ne the path characteristics, it inserts
the PATH CHARACTERI STIC attribute in a STUN request. |n the PATH
CHARACTERI STI C attribute client sends the nunmber of tinmes the STUN
request is retransnitted with the sane Transaction ID. The server
woul d echo back the retransnission count in the response so that
client can distinguish STUN responses fromthe re-transmtted
requests. Hence, the endpoint can use the STUN requests and
responses to deternine the round-trip tine (RTT). The server may

al so convey the nunber of times it received the request with the sanme
Transaction I D and the nunber of responses it has sent for the STUN
request to the client. Further, this information enables the client
to determ ne packet |loss in each direction

3.1. The PATH CHARACTERI STIC attribute in request

The PATH CHARACTERI STIC attribute in a STUN request takes a 1-byte
Val ue, which neans that the Length is 1 and 3 bytes of padding are
required after the value (Section 15 of [RFC5389]). When sending a
STUN request, the PATH CHARACTERI STIC attribute allows a client to
indicate to the server that it wants to determine path
characteristics. |If the client receives a STUN response with error
code 420 (Unknown Attribute) and PATH CHARACTERISTIC is listed in the
UNKNOAN- ATTRI BUTE attribute of the message, the client SHOULD
retransmt the original request wthout the PATH CHARACTERI STI C
attribute. However this case is not expected to occur, due to the
use of the conprehensi on-optional attribute type.

This specification updates one the STUN nessage structuring rules
explained in Section 6 of [RFC5389] that resends of the sane request
reuse the sane transaction ID and are bit-wi se identical to the

previ ous request. For idenpotent packets the ReTransCnt in the PATH
CHARACTERI STIC attribute will be increnented by 1 for every re-
transmi ssion and the re-transmtted STUN request MJUST be bit-w se
identical to the previous request except for the ReTransCnt val ue.

The format of the value in PATH CHARACTERI STIC attribute in the
request is:
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Fi gure 1: PATH CHARACTERI STIC attribute in request
The field is described bel ow

ReTransCnt: Nunber of tinmes request is re-transnitted with the sane
transaction ID to the server

.2. The PATH CHARACTERI STIC attribute in response

When a server receives a STUN request that includes a PATH
CHARACTERI STIC attribute, it processes the request as per the STUN
specification [ RFC5389] plus the specific rules nentioned here. The
server checks the follow ng:

o |If the PATH CHARACTERI STIC attribute is not recogni zed, ignore the
attribute because its type indicates that it is conprehension-
optional. This should be the existing behavior as explained in
section 3.1 of [RFC5389].

0 The server that supports PATH CHARACTERI STIC attri bute MJST echo
back ReTransCnt in the response.

o If the server is stateless or does not want to renenber the
transaction ID then it would popul ate value 0 for the ReqTransCnt
and RespTransCnt fields in PATH CHARACTERI STIC attribute sent in
the response .If the server is stateful then it popul ates
ReqTransCnt with the nunber of times it received the STUN request
with the sane transaction ID and RespTransCnt with the nunmber of
responses it has sent for the STUN request.

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

|[O00O000D00000O0O0O0OO0DQ ReTr ansCnt |
B i i S S i I e i S S R L e e e e
| ReqTr ansCnt | RespTransCnt |

B e e i S R S e S e e e S T e e S e i o ol i i i T
Fi gure 2: PATH CHARACTERI STIC attribute in response

The fields are descri bed bel ow
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ReTransCnt: Copied fromrequest.

ReqTransCnt: Nunber of tines request is received fromthe client
with the sane transaction ID.

RespTransCnt: Nunber of responses sent to the client for the sane
transaction I D

.3. Exanple Operation

The operation is described in Figure 3. In the first case, all the
requests and responses are received correctly. In the upstreaml oss
case, the first request is lost, but the second one is received
correctly, the client on receiving the response notes that while 2
requests were sent, only one was received by the server, also the
server realizes that the RespTransCnt does not match the ReTransCnt,
therefore 1 request was lost. This nmay al so occur at startup in the
presence firewalls or NATs that block unsolicited incoming traffic.
In the downstream | oss case, the responses get |ost, client expecting
mul tiple response notes that while the server responded to 3 requests
but only 1 response was received. 1In the both | oss case, requests
and responses get lost in tandem the server notes one request packet
was not received, while the client expecting 3 responses received
only one, it notes that one request and response packets were |ost.

Nor mal | Upstreamloss | Downstream | oss| Both | oss |
Client Server | Client Server | Cdient Server | dient Server |
i e S i el i e e e S e e el o i St ot e o e S i S T o el S
1 1,1 | 1 X | 1 1,1 | 1 X |

1,1 I I X I I
2 2,2 | 2 2,1 | 2 2,2 | 2 2,1 |

2,2 | 2,1 | X | X |
3 3,3 | 3 3,2 | 3 3,3 | 3 3,2

3,3 [ 3,2 [ 3,3 [ 3,2 [

Figure 3: Retransnmit Operation between client and Server
Usecases

The STUN attribute defined in this specification can be used by
applications in the follow ng scenari os:

0 When an endpoint has nmultiple interfaces (for exanple 3G 4G
WFi, VPN, etc.), an I CE agent can choose the interfaces for nedia
streans according to the path characteristics. After STUN
responses to STUN checks are received, the | CE agent using regul ar
nom nation can sort the | CE candidate pairs according to the path
characteristics (loss and RTT) discovered using STUN. The
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5.

controlling agent can then assign the highest priority to

candi date pair which best fulfills the desired path
characteristics. However, it should be noted that the path
capacity or throughput is not determ ned by these STUN checks. |If
an endpoi nt needs to pick paths based on capacity, it would have
to send nmedi a on those paths.

0 When a host has nultiple interfaces avail able an MPRTP
[I-D.ietf-avtcore-nprtp] application can choose the interfaces for
the correspondi ng subfl ows according to the path characteristics
di scovered using STUN. For exanple, the scheduling algorithm
described in [ ACM MPRTP] uses path capacity, latency, and | oss
rate for choosing the nost suitable subset of paths.

0 The STUN extension proposed in this specification can al so be used
to choose a TURN server that provides the best user experience
(section 3.1 of [I-D.patil-tramturn-serv-selection]).

| ANA Consi der ati ons

[ Paragraphs in braces should be removed by the RFC Editor upon
publ i cati on]

[ The PATH CHARACTERI STIC attribute requires that | ANA allocate a
value in the "STUN attri butes Registry" fromthe conprehension-
optional range (0x8000-0xFFFF), to be replaced for TBD- CA throughout
this docunent]

Thi s docunent defines the PATH CHARACTERI STI C STUN attri bute,
described in Section 3. [|ANA has allocated the conprehension-
optional codepoint TBD-CA for this attribute.

Security Considerations

Security considerations discussed in [RFC5389] are to be taken into
account. STUN requires the 96 bits transaction IDto be uniformy
and randomy chosen fromthe interval 0 .. 2**96-1, and be
cryptographically strong. This is good enough security against an
of f-path attacker. An on-path attacker can either inject a fake
response or nodify the values in PATH CHARACTERI STIC attribute to
m sl ead the client and server, this attack can be mtigated using
STUN aut hentication. As PATH CHARACTERI STIC is expected to be used
bet ween peers using ICE, and | CE uses STUN short-term credentia
mechani smthe risk of on-path attack influencing the messages is

m nimal. However, an attacker could corrupt, renove, or delay an I CE
request or response, in order to discourage that path from being
used. Unauthenticated STUN nessage MJUST NOT incl ude the PATH
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CHARACTERI STIC attribute in order to prevent on-path attacker from
i nf 1 uenci ng deci si on- maki ng.
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