Net wor k Wor ki ng Group B. Schwartz

I nternet-Draft J. UWberti
I ntended status: Standards Track Googl e
Expi res: Septenber 6, 2015 March 5, 2015

TURN by name: an extension to TURN for contacting an endpoint by its DNS
nane.
draft-schwartz-tramturnbynanme-00

Abst ract

When tunneling traffic through TURN, a client may sonetines desire to
contact a renote endpoint that it knows by its DNS name, not its IP
address. This docunent describes an extension to TURN that all ows
such a client to contact a nanmed endpoi nt.
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This Internet-Draft is submtted in full conformance with the
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1. Introduction

The TURN standard [ RFC5766] extends STUN to all ow proxying
connections directly through the server. dients send nessages to
the server in order to request the allocation of ports on the server
and identify the renpote peers with whomthey want to exchange
packets. These renote peers are identified by an XOR- PEER- ADDRESS
attribute, which includes the renote peer’s |P address and port.

TURN i s nost commonly used as a conponent of an | CE [ RFC5245]

i npl ementation, to all ow comuni cati on between endpoints that each
send their own transport address to the other in the formof an ICE
candi date. These candi dates are typically constructed using STUN, or
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by direct interrogation of the network interfaces, so they normally
contain | P addresses, although domain nanes are al so al |l owed.

However, TURN is now attracting a w der range of use cases,
especially on enterprise networks and in conjunction with WbRTC.
Sone use cases enploy TURN as an "escape hatch" in an otherw se
tightly restricted network, with the intention that users would
tunnel much or all of their UDP traffic through the TURN server. On
some restricted networks, DNS access is also restricted, which may
prevent users fromdeternmning the P address of a domain (e.g. an
application-specified TURN server, for RETURN
[1-D.schwartz-rtcweb-return], or an | CE candidate that contains a
domai n nane) that they wish to contact through the escape-hatch TURN
server.

Ext ending TURN to support naned peers allows TURN to work for clients
who are attenpting to contact an endpoi nt by nane, on networks where
resol ving those names is not otherw se possible.

2. New Address Fanily for DNS nanes

The Address Fanmily 0x03 is defined to indicate that the specified
address is a DNS nane. This fanily is only permitted under certain
ci rcunst ances, detail ed bel ow

3. Ext ension to the XOR- PEER- ADDRESS attri bute format

STUN TURN attri butes are Type-Length-Val ue encoded ([ RFC5389],
Section 15). For both of the existing Fanilies, the attribute’'s
encoded length is a known constant, because the |length of the address
is constant. For the newy defined Fanmily 0x03, the length is
variable, and the indicated length fromthe TLV encoding is necessary
in order to parse the attribute.

The DNS nanme is transmitted in the X-Address field, and is encoded by
the foll owi ng procedure:

1. Define the "legacy transaction ID' as a 128-bit val ue consisting
of the 32-bit magic cookie followed by the 96-bit transaction |ID.

2. Define the DNS name as a standard dot-separated UTF-8 byte-string
(not null-termn nated).

3. Conpute the encoded address (X-Address) by XOR ing each byte of

the DNS nane with the corresponding byte of the |egacy
transaction | D
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* |f the DNS nane is longer than 128 bits, the correspondi ng
byte with which to XOR wraps around to the begi nning of the
| egacy transaction |D.

This procedure is an extension of the encoding for fanmlies 0x01 and
0x02, so all three XOR-PEER- ADDRESS fanilies can be encoded and
parsed by a single procedure, w thout any special cases.

4. Changes to TURN server behavi or
4.1. Servers that do not support the extension

Servers are NOT REQUI RED to support this extension. No change is
required to servers that do not support the extension. Upon
recei ving a nessage containing an XOR- PEER- ADDRESS attribute with
Fam |y 0x03, existing conpliant servers MJST reply with Error 440
(Address Fanmily not Supported).

Servers that do support this extension MJST conply with the
requirenents that followin this section

4.2. Supported attributes

Address Family 0x03 is only pernmitted in the context of the XOR PEER-
ADDRESS attribute. Al other attributes that use address families
remain restricted to fanmlies 0x01 and 0x02. The server MJST respond
with Error 440 (Address Fami |y not Supported) when encountering this
address famly in an attribute where it is not supported.

4.3. Supported nmessages

The XOR- PEER- ADDRESS attribute may only have family 0x03 in the
context of a CreatePerm ssion, Send, Data, or Channel Bi nd nessage.
If the server encounters this address famly in the context of any
ot her nessage type, it MJST respond with Error 440 (Address Fanily
not Supported).

If a TURN server supports address famly 0x03 in one of these
messages, it MJST support it in all of these nmessages.

4.4. Nane nappi ng storage
Basel i ne TURN servers nust store two kinds of state for each
Al'l ocation: Perm ssions and Channel Bindings. This extension adds a
third kind of state: Name Mappings. Each DNS Name Mapping consists
of :

0 a DNS nane
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0 an | P address
o a reference count, which is always either 1 or 2

Nane Mappi ngs do not have an expiration time, but the server MJST
delete themif their reference count falls to zero. Like Perm ssions
and Channel Bindi ngs, Name Mappings are scoped to a single

Al | ocati on.

Each | P address appears in only one Nane Mapping for an All ocation.
The requirenents for CreatePerni ssion and Channel Bind are structured
to maintain this invariant.

Server inplenentations SHOULD i npl enent Name Mappings in a way that
enabl es fast bidirectional |ookup

4.5. Lookup behavi or

When a DNS nanme | ookup is required, the server’s behavi or depends on
the current Allocation. Each supported nessage is associated with an
Al'l ocation, whose address famly is IPv4, IPv6 [ RFC6156], or Both
(via ADDI Tl ONAL- ADDRESS- FAM LY [I-D.ietf-tramturnbis]).

If the address fanmily is |Pv4, then the server MIST search for an A
record for the name, and sinmilarly if the address fanmily is IPv6, the
server MJST search for a AAAA record. The server MJST handle errors
as foll ows:

o |If resolution fails due to a server error (e.g. DNS SERVFAIL),
reply with error code 500 (Server Error).

o If the resolution fails because there is no record of the required
type (e.g. DNS NOERROR), respond with error code 443 (Peer
Address Family M smatch).

o For all other DNS errors, return error code 447 (Connection
timeout or failure).

The TURN server inplenentation MAY use a high-1evel DNS resol ution
APl , such as gethostbynane or getaddrinfo, to performthe | ookup.

If the Allocation has both address famlies, then it MJST | ook for an

| Pv6 address, and fall back to IPv4 only if a AAAA record is not
f ound.
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4.6. CreatePerm ssion

In baseline TURN, each CreatePerm ssion nmessage creates or renews a
Perm ssion to send and receive nessages to sone specified | P address.
Wth this extension, a Permi ssion nmay indicate either an | P address
or a DNS nane. Both types of Pernissions are subject to the sane
expi ration policy.

At any given time, there is at nost one Perm ssion that specifies any
| P address, or any DNS nane, but there may be a Pernission specifying
a DNS nane that resolves to an | P address that is specified in

anot her Perni ssion.

Upon receiving a CreatePerm ssion nessage on an Allocation, the
server MJST performthese steps:

1. |If the CreatePerm ssion nessage contains a peer address of famly
0x01 or 0x02, create or update a Permission for the given
address. (No change from baseline.)

2. If the CreatePerm ssion nessage contains peer address of famly
0x03:
A.  Look for an existing Permission with the given DNS nane. |If

one exists, refresh its expiration time and return success.
B. Oherwi se, check if there is a Name Mapping for the DNS nane.
i If one exists, increnent its reference count.
ii. O herwi se, performa DNS | ookup for the nane. If it
succeeds, add a DNS nane mapping for the nane and the
resol ved address, with reference count 1.
C. Install a new pernission for the DNS nane.
When a Permi ssion containing a DNS nane expires, the server MJST
decrenment the reference count on the Name Mapping for this DNS nane,
and del ete the Nane Mapping if its reference count falls to zero.

4.6.1. Inplications of this perm ssion nodel

As long as a permission is regularly refreshed with the same DNS
nane, the effective IP address will not change.

Permi ssion refreshes for an | P address do not extend the lifetine of
DNS resolutions to that address.

Schwartz & Uberti Expi res Septenber 6, 2015 [ Page 6]



Internet-Draft TURN- BY- NAVE March 2015

Permi ssion requests for an | P address are not sufficient to allow
Send requests to a DNS nane that resolves to that |IP address, and
vice versa

4.7. Send

Upon receiving a Send nessage on an Allocation, the server MJST
performthese steps:

1. |If the Send nessage contains a peer address of fam |y 0x01l or
0x02, check for a Permission that indicates that |P address
(There will be at nost one.) |If a Perm ssion matches, send the
packet; otherwi se silently drop it. (No change from baseline.)

2. If the Send nmessage contains a peer address of famly 0x03, check
if there is a Permission for the given DNS nane. (There will be
at nost one.) |If one exists, send the packet to the |IP address
indicated for that DNS nane in its Nanme Mappi ng; otherw se
silently drop it.

4.8. Channel Binding

In baseline TURN, each Channel Bi nd nessage creates or renews a
channel bindi ng, which consists of a transport ID, a peer’'s IP
address, and a port on that address. It also creates or renews a
perm ssion for the peer’s |IP address, exactly as if a

Creat ePerm ssi on nessage had been received for that |IP address.

In this extension, each channel binding includes either an | P address
or a DNS nane.

Upon receiving a Channel Bind nessage on an Allocation, the server
MUST performthese steps:

1. If the Channel Bind indicates a peer address of fam |y 0x01l or
0x02
A. If a binding already exists with the specified transport |D,

| P address, and port, refresh the binding.

B. If a binding already exists for the specified transport ID
with a different or unspecified | P address or port, report
Error 400 (Bad Request).

C. If a binding already exists with this port and this IP

address, or a DNS nane that maps to this |IP address, report
Error 400 (Bad Request) and include a CHANNEL- NUVBER
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attribute that indicates the nunber of the conflicting
channel

D. Oherw se, create a binding.

E. Install or refresh a pernmission for the originally indicated
peer | P address.

2. If the Channel Bind indicates a peer address of famly 0x03
A. If a binding already exists with the specified transport |D,
DNS nane, and port, refresh the binding, including the IP
addr ess.

B. Oherw se, resolve the DNS nane to an | P address, using the
nane nmapping table if it exists, and performng a DNS | ookup
only if no nanme mapping exists for this DNS nane.

i If a binding already exists for the specified transport
IDwith a different | P address or port, report Error
400 (Bad Request).

ii. If a binding already exists with a different transport
ID, for this port, and this I P address or a DNS nane
that is mapped to this | P address, report Error 400
(Bad Request) and include a CHANNEL- NUMBER attri bute
that indicates the nunber of the conflicting channel

C. Install a channel binding with the specified transport ID
DNS nane, and port.

D. Increnment the name nmapping s reference count, or Install a
new nanme mapping if one does not already exist for this DNS
narne.

E. Performthe steps required when receiving a CreatePernission
message for this DNS nane.

When a channel binding that indicates a DNS name expires, the server
MUST decrenent the reference count on the matching name nmapping, and
del ete the mapping if the reference count falls to zero.

4.8.1. Inplications of this channel bindi ng nodel

As long as a channel is refreshed before it times out, it wll
continue to resolve to a constant address.
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There can never be two channel s bound to the sanme renopte transport
address. If that were possible, it would result in traffic
anplification (sending each received packet to all matching channels)
or other strange behaviors (e.g. selecting one arbitrary channel to
recei ve the packet).

Each time a new channel is bound for a DNS name, it checks for a Nane
Mappi ng before doing any external resolution, so the resolved IP
address is guaranteed to be consistent with the active Perm ssion for
this DNS nanme, if one exists. As a result, DNS resolution results
can persist indefinitely within an Allocation, |onger than the DNS
TTL or any individual connection, if they are nmaintai ned by

Channel Bind or CreatePermission calls to different ports on the sane
renote peer that overlap in tine.

If two Channel Bi nd requests are received for the sane port on two
different DNS nanes that resolve to the sane | P address, the second
request will fail with a generic error code (400), but will also let
the client know which existing channel to use instead. The sane is
true of collisions between I P and DNS channel binding requests.

Installing a channel binding to a DNS nane al so enabl es Send nessages
to the DNS nane, but not to the resolved | P address.

Recei vi ng Dat a

Upon receiving an incom ng packet on an Allocation, the server MJST
perform these steps:

1. Check if there is a channel binding to this source port and IP
address, or a DNS nanme that is mapped to this IP address. (There
will be at nobst one such channel.) |If there is, let the channe
handl e the packet.

2. Oherwise, check if there is any DNS pernission that is mapped to
the source | P address. |If there is, produce a Data nmessage with
that DNS nane.

3. Oherwise, check if there is any IP perm ssion that matches the
source | P address. |If there is, produce a Data nessage with the
source | P address; otherw se discard the packet.

1. Inplications of this data receipt nodel
If a name mapping exists for an I P address, all packets received from
that address will be | abeled with the DNS nane, not the |P address

Clients never learn the | P address for a DNS nanme unl ess they provoke
a conflict, simlar to the nam ng nodel used by SOCKS5 [ RFC1928].
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If a channel is bound for a port on a peer, all packets fromthat
port will be routed to the channel exclusively.

5. Changes to TURN client behavior

Clients are NOT REQUI RED to support this extension. No change is
required to existing clients. The requirenments in this section only
apply to clients that opt to support the extension.

5.1. \When to use this extension

When the client receives a request to contact an endpoint that is
identified by its DNS name, the client SHOULD attenpt to use this
extension to reach that endpoint, and SHOULD NOT attenpt to performa
| ocal DNS | ookup for the name, so that connections may succeed even
if the local DNS server fails to return a correct result.

If the TURN server responds with Error 440 (Address Family Not
Supported), then the TURN client application SHOULD attenpt to
performa local DNS | ookup for the nanme, and retry the connection by
I P address. (This functionality is logically separable fromthe TURN
protocol itself, and m ght best be inplenented by having a TURN
client library that indicates the error, |eaving the DNS | ookup to be
the responsibility of the application that uses the library.)

5.2. Issuing Send, CreatePerm ssion, and Channel Bi nd requests for DNS
names

When attenpting to contact an endpoint by its DNS name, the client
SHOULD transmt a CreatePerm ssion or Channel Bi nd request whose XOR-
PEER- ADDRESS attribute contains fanily 0x03, conveying the DNS nane
formatted as descri bed above.

If the server responds with Error 440 (Address family not supported),
then the client SHOULD abandon all requests using DNS, because the
server does not support this extension

If a Channel Bind request fails with Error 400, but includes a
CHANNEL- NUMBER attribute, then that channel is already bound to the
renote transport address.

5.3. Receiving Data indications
Clients MAY send CreatePerm ssion requests for both an I P address and
a DNS nane that maps to that | P address, and both requests wll

succeed. However, all Data nessages fromthe renote peer will be
mar ked as being received fromthe DNS nane. Therefore, clients MJST
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NOT assune that replies froma Send to an I P address are |labeled with
that | P address.

5. 4.

Handl i ng dynam ¢ addressi ng

The | P address to which a DNS nanme resolves is not a constant. It
may change occasionally due to address reassignnment, or it nay even
change on every | ookup, in the case of round-robin DNS

The TURN server ensures that the | P address associated with a

perm ssion or channel binding does not change as |ong as the

permi ssion or binding is refreshed before it expires. Therefore,
clients that need to send nessages to a stable | P address MJUST
refresh their DNS nane pernissions and channel bindings even while
they are not in use, to ensure that they do not expire and | ater
resolve to a different | P address.

If the client has previously connected to a DNS nanme on an

Al'l ocation, and wi shes to connect again to the same DNS nane with an
up-to-date | P address resolution, it SHOULD request a new All ocation
and connect to the DNS nanme on the new All ocation

5. 5.

Dual - st ack behavi or

If a specific address famly is not indicated for the renote
endpoi nt, and the server does not support dual allocation (e.qg.
ADDI Tl ONAL- ADDRESS- FAM LY [I-D.ietf-tramturnbis]]), then the
client’s behavior is inplenentation-defined. For exanple, when
processing a request to send the first packet to a DNS nane, the
client MAY use an approach inspired by Happy Eyebal | s [ RFC6555]:

0

Create an Allocation for the system s preferred address fanmily
(e.g. [1Pv6).

Attenpt to connect to the DNS nane on this Allocation using a
Channel Bi nd nessage.

* |f the server replies with error code 443 (Peer Address Fanily
M smat ch), imediately discard the Allocation and try again
with an Allocation of the other famly.

* |f a response nmessage is received before sone tinmeout (e.g. 300
ms), use this Al ocation

* |f no response nessage is received before sone tineout (e.g.
300 ns), attenpt to connect using a new Allocation of the other
address fanmily, and use whichever Allocation receives a
response first. Discard the other Allocation
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6. Exanples
TURN TURN Peer DNS
client server A Server
I I I I
|-- ChannelBind req ---------------- >| [ [
| (peer-a.exanple.comto 0x4001) | | |
| | ======= DNS query ::::::::>|
| | (peer-a. exanpl e. com
| | <=======DNS resul t :::::::::l
| | (192.0.2.15) |
| <---------- Channel Bi nd succ resp --| | |
I I I I
| -- [0x4001] data ------------------ >| | |
I I === dat a :::>| I
I I I I
| | <== data ==== |
R [ 0x4001] data --| | |

I I
| <== data ====
<-- Data ind (peer-a.exanple.con) --| |
I I

Figure 2: Using DNS nanes with CreatePerm ssion and Send

TURN TURN Peer DNS
client server A Server
I I I I
| ----- CreatePermission req -------- >| | |
| (peer-a. exanpl e. com | | |
I I ======= DNS query ::::::::>|
[ [ (peer-a. exanple.com |
| | <=======DNS result :::::::::l
| | (192.0.2.15)

| <-- CreatePermnission success resp --| |
I I I
| -- Send ind (peer-a.exanmple.con) -->| |
I
I
I
I
I

|
|
|
|
| === dat a :::>| |
|
|
|
|
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TURN TURN Peer DNS
client server A Server
I I I I
[------- CreatePermission req ------ >| [ [
| (peer-a. exanpl e. con | | |
| | ======= DNS query ::::::::>|
| | (peer-a. exanpl e.con) |
| | <=======DNS result :::::::::l
| | (192.0.2.15) |
| <-- CreatePernission success resp --| [ [
I I I I
[------- Channel Bind req ----------- >| [ [
| (peer-a.exanple.comto 0x4001) | | |
I I I I
| <---- Channel Bind succ resp -------- | | |
I I I I
| -- Send ind (peer-a.exanple.con) -->| | |
| | === dat a :::>| |
I I I I
| | <== data ==== |
I I
I I

Figure 3: Sharing DNS nanes between CreatePernission and Channel Bi nd
7. Security Considerations

TURN servers that inplenent this specification can be nade to parse
arbitrary DNS records. They should nmake sure to use secure, well-
tested DNS client inplenentations.

Clients can cause the TURN server to performan arbitrary numnber of
DNS | ookups. Server inplenentations MAY linmt the rate at which an
i ndi vidual client can trigger |ookups, and return Error 508
(I'nsufficient Capacity) when a client exceeds the lint.

A malicious server could forward nmessages to the wong | P address for
a specified domain nanme, but this does not represent a change in
security relative to the basic TURN standard.

To provide this functionality, the server is required to store a
nunber of DNS Nanme Mappings that is at nost the nunber of active

perm ssions or channels. Inplenenters should take care to avoid
resource |leaks in the DNS mapping inplenmentation, to maintain this
bound.
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8.

10.

10.

10.

| ANA Consi derati ons
This draft adds a new STUN address fam |y, 0x03 (DNS nane).
Acknowl edgenent s
Thanks to Warren Kumari for his early review
Ref er ences
1. Normative References

[I-D.ietf-tramturnbis]
Reddy, T., Johnston, A, Mtthews, P., and J. Rosenberg,
"Traversal Using Relays around NAT (TURN): Rel ay
Extensions to Session Traversal Wilities for NAT (STUN)",
draft-ietf-tramturnbis-02 (work in progress), February
2015.

[ RFC5245] Rosenberg, J., "Interactive Connectivity Establishnent
(ICE): A Protocol for Network Address Transl ator (NAT)
Traversal for Ofer/Answer Protocols", RFC 5245, April
2010.

[ RFC5389] Rosenberg, J., Mahy, R, Matthews, P., and D. W ng,
"Session Traversal Utilities for NAT (STUN", RFC 5389,
Cct ober 2008.

[ RFC5766] Mahy, R, Matthews, P., and J. Rosenberg, "Traversal Using
Rel ays around NAT (TURN): Relay Extensions to Session
Traversal Utilities for NAT (STUN)", RFC 5766, April 2010.

[ RFC6156] Camarillo, G, Novo, O, and S. Perreault, "Traversal
Usi ng Rel ays around NAT (TURN) Extension for |IPv6", RFC
6156, April 2011.

2. Informative References

[1-D.schwartz-rtcweb-return]
Schwartz, B. and J. Uberti, "Recursively Encapsul ated TURN
(RETURN) for Connectivity and Privacy in WbRTC', draft-
schwartz-return-04 (work in progress), November 2014.

[ RFC1928] Leech, M, Ganis, M, Lee, Y., Kuris, R, Koblas, D., and
L. Jones, "SOCKS Protocol Version 5", RFC 5766, March
1996.

Schwartz & Uberti Expi res Septenber 6, 2015 [ Page 14]



Internet-Draft TURN- BY- NAVE March 2015
[ RFC6555] Wng, D. and A. Yourtchenko, "Happy Eyeballs: Success with
Dual - St ack Hosts", RFC 6555, April 2012.
Aut hors’ Addresses

Benjamin M Schwartz

Googl e, Inc.

111 8th Ave

New York, Ny 10011
USA

Emai | : bermasc@webrtc.org

Justin Uberti

Googl e, Inc.

747 6th Street South
Ki rkl and, WA 98033
USA

Emai | : justin@berti.nanme

Schwartz & Uberti Expi res Septenber 6, 2015 [ Page 15]



