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Abst r act
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i mprovi ng conmmuni cation with a specific peer w thout negatively
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1. Introduction

A Traversal Using Relay around NAT (TURN) [ RFC5766] service provider
may provide nultiple candidate TURN servers for use by a host, but it
m ght not be possible to determ ne which candi date TURN server wll
provi de the best perfornmance until both peers have been identified.
This could be true for a variety of reasons, including:

0 Using the selected relay for a specific peer results in a sub-
optinmal end-to-end Internet path.

0 Load conditions on the selected relay have changed since the
al | ocation was established such that it cannot support the new
data fl ow.

At the sanme tine, the above conditions might apply to one peer but
not another, such that it would be best to selectively use the
existing relay allocation for peers that will receive reasonabl e
performance and redirect data flows for other peers to an alternate
server. These scenarios are discussed in greater detail bel ow

The Session Traversal Uilities for NAT (STUN) protocol [RFC5389]

defi nes an ALTERNATE- SERVER nmechani smwith which a server can
redirect a client to another server by replying to a request nessage
with an error response with error code 300 (Try Alternate). The TURN
prot ocol describes error code 300 as one of the possible error codes
for an Allocate error response.

This specification describes an additional use of the ALTERNATE-
SERVER STUN attribute for TURN that allows the TURN server to
redirect a client for the purpose of inproving comrunication with a
specific peer w thout negatively affecting communication with other
peers. The client application indicates the nature of the desired
response, which allows the client to treat the alternate server

sel ection as either a requirenment or a suggestion. This flexibility
gives the client the option to choose the best way for the
Interactive Connectivity Establishnment (1 CE) protocol [RFC5245] to
respond (e.g. discarding the existing relay candidate for

communi cation with this peer versus evaluating the two candi date
servers using | CE connectivity checks and sel ecting the best one).

1.1. Redirection for Perfornmance

Consi der the foll owi ng exanpl e:
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When Peer B wishes to communicate with either Peer A or Peer C it
performs a DNS | ookup and di scovers TURN Relay C, the nearest of the
candi date TURN servers. Peer B then sends a TURN Al l ocate request to
TURN Relay C to determine the reflexive and relay candi dates to
offer. After the reflexive candi date has been chosen, Peer B sends a
Channel Bind request to TURN Relay C to establish a channel for

conmuni cation with the peer. |If Peer Cis the renote peer, the
existing allocation will performreasonably well, but if Peer Ais
the renote peer, the latency for relayed packets will be nearly tw ce
as long as if TURN Relay A had been selected as the relay candi date.
The problemis worse if Peer B wishes to comrmunicate with both Peer A
and Peer C, since there is no single relay candidate that would
provi de opti nmum performance for both peers.

If TURN Relay C and TURN Relay A are part of a conmmon TURN service
it would be possible for TURN Relay C to determne that TURN Rel ay A
will provide optimal service for conmunication between Peer B and
Peer A. This allows the TURN service to redirect just the data
channel between Peer A and Peer B to TURN relay A, thus providing
optimal performance for both relay channels.

The above exanpl e describes the problemin terns of physica

geography i nstead of network geography in order to help clarify the
di scussion. However, readers should note that the probl em of
selecting a relay server to achieve optiml end-to-end routing is
much nore conplicated than the above description suggests, requiring
a detailed real-time view of network connectivity characteristics and
the peering rel ati onshi ps between autononbus systens. A naive
approach based solely on the physical l|ocation of the hosts involved
is just as likely to produce negative results as positive ones.

That said, a relay service provider with a broadly distributed system
for actively nonitoring network performance across the relevant parts
of the Internet could nmake use of the resulting data set to select
the optinmal relay for each peer pair.
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1.2. Redirection for Load Bal anci ng

At the point when a relay allocation is first established, it can be
difficult to determ ne how nuch aggregate concurrent |oad could
eventual ly be associated with that allocation. The initiating peer
could attenpt to use that allocation for any number of peer-to-peer
data fl ows over an extended period of tine, during which tine | oad
conditions on the relay could change substantially, such that quality
of service for already established flows would degrade if the relay
were to accept additional flows.

Under these conditions, a TURN service provider with nultiple relay
hosts and distributed capacity could inprove service quality by
redirecting data flows to a different host that has nore avail able
capacity. At the same tine, it is desirable to avoid disrupting
established data flows by continuing to handl e established flows on
the current relay and only redirecting new fl ows el sewhere.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. Peer-specific Server Redirect Mechani sm

This specification describes two new uses of the existing STUN
ALTERNATE- SERVER attribute. In the first case, the ALTERNATE- SERVER
attribute is included with either a CreatePernission error response
or a Channel Bind error response. |In the second case, the ALTERNATE-
SERVER attribute is included with either a CreatePermn ssion success
response or a Channel Bi nd success response.

This specification also defines two new conprehensi on-optional STUN
attributes: CHECK- ALTERNATE and XOR- OTHER- ADDRESS. The CHECK-
ALTERNATE attribute is used by the client to request that the server
perform peer-specific redirection. The XOR OTHER- ADDRESS i s used by
the client to provide an alternate peer address for |ocation
identification in the event that the XOR- PEER- ADDRESS attribute in
the CreatePerm ssion or Channel Bind request is not expected to
reliably serve this purpose.

3.1. Attribute Usage

When sending a CreatePerm ssion or a Channel Bind request, the CHECK-
ALTERNATE STUN attribute allows a TURN client to indicate support for

WIllians & Reddy Expires July 3, 2015 [ Page 5]



Internet-Draft Peer Redirect for TURN Decenber 2014

peer-specific server redirection. To maintain backward conpatibility
with [ RFC5766] compliant TURN servers that do not support peer-
specific redirection, this attribute is defined as conprehensi on-
optional, which allows a TURN server that does not support peer-
specific redirection to ignore the attribute. To maintain backward
compatibility with [ RFC5766] conpliant TURN clients that do not
support peer-specific redirection, a TURN server only sends the
ALTERNATE- SERVER attribute in CreatePerm ssion and Channel Bi nd
responses when the CHECK- ALTERNATE STUN attribute was present in the
request. This prevents transm ssion of the ALTERNATE- SERVER
attribute in cases where the receiving client night not consider the
usage legitimte.

The CHECK- ALTERNATE STUN attribute’s value indicates the expected
server response type: error or success. This capability to declare
the expected response type allows TURN client inplenenters greater
flexibility during session establishment. For exanple, a TURN client
i mpl ementer may wish to maintain the smallest nunber of permnissions
possi bl e during session establishnent in order keep the interna
client inplenmentation sinple, in which case an error response woul d
be desirable. On the other hand, a TURN client inplenenter may w sh
to optinmize for faster session establishnment by continuing to use a
sub-optinmal allocation while setting up the new one, in which case a
success response woul d be desirable. This second case could be
achieved with an error response if the client were to send a second
request w thout the CHECK- ALTERNATE attribute, but such an approach
woul d require an extra RITT.

The XOR- OTHER- ADDRESS STUN attribute allows the TURN client to
provide an alternate peer address that can be used by the server to
identify the network geographic |location of the peer when performng
the peer-specific redirection check. Use of this attribute is only
necessary if the XOR- PEER- ADDRESS al ready contained in the

Creat ePermi ssi on or Channel Bi nd request does not adequately serve
this purpose, which should only be true when both peers require a
TURN relay for end-to-end data flow. 1In this case, the TURN

Creat ePermi ssion or Channel Bind request will provide the peer’s TURN
rel ay address as the XOR- PEER- ADDRESS val ue. |If the RTT between the
peer and its TURN relay server is very small, the TURN rel ay address
m ght still be an appropriate address to use for the peer-specific
redirection check. As the RTT grows, the TURN relay address will
becone | ess suitable for this purpose. For this reason, it is
generally the case that the peer’s public address (i.e. its host or
reflexive address) is a better indication of its network geographic
|l ocation than its TURN rel ay address.

Even in cases where both peers require a TURN relay, a typical |ICE
protocol inplementation will give higher candidate priority to the
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peer’s host and reflexive addresses, which nmeans that the first

Creat ePerm ssion or Channel Bind request will provide the peer’s
public address as the XOR- PEER- ADDRESS val ue and no XOR- OTHER- ADDRESS
attribute is necessary. However, although I CE reconmends this
priority, it does not require it, and so the first request nmay
contain the peer’s TURN relay address. Wth such an inpl enentation,
t he XOR- OTHER- ADDRESS attribute allows the client to provide the
peer’s reflexive address in a request that popul ates the XOR- PEER-
ADDRESS attribute with the peer’s relay address.

3.2. Sending a CreatePernission or Channel Bi nd Request

A client that supports peer-specific server redirection and desires
such redirection to be performed MJST include the CHECK- ALTERNATE
attribute in the first CreatePerm ssion or Channel Bi nd request when
that request is expected to forma new permi ssion or binding. A
client MUST NOT include the CHECK- ALTERNATE attribute in a

Creat ePermi ssion or Channel Bind request that is intended to extend
the lifetime of an existing pernission or binding.

Peer-specific server redirection is only supported for requests that
i nclude a single XOR- PEER- ADDRESS attribute. Wen formng a

Creat ePerm ssion request with nultiple XOR PEER- ADDRESS attri butes,
the client MJUST NOT include the CHECK- ALTERNATE attri bute.

When t he CreatePerm ssion or Channel Bi nd request includes the CHECK-
ALTERNATE attribute, the client MAY al so i nclude an XOR- OTHER- ADDRESS
attribute with a value appropriate for the above descri bed purpose.
The XOR- OTHER- ADDRESS attri bute SHOULD NOT be included in the request
if its value will be identical to the request’s XOR PEER- ADDRESS
attribute.

3.2.1. The CHECK- ALTERNATE Attri bute

When form ng a CHECK- ALTERNATE attribute, the STUN Type is TBD CA
This type is in the conprehension-optional range, which means that
STUN agents can safely ignore the attribute if they do not understand
it.

The CHECK- ALTERNATE attribute takes a 1-byte Val ue, which neans that
the Length is 1 and 3 bytes of padding are required after the Val ue.
The format of the Value is:

0
01234567
o e e e e e e+
| E| RFFU |
B T S S
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The Val ue contains a single 1-bit flag:

E: If 1, the server is requested to send a Try Alternate (300) error
response when redirection is expected. |If 0, the server is
request to include an ALTERNATE- SERVER attribute in the success
response for the request.

The other 7 bits of the attribute’s value nust be set to zero on
transm ssion and i gnored on reception

3.2.2. The XOR- OTHER- ADDRESS attri bute

When formi ng an XOR- OTHER- ADDRESS attri bute, the STUN Type is TBD
XOA. This type is in the conprehensi on-optional range, which means
that STUN agents can safely ignore the attribute if they do not
understand it.

The XOR- OTHER- ADDRESS val ue specifies an address and port suitable
for identification of the peer’s network geographic location. It is
encoded in the sane way as XOR- MAPPED- ADDRESS [ RFC5389] .

3.3. Receiving a CreatePerm ssion or Channel Bi nd Request

When a server receives a CreatePerm ssion or Channel Bi nd request that
i ncludes a CHECK- ALTERNATE attribute, it processes as per the TURN
specification [ RFC5766] plus the specific rules nentioned here.

The server checks the foll ow ng:

o |f the CHECK- ALTERNATE attribute is not recogni zed, ignore the
attribute because its type indicates that it is conprehension-
optional. This should be the existing behavior.

o |If the nessage is a CreatePerm ssion request with nultiple XOR-
PEER- ADDRESS attributes, ignore the CHECK- ALTERNATE attribute if
present.

o |If peer-specific redirection is not supported by the server,
ignore the attribute.

o |If the associated permi ssion or binding already exists, ignore the
attribute.

If none of the above causes the attribute to be ignored and no ot her
cause for sending an error response has been found, the server
attenpts to identify an alternate server that will provide better
performance for the session based on the criteria supported by the
TURN service (e.g. optimal data path and/or |oad balancing). Wen an
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XOR- OTHER- ADDRESS attribute is found in the request nessage, the
server SHOULD use this address for peer |location identification
O herwi se, the server SHOULD use the address provided in the XOR-
PEER- ADDRESS attri bute.

If no alternate server is identified, the server replies with a
success response that does not include an ALTERNATE- SERVER attri bute.

If an alternate server is identified and the client requested an
error response for redirection, the server rejects the request with a
300 (Try Alternate) error. No new pernission or binding is generated
on the server in this case

If an alternate server is identified and the client did not request
an error response for redirection, the server creates the perm ssion
or binding. The server then replies to the request with a success
response, including an ALTERNATE- SERVER attribute in the nessage.

3.4. Receiving a CreatePernission or Channel Bind Error Response

If the client receives a CreatePernission or Channel Bind error
response with error code 420 (Unknown Attribute) and CHECK- ALTERNATE
is listed in the UNKNOMWN- ATTRI BUTE attri bute of the nmessage, the
client SHOULD retransnmit the original request wthout the CHECK-
ALTERNATE attribute. This case is not expected due to the use of a
conpr ehensi on-opti onal attribute type.

If the client receives a CreatePerm ssion or Channel Bind error
response with error code 300 (Try Alternate), the client SHOULD
attenpt to forman allocation to the TURN server indicated in the
ALTERNATE- SERVER attri bute.

If the alternate server responds to the Allocate request with a
success response, the client SHOULD attenpt to forma new perm ssion
or binding using the new allocation fromthe alternate server. The
Creat ePerm ssion or Channel Bind request to the alternate server NMNAY
i nclude a CHECK- ALTERNATE attribute but SHOULD NOT request
redirection via an error response. This helps to avoid the
possibility of redirection |oops.

If the alternate server responds to the Allocate request with an
error response, the client MAY resend the original CreatePernission
or Channel Bi nd request, either w thout the CHECK- ALTERNATE attri bute
or with a CHECK- ALTERNATE attribute that does not request an error
response.

See Section 4 bel ow for discussion of how the client should respond
when receiving a Try Alternate error response that was not requested.
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3.5. Receiving a CreatePernission or Channel Bind Success Response

If the client receives a CreatePernission or Channel Bi nd success
response, it proceeds with processing according to the TURN
specification [ RFC5766]. |f the nessage does not include an
ALTERNATE- SERVER attribute, no additional processing is required.

If the success response includes an ALTERNATE- SERVER attribute, the
client SHOULD attenpt to forman allocation to the TURN server
indicated in the ALTERNATE- SERVER attri bute.

If the alternate server responds to the Allocate request with a
success response, the client SHOULD attenpt to forma new permni ssion
or binding using the new allocation fromthe alternate server. The
Creat ePerm ssion or Channel Bind request to the alternate server NMNAY
i nclude a CHECK- ALTERNATE attribute with either attribute value. |[f
this is done, care should be taken in the client inplenentation to
recogni ze and avoid redirection |oops.

While waiting for the new allocation and perm ssion or binding to
formvia the indicated alternate server, the client SHOULD use the
original pernission or binding fromthe request that included the
CHECK- ALTERNATE attribute. In this way, peer-specific redirection
wi t hout an error response can be considered a "hint" that allows the
client to establish an alternate path and test its quality before
switching to it.

See Section 4 bel ow for discussion of how the client should respond
when recei ving an ALTERNATE- SERVER attri bute that was not requested.

4. Security Considerations

This section considers attacks that are possible in a TURN depl oynent
t hrough the specified protocol extension, and di scusses how they are
mtigated by mechanisnms in the protocol or recommended practices in
the i npl enent ati on.

The specified nmechani sm affects the use of TURN Creat ePerm ssion
request nessages, Channel Bind request nessages, and their respective
success and error response nessages. Each of these TURN nessage
types requires the MESSAGE-|I NTECRI TY STUN attribute, which linits
attacks that attenpt to nmake use of the specified nechanismto

aut henticated clients and servers.
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4.1. CHECK- ALTERNATE FI ood

A conmprom sed TURN client could send a | arge nunmber of

Creat ePerm ssi on or Channel Bi nd request nessages, which would drive
i ncreased | oad on the TURN server. The CHECK- ALTERNATE attribute
does not meke such an attack nore likely, though it could nake it
possible to increase the inpact of such an attack due to the
additional |oad associated with determ ning whether an alternate
server should be used by the client. The TURN server MAY be
configured to ignore the CHECK- ALTERNATE attri bute under sone
conditions in order to limt the associated |oad. The conditions
under which it is appropriate for a TURN server to ignore the CHECK-
ALTERNATE attribute are inplenentati on dependent.

4. 2. Unsolicited or Invalid ALTERNATE- SERVER

A conprom sed TURN server could send the "Try Alternate" error code
in response to a request nessage that did not contain the CHECK-
ALTERNATE attri bute or where the value of the attribute did not
request an error response. For client connectivity, this is no worse
than any other error response code that could be sent. No matter
what the error response code may be, the client is unable to relay
data to the renote peer. The client MJST ignore the ALTERNATE- SERVER
attribute in error responses when the CHECK- ALTERNATE attri bute was
not included in the associated request. The client SHOULD ignore the
ALTERNATE- SERVER attribute in error responses when the CHECK-
ALTERNATE attribute was included in the associated request if the
attribute value did not request an error response. The client NAY

di sconti nue use of the associated TURN all ocation when an unsolicited
Try Alternate error is received

A comprom sed TURN server could send an ALTERNATE- SERVER attribute in
a success response nessage for a request message that did not contain
t he CHECK- ALTERNATE attribute. The client MJST ignore the ALTERNATE-
SERVER attribute in success responses when the CHECK- ALTERNATE
attribute was not included in the associated request nessage. The
client SHOULD ignore the ALTERNATE- SERVER attribute in success
responses when the CHECK- ALTERNATE attribute was included in the
associ ated request if the attribute val ue requested an error

response. The client MAY discontinue use of the associated TURN

al l ocati on when an unsolicited ALTERNATE- SERVER attribute is

recei ved.

A conmprom sed TURN server could send an invalid ALTERNATE- SERVER
attribute value in either an error or a success response message,
where the value refers to an unaffiliated TURN server to which the
sendi ng TURN server is not allowed to redirect traffic. Such an
attack is already allowed by the use of Try Alternate errors in
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response to All ocate request nmessages. Use of the ALTERNATE- SERVER
attribute in the context of peer-specific redirection does not make
such an attack nmore likely, though it could nmake it possible to

i ncrease the scale of such an attack by allowi ng nultiple ALTERNATE-
SERVER attributes to each client, one per requested perm ssion or
binding. A client SHOULD ignore all future ALTERNATE- SERVER
attributes received fromthe TURN server after an authentication
failure with any server identified via an ALTERNATE- SERVER attri bute.
A client MAY discontinue use of the associated TURN al |l ocati on after
an authentication failure with any server identified via an
ALTERNATE- SERVER attri bute.

| ANA Consi der ati ons

[ Par agraphs bel ow in braces should be renoved by the RFC Editor upon
publ i cati on]

[ The CHECK- ALTERNATE attribute requires that | ANA allocate a value in
the "STUN attributes Registry" fromthe conprehensi on-optional range
(0x8000- OXFFFF), to be replaced for TBD- CA throughout this docunent]

Thi s docunent defines the CHECK- ALTERNATE STUN attribute, described
in Section 3.2.1. |ANA has allocated the conprehensi on-opti onal
codepoint TBD-CA for this attribute.

[ The XOR- OTHER- ADDRESS attri bute requires that |1 ANA all ocate a val ue
in the "STUN attributes Registry" fromthe conprehension-optional
range (0x8000-0xFFFF), to be replaced for TBD XQOA throughout this
docunent ]

Thi s docunent defi nes the XOR- OTHER- ADDRESS STUN attri bute, described

in Section 3.2.2. |ANA has allocated the conprehensi on-opti onal
codepoint TBD-XOA for this attribute.
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