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Abst ract
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i nfrastructure using vendor installed | EEE 802. 1AR manufacturing
installed certificates, in conmbination with a vendor based service on
the Internet. Before being authenticated, a new device has only

i nk-1ocal connectivity, and does not require a routabl e address.
When a vendor provides an Internet based service, devices can be
forced to join only specific domains but for constrained environments
we describe a variety of options that all ow bootstrapping to proceed.
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1.

I nt roducti on

To literally "pull yourself up by the bootstraps™ is an inpossible
action. Simlarly the secure establishnent of a key infrastructure
wi thout external help is also an inpossibility. Today it is accepted
that the initial connections between nodes are insecure, until key
distribution is conplete, or that domain-specific keying material is
pre-provi sioned on each new device in a costly and non-scal abl e
manner. This docunment describes a zero-touch approach to
bootstrapping an entity by securing the initial distribution of key
material using third-party generic keying material, such as a

manuf acturer installed | EEE 802. 1AR certificate [IDevliD], and a
corresponding third-party service on the Internet.

The two sides of an associ ation bei ng bootstrapped authenticate each
other and then determ ne appropriate authorization. This process is
described as four distinct steps between the existing domain and the
new entity being added:

0 New entity authentication: "Who is this? What is its identity?"

0 New entity authorization: "Is it mne? Do | want it? What are
the chances it has been conproni sed?"

0 Donmin authentication: "What is this donmain's clained identity?"

o Domain authorization: "Should | join it?"

A precise answer to these questions can not be obtai ned w thout

| everagi ng an established key infrastructure(s). The domain’s

deci sions are based on the new entity’'s authenticated identity, as
established by verification of previously installed credentials such
as a manufacturer installed | EEE 802. 1AR certificate, and verified
back-end information such as a configured list of purchased devices
or comunication with a trusted third-party. The new entity’s

deci sions are nade according to verified conmunication with a trusted
third-party or in a strictly auditable fasion

Optimal security is achieved with | EEE 802. 1AR certificates on each
new entity, acconpanied by a third-party Internet based service for
verification. The concept also works with | ess requirenents, but is
then | ess secure. A domain can choose to accept |ower |evels of
security when a trusted third-party is not available so that
boot st rappi ng proceeds even at the risk of reduced security. Only
the domai n can nmake these deci sions based on admninistrative input and
known behavi or of the new entity.

The result of bootstrapping is that a domain specific key
infrastructure is deployed. Since |EEE 802. 1AR PKI certificates are
used for identifying the new entity and the public key of the domain
identity is | everaged during conmuniciations with an Internet based
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service, which is itself authenticated using HTTPS, bootstrapping of
a domain specific Public Key Infrastructure (PKlI) is fully described.
Sufficient agility to support bootstrapping alternative key
infrastructures (such as symmetric key solutions) is considered

al t hough no such key infrastructure is described.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

The following ternms are defined for clarity:

Domain ldentity: The domain identity is the 160-bit SHA-1 hash of
the BIT STRI NG of the subjectPublicKey of the domain trust anchor
that is stored by the Domain CA. This is consistent with the
RFC5280 Certification Authority subject key identifier of the
Domain CA's self signed root certificate. (A string value bound
to the Domain CA's self signed root certificate subject and issuer
fields is often colloquially used as a hunmani zed identity val ue
but during protocol discussions the nore exact term as defined
here is used).

drop ship The physical distribution of equipnent containing the

"factory default" configuration to a final destination. |In zero-
touch scenarios there is no staging or pre-configuration during
dr op- shi p.

inmprint the process where a device that wishes to join a network
acquires it’'s domain specific identity. This termis taken from
Konrad Lorenz’s work in biology with new ducklings: during a
critical period, the duckling would assune that anything that
| ooks like a mother duck is in fact their nmother. [inprinting]

pl edge the prospective device, which has the identity provided to at
the factory. Neither the device nor the network knows if the
device yet knows if this device belongs with this network. This
is definition 6, according to [pledge]

2. Architectural Overview
The | ogical elenments of the bootstrapping franework are described in
this section. Figure 1 provides a sinplified overview of the

components. Each conponent is |ogical and nmay be combi ned with other
conmponents as necessary.
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Figure 1

Domain:  The set of entities that trust a conmon key infrastructure
trust anchor.

Domain CA: The domain Certification Authority (CA) provides
certification functionalities to the domain. At a mnimmit
provides certification functionalities to the Registrar and stores
the trust anchor that defines the domain. Optionally, it
certifies all elenents.

Registrar: A representative of the donmain that is configured,
per haps autonomically, to deci de whether a new device is all owed
to join the domain. The adninistrator of the domain interfaces
with a Registrar to control this process. Typically a Registrar
is "inside" its domain.
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New Entity: A new device or virtual machine or software conponent
that is not yet part of the domain.

Proxy: A domain entity that helps the New Entity join the domain. A
Proxy facilitates comuni cation for devices that find thensel ves
in an environment where they are not provided L3 connectivity
until after they are validated as nmenbers of the donain.

MASA Service: A Manufacturer Authorized Signing Authority (MASA)
service on the global Internet. At a minimmthe MASA provides a
trusted repository for audit information concerning privacy
protected bootstrapping events. The MASA is recomended to
provi de ownership validation services which allows for fully
secure zero-touch bootstrap of domain certificates with nutual
aut henti cati on.

We assune a nulti-vendor network. In such an environnment, there
could a MASA for each vendor that supports devices following this
docunent’s specification, or an integrator could provide a MASA
service for all devices

Thi s docunment describes a secure zero-touch approach to bootstrapping
a key infrastructure; if certain devices in a network do not support
this approach, they can still be bootstrapped nmanually. Although
manual deploynment is not scalable and is not a focus of this docunent
t he necessary mechanisnms are called out in this docunent to ensure
all such edge conditions are covered by the architectural and

pr ot ocol nodels.

3. Functional Overview
Entities behave in an autonom c fashion. They discover each other
and autonom cally bootstrap into a key infrastructure delimnating
t he autonom c domain. See
[I-D.irtf-nnrg-autonom c-network-definitions] for nore information
This section details the state nmachi ne and operational flow for each
of the main three entities. The New Entity, the Domain (primarily
the Registrar) and the MASA service.

The overall flowis shown in Figure 2
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I
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|
[aut hori zation token valid?] [
[apply config information] |
I
I

| ----domain enrolnent------ >
| <----domain certificate----
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|
Fi gure 2

3.1. Behavior of a newentity

A New Entity that has not yet been bootstrapped attenpts to find a
| ocal domain and join it.

States of a New Entity are as foll ows:
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Figure 3

State descriptions are as foll ows:

1. Discover a comunication channel to the "cl osest" Registrar by
trying the following steps in this order:

Search for a Proxy on the local link using a link |oca
di scovery protocol (no routable addresses are required for
this approach). |If multiple |ocal proxies are discovered

attenpt conmuni cations with each before w dening the search
to other options. The proxy relays information to the
registrar. If this fails:

B. Obtain an I P address using existing nmethods, such as SLAAC or
DHCPv6, and search for a local registrar using DNS service
di scovery. If this fails:
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C. Obtain an | P address (as above), and search for the domain
registrar using a pre-defined Factory provided Internet based
re-direct service. Various nethods could be used, such as
DNS or RESTful APIs.

2. ldentify itself. This is done by presenting an | EEE 802. 1AR
credentials to the discovered Registrar (via a Proxy if
necessary). Included is a generated nonce that is specific to
this attenpt.

3. Inprint on the Registrar. This requires verification of the MASA
service generated authorization token as provided by the
contacted Registrar. The authorization token contains the valid
domai n(s) for this device and is signed by the MASA service. The
device uses a pre-installed certificate of the MASA service to
validate the signature of the MASA. The nonce information
previously provided is also checked, if it was not renoved by the
Regi strar.

4. Enroll by accepting the domain specific information fromthe
registrar, and by enrolling a donmain certificate fromthe
registrar using a standard enroll ment protocol, e.g. Enrol nent
over Secure Transport (EST) [RFC7030].

5. The New Entity is now a menber of and Bei ng Managed by the domain
and will only repeat the discovery aspects of bootstrapping if it
is returned to factory default settings.

The followi ng sections describe each of these steps in nore detail.

3.1.1. Discovery and ldentity

Exi sting architectures provide the functionality for discovery of the
Domai n Registrar. Use of an existing architecture is preferred over
devel opnent of a new architecture. Discovering of a Domain Proxy
that facilitates communication through to the Domain Registrar is
simplified as "discovery of the domain". A proxy is included in
Figure 1 although the sinplified flowin Figure 2 does not include a
proxy - under the assuption that the proxy forwarding is nostly
transparent to the New Entity. Existing architectures for

i nvestigation include:

| EEE 802.1X \Where the New Entity can be cast as the "supplicant” and
the Proxy is the "authenticator”. The bootstrapping protoco
messages are encapsul ated as EAP nethods. The "authenticator”
reencapsul ates the EAPOL franes and forwards themto the
"Aut hentication Server", which provides Registrar functionalities.
PANA [ RFC5191] [[EDNOTE: TBD]]
ND [ RFC2461] / [RFC4861] |[[EDNOTE: TBD]] NOTE: Nei ghbor Di scovery
protocol s do not describe a nechani smfor forwarding nessages
Each provides a nmethod for the New Entity to discover and initiate
communi cation with a |l ocal neighbor which is assuned to be a nenber
of the domain infrastructure. |n each protocol nethods are avail abl e

Pritikin, et al. Expi res January 7, 2016 [ Page 10]



Internet-Draft Boot strappi ng Key Infrastructures July 2015

to support encapsul ation of the bootstrapping protocol nessages
descri bed el sewhere in this docunent. Oher protocols for
transporting bootstrappi ng nmessages can be added in future

r ef erences.

Al'l security assocaitions established are between the new device and
the Registrar regardl ess of proxy operations. [[EDNOTE: this is the
simpl est and nost direct threat nodel but should be eval uated agai nst
the anima use cases. It may be preferable to engage in secure
conmmuni cations with the proxy itself?]]

The New Entity is expected to identify itself during one of the

conmuni cati on protocol exchanges. For exanple using EAP-TLS. |If the
client identity is rejected the New Entity repeats the Di scovery
process using the next proxy or discovery method available. If

multiple proxies are available the New Entity tries each until a
successful bootstrapping occurs. The New Entity may prioritize
proxi es selection order as appropriate for the anticipated

envi ronnent .

If Proxy discovery fails the New Entity nmoves on to di scovering a
Regi strar directly using an appropriate L3 protocol nechanisns.

[[EDNOTE: it is unclear yet if discovery happens on a per interface
basis or once per device. Wat is the requirenent around joining
mul tiple domains; is this a bootstrapping requirenent or is this a
br oader autonomi c requirenent]]

3.1.2. Inprint

The domain trust anchor is received by the New Entity during the
boost rappi ng protocol methods in the formof a MASA authori zation
token containing the domainlD. The goal of the inprint state is to
securely obtain a copy of this trust anchor w thout involving human
i nteraction.

An enrol |l ment protocol such as EST [ RFC7030] details a set of non-
aut onom ¢ boot strappi ng net hods such as:

0 using the Inplicit Trust Anchor database (not an autonomc
sol ution because the URL nust be securely distributed),

0 engaging a human user to authorize the CA certificate using out-
of -band data (not an autonomi ¢ sol ution because the human user is
i nvol ved),

0 wusing a configured Explicit TA database (not an autonom c sol ution
because the distribution of an explicit TA database is not
aut onomi ¢),
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0 and using a Certificate-Less TLS nutual authentication nethod (not
an autonom c sol ution because the distribution of symmetric key
material is not autonomc).

Thi s docunment describes an additional autonom c nethod:

MASA aut hori zation token Authorization tokens are obtained by the
Regi strar fromthe MASA service and presented to the New Entity
for validation.

An arbitrary basic configuration informati on package that is signed
by the domain can be delivered al ongsi de the authorization token
This information is signed by the donain private keys and is a one
time delivery containing informati on such as which enroll nment server
to comuni cate with and whi ch managenent systemto conmuni cate with.
It is intended as a limted basic configuration for these purposes
and is not intended to deliver entire final configuration to the
devi ce.

If the autononmic nmethods fails the New Entity returns to discovery
state and attenpts bootstrapping with the next avail abl e di scovered
Regi strar.

3.1.3. Enroll nent

As the final step of bootstrapping a Registrar helps to issue a
domai n specific credential to the New Entity. For sinplicity in this
docunent, a Registrar primarily facilitates issuing a credential by
acting as an RFC5280 Regi stration Authority for the Domain
Certification Authority.

Enrol I ment proceeds as described in Enroll ment over Secure Transport
(EST) [RFC7030]. The New Entity contacts the Registrar using EST as
i ndi cat ed:

0 The New Entity is authenticated using the | EEE 802. 1AR
credenti al s.

0 The EST section 4.1.3 CA Certificates Response is verified using
the MASA aut horization token provided donmain identity.

3.1.4. Being Managed

Functionality to provide generic "configuration" information is
supported. The parsing of this data and any subsequent use of the
data, for exanple communications with a Network Managenent Systemis
out of scope but is expected to occur after bootstrappi ng enroll nent
is conplete. This ensures that all comrunications wi th managenent
systens whi ch can divulge local security information (e.g. network
topol ogy or raw key nmaterial) is secured using the local credentials
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i ssued during enroll nent.
See Section 3.5.

3.2. Behavior of a proxy
The role of the Proxy is to facilitate conmunications. The Proxy
forwards nmessages between the New Entity and a Registrar. Were
exi sting protocols, as detailed in Section 3.1.1, already provide
this functionality nothing additional is defined.

3.3. Behavior of the Registrar
Once a registrar is established it listens for new entities and
determines if they can join the domain. The registrar delivers any
necessary authorization information to the new device and facilitates
enrol I ment with the domain PKI.

Regi strar behavior is as foll ows:
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Fi gure 4

3.3.1. Entity Authentication
The applicabl e authentication

o the use of an | EEE 802. 1AR
o or the use of a secret that

met hods detailed in EST [ RFC7030] are:

| Devl D credenti al
is transmtted out of band between the

New Entity and the Registrar (this use case is not autonom c)

3.3.2. Entity Authorization

In a fully automated network all devices nust be securely identified.

A Regi strar accepts or declines a request to join the domain, based

on the authenticated identity
criteria such as Proxy identit
i ncl ude:

presented and ot her policy defined
y. Automated acceptance criteria
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o allow any device of a specific type (as determ ned by the | EEE
802. 1AR device identity),

o allow any device froma specific Factory (as determ ned by the
| EEE 802. 1AR identity),

o allow a specific device froma Factory (as determ ned by the | EEE
802. 1AR identity)

In all cases a Registrar nmust use the globally avail able MASA service

to verify that the device' s history | og does not include unexpected

Regi strars. Because if a device had previously registered with

anot her dommin, the registrar of that domain would show in the |og.

If a device is accepted into the donmain, it is then invited to
request a domain certificate through a certificate enrol ment process.
The result is a commobn trust anchor and device certificates for al
aut onom ¢ devices in a domain. These certificates can subsequently
be used to determi ne the boundaries of the honenet, to authenticate
ot her domai n nodes, and to autonom cally enable services on the
honenet .

For each entity that will be accepted a Registrar maintains the
Factory CAidentity and the entity’'s unique identifier. The Factory
CA identity could be inplenmented as the Factory CA root certificate
keyldentifier (the 160-bit SHA-1 hash of the value of the BIT STRI NG
subj ect Publ i cKey). For user interface purposes the keyldentifier

i nformati on can be mapped to a colloquial Factory name (Registrars
can be shipped with the keyldentifier of a significant number of
third-party manufacturers).

3.3.3. daining the New Entity
During initial bootstrapping the New Entity provides a nonce specific

to the particular bootstrapping attenpt. The registrar should
i nclude this nonce when clainng the New Entity fromthe Internet

based MASA service. |If a nonce is provided by the Registrar, then
clains froman unauthenticated Registrar are serviced by the MASA
resource.

The Registrar can claima New Entity that is not online by formnng
the request using the entities unique identifier but not including a
nonce in the claimrequest. MASA authorization tokens obtained in
this way do not have a lifetine and they provide a pernmanent nethod
for the domain to claimthe device. Evidence of such a claimis
provided in the audit log entries available to any future Registrar.
Such clains reduce the ability for future domains to secure
boot st rappi ng and therefore the Regi strar MJST be authenticated by
the MASA servi ce.

Claimng an entity establishes an audit |log at the MASA server and
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provi des the Registrar with proof, in the formof a MASA

aut hori zati on token, that the log entry has been inserted. As
indicated in Section 3.1.2 a New Entity will only proceed with
bootstrapping if a validated MASA aut horization token has been
recieved. The New Entity therefore enforces that bootstrapping only
occurs if the claimhas been | ogged.

3.3.4. Log Verification

The Registrar requests the log information for the new entity from
the MASA service. The log is verified to confirmthat the foll ow ng
is true to the satisfaction of the registrar’s configured paraneters:

0 Any nonceless entries in the log are associated w th domai nl Ds
recogni zed by the registrar. The registar MAY be configured to
ignore the history of the device but it is RECOMWENDED that this
only be configured if the MASA server is known to perform
ownership validation or if Trusted Conputing G oup secure boot and
renote attestation is avail able.

0 Any nonce’'d entries are ol der than when the domain is known to
have physical possession of the new entity or that the domainl Ds
are recogni zed by the registrar.

If any of these criteria are unacceptable to the registrar the entity

is rejected.

3.3.5. Forwarding Authorization Token plus Configuration

The Registrar forwards the received authorization token to the new
entity. To sinplify the nessage flows an initial configuration
package can be delivered at this tinme which is signed by a
representative of the domain.

[[ EDNOTE: format TBD. The configuration package signature data nust
contain the full certificate path sufficient for the newentity to
use the domainlD information (as a trust anchor) to accept and
validate the configuration)]]

3.4. Behavior of the MASA Service
The MASA service is provided by the Factory provider on the globa
Internet. The URI of this service is well known. The URI should be
provided as an | EEE 802. 1AR | Devl D X. 509 extension (a "MASA
aut hori zation token Distribution Point" extension).

The MASA service provides the following functionalities to
Regi strars
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3.4.1. Issue Authorization Token and Log the event

A Regi strar POSTs a cl ai m message optionally containing the bootstrap
nonce to the MASA server

If a nonce is provided the MASA service responds to all requests.
The MASA service verifies the Registrar is representative of the
domai n and generates a privacy protected |l og entry before respondi ng
with the authorization token.

If a nonce is not provided then the MASA service MJST authenticate
the Registrar as a valid custoner. This prevents denial of service
attacks. The specific | evel of authentication provided by the
customer is not defined here. An MASA Practice Statenent (MPS)
simlar to the Certification Authority CPS, as defined in RFC5280, is
provided by the Factory such that Registrar’s can deternine the |eve
of trust they have in the Factory.

3.4.2. Retrieve Audit Entries from Log

When determining if a New Entity should be accepted into a domain the
Regi strar retrieves a copy of the audit |og fromthe MASA service
This contains a list of privacy protected donain identities that have
previously clained the device. Included in the list is an indication
of the time the entry was nade and if the nonce was included.

3.5. Leveraging the new key infrastructure / next steps

As the devices have a conmon trust anchor, device identity can be
securely established, naking it possible to automatically depl oy
services across the domain in a secure manner.

Exanpl es of services:
o Device nmanagenent.
0 Routing authentication.
0 Service discovery.

3.5.1. Net wor k boundari es

When a device has joined the domain, it can validate the donain
menbership of other devices. This makes it possible to create trust
boundari es where domai n menbers have hi gher |evel of trusted than
external devices. Using the autonom c User Interface, specific

devi ces can be grouped into to sub domains and specific trust |evels
can be inpl enented between those.
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4. Domain Qperator Activities

This section describes how an operator interacts with a domain that
supports the bootstrapping as described in this docunent.

4.1. Instantiating the Domain Certification Authority

This is a one tine step by the domain adnmnistrator. This is an "off
the shelf" CA with the exception that it is designed to work as an
integrated part of the security solution. This precludes the use of
3rd party certification authority services that do not provide
support for del egation of certificate issuance decisions to a donain
managed Registration Authority.

4.2. Instantiating the Registrar

This is a one tine step by the donain adnmnistrator. One or nore
devices in the domain are configured take on a Registrar function

A device can be configured to act as a Registrar or a device can
auto-select itself to take on this function, using a detection
mechani smto resolve potential conflicts and setup comunication with
the Donmain Certification Authority. Autonated Registrar selection is
out si de scope for this docunent.

4.3. Accepting New Entities

For each New Entity the Registrar is informed of the unique
identifier (e.g. serial nunber) along with the manufacturer’s
identifying information (e.g. manufacturer root certificate). This
can happen in different ways:

1. Default acceptance: In the sinplest case, the new device asserts
its unique identity to the registrar. The registrar accepts al
devi ces without authorization checks. This node does not provide
security against intruders and is not recomended.

2. Per device acceptance: The new device asserts its unique identity
to the registrar. A non-technical human validates the identity,
for exanple by comparing the identity displayed by the registrar
(for exanple using a smartphone app) with the identity shown on
t he packagi ng of the device. Acceptance nay be triggered by a
click on a snmartphone app "accept this device", or by other forns
of pairing. See also [I-D.behringer-honenet-trust-bootstrap] for
how t he approach could work in a honenet.

3. Witelist acceptance: In |arger networks, neither of the previous
approaches is acceptable. Default acceptance is not secure, and
a manual per device nethods do not scale. Here, the registrar is
provided a priori with a list of identifiers of devices that
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belong to the network. This list can be extracted from an
i nventory database, or sales records. |If a device is detected
that is not on the Iist of known devices, it can still be
manual |y accepted using the per device acceptance nethods.

4, Automated Whitelist: an autonated process that builds the
necessary whitelists and inserts theminto the | arger network
domain infrastructure is plausible. Once set up, no human
intervention is required in this process. Defining the exact
mechani sms for this is out of scope although the registrar
aut hori zation checks is identified as the logical integration
point of any future work in this area.

None of these approaches require the network to have permanent
Internet connectivity. Even when the Internet based MASA service is
used, it is possible to pre-fetch the required information fromthe
MASA a priori, for exanple at time of purchase such that devices can
enrol later. This supports use cases where the domain network may be
entirely isolated during device depl oynent.

Addi tional policy can be stored for future authorization decisions.
For exanpl e an expected depl oynent time wi ndow or that a certain
Proxy mnust be used.

4.4, Automatic Enrol nent of Devices

The approach outlined in this docunent provides a secure zero-touch
met hod to enrol new devices w thout any pre-staged configuration
New devi ces conmuni cate with already enrolled devices of the domain,
whi ch proxy between the new device and a Registrar. As a result of
this conpletely autonmatic operation, all devices obtain a domain
based certificate.

4.5. Secure Network Operations

The certificate installed in the previous step can be used for al
subsequent operations. For exanple, to determ ne the boundaries of
the domain: If a neighbor has a certificate fromthe sanme trust
anchor it can be assunmed "inside" the sane organization; if not, as
outside. See also Section 3.5.1. The certificate can also be used
to securely establish a connection between devices and centra
control functions. Also autononic transactions can use the donain
certificates to authenticate and/or encrypt direct interactions

bet ween devices. The usage of the domain certificates is outside
scope for this docunent.
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5.

Prot ocol Details

For simplicity the bootstrapping protocol is described as extensions
to EST [ RFC7030].

EST provi des a bootstrappi ng mechanismfor new entities that are
configured with the URI of the EST server such that the Inplicit TA
dat abase can be used to authenticate the EST server. Alternatively
EST clients can "engage a human user to authorize the CA certificate
usi ng out-of-band data such as a CA certificate". EST does not
provide a conpletely autonmated nmethod of bootstrapping the PKI as
both of these nethods require sonme user input (either of the URI or
aut horizing the CA certificate).

This section details additional EST functionality that support

aut onat ed bootstrapping of the public key infrastructure. These
additions provide for fully automated bootstrapping. These additions
are to be optionally supported by the EST server within the same
.well-known URI tree as the existing EST URIs.

The "New Entity" is the EST client and the "Registrar" is the EST
server.

The extensions for the client are as foll ows:

o The New Entity provisionally accept the EST server certificate
during the TLS handshake as detailed in EST section 4.1.1
("Bootstrap Distribution of CA Certificates").

o0 The New Entity request and validates a "bootstrap token" as
descri bed below. At this point the New Entity has sufficient
information to validate domain credentials.

o0 The New Entity calls the EST defined /cacerts nmethod to obtain the
current CA certificate. These are validated using the "bootstrap
t oken".

0 The New Entity conpl etes bootstrapping as detailed in EST section
4.1.1.

These extensions could be inplenmented as an i ndependent protocol from
EST but since the overlap with basic enrollnment is extensive,
particularly with respect to client authorization, they are presented
here as additions to EST.

In order to obtain a validated bootstrap token and history |logs the
Regi strar contacts the MASA service Service using REST calls.
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5.1. EAP-EST
In order to support Proxy environments EAP-EST is defined.

[[EDNOTE: TBD. EST is TLS with sone data. EAP-TLS and other simlar
protocol s provide an exanple framework for filling out this section]]

5.2. Request bootstrap token
When the New Entity reaches the EST section 4.1.1 "Bootstrap
Distribution of CA Certificates" [[EDNOTE: out of date xref]] state
but wishes to proceed in a fully automated fashion it nakes a request
for a MASA aut horization token fromthe Registrar

This is done with an HTTPS POST using the operation path val ue of
"/ request boot strapt oken".

The request format is JSON object containing a nonce.

Request nedia type: application/ masanonce

Request format: a json file with the foll ow ng:

{"nonce":"<64bit nonce val ue>"}

[[ EDNOTE: exact format TBD. There is an advantage to having the
client sign the nonce (sinmlar to a PKI Certification Signing
Request) since this allows the MASA service to confirmthe actua
device identity. It is not clear that there is a security benefit
fromthis.]]

The Registrar validates the client identity as described in EST

[ RFC7030] section 3.3.2. The registrar perforns authorization as
detailed in Section 3.3.2. |f authorization is successful the
Regi strar obtains a MASA aut horization token fromthe MASA service
(see Section 5.3).

The reci eved MASA aut horization token is returned to the New Entity.

5.3. Request MASA authorization token

A registrar requests the MASA aut horization token fromthe MASA
service using a REST interface.

This is done with an HTTP POST using the operation path val ue of
"/ request MASAaut hori zati on"

The request format is a JSON object optionally containing the nonce
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val ue (as obtained fromthe bootstrap request) and the | EEE 802. 1AR
identity of the device as a serial nunber (the full certificate is
not needed and no proof-of-possession information for the device
identity is included). The New Entity's serial nunber is extracted
fromthe subject nane :

{"nonce":"<64bit nonce val ue>", "serial nunber", "<subjectnane/
subj ectal t name serial nunber>"}

I nclusion of the nonce is optional because the Registar might request
an aut horization token when the New Entity is not online, or when the
target bootstrapping environment is not on the sanme network as the
MASA server.

This information is encapsulated in a PKCS7 signed data structure
that is signed by the Registrar. The entire certificate chain, up to
and including the Domain CA, is included in the PKCS7.

The MASA service checks the internal consistency of the PKCS7 but is
unabl e to actually authenticate the domain identity information. The
domain is not know to the MASA server in advance and a shared trust
anchor is not inplied. The MASA server verifies that the PKCS7 is
signed by a Registrar (by checking for the cnc-idRA field in the

Regi strar certificate) certificate that was issued by the root
certificate included in the PKCS7.

The donmain IDis extracted fromthe root certificate and is used to
generate the MASA aut horization token and to update the audit |og.

[ [ EDNOTE: The aut hori zation token response fornmat needs to be defined
here. It consists of the nonce, if supplied, the serial nunber and
the trust anchor of the domain. For exanple:

{"nonce":"<64bit nonce val ue>", "serial nunber", "<subjectnane/
subj ectal t name serial nunber>","domainlD':}

1]

[[ EDNOTE: This assunmes the Registrar can extract the serial nunber
successfullly fromthe cilent certificate. The RFC4108
har dwar eModul eNane is |likely the best known | ocation.]]

5.4. Basic Configuration Information Package
When the MASA authorization token is returned to the New Entity an
arbitrary informati on package can be signed and delivered al ong side

it. This is signed by the Donmain Registar. The New Entity first
verifies the MASA authorization token and, if it is valid, then uses
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the domain’s TA to validate the Information Package.

[[ EDNOTE: The package format to be specified here. Any signed fornmat
is viable and ideally one can sinply be specified fromnetconf. The
Regi star knows the New Entity device type fromthe 802. 1AR credenti al
and so is able to deternine the proper format for the configuration]]

5.5. Request MASA authorization |og

A registrar requests the MASA authorization log fromthe MASA service
usi ng this EST extension.

This is done with an HTTP GET using the operation path val ue of
"/ request MASAI og”

The log data returned is a file consisting of all previous |og
entries. For exanpl e:

"log": [
{"date":"<date/time of the entry>"},
"domai nl D': "<domai nl D as extracted fromthe root
certificate within the PKCS7 of the
aut hori zati on token request>",
"nonce":"<any nonce if supplied (or NULL)>"},

{"date":"<date/time of the entry>"},
"domai nl D': "<domai nl D as extracted fromthe root
certificate within the PKCS7 of the
aut hori zati on token request>",
"nonce":"<any nonce if supplied (or NULL)>"},

]

Distribution of a large log is less than ideal. This structure can
be optim zed as follows: only the nost recent nonce’d log entry is
required in the response. All nonce-less entries for the sanme
domai nl D can be condensed into the single nost recent noncel ess
entry.

The Registrar uses this log information to nmake an inforned decision
regardi ng the continued bootstrapping of the New Entity.

[[ EDNOTE: certificate transparency mght offer an alternative |og
entry nethod]]
6. Reduced security operational nbdes

A common requirenent of bootstrapping is to support |ess secure
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operational nodes for support specific use cases. The follow ng
sections detail specific ways that the New Entity, Registrar and MASA
can be configured to run in a | ess secure node for the indicated
reasons.

6.1. New Entity security reductions

Al t hough New Entity can choose to run in |less secure nodes this is
MUST NOT be the default state because it permanently degrades the
security for all other uses cases. Wen configured into |ower
security nodes by a trusted adm nistrator

1. The device may have an operational node where it skips
aut hori zati on token validation. For exanple if a physical button
i s depressed during the bootstrappi ng operation. This may occur
when: A device Factory goes out of business or otherwise fails to
provide a reliable MASA service or when |ocal staging has pre-
configured the New Entity with a known good Trust Anchor

2. The device may be configured during staging or requested fromthe
factory to not require the MASA service authorization token. An
entity that does not validate the domain identity is inherently
dangerous as it may have had malware installed on it by a man-in-
the-mddle. This risk should be nmitigated using attestation and
nmeasur enent technologies. |In order to support an unsecured
inmprint the New Entity MJST support renote attestation
technol ogi es such as is defined by the Trusted Conputing G oup
[[ EDNOTE: How to include renote attestation into the boostrapping
protocol exchange is TBD]]. This may occur when: The device
Factory does not provide a MASA service.

6.2. Registrar security reductions

The Regi strar can choose to accept devices using | ess secure nethods.
These net hods are RECOMVENDED when | ow security nodels are needed as
the security decisions are being nmade by the | ocal adm nistrator

1. The registrar may choose to accept all devices, or all devices of
a particular type, at the admnistrator’s discretion. This may
occur when: Inform ng the Registrar of unique identifiers of new
entities mght be operationally difficult.

2. The registrar may choose to accept devices that claima unique
identity without the benefit of authenticating that clained
identity. This may occur when: The New Entity does not include
an | EEE 802. 1AR factory installed credenti al

3. The registrar may request nonce-less authorization tokens from
the MASA service. These tokens can then be transnitted to the
Regi strar and stored until they are needed during bootstrapping
operations. This is for use cases where target network is
protected by an air gap and therefore can not contact the MASA
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service during New Entity depl oynment.
6.3. MASA security reductions

Lower security nodes chosen by the MASA service effect all device
depl oynents unless paired with strict device ownership validation, in
whi ch case these nodes can be provided as additional features for
specific custoners. The MASA service can choose to run in less
secure nodes by:

1. Not enforcing that a Nonce is in the authorization token. This
results in distribution of authorization tokens that never expire
and effectly makes the Domain an always trusted entity to the New
Entity during any subsequent bootstrapping attenpts. That this
occured is captured in the log information so that the Domain
regi strar can make appropriate security deci sions when a new
device joins the domain. This is useful to support use cases
where Registrars mght not be online during actual device
depl oynent .

2. Not verifying ownership before responding with an authorization
token. Doing so relieves the vendor providing MASA services from
havi ng to tracking ownership during shipping and supply chain.

The registrar uses the log infornmation as a defense in depth
strategy to ensure that this does not occur unexpectedly. For
exanpl e when purchasi ng used equi prent a MASA response is
necessary for autonom c provisioning but the greatest |evel of
security is achieved when the MASA server is also performng
ownershi p validation

7. Security Considerations

In order to support a wide variety of use cases, devices can be
clained by a registrar without proving possession of the device in
question. This would result in a nonceless, and thus al ways valid,
claim O would result in an invalid nonce being associated with a
claim The MASA service is required to authenticate such Registrars
but no programmatic nethod is provided to ensure good behavior by the
MASA service. Nonceless entries into the audit |log therefore
permanently reduce the value of a device because future Registrars,
during future bootstrap attenpts, would now have to be configured
with policy to ignore previously (and potentially unknown) donuains.

Future registrars are reconmended to take the audit history of a
device into account when deciding to join such devices into their
network. |If the MASA server were to have allowed a significantly

| arge nunber of clains this m ght becone onerous to the MASA server
which nust naintain all the extra log entries. Ensuring the registar
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is representative of a valid customer domain even without validating
ownership helps to mtigate this.

It is possible for an attacker to send an authorization request to
the MASA service directly after the real Registrar obtains an

aut horization log. |If the attacker could also force the

boot st rappi ng protocol to reset there is a theoretical opportunity
for the attacker to use the authorization token to take control of
the New Entity but then proceed to enrol with the target domain. To
prevent this the MASA service is rate limted to only generate

aut hori zation tokens at a rate of 1 per mnute. The Registrar
therefore has at least 1 minute to get the response back to the New
Entity. [[EDNOTE: a better solution can likely be found. This text
captures the issue for now Binding the logs via a]] Also the

Regi strar can doubl e check the log information after enrolling the
New Entity.

The MASA service could lock a claimand refuse to i ssue a new t oken.

O the MASA service could go offline (for exanple if a vendor went

out of business). This functionality provides benefits such as theft

resistance, but it also inplies an operational risk. This can be

mtigated by Registrars that request nonce-less authorization tokens.
7.1. Trust Model

[[ EDNOTE: (need to describe that we need to trust the device h/w. To
be completed.)]]
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Appendi x A.  Editor notes

[[ EDNOTE: This section is to capturing rough notes between editors
and Ani ma Boot strappi ng design team nmenbers. This entire section to
be renoved en masse before finalization]]

Change Di scussion

02 Moved sections for readability, Updated introduction, sinplified
functional overview to avoid distractions from optional elenments,
addressed updated security considerations, fleshed out state
machi nes.

The following is a non-prioritized list of work itenms currently

identified:

o Continue to address gaps/opportunities highlighted by conmunity
wor k on bootstrappping. Refs: IETF92 "Survey of Security
Boot st rappi ng", Aana Danpi ng He, behcet Sarikaya. "NETCONF Zero
Touch Update for AN MA
https://ww.ietf.org/proceedi ngs/92/ani ma. ht M and "Boot st rappi ng
Key Infrastructures", Pritikin, Behringer, Bjarnason

0 Intergrate "Oamnership Voucher” as a valid optional format for the
MASA response. So long as the issuance of this is |ogged and
captured in the |l og response then the basic flow and threat nodel
is substantially the sane.
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