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Abst r act

Thi s docunment describes the requirenments of distributing intent
information in an autononic network. Ideally, the intent nmay be
generated/injected at an arbitrary autonom c node and be distributed
anong the whol e autonom ¢ domain. Then this docunment resolves the
distribution requirenments into protocol design requirenents.
Specifically, this docunent introduces a solution which is sone
extension based on the Aninma signalling protocol (GDNP, Generic

Di scovery and Negoti ati on Protocol).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

Thi s docunent describes the requirenments of distributing intent
informati on in an autononic network. Ideally, the intent nmay be
generated/injected at an arbitrary autononm c node and be distributed
among t he whol e autonom ¢ domain. Then this docunent resolves the
distribution requirenments into protocol design requiremnments
Specifically, this docunent introduces a solution which is sone

ext ensi on based on the Anina signalling protocol (GDNP, Generic

Di scovery and Negoti ati on Protocol).

Intent Distribution Requirenments
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2.1. Distributed to the Wol e Domain

When the intent is injected at an arbitrary autonom c node, the node
MUST be able to distribute it to the whole nodes in the domain. This
requi renent does not necessarily nean the node need to send the
intent to all nodes through unicast or nmulticast all by itself; there
nmi ght be distribution function infrastructure that could be used/
triggered by the node.

2.1.1. Autonomi c Donai n Boundary
The donmai n boundary devices are supposed to know t hensel ves as
boundary. When t he nessages conme to the devices, they won't distribute

them anynore so that the messages are only distributed with the
domai n.

[Editor’s Notes] It is a practical issue that how an autononi ¢ node
knows itself is the domain boundary. It is not in the scope of this
docunent .

2.2. De-coupling of Intent Content and Bearing Protoco

The content of intent SHOULD NOT be coupled with the bearing
pr ot ocol

2.3. Avoiding Signaling Storm
If flooding mechanismis used, then there should be a nechanismto
prevent the packets which carrying the intent to travel around the
domai n again and agai n.

2.4. Arbitary Intent Injecting Point (Optional)

The intent SHOULD be injected at any autononm ¢ node, rather than a
pre-speci fied Node.

Di scuss: may be only within a group of autonom c nodes, it supports
i nput at "any" node.

2.5. Conflict Handling (Optional)
So long as it supports arbitrary point where to inject an intent,
there is possibility that two nodes advertise the same intent but

with different contents. Hence, there should be a mechanismto
handl e the conflicted intent.
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3. Protocol Design
3.1. Protocol Requirenents
3.1.1. Milticast and Uni cast Conmuni cation

The foll owi ng comruni cati on nodes need to be supported to distribute
intents.

o0 On Link Multicast

This is a basic distribution behavior. The nessage is
multicasted to all the other nodes on the sane |ink

o Of Link Milticast

Normal |y, an autonomic dormain is not only limted within a
link. Thus, off link nulticast is needed to reach the other
nodes out of the initiator’s link

When there is off-link nmulticast, there needs to be flooding
control nechanisns as described in Section 3.2.3.

o Point to Point

Besides nulticast, the intent mght be distributed only between
two nodes. Thus, point to point unicast conmmunication is also
needed.

3.1.2. Messages Interaction
The foll owi ng nessage interaction nodes need to be support ed.
0 Unsolicited advertisement

This is the nost typical use case of intent distribution. The
intent is advertised by one of the autononic node and fl ooded
to all the others in the sane autonomic domain. The process is
statel ess ,which neans there is no need to pre-establish
connecti ons between autonom c nodes for intent exchange, hence
t he aut onomi c nodes are always nonitoring the intent com ng.

[Editor’s Note] This docunment doesn’t achieve unsolicit
advertisenent for intent as a new explicit nessage type,
instead, it is by the ASA interpreting the Intent Option
(defined below) and resolving it into GDNP synchroni zation
behavi or at each hop. However, Unsolicit Advertisenent m ght
be a generic function that reused by various ASA. So, if the
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ANI MA signalling is going to provide such function at message
level in the future, this docunent woul d update accordingly.

0 Request - Response

This is nmostly for point-to-point intent exchange. For
exanpl e, when a new device gets online, it request intent from
it’s neighbor, then the neighbor will distribute the comon
intent that shared anong all the nodes within the autonomc
domain to the new device

3.1.3. Fragnentation Considerations

Since the intent distribution runs over GDNP, it does not provide any
explicit fragnmentation/reassenbly support.

[Editor’s Note] However, there might be concern that when an intent
packet needs to be split, it might need to be split into fragnments
each of which could be interpreted individually, thus there is no
need to wait for the assenbling of all fragnments. However, this is
only a hypot heti cal use case.

3.2. Intent Distribution over Aninma Signaling Protoco
Since there is a signalling protocol under devel oprment in Aninma
working group, it is reasonable to | everage the current protocol to
do intent distribution.
This section makes sone extension to the signalling protocol to
fulfil the requirenments described above. Specifically, the extension
is based on the 03 version of the CGDNP protoco
[I-D. carpenter-ani ma-gdn- pr ot ocol ]

3.2.1. Intent Option

The content of intent is encapsul ated as a dedi cated option, so that
it could be carried by various type of nessages if needed.
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0 1 2 3
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B i S S T s i S T st i S S S S S S S S i
[ TBD [
T T e b i i e e s . S I SR S
| I ntent Content |
[ (variable length, Supporting arbitrary format)

:I-— B T T i S T ai o S S I S S S T S S +-:|-
OPTION_INTENT: ldentifies the Intent Option type. 16-bit.
option-len: Length of the whole intent. 16-bit.

F bit: Flooding flag bit. When the flag is set, it means the intent
needs to be fl ooded.

Flood TTL: Linits the hops that an Intent nmessage could travel
8-bit.

Reserved: Set to zero, ignored on receipt. 8-bit.

Sequence Nunber: A sequence nunber to identify an intent option
16-bit. Each tinme one node sends an Intent Option, the sequence
number MUST be increased.

Node ID: Identifies the source of the Intent Option. 32-bit. This
docunent s assunes that each autononi c nodes has a Node ID
avai l abl e after the bootstrapping process described in
[1-D. pritikin-ani ma-boot strappi ng-keyinfra] . The Node |ID may
gener ated based on the domain certificate issued to the node
during boot st rappi ng.

Intent Content: The intent content, such as the intent specified in
[1-D. du-ani ma-an-intent].

3.2.2. Node Behavi or
o Initiating Node

a) Assunming there is an ASA in charge of the intent distribution
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b) The ASA generates the Intent Option and calls the GDNP nodul e
to send the Intent Option in a Request Message (as defined in
Section 3.6.4 of [I-D.carpenter-ani m-gdn-protocol] ).

c) If thisis a flooding intent, the ASA sets the F flag and calls
the CDNP nodule to nulticast the nessage to all it’s neighbors
in a Discovery Message (as defined in Section 3.6.2 of
[1-D.carpenter-ani ma- gdn- protocol] ).

0 Receiving Node
a) Assunming there is an ASA in charge of the intent distribution

b) The GDNP nodul e extracts the Intent Option and handle it up to
t he ASA.

c) If the Fflag is not set, the node calls the GDNP nodule to
response a Negotiation-Endi ng nessage with a Accept Option; if
set, then no need to response. [Open Question] Does nodes need
to response for the flooding intent?

d) If it is a flooding intent, the node nulticast the option again
to all it’'s neighbors.

[Editor’s Note] The behavior as described above coul d al so be

achi eved through Usolicit Synchronization message/function which was
briefly discussed in the previous version of GDNP. If the
Unsolicited Synchronization is added back to the GDNP, this docunent
shoul d al so consider the rel evant solution accordingly.

3.2.3. Flooding Contro
0 Loop Avoi dance

When nessages are flooded off link, it is highly possible that
t he message woul d be fl ooded back to the initiator again, thus
there would be a | arge amount of duplicated nmessages circling
around the network. So, there needs to be rel evant mechani sm
to avoid/limt the packets | oop

To achieve this goal, the nodes need to do the follow ng
actions:

a) The node maintains a flooding state table which stores each
interface’s record that whether a specific intent option had
been received or sent fromit. The option identification
could be the conbination of the Sequence Nunber and Node |ID
in the Intent Option.
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b) The node MUST NOT send a flooding Intent Option nessage to
the interfaces that had received or sent the sane |ntent

Opt i on.
o Flooding TTL
In case an Intent is occasionally |ooped around, the Flooding
TTL is to guarantee the packet would not travel in a infinite
| oop in the network.
[ Open Question] Is Flooding TTL a redundant fiel d?

4. Security Considerations

Intents could significantly influence the network nodes’ behavior, so
aut hentication is strongly required.

However, the authentication could be done at nultiple |ayers:

0 CQuter layer authentication: the ASAs’ conmunication is within a
protected channel such as ACP (Autonom c Control PIane,
[1-D. behringer-ani ma-aut onom c-control -plane] ).

o Inner layer authentication: the ASAs’ communi cati on m ght not be
within a protected channel, then there should be enbedded
protection in intent distribution itself.

[ Open Question] As described in section 7.3 of
[I-D.irtf-nnrg-autonom c-network-definitions], intent distributionis
considered as a function of the ACP. Do we consider to renove this
limtation? ACP is a good secure channel for distributing intent,
but maybe not a mandat ory channel

5. | ANA Consi derati ons
TBD.
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