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Abstract

Thi s docunent describes an autonom c solution for prefix nmanagenent
in |arge-scal e networks.
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1. I nt roducti on

Thi s docunent proposes an autononic solution for prefix nmanagenent
| arge-scal e networks. The background to Autonomic Network (AN) is

O©COOOWOOONOOOOOOUUNNOTRA,BRAWWWN

in

described in [ RFC7575] and [ RFC7576]. A generic autonom c signaling

protocol (GRASP) is proposed by [I-D.ietf-anim-grasp], which would

be used by the proposed autonom ¢ prefix nanagenment sol ution.

This docunent is dedicated to how to nake | Pv6 prefix nmanagenent in

pure I Pv6 | arge-scal e networks as autononic as possible. This

docunment for now is only considering service provider (ISP) networks.

Al though there are simlarities with |arge enterprise networks, the

requirenents are a little different for the two use cases.

Note in draft: This version is prelimnary. |In particular, nmany
design details may be subject to change until the aninm
speci fications become agreed.
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2. Pr obl em St at enent

The aut onomi ¢ networ ki ng use case considered here is autonomc IP
address managenent in | arge-scal e networKks.

Al t hough DHCPv6 Prefix Del egati on [ RFC3633] has supported autonated
del egation of | Pv6 prefixes, prefix managenent is still largely
dependi ng on human planning. In other words, there is no basic
informati on or policy to support autonom c decisions on the prefix

| ength that each router should request or be del egated, according to
its role in the network. Roles could be locally defined or could be
generic (edge router, interior router, etc.). Furthernore, the
current | Pv6 prefix managenent by humans is rigid and static after
initial planning.

The problemto be solved by ANis how to dynanically and

aut onomi cal |l y nmanage | Pv6 address space in | arge-scal e networks, so
that | Pv6 addresses can be used efficiently. The AN approach

di scussed in this docunent is based on the assunption that there is a
generic discovery and negotiation protocol that enables direct

negoti ati on between intelligent IP routers. [I-D.ietf-anim-grasp]
is one of the attenpts at such a protocol

2.1. Intended User and Adm nistrator Experience

The i ntended experience is, for the adm nistrator(s) of a |large-scale
networ k, that the managenent of |Pv6 address space can be run wth
mnimumefforts, for both the network and network device initiation
stage and during running tine. |In the ideal scenario, the

adm nistrator(s) only have to configure a single |Pv6 prefix for the
whol e network and the initial prefix length for each device role.

The actual address usage needs to be |ogged for potential offline
managenent operations including audit and security incident tracing.

2.2. Analysis of Paraneters and |Infornation |nvol ved
For specific purposes of address managenent, a few paraneters are
i nvol ved on each device (sonme of them can be pre-configured before
they are connected). They include:

o ldentity of this device. It can be verified by the certification
authority (CA) that is maintained by the network adm nistrator(s).

0 ldentity of a trust anchor which is certification authority (CA)
that is maintained by the network adm nistrator(s).

0 Role of this device.
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0 An IPv6 prefix length for this device.

0 An IPv6 prefix that is assigned to this device and its downstream
devi ces.

A few paranmeters are involved in the network as a whole. They are:

0 ldentity of a trust anchor which is a certification authority (CA)
that is maintained by the network adm nistrator(s).

o0 Total IPv6 address space. It is one (or several) |Pv6 prefix(es).
o The initial prefix length for each device role.

1. Paraneters each device can decide for itself

This section identifies those of the above paraneters that do not
need external information in order for the devices concerned to set
themto a reasonabl e value after bootstrap or after a network

di sruption. There are few of these:

0 Role of this device.

o Default 1Pv6 prefix length for this device.

o ldentity of this device.

The device nmay be shipped fromthe manufacture with pre-configured
role and default prefix |ength.

2. Information needed from policy intent

This section identifies those paraneters that need externa

i nformati on about policy intent in order for the devices concerned to
set themto a non-default val ue.

0 Non-default value for the IPv6 prefix length for this device
Thi s needs to be deci ded based on the role of this device.

o The initial prefix length for each device role.
0 ldentity of a trust anchor
o0 \Whether to allow the device request nore address space.

o0 The policy when to request nore address space, for exanple, the
address usage reaches a certain linit or percentage.
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2.2.3. Conparison with current solutions

This section briefly conpares the above use case with current

solutions. Currently, the address nanagenment is still largely
dependi ng on human planning. It is rigid and static after initia
pl anning. The address requests will fail if the configured address

space is used up.

Sone functions, for autonom c and dynam c address managenent, may be
achi evabl e by extending the existing protocols, for exanple,

ext endi ng DHCPv6-PD to request |Pv6 address according to the device
role. However, defining uniformdevice roles nmay not be a practica
task. Sone functions are not suitable to be achieved by any existing
pr ot ocol s.

However, using a generic autonom ¢ discovery and negotiation protoco
i nstead of specific solutions has the advantage that additiona
paraneters can be included in the autonom c solution wthout creating
new nechanisns. This is the principal argument for a generic

appr oach.
2.3. Interaction with other devices
2.3.1. Information needed from ot her devices

This section identifies those of the above paraneters that need
external information from nei ghbor devices (including the upstream
devices). In many cases, two-way dial ogue with nei ghbor devices is
needed to set or optimze them

0 ldentity of a trust anchor

o0 The device will need to discover a device, fromwhich it can
acquire | Pv6 address space

o The initial prefix length for each device role, particularly for
its own downstream devices

0 The default value of the I1Pv6 prefix |length may be overridden by a
non- def aul t val ue.

0 The device will need to request and acquire |Pv6 prefix that is
assigned to this device and its downstream devices

0 The device may respond to prefix del egation request fromits
downst r eam devi ces
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0 The device may require to be assigned nore | Pv6 address space, if
it used up its assigned | Pv6 address space.

2.3.2. Monitoring, diagnostics and reporting

Thi s section discusses what rol e devices should play in nonitoring,
fault diagnosis, and reporting.

0 The actual address assignnments need to be | ogged for the potential
of fli ne managenent operati ons.

o |In general, the usage situation of address space should be
reported to the network administrators, in an abstract way, for
exanple, statistics or visualized report.

o A forecast of address exhaustion should be reported.
3. Autonom c Prefix Managenent Sol ution

This section introduces an autonom c prefix managenent solution. It
extends the generic discovery and negotiation protocol defined by
[I-D.ietf-anima-grasp]. The relevant options are defined in
Section 4.

3.1. Behaviors to discover prefix providing device

A device should decide the I ength of request prefix by the intent-
based nechani sm described in Section 5. If it used up its current
address resource, it could request nore, which is not necessary to be
on the sane scale as its initial resource.

A prefix requesting device that needs new or nore address space
shoul d firstly di scover peer devices that may be able to provide
extra address space. The device should send out a GRASP Di scovery
message that contains a Prefix Objective option Section 4.1, in which
the device also indicates whether it supports the DHCPv6 Prefix

Del egation (PD) [ RFC3633] function and the length of requested
prefi x.

3.2. Behaviors on prefix providing device

A peer device receiving a Discovery nessage with a Prefix Objective
option, if it is able to provide such a prefix, should respond with a
GRASP Response nessage. The Response nessage also carries a Prefix
Ohj ective option, which also indicate whether the peer device
supports the PD function and the available prefix length nmatching the
request. |If the peer device does not have enough resource, it nmay
silently drop the Discovery nmessage or return a GRASP Response
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message, which contains a longer prefix length (snaller address
space) that it can provide. A divert option may al so be added into
the GRASP Response nessage. This divert option indicates another
device that may provide the prefix. The diverted device is typically
an upstream gateway router, but it could in theory be any device that
m ght have unused prefix space.

A gateway router in a hierarchical network topology is normally
responsible to provide prefixes for routers within its subnet. In
the case that it does not have enough resource for the downstream
requesting router, it should return a GRASP Response nessage, which
contains a longer prefix length (snmaller address space) that this
gateway router may provide. |In this case too, a divert option may be
added into the GRASP Response nessage. The diverted device is

typi cally anot her upstream gateway router

A resource shortage may cause the gateway router to request nore
resource fromits upstreamdevice. This would be another independent
G\D di scovery and negotiati on process. During the processing tine,
the gateway router should send a Confirmwaiting Message to the
initial requesting router. \Wen the new resource becones avail abl e,
the gateway router responds with a GRASP Response nessage with the
prefix | ength matching the request.

The al gorithmto choose which prefixes to assign on the prefix
provi ding devices is an inplenmentation choice out of docunent scope.

3.3. Prefix Requests Behaviors

Upon receiving the GRASP Response nessage that indicates the
requesting prefix length is accepted, the requesting device may
request the prefix using DHCPv6 PD, if both itself and the response
devi ce support PD.

Upon receiving the GRASP Response nessage that indicates the
requesting prefix length is not possible, but a longer prefix length
is available, the requesting device may request the |onger prefix
using DHCPv6 PD, if both itself and the response device support PD

If the GRASP Response nessage carries a divert option, the requesting
device may sent an uni cast GRASP Di scovery nessage to the diverted
device to find out whether that device can provide the requested

I ength prefix.

[ Aut hor”s note: undeci ded whet her we shoul d support prefix del egation

using the GRASP protocol. This would have sone partial overlap with
DHCPv6 PD. But it seens nore consistent as a solution.]
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3.4. Prefix log

Wthin the autonom c prefix managenent, all the prefix assignment is
done by devices without human intervention. It is even nore
important to record all the prefix assignnent history. However, the
| oggi ng and reporting process is out of docunent scope.

4. Autonom c Prefix Managenent Options

This section defines the GRASP options that are used to support
aut onom ¢ prefix nanagenent.

4.1. Prefix Objective option

The Prefix Objective option carries the PD support flag and the
prefix length. The format of the Prefix Cbjective option is
descri bed as foll ows:

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Prefix _Obj _Option [ option-len [
T T e o i i T e e o S SHI SR SR

| PD_Support_Flag| Prefix_Length
e T L o i i S R R TR

opti on-code Prefix_Cbj_Option (TBA1).

option-len 2, length of option content in octets.

PD_Support_Fl ag I ndi cates whet her the nmessage sender supports
DHCPv6 Prefix Delegation function, 1 for support,
0 for no support, as client or server accordingly.
This flag nust not be set to any ot her val ues.

Prefix_Length Indicate the prefix length that the nessage sender
requests or is willing to provide.

5. Prefix Managenent | ntent

Wth in a single adninistrative domain, the network operator could

manage all their devices with role set. |If so, there is possibility
to configure/manage the prefix length for every device in a sinple
way.

The network operator could only nanage the default prefix length for
each type of role. A prefix managenent intent, which contains al
mappi ng i nformati on of device roles and their default prefix |engths,
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shoul d be flooded in the network, through the Autonomic Control Plane
(ACP) [I-D.ietf-anima-autonom c-control-plane]. The intent fl ooding
mechani smis out of docunent scope.

Upon receiving the prefix nanagenent intent, every device can decide
its default prefix length by matching its own role.

5.1. Exanple of Prefix Managenent | ntent

The prefix nanagenent intent in this docunent is used to carry

mappi ng i nformati on of device roles and their default prefix |engths
in an autonom ¢ donmain. For exanple, an | PRAN operator wants to
configure the prefix length of RNC Site Gateway (RSG as 34, the
prefix length of Aggregation Site Gateway (ASG as 44, and the prefix
length of Cell Site Gateway (CSG as 56. She/he may input the
following intent into the autononic network:

{"autonom c_intent":

[

{"nmodel _version": "1.0"},

{"intent_type": "Network managenent"},

{"aut onom ¢c_domai n": "Custoner_ X intranet"},
{"intent_nane": "Prefix nanagenent"},
{"intent_version": 73},
{

{

{

{

[

"Ti mestanmp": "20150606 00: 00: 00"},
"Lifetime": "Permanent"},
"signature”: " XXXKKKXXXXKX" },

‘content":

{"role": [{"role_nane": "RSG'},
{"role_characteristic":
[{"prefix_length": "34"}]}

{"role": [{"role_nane": "ASG'},
{"rol e_characteristic":
[{"prefix_length": "44"}]}
1},
{"role": [{"role_nane": "CSG'},
{"rol e_characteristic":
[{"prefix_length": "56"}]}
1}

e —
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10.

Security Considerations

Rel evant security issues are discussed in [I-D.ietf-anim-grasp].
The security nmechanismin this docunent is established on a Public
Key Infrastructure (PKlI) system [RFC3647] that is nmaintained by the
net work admini strator(s).

It is RECOWENDED that DHCPv6 PD, if used, should be operated using
DHCPv6 aut hentication or Secure DHCPv6.

| ANA Consi derations
Thi s docunent defines one new GRASP option. The IANA is requested to
assign a value for this option fromthe GRASP Opti on Codes table of
the GRASP Paraneters registry as defined by [I-D.ietf-anima-grasp]
(i f approved).
0 The Prefix Objective option (TBAl), described in Section 4.1
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