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Abst ract

The Dynam ¢ Host Configuration Protocol for |Pv6 (DHCPv6) enables
DHCPv6 servers to configure network paranmeters dynanically. However,
due to the unsecured nature, various critical identifiers used in
DHCPv6 are vul nerable to several types of attack. |In order to
protect the DHCPv6 from passive attack, such as pervasive nonitoring
attack, this docunent provides a nmechanismto achi eve the encryption
bet ween the DHCPv6 client and server.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 20, 2016.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. I nt roduction

The Dynam ¢ Host Configuration Protocol for |Pv6 [RFC3315] enables
DHCPv6 servers to configure network paraneters dynamically. Due to

t he unsecured nature of DHCPv6, the various critical identifiers are
vul nerabl e to several types of attacks, particularly pervasive
monitoring (PM [RFC7258]. [I-D.ietf-dhc-dhcpv6-privacy] anal yses
the DHCPv6 privacy issues and di scusses how various identifiers used
in DHCPv6 coul d becone a source for gleaning additional information
of an individual. The |IETF has expressed strong agreenent that PMis
an attack that needs to be mitigated where possible in [ RFC7258].

Prior work has addressed some aspects of DHCPv6 security, but until
now there has been little work to protect the DHCPv6 from passive
attack, such as pervasive nonitoring attack. Secure DHCPv6
[1-D.ietf-dhc-sedhcpv6] provides the authenticati on mechani sm between
DHCPv6 client and server along with the DHCPv6 transaction. However,
the DHCPv6 nessage is still transmitted in clear text and the private
information within the DHCPv6 nessage is not protected from pervasive
monitoring. Anonynmity profile for DHCP clients
[I-D.ietf-dhc-anonynity-profile] provides guidelines on the
composition of DHCPv4 or DHCPv6 request to minimze the disclosure of
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identifying informati on. However, anonymity profile linmts the use
of the certain options and cannot protect all identifiers used in
DHCP i f new option containing some private information is defined.

In addition, the anonynity profile cannot work in sone situation
where the client wants anonynity to attackers but not to the valid
DHCP server. Besides, a separate encryption nmechani smsuch as DTLS
is also infeasible for DHCPv6, because the DHCPv6 relay can not
recogni ze the 'secure’ DHCPv6 nessage and may drop the DTLS nessages.

The proposed solution provides a nmechanismto achi eve the encryption
bet ween the DHCPv6 client and server in order to protect the DHCPv6
from passive attack, such as pervasive nonitoring. Before the DHCPv6
configuration process, the Information-request and Reply nessages
exchange is used to informthe client of the server’s public key.
After the public key exchange, the foll owi ng DHCPv6 nessages are
encrypted and encapsulated into two newly defined DHCPv6 nessages:

Encrypt ed- Query and Encrypted-RResponse. |In this way, the various
identifiers contained in DHCPv6 nessage are protected from passive
att ack.

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Solution Overview

In the proposed solution, the server’s public key is conmunicated to
the client before the standard DHCPv6 transactions. Once the client
gets notified with the public key, the successive DHCPv6
configuration process can be encrypted with the recipient’s public
key. The encrypted DHCPv6 nessages are put into the newy defined
DHCPv6 option: encrypted-nmessage option, and encapsul ated into the
two new DHCPv6 nessages: Encrypted-Query and Encrypt ed- Response.
This mechanismis used for the stateful DHCPv6 process starting with
a SOLICI T nmessage and the statel ess DHCPv6 process starting with an
I nf or mati on-request nessage.

This solution is based on the public/private key pairs of the DHCPv6
client and server. The client/server firstly generates a pair of
public/private keys. The solution adds the Infornmation-request and
Reply messages exchange before the standard DHCPv6 confi guration
process. The information-request nmessage is used by the client to
obtain the server’s public key information without having addresses
assigned to it. The DHCPv6 client firstly nulticasts an Information-
request nmessage to DHCPv6 servers. The client MJST request the
encryption public key option in the Option Request option. Wen
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receiving the Information-request nmessage with the request for
encryption public key, the server sends the Reply nmessage that
contains the server’s public key option and server identifier option
Upon the receipt of the Reply nessage, the DHCPv6 client records the
server’'s DU D as well as the corresponding public key. If the client
receives multiple Reply nessages, the client sel ects one DHCPv6
server for the follow ng network paranmeters configuration

After the server’s public key notification, the foll ow ng DHCPv6
exchanges are encrypted with the recipient’s public key and

encapsul ated into the encrypted-nessage option. For the stateful/
statel ess scenario, the Solicit/Information-request nessage MJST
contain the public key option to conmmunicate the client’s public key.
The client sends the Encrypted-Query nessage to server, which carries
the server identifier option and the encrypted-nessage option. The
DHCPv6 server replies with the Encrypted- Response nessage to client,
whi ch contains the encrypted-nessage option. The followi ng figure
illustrates the DHCPv6 encryption procedure of the client-server
exchanges invol ving four nessages.
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DHCPv6 Encryption Procedure
4. dient Behavior

If the client supports the encryption node, it MJST generate a
public/private key pair. For the client supporting the encryption
nmode, it multicasts the Information-request nessage to the DHCPv6
servers. The Information-request nmessage MJST NOT i ncl ude any option
whi ch may reveal the private information of the client, such as the
client identifier option. The client MJST include an Opti on Request
option to request the encryption public key option

When the DHCPv6 client receives the Reply nessages, the client MJST
di scard the those that do not contain the encryption public key
option or the sever identifier option. Upon the receipt of the Reply
message, the DHCPv6 client records the server’s DU D as well as the
correspondi ng public key. If the client receives multiple Reply
nmessages, the client selects one DHCPv6 server for the follow ng
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network parameters configuration

Once the server’s public key is inforned, the DHCPv6 client sends the
Encrypt ed- Query nessage to the DHCPv6 server. The Encrypted-Query
message is constructed with the encrypted-nmessage option and server
identifier option. The encrypted-nessage option contains the DHCPv6
message that is encrypted using the selected server’s public key.

The server identifier option is externally visible to avoid extra
cost by those unsel ected servers. The Solicit/Information-request
message MJST contain the public key option for the client’s public
key exchange.

For the received Encrypted- Response nessage, the client extracts the
encrypt ed- message option and decrypts it using its private key to
obtain the original DHCPv6 nessage. Then it handl es the nessage as
per [RFC3315]. |If the client fails to get the proper paraneters from
the chosen server, it sends the Encrypted-Query nessage to anot her

aut henti cated server for parameters configuration until the client
obt ai ns the proper paraneters.

5. Relay Agent Behavi or

When a DHCPv6 rel ay agent receives an Encrypted-query or Encrypted-
response nessage, it may not recognize this nessage. The unknown
messages MJST be forwarded as describes in [ RFC7283].

When a DHCPv6 rel ay agent recogni zes the Encrypted-query and
Encrypt ed-response nessages, it forwards the nessage according to
section 20 of [RFC3315].

6. Server Behavi or

When the DHCPv6 server receives the Information-request nessage with
encryption public key option request, it replies the Reply nessage to
the client, which includes the encryption public key option and
server identifier option.

Upon the receipt of Encrypted-Query nessage, the server checks the
server identifier option. It decrypts the encrypted-nessage option
using its private key if it is the target server. The DHCPv6 server
drops the nessage that is not for it, thus not paying cost to decrypt
the nmessage. |If the decrypted nessage is the Solicit/Information-
request message, the server MSUT discard the decrypted nessage that
does not include the encryption public key option. The server is
informed of the client’s public through the encryption public key
option contained in the Solicit/Informtion-request nessage.

After the server is informed of the client’s public key, the DHCPv6
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nmessages, which is sent fromserver to client, is encrypted using the
client’s public key. The encrypted DHCPv6 nessage i s encapsul ated
into the encrypted-nessage option. The Encrypted- Response nessage
contains the encrypted-nessage option.

7. New DHCPv6 Messages

There are two DHCPv6 nessages defined: Encrypted-Query and Encrypted-
Response. Both DHCPv6 nessages defined in this docunent share the
followi ng format:

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| nmeg-type | transaction-id |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

! options l
. (vari abl e) .
!I-— B Tl s s s s s i S SO M S T T T T S S S S S S S S S S S +-!|-
Figure 1: The format of New DHCPv6 Messages
nsg-type ENCRYPTED- QUERY (TBA1l), ENCRYPTED- RESPONSE ( TBA2).
transaction-id The transaction ID for this nmessage exchange.
options Options carried in this nessage.
8. New DHCPv6 Options
8.1. Encrypted-nmessage Option

The encrypt ed- message option carries the encrypted DHCPv6 nessage
with the recipient’s public key.

The format of the encrypted-nmessage option is:
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ opti on-code [ option-len [
B i i S S i I e i S S R L e e e e

! encrypted DHCPv6 nessage !
(vari abl e)
:I-— B R L s s o s i S S S S T T T T S S S S S e SR S S S +-:+
Fi gure 2: encrypted-nmessage Option Fornat
option-code OPTI ON_ENCRYPTED MSG ( TBA3).
option-len Length of the encrypted DHCPv6 nessage.

encrypted DHCPv6 nessage A variable length field containing the
encrypted DHCPv6 nessage sent by the client or server. In
Encrypt ed- Query nessage, it contains encrypted DHCPv6 nmessage sent
by a client. |In Encrypted-response nessage, it contains encrypted
DHCPv6 nessage sent by a server

8.2. Encryption Public Key Option

The encryption public key option is defined to carry the sender’s
public key.

The format of the encryption public key option is:
0 1 2 3

01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ opti on-code [ option-len [
B i i S S i I e i S S R L e e e e

! encryption public key !
(variabl e | ength)
:I-— B R L s s o s i S S S S T T T T S S S S S e SR S S S +-:+
Fi gure 3: Encryption Public Key Option Format
option-code OPTI ON_ENCRYPTI ON_PUBLI C_ KEY ( TBA4).
option-len Length of the encryption public key.

encryption public key A variable length field containing the
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sender’s public key. The sender’s public key is used for the
foll owi ng messages encryption.

9. Security Considerations

TBD
10. | ANA Consi derations
There are two new DHCPv6 nessages defined and two new DHCPv6 options
defined. The IANA is requested to assign values for these two
messages and two options.
The two messages are:
0 ENCRYPTED- QUERY ( TBAl).
0 ENCRYPTED- RESPONSE ( TBA2) .
The two options are:
0 OPTI ON_ENCRYPTED_MSG ( TBA3)
o OPTI ON_ENCRYPTI ON_PUBLI C_KEY ( TBA4)
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