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Abstract

There has no unified nethod to configure DHCPv6 server ,relay and
client itself, always pre-configured manually by operators.

| ETF net nod WG has devel oped a general data nodel for NETCONF
protocol, YANG data nodel [RFC6020].

Thi s docunent defines a YANG data nodel for the configuration and
managenment of DHCPv6 server, DHCPv6 relay and DHCPv6 client. Wth
this nodel, the operators can configure and manage the devi ces by
usi ng NETCONF.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Cui, et al. Expi res March 28, 2016 [ Page 1]



Internet-Draft YANG f or DHCPv6 Sept enber 2015

This Internet-Draft will expire on March 28, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Tabl e of Contents

1. Introduction 2
1.1. Termnol ogy . 3
2. Objectives . . 3
2.1. DHCPv6 server 4
2.2. DHCPv6 rel ay 4
2.3. DHCPv6 client . 4
3. DHCPv6 Tree Diagrans . . . 4
3.1. DHCPv6 Server ﬂeeDamam. 4
3.2. DHCPv6 Relay Tree Diagrans . 12
3.3. DHCPv6 dient Tree Diagranms . . . . 14
3.4. Notifications Mechani smfor DHCPv6 19
4. DHCPv6 YANG Model . . . 21
5. Security Considerations (TBE» 77
6. | ANA Consi derations (T&D 77
7. Acknow edgenents 77
8. References 77
8.1. Nornative References 77
8.2. Informative References 78
Aut hors’ Addresses 80

1. Introduction
Thi s docunment defines a YANG data nodel for the configuration and
managenment of DHCPv6 server, DHCPv6 relay and DHCPv6 client. Wth
this nodel, the operators can configure and manage the devi ces by
usi ng NETCONF.

Model include three sub-nodul es:
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o DHCPv6 server
0 DHCPv6 rel ay
o DHCPv6 client

For DHCPv6 client configuration, it is worth noting that as DHCPv6
itself a device configuration protocol, the intention of this
docunent is not to replace client configuration of DHCPv6 options and
paraneters over the DHCPv6 protocol with the configuration of DHCPv6
options and paraneters over NETCONF/ YANG  The DHCPv6 client nodel is
i ntended for the configuration of the DHCPv6 client function and al so
for obtaining read-only state data fromthe client which has been

| earnt via the normal DHCPv6 message flow. This gives an operator a
better nethod for managi ng DHCPv6 clients and sinplifies

t roubl eshoot i ng.

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The reader should be famliar with the terns defined in DHCPv6
[ RFC3315] and rel evant docunents.

DHCPv6 tree diagrans provide a concise representation of a YANG
nmodul e to hel p readers understand the nodul e structure. The neaning
if the synbols in these diagrans is as follows:

o Brackets "[" and "]" enclose |ist keys.

0 Braces "{" and "}" enclose feature content.

o0 Parentheses "(" and ")" enclose choice and case nodes, and case
nodes are also marked with a colon (":").

o Synbols after data node nanes: "?" neans an optional node, and "*"
denotes a list and leaf-1list.

0 Abbreviations before data node names: "rw' neans configuration
data (read-wite), and "ro" neans state data (read-only).

2. (Objectives

Thi s docunent defines a YANG data nodel that can be used to configure
and nanage DHCPv6 server, DHCPv6 relay and DHCPv6 client.
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2. 1.

DHCPv6 server

DHCPv6 server paraneters.

2. 2.

DHCPv6 rel ay

DHCPv6 rel ay paraneters

2. 3.

DHCPv6 cli ent

DHCPv6 client paraneters

3.

3. 1.

Cui,

DHCPv6 Tree Di agrans

DHCPv6 Server Tree Di agrans

+--rw dhcpv6
+--rw server
+--rw serv-attributes
| +--rw name
|  +--rwduid
| +--rw enable
| +--rwipv6-address
| +--rw description?
| +--rw pd-function
| +--rw statel ess-service
| +--rwrapid-commt
| +--rwstore-client-link-Ilayer?
| +--rw vendor-info
| +--rw ent-num
| +--rw dat a*
+--rw option-sets
| +--rw option-set* [option-set-id]
[ +--rw option-set-id
| +--rw newoption* [option-code]
| | +--rw option-code
| | +--rw option-nane
| | +--rw option-description
| | +--rw option-reference?
[ | +--rw option-val ue
| +--rw user-cl ass-val ue?
| +--rw enterprise-nurber?
| +--rw store-client-1ink-1ayer?
| +--rw preference-option
| | +--rw enable
[ | +--rw preference-val ue
| +--rw si p-server-option
| | +--rw enable

et al. Expi res March 28, 2016
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{dhcpv6-server}?

string

dui dt ype

bool ean

i net:ipv6-address
string

bool ean

bool ean

bool ean

bool ean

ui nt 32
string

ui nt 8

uintl16
string
string
string
string
string
ui nt 32
bool ean

bool ean
ui nt 8

bool ean
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+--rw sip-server* [sip-serv-id]

I I

| | +--rw sip-serv-id uint8

| | +--rw si p-serv-donai n- nane string

[ [ +--rw si p-serv-addr i net:ipv6-address
| +--rw dns-confi g-option

| | +--rw enable bool ean

[ | +--rwdns-server* [dns-serv-id]

| | | +--rwdns-serv-id uint8

| | | +--rw dns-serv-addr i net:ipv6-address
[ | +--rw donmi n-search-1i st string

| +--rw ni s-config-option

| | +--rw enable bool ean

| | +--rwnis-server* [nis-serv-id]

| | +--rw nis-serv-id uint8

| | +--rw ni s-serv-addr i net:ipv6-address
[ +--rw ni s-plus-config-option

| | +--rw enable bool ean

| | +--rwnis-plus-server* [nis-plus-serv-id]

| | +--rw nis-plus-serv-id ui nt8

| | +--rw ni s-pl us-serv-addr i net:ipv6-address
| +--rw info-refresh-time-option

[ | +--rw enable bool ean

| | +--rwinfo-refresh-tine yang: tinmeticks

| +--rw cli-fqgdn-option

| | +--rw enable bool ean

| | +--rw server-initiate-update bool ean

| | +--rwclient-initiate-update bool ean

[ | +--rw nodify-name-fromecli bool ean

| +--rw timezone-option

| | +--rw enable bool ean

[ | +--rwtz-posix string

| | +--rwtz-database string

| +--rw nt p-server-option

[ | +--rw enable bool ean

| | +--rw ntp-server* [ntp-serv-id]

| | +--rw ntp-serv-id uint8

| | +--rw nt p-serv-addr i net:ipv6-address
| | +--rw nt p-serv-mnul - addr i net:ipv6-address
| | +--rw nt p-serv-fqdn string

[ +--rw snt p-server-option

| | +--rw enable bool ean

| | +--rw sntp-server* [sntp-serv-id]

| | +--rw sntp-serv-id ui nt8

| | +--rw snt p-serv-addr i net:ipv6-address
| +--rw networ k- boot - opti on

[ | +--rw enable bool ean

| | +--rw boot-file* [boot-file-id]

| | +--rw boot-file-id uint8
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| | +--rw sui tabl e-arch-type* uint16

| | +--rw suitable-net-if* ui nt 32

| | +--rw boot-file-url string

[ [ +--rw boot-file-paras* [para-id]

| | +--rw para-id uint8

[ [ +--rw paranet er string

| +--rw dslite-option

| | +--rw enable bool ean

| | +--rwdslite-aftr-nane string

[ +--rw kerberos-option

| | +--rw enable bool ean

[ | +--rw default-real mnanme string

| | +--rw kdc-info* [kdc-id]

| | +--rw kdc-id uint8

| | +--rwopriority uint16

[ [ +--rw wei ght ui nt 16

| | +--rw transport-type uint8

[ [ +--rw port-number ui nt 16

| | +--rw kdc-i pv6- addr i net:ipv6-address
| | +--rw real mnane string

| +--rw addr-sel ecti on-option

[ | +--rw enable bool ean

| | +--rw a-bit-set bool ean

| | +--rw p-bit-set bool ean

| | +--rw policy-table* [policy-id]

| | +--rw policy-id uint8

| | +--rw | abel uint8

[ [ +--rw precedence uint8

| | +-rw prefix-len uint8

| | +--rw prefix i net:ipv6-prefix
| +--rw sol -max-rt-option

| | +--rw enable bool ean

| | +--rw sol-max-rt-val ue yang: timeticks
[ +--rw inf-max-rt-option

| | +--rw enable bool ean

| | +--rwinf-max-rt-val ue yang: ti meti cks
[ +--rw pcp-server-option

| | +--rw enable bool ean

| | +--rw pcp-server* [pcp-serv-id]

[ [ +--rw pcp-serv-id uint8

| | +--rw pcp-serv-addr* i net:ipv6-address
| +--rw s46-rul e-option

| | +--rw enable bool ean

| |  +--rw s46-rule* [rule-id]

| | +-rwrule-id uint8

[ [ +--rw rul e-type enuneration

| | +--rw ea-| en uint8

| | +--rw prefix4-len uint8
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+--rw ipvé4-prefix
+--rw prefix6-1en
+--rw ipv6-prefix
+--rw port-paraneter
+--rw of f set
+--rw psid-Ilen
+--rw psid
s46- br-option
rw enabl e
rw br* [br-id]
+--rw br-id
+--rw br-ipv6-addr
s46-dnr - opti on
rw enabl e
rw dnr* [dnr-id]
+--rwdnr-id
+--rw dnr-prefix6-1en
+--rw dnr-ipv6-prefix
S46- v4- v6- bi ndi ng- opti on
rw enabl e
rw ce* [ce-id]
+--rwce-id
+--rw i pv4-addr
+--rw bi nd-prefix6-Ien
+--rw bi nd-i pv6-prefix
+--rw port - paraneter
+--rw of f set
+--rw psid-len
+--rw psid

net wor k- r anges

rw option-set [option-set-id]
rw networ k-range* [ network-range-id]
+--rw
+--rw
+--rw
+--rw
+--rW
+--rw

+- -

net wor k- range-id

net wor k- descri ption

net wor k- prefi x

i nherit-option-set
option-set [option-set-id]
addr ess- pool s

rw addr ess-pool * [ pool -i d]
+--rw pool -id

+--rw pool - prefix

+--rw start-address
+--rw end- addr ess

+--rw preferred-lifetine
+-rwvalid-lifetime
+--ro total -i pv6-count
+--ro used-ipv6-count
+-rwutilization-ratio

Expi res March 28, 2016
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i net:ipva-prefix
ui nt 8
inet:ipv6-prefix

ui nt8
ui nt8
ui nt 16

bool ean

ui nt 8
i net:ipv6-address

bool ean

ui nt8
ui nt 8
i net:ipv6-prefix

bool ean

uint8
i net:ipv4-address
uint8
i net:ipv6-prefix

ui nt 8
ui nt 8
ui nt 16

uint8

string

i net:ipv6-prefix
bool ean

ui nt8

i net:ipv6-prefix
i net:ipv6-address
i net:ipv6-address
yang: timeticks
yang: timeticks

ui nt 64

ui nt 64

t hr eshol d
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+--rw inherit-option-set bool ean
+--rw option-set [option-set-id]
+--rw reserved- addr esses

+--rw static-binding* [cli-id]

| +--rwecli-id ui nt 32

| +--rwduid dui dt ype

| +--rw reserv-addr* i net:ipv6-address

——

+--rw ot her-reserv-addr* inet:ipv6-address

--ro binding-info* [cli-id]

+--rocli-id ui nt 32

+--ro duid dui dt ype

+--ro cli-ia* [iaid]
+--ro ia-type string
+--ro iaid ui nt 32
+--ro cli-addr* i net:ipv6-address
+--ro pool -id? uint8

+--rw prefix-pools
+--rw prefix-pool* [pool-id]

| +--rwpool-id ui nt8
+--rw prefix inet:ipv6-prefix
+--rw prefix-length uint8
+-rw preferred-lifetine yang: tineticks
+-rwvalid-lifetine yang: tinmeticks
+-rwutilization-ratio t hr eshol d
+--rw inherit-option-set bool ean

+--rw option-set [option-set-id]
+--rw reserved- prefixes

I
|
I
I
I
I
I
|
|
| | +--rwduid dui dt ype
I
I
|
I
I
I
I
I
+

I
I
I
|
I
I
I
I
I
|
[ +--rw static-binding* [cli-id]
| | +--rwecli-id ui nt 32
I
| | +--rwreserv-prefix-len uint8
| | +--rwreserv-prefix inet:ipv6-prefix
| +--rw exclude-prefix-len uint8
[ +--rw excl ude-prefix inet:ipv6-prefix
| +--rw other-reserv-prefix* [reserv-id]
| +--rwreserv-id uint8
| +--rw prefix-len ui nt8
| +--rw prefix inet:ipv6-prefix
| --ro binding-info* [cli-id]
[ +--rocli-id ui nt 32
| +--ro duid dui dt ype
| +--ro cli-iapd* [iaid]
[ +--ro iaid ui nt 32
| +--ro cli-prefix* ui nt 32
| +--ro cli-prefix-Ien* uint8
[ +--ro pool -id? uint8
+--rw hosts
+--rw host* [cli-id]
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+-rwecli-id ui nt 32
+--rw duid dui dt ype
+--rw inherit-option-set bool ean

+--rw ni s-donai n- nane? string
+--rw ni s-pl us-donai n-nane? string

I
I
|
[ +--rw option-set [option-set-id]
I
I

+--rw rel ay- opaque- par as

| +--rwrelays* [rel ay-nane]

| +--rw rel ay- nane string
[ +-rwinterface-info* [if-nane]

| | +--rwif-name string
| | +--rwinterface-id string
| +--rw subscri bers* [subscriber]

| | +--rw subscriber uint8
| | +--rw subscriber-id string
[ +--rw renot e-host* [ent-nuni

| +--rw ent-num ui nt 32
| +--rwrenote-id string

+--rw rsoo- enabl ed- opti ons
| +--rw rsoo-enabl ed-option* [option-code]

| +--rw option-code uint16

[ +--rw description string

+--ro packet-stats
+--ro solicit-count ui nt 32
+--r0 request-count ui nt 32
+--1r0 renew count ui nt 32
+--ro rebi nd-count ui nt 32
+--ro decline-count ui nt 32
+--ro rel ease-count ui nt 32
+--ro info-reqg-count ui nt 32
+--ro adverti se-count ui nt 32
+--ro confirm count ui nt 32
+--ro reply-count ui nt 32
+--ro reconfigure-count ui nt 32
+--ro relay-forward-count ui nt 32
+--ro relay-reply-count ui nt 32

Figure 1: DHCPv6 Data Model Structure

I ntroduction of inportant nodes:

(0]

Cui,

serv-
DHCPv6 server such as DU D, server

attributes: This container contains basic attributes of a

nanme and so on.

Sone optiona

functions that can be provided by the server is also included.

dui d: Each server and client has only one DU D (DHCP Uni que

Identifier).

et al.
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clients. DU D consists of a twd-octet type field and an arbitrary
I ength (no nore than 128 bytes) content field.

o0 pd-function: Wiether the server can act as a delegating router to
perform prefix del egation ([RFC3633]).

0 statel ess-service: A bool ean val ue specifies whether the server
support client-server exchanges involving two nessages defined in
([ RFC3315]).

0 rapid-comrit: Setting the value to '1' represents the server
support the Solicit-Reply nessage exchange. '0' neans the server
will sinply ignore the Rapid Conmit option in Solicit message.

0 option-sets: DHCPv6 enpl oys various options to carry additiona
informati on and paraneters in DHCP nessages. This container
defines all the possible options that need to be configured at the
server side. The relevant RFCs that define those options include:
[ RFC3315], [RFC3319], [RFC3646], [RFC3898], [RFC4242], [RFC4A704],

[ RFC4833], [ RFC5908], [RFC5970], [RFC4075], [RFC6334], [RFC6784],
[ RFC7078], [RFC7083], [RFC7291], [RFC7598].

0 option-set: A server may allow different option sets to be
configured for different conditions (i.e. different networks,
clients and etc). This "option-set"” |ist enables various sets of
options being defined and configured in a single server.
Different sets are distinguished by the key called "option-set-
id'. Al the possible options discussed above are defined in the
list and each option is corresponding to a container. Since al
the options in the list are optional, each container in this |ist
has a bool ean paraneter called "enable" to indicate whether this
option (container) will be included in the current option set or
not. Wth the "new option" container, it is easy to extend the
nodel when new options are defined.

0 network-ranges: This nodel supports a hierarchy to achi eve dynamc
configuration. That is to say we could configure the server at
different levels through this nodel. The top level is a globa
| evel which is defined as the contai ner "network-ranges”. The
following levels are defined as sub-containers under it. The
"net wor k-ranges" contains the paraneters (e.g. option-sets) that
woul d be allocated to all the clients served by this server

0 network-range: Under the "network-ranges" container, a "network-

range" list is defined to configure the server at a network |evel
which is also considered as the second level. Different network
are identified by the key "network-range-id". This is because a

Cui, et al. Expi res March 28, 2016 [ Page 10]
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server may have different configuration paraneters (e.g. option
sets) for different networks.

0 address-pools: Under the "network-range" list, a container
descri bes the DHCPv6 server’s address pools for a specific network
is defined. This container supports the server to be configured
at a pool |evel

0 address-pool: A DHCPv6 server can be configured with severa
address pools for a specific network. This list defines such
address pools which are distinguish by the key called "pool -id".

0 binding-info: Alist records a binding information for each DHCPv6
client that has already been allocated | Pv6 addresses.

o prefix-pools: If a server supports prefix delegation function
this container under the "network-range" list will be valid to
define the delegating router’s prefix pools for a specific
network. This container also supports the server to be configured
at a pool |evel

o prefix-pool: Simlar to server’s address pools, a delegating
router can also be configured with nultiple prefix pools specified
by a list called "prefix-pool".

o binding-info: Alist records a binding information for each DHCPv6
requesting router that has already been configured |IPv6 prefixes.

0 hosts: A server may al so desire to be configured at a host |eve
under some circunstances. This container include a list called
"host" to allow the server carrying different paraneters (e.g.
option sets) for different hosts.

0 relay-opaque-paras: This container contains sone opaque values in
Rel ay Agent options that need to be configured on the server side
only for value match. Such Relay Agent options include Interface-
Id option, Renote-Id option and Subscriber-1d option.

0 rsoo-enabl ed-options: [ RFC6422] requires that the server SHOULD
have an adnini strator-configurable |list of RSOO enabl ed options.
This container include a list called "rsoo-enabl ed-option" to
al | ow new RSOO enabl ed options to be defined at the server side.

0 packet-stats: A container presents the packet statistics related
to the DHCPv6 server.
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3.2. DHCPv6 Rel ay Tree Di agrans

+--rw dhcpv6

+- .

I

+--rw rel ay

+-rwrelay-attributes

+--rw nane
+--rw enabl e
+--rw i pv6- address
+--rw description?
+--rw dest - addr s*
+--rw subscri bers* [subscriber]

I
|
I
I
I
I
I
| | +--rw subscriber-id
I
I
I
I
I
|

Sept enber 2015

{dhcpv6-rel ay}?

string
bool ean
i net:ipv6-address
string
i net:ipv6-address

| +--rw subscriber uint8
string
+--rw renot e-host* [ent Nunj
|  +--rw ent-num ui nt 32
| +--rwrenote-id string
+--rw vendor-info
+--rw ent-num ui nt 32
+--rw dat a* string
+--rw rel ay-suppl i ed- opti ons-opti on
| +--rw rsoo-set* [rsoo-set-id]
| +--rw rsoo-set-id uint8
| +--rw erp-1ocal - dormai n- nanme-opti on
| +--rw enabl e bool ean
| +--rw erp-for-client* [cli-id]
[ +-rwecli-id ui nt 32
| +--rw duid dui dt ype
[ +--rw erp-nane string
--rwrelay-interfaces
+-rwrelay-if* [if-nane]
+--rwif-name string
+--rw enabl e bool ean
+-rwinterface-id? string
+--rw rsoo-set [rsoo-set-id]
+--rw pd-route* [pd-route-id]
+--rw pd-route-id uint8
+--rw requesting-router-id ui nt 32
+--rw del egating-router-id ui nt 32

+--rw | ast-router

--rw next-entity* [dest-addr]
+--rw dest - addr
+--rw avail abl e
+--rw nul ti cast
+--rw server
+--ro packet-stats

I
I
I
| +--rw next-router
I
+

Cui, et al. Expi res March 28, 2016

i net:ipv6-address
i net:ipv6-address

i net:ipv6-address
bool ean
bool ean
bool ean
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+--ro cli-packet-rvd-count uint32

+--ro0 solicit-rvd-count ui nt 32
+--ro request-rvd-count ui nt 32
+--ro renew rvd-count ui nt 32
+--ro rebind-rvd-count ui nt 32
+--ro decline-rvd-count ui nt 32
+--ro rel ease-rvd-count ui nt 32
+--ro info-reg-rvd-count ui nt 32

+--ro relay-rep-rvd-count ui nt 32
+--ro packet-to-cli-count ui nt 32

+--ro adver-sent-count ui nt 32
+--ro confirmsent-count ui nt 32
+--ro reply-sent-count ui nt 32

+--ro reconfig-sent-count ui nt 32

+--ro relay-for-sent-count wuint32

+--ro relay-rep-sent-count uint32
+--ro relay-stats

I
I
I
I
I
I
I
I
| +--ro relay-for-rvd-count ui nt 32
I
I
I
I
I
I
I
I

+--ro cli-packet-rvd-count ui nt 32
+--ro relay-for-rvd-count ui nt 32
+--ro relay-rep-rvd-count ui nt 32
+--ro packet-to-cli-count ui nt 32
+--ro relay-for-sent-count ui nt 32
+--ro rel ay-rep-sent-count ui nt 32
+--ro di scarded- packet - count ui nt 32

I ntroduction of inportant nodes:

(0]

Cui,

relay-attributes: A container describes sonme basic attributes of
the relay agent including sone relay agent specific options data
that need to be configured previously. Such options include
Renote-1d option and Subscriber-1d option.

dest-addrs: Each DHCPv6 rel ay agent may be configured with a |ist
of destination addresses. This node defines such a list of |Pv6
addresses that may include unicast addresses, nulticast addresses
or other addresses.

rel ay- suppl i ed-opti ons-option: DHCPv6 rel ay agent could provide
sone information that would be useful to DHCPv6 client. Since
rel ay agent cannot provide options directly to the client,

[ RFC6422] defines RSOO enabl ed options to propose options for the
server to send to the client. This container nodelled such RSOO
enabl ed options.

rsoo-set: This |list under the "rel ay-supplied-options-option"

container is simlar to the "option-set" defined in server
feature. It allows the relay to inplenment several sets of RSOO
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3. 3.

Cui,

enabl ed options for different interfaces. The list only include
the EAP Re-authentication Protocol (ERP) Local Dormai n Name DHCPv6
Option defined in [ RFC6440], since it is the only one RSOO enabl ed
options accepted by I ANA so far.

relay-interfaces: The "relay-interfaces" defines conmon
configuration and state paraneters of the interfaces belonging to
a DHCPv6 rel ay agent.

relay-if: Alist under "relay-interfaces" container that describes
a specific interface and its correspondi ng paraneters. Here we
use a string called "if-name" as the key of Ilist.

pd-route: A sub-container of "relay-if" which describes the route
for del egated prefixes into the provider edge router.

next-entity: This node defines a list that is used to describe the
next hop entity of this relay agent. Different entities are
di stingui shed by their addresses.

packet-stats: A container shows packet state information of a
specific data comuni cati on.

rel ay-stats: The "rel ay-stats" container records and presents the
overal | packet statistics of the relay agent.

DHCPv6 Cient Tree Di agrans

-rw dhcpv6

+-- L

| _ _
+-rw client {dhcpv6-client}?

+--rw client-interfaces
+-rwclient-if* [if-name]

+--rwif-nane string
+-rwecli-id ui nt 32
+--rw duid dui dt ype
+--rw enabl e bool ean
+--rw description? string
+--rw pd-function bool ean
+--rw rapi d-comn t bool ean
+--rw no-tab

| +-rwmtab bool ean
| +--rwo-tab bool ean

+--rw oro-options

| +--rw oro-option* [option-code]

| +--rw option-code uintl16
[ +--rw description string
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+--rw client-configured-options

+- -

I
I
I
I
+- -
I
I
I
I
+- -
I
I
I
+- -
I
I
I
I
+- -
I
I
I
I
+- -
I
I
I
I
+- -
I
I
+- -

rw newcli-option* [option-code]

+--rw option-code uint16
+--rw option-nane string
+--rw option-description string
+--rw option-reference? string
+--rw option-val ue string
rw user-cl ass-option
+--rw enabl e bool ean
+--rw user-class* [user-class-id]
+--rw user-class-id uint8
+--rw user-class-info string
rw vendor - cl ass-option
+--rw enabl e bool ean
+--rw ent-num ui nt 32
+--rw dat a* string
rw client-fqgdn-option
+--rw enabl e bool ean
+--rw fqdn string

+--rw server-initiate-update bool ean
+--rw client-initiate-update bool ean
rw client-architecture-type-option

+--rw enabl e bool ean
+--rw architecture-types* [type-id]

| +--rwtype-id ui nt 16
| +--rw nost-preferred bool ean
rw client-network-interface-option
+--rw enabl e booel an
+-rw type uint8
+--rw maj or uint8
+--rw m nor ui nt8
rw ker beros-princi pal - name- opti on
+--rw enabl e bool ean
+--rw princi pal - nanme string
rw client-link-Iayer-addr-option
+--rw enabl e bool ean
+--rw link-Iayer-type ui nt 16
+--rw |ink-1ayer-addr string

i dentity-associations
ro identity-association* [iaid]
+--ro iaid ui nt 32
+--ro ia-type string
+--ro ipv6-addr*
+--ro0 ipv6-prefix*
+--ro prefix-Iength* uint8
+--ro tl-time

+--ro t2-time

+--ro preferred-lifetine

Expi res March 28, 2016
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i net:ipv6-address
inet:ipv6-prefix

yang: dat e-and-ti ne
yang: dat e-and-ti ne
yang: tinmeticks
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I
+-
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

+- -
-ro if-
+--ro
+--ro
|+
|-
I
I
+--ro
|-
I
I
I
+--ro
|+
|-
I
I
+--r0
|-
|+
I
I
+--r10
+--r0
|-
|-
+--ro
+--ro0
|+
I
I
|
I
+--ro0
|+
I
I
+--ro
|-
I
I
I
I
|
I
I
+--r10

YANG f or DHCPv6 Sept enber

ro valid-lifetine
ot her - par as

yang: timeticks

uni - dhcpv6- serv- addr i net:ipv6-address
dns- par as

ro donmai n-search-1i st string

ro dns-servers* [dns-serv-id]

+--ro dns-serv-id ui nt8

+--ro dns-serv-addr i net:ipv6-address
Si p- par as

ro sip-servers* [sip-serv-id]

+--ro sip-serv-id uint8

+--ro0 Sip-serv-addr i net:ipv6-address
+--ro0 sip-serv-donmai n-nane string

ni s- paras

ro ni s-domai n- name string
ro nis-server* [nis-serv-id]
+--ro nis-serv-id uint8

+--ro nis-serv-addr
ni s- pl us- paras

ro nis-plus-domai n- name string

ro nis-plus-server* [nis-plus-serv-id]
+--ro0 nis-plus-serv-id uint8

+--ro0 nis-plus-serv-addr inet:ipv6-address

i net:ipv6-address

info-refresh-tine yang: tinmeticks

ti me- zone- par as

ro tz-posix string

ro tz-database string

cli-fqgdn string

nt p- par as

ro ntp-server* [ntp-serv-id]

+--ro ntp-serv-id uint8

+--ro0 ntp-serv-addr i net:ipv6-address
+--ro ntp-serv-mnul -addr i net:ipv6-address
+--ro ntp-serv-fqdn string

snt p- par as

ro sntp-server* [sntp-serv-id]

+--ro sntp-serv-id uint8

+--ro sntp-serv-addr i net:ipv6-address

net wor k- boot - par as

ro boot-file* [boot-file-id]

+--ro boot-file-id uint8

+--ro suitable-arch-type* uintl16

+--ro suitable-net-if* ui nt 32

+--ro boot-file-url string

+--ro boot-file-paras* [para-id]
+--ro para-id uint8
+--ro paraneter string

ker ber os- par as

Expi res March 28, 2016 [ Page
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| +--ro default-real mnane
| +--ro kdc-info* [kdc-id]
| +--ro kdc-id

[ +--ro priority

| +--ro wei ght

| +--ro transport-type
| +--ro port-nunber

| +--ro kdc-i pv6-addr

| +--ro real mnane
+--ro addr-sel ection-paras
| +--ro autonatic-row add

| +--ro prefer-tenporary-addr

| +--ro policy-table* [policy-id]
| +--ro policy-id

| +--ro | abel

[ +--ro precedence

| +--ro prefix-len

| +--ro prefix

+--ro sol-max-rt

+--ro inf-max-rt

+--r0 pcp-paras

| +--ro pcp-server* [pcp-serv-id]
| +--ro pcp-serv-id

| +--ro pcp-serv-addr

+--ro0 s46-rul e-paras

| +--ro s46-rule* [rule-id]

| +--ro rule-id

[ +--ro rul e-type

| +--ro ea-len

| +--ro prefix4-len

| +--r0 ipvé-prefix

| +--ro prefix6-1en

| +--r0 ipv6-prefix

[ +--ro port-paraneter
| +--ro of fset

[ +--ro psid-len

| +--ro psid

+--ro0 s46-br-paras
| +--ro br* [br-id]

[ +--ro br-id

| +--ro br-ipv6-addr
+--ro s46-dnr-paras

| +--ro dnr* [dnr-id]

| +--ro dnr-id

| +--ro dnr-prefix6-1en

[ +--ro dnr-ipv6-prefix
+--ro0 s46-v4-v6- bi ndi ng- par as
| +--ro ipv4-addr

Expi res March 28, 2016
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string

ui nt8
ui nt 16
ui nt 16
uint8
ui nt 16
i net:ipv6-address
string

bool ean
bool ean

uint8

ui nt8

ui nt8

ui nt 8

i net:ipv6-prefix
yang: timeticks
yang: timeticks

ui nt 8
i net:ipv6-address

uint8
enuneration
uint8

uint8

i net:ipva-prefix
uint8
inet:ipv6-prefix

ui nt8

ui nt8
ui nt 16

uint8
i net:ipv6-address

uint8
uint8
inet:ipv6-prefix

i net:ipv6-address
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| +--ro bind-prefix6-1len ui nt8
| +--ro port-paraneter

| +--ro offset uint8
[ +--ro psid-len uint8
| +--ro psid uintl6
+--ro erp-local -domai n- nane string

+ -Il- - - - - -
1

ro supported-options
+--ro0 supported-option* [option-code]
+--ro option-code uint16
+--ro description string
--ro packet-stats
+--ro solicit-count ui nt 32
+--r0 request-count ui nt 32
+--1r0 renew count ui nt 32
+--ro rebind-count ui nt 32
+--ro decline-count ui nt 32
+--ro rel ease-count ui nt 32
+--ro info-reqg-count ui nt 32
+--ro adverti se-count ui nt 32
+--ro confirm count ui nt 32
+--ro reply-count ui nt 32
+--ro reconfigure-count ui nt 32

I ntroduction of inportant nodes:

o client-interfaces: A client may have several interfaces, it is
nmore reasonable to configure and nanage paraneters on the
interface-level. This container includes configuration and state
data of a DHCPv6 client in a per-interface nanner.

o client-if: The list defines a specific client interface and its
data. Different interfaces are distinguished by the "ifName" key
which is a configurable string val ue.

0 duid: Each server and client has only one DU D (DHCP Uni que
Identifier). The DU D here will be carried in the dient ID
option to identify a specific DHCPv6 client. This |eaf are same
as the "duid" leaf in "dhcpv6-server" feature

o0 pd-function: Wiether the client can act as a requesting router to
request prefixes using prefix delegation ([RFC3633]).

o0 rapid-commit: 1" indicates a client can initiate a Solicit-Reply
message exchange by adding a Rapid Commit option in Solicit
message. 'O’ means the client is not allowed to add a Rapid Conmit
option to request addresses in a two-nessage exchange pattern
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3. 4.

Cui,

nmo-tab: The managenent tab | abel indicates the operation node of
the DHCPv6 client. "mi=1 and o' =1 indicate the client will use
DHCPv6 to obtain all the configuration data. "mi=1 and '0’=0 are a
meani ngl ess conbination. 'm=0 and 'o0’=1 indicate the client wll
use statel ess DHCPv6 to obtain configuration data apart from
addresses/prefixes data. 'ni =0 and '0’ =0 represent the client wll
not use DHCPv6 but use SLAAC to achieve configuration

oro-options: This container provide a way to configure the |ist of
options that the client will request in its ORO option

client-configured-options: Similar to the server, the client also
need to configure sone options to fulfil some desired functions.
This container include all the potential options that need to be
configured at the client side. The relevant RFCs that define
those options include: [RFC3315], [RFC4704], [RFC5970], [RFC6784],
[ RFC6939] .

identity-association: A is a construct through which a server and
a client can identify, group, and manage a set of related | Pv6
addresses. The key of the "identity-association” list is a 4-byte
nunber | AID defined in [ RFC3315]

if-other-paras: A client can obtain extra configuration data other
than address and prefix information through DHCPv6 options. This
cont ai ner describes such data the client was configured through
DHCPv6. The potential configuration data may include DNS server
paraneters, SIP server paraneters and etc.

supported-options: This state data container defines a list of
options supported by the client for adninistrator to interrogate a
client’s capabilities.

packet-stats: A container records all the packet status
informati on of a specific interface.

Noti ficati ons Mechani sm for DHCPv6
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+--rw dhcpv6
+--
| .
+--n noti

YANG f or DHCPv6

fications

+--n dhcpv6- server-event

|+
||
||
||
||
I
I
I

+- -

+- -

+- -

I
I
I
I
+- -
I
I
I
I
+- -
I
I
+- -

n pool - runni ng- out

+--ro utilization-ratio
+--ro0 duid

+--1r0 serv-name?

+--ro pool - nane

n invalid-client-detected
+--ro duid

+--ro description?

--n dhcpv6-rel ay- event

n topo-changed

+--ro relay-if-nane
+--ro first-hop

+--ro |last-entity-addr

--n dhcpv6-client-event

n i a-l ease-event

+--ro0 event-type
+--ro duid

+--ro iaid

+--ro serv-name?
+--ro description?

n invalid-ia-detected
+--ro0 duid

+--ro iaid

+--ro0 serv-name?

+--ro description?

n retransm ssion-failed
+--ro0 duid

+--ro description

n fail ed-status-turn-up
+--ro duid

+--ro status-code

I ntroduction of notifications:

(0]

Cui,

pool - runni ng-out :

run out.
defined i

rai sed when the addr
A threshold for utilization
n the server feature so that

Sept enber 2015

{dhcpv6-server}?

ui nt 16
dui dt ype
string
string

dui dt ype
string
{dhcpv6-rel ay}?

string
bool ean
i net:ipv6-address
{dhcpv6-client}?

enuner ati on
dui dt ype
ui nt 32
string
string

dui dt ype
ui nt 32
string
string

dui dt ype
enuner ati on

dui dt ype
enuner ati on

ess/prefix pool is going to
rati o of the pool has been
it will notify the

admi ni strator when the utilization ratio reaches the threshold,
and such threshold is a settable paraneter.

i nvalid-client-detected:
whi ch can be regarded as a potentia

rai sed when t

coul d al so be incl uded.

et al.
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0 topo-changed: raised when the topology of the relay agent is
changed.

0 ia-lease-event: raised when the client was allocated a new | A from
the server or it renewrebind/release its current |A

o invalid-ia-detected: raised when the identity association of the
client can be proved to be invalid. Possible condition includes
duplicated address, illegal address, etc.

o retransm ssion-failed: rai sed when the retransm ssion nechani sm
defined in [RFC3315] is failed.

o failed-status-turn-up: raised when the client receives a nessage
i ncl udes an unsuccessful Status Code option

4. DHCPv6 YANG Model
This nmodul e i nports typedefs from [ RFC6991].
<CODE BEG NS> file "ietf-dhcpv6@015-09-25. yang"
nmodul e i etf-dhcpve {
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-dhcpv6";
prefix "dhcpv6";
inmport ietf-inet-types {

prefix inet;
revi sion-date "2013-07-15";

}
i mport ietf-yang-types {
prefix yang;
revision-date "2013-07-15";
}

organi zati on "dhc wg";
contact "yong@snetl.cs.tsinghua.edu.cn
wanghl3@mi | s.t si nghua. edu. cn
I h.sunlinh@muail.com
Ted. Lenmon@omni num com
ian.farrer @el ekom de";

description "This nodel defines a YANG data nodel that can be
used to configure and manage DHCPv6 server, DHCPv6 rel ay and
DHCPv6 client.”

revision 2015-09-25 {
description "version04: Correct duid and grammar errors.";
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reference "I-D: draft-cui-dhc-dhcpv6e-yang- 04"
}
revision 2015-07-01 {
description "version03: Correct grammar errors.";

reference "I-D:. draft-cui-dhc-dhcpv6é-yang-03"
}
revision 2015-04-13 {
description "version02: Correct granmar errors.”

reference "I-D: draft-cui-dhc-dhcpv6e-yang-02"
}
revision 2015-04-02 {
description "version0l: Correct grammar errors, Reuse
groupi ngs, Update ’'dhcpv6-realy’ feature, Add
notifications.";

reference "I-D. draft-cui-dhc-dhcpv6-yang-01"

}
revi sion 2015-03-04 {

description "version00: Initial revision."

reference "I-D: draft-cui-dhc-dhcpv6é-yang- 00"

}
/*
* Features
* [

feature dhcpv6-server {
description
"Server in DHCPv6.";
reference
" RFC3315";

}

feature dhcpv6-rel ay {
description
"Rel ay agent in DHCPv6."
reference
" RFC3315";

}

feature dhcpv6-client {
description
"Client in DHCPv6.";
ref erence
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" RFC3315";
/*
* Typedef
*/
typedef duidtype {
type union {
type uint16 {
description
"This uintl1l6 specifies the type of this duid";
}
type string {
pattern ' (([0-9a-fA-F]{2}){2,128})"
description
"This should be a variable | ength val ue
no nore than 128 octets."
}
}
}
typedef threshold {
description "Threshold value in percent";
type union {
type uint16 {
range 0..100;
description "threshold val ue”
}
type enuneration {
enum "di sabl ed" {
description "No threshol d";
}
}
}
/*
* ouping
*/

groupi ng vendor-infor {
cont ai ner vendor-info {
description "";
| eaf ent-num {
type uint32;
mandat ory true
description "enterprise nunber"”;

leaf-list data {
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type string;
description "specific vendor info";

}

groupi ng portset-para {
cont ai ner port-paraneter {
| eaf offset {
type uint8;
mandat ory true
description "offset in a port set";

| eaf psid-len {
type uint8;
mandat ory true
description "length of a psid";

}

| eaf psid {
type uint 16;
mandat ory true
description "psid val ue";

}
}
}
/*
* Data Nodes
*/

cont ai ner server {
i f-feature dhcpv6-server;
description "server portion";
contai ner serv-attributes {
description "This contai ner contains basic attributes
of a DHCPv6 server such as DU D, server name and so
on. Sone optional functions that can be provi ded by
the server is also included.";
| eaf nane {
type string;
mandat ory true
description "server’'s nane";

}
| eaf duid {
type duidtype
mandat ory true
description "DHCP Unique ldentifer";

}
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| eaf enable {

type bool ean;

mandat ory true

description "whether to enable the server"”;
}
| eaf ipv6-address {

type inet:ipv6-address;

mandat ory true;

description "server’s |Pv6 address”

| eaf description {
type string;
description "description of the server";

| eaf pd-function {
type bool ean;
mandat ory true
description "Wether the server can act as a
del egating router to perform prefix del egation
([ RFC3633]).";

| eaf stateless-service {
type bool ean;
mandat ory true
description "A bool ean val ue specifies whether
the server support client-server exchanges
i nvol ving two nessages defined in ([ RFC3315]).";

| eaf rapid-commit {
type bool ean;
mandat ory true
description "A bool ean val ue specifies whether
the server support client-server exchanges
i nvol ving two nessages defined in ([ RFC3315]).";

| eaf store-client-link-layer {
type bool ean;
description "whether to store the clients
i nk-1ayer addresses”

}

uses vendor-i nfor;

}

cont ai ner option-sets {

description "*";

list option-set {
key option-set-id;
description "*";
| eaf option-set-id {
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type uint8;
mandat ory true;
description "the option-set-id key";

list new option {

key option-code;
description "*";
| eaf option-code {

type uint 16;

manadat ory true

description "the option code key";
}
| eaf option-nanme {

type string;

manadatory true

description "the new option’s nane";

| eaf option-description {

type string;

manadatory true;

description "description of new option";
}
| eaf option-reference {

type string;

description "reference to the

speci fication";

| eaf option-value {
type string;
manadat ory true
description "the new option’s val ue";
}
}
| eaf user-cl ass-val ue {
type string;
description "use class option's val ue";
}
| eaf enterprise-nunber {
type uint32;
description "*";
}
| eaf store-client-link-layer {
type bool ean;
description "*";
}
cont ai ner preference-option {
description "*";
| eaf enable {
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type bool ean;
mandat ory true;
description "*";

| eaf preference-val ue {
type uint8;
mandat ory true
description "*";
}
}
cont ai ner sip-server-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list sip-server {
key sip-serv-id;
| eaf sip-serv-id {
type uint8;
mandat ory true
description "*";

}

| eaf sip-serv-domai n-nane {
type string;
mandat ory true
description "*";

}

| eaf sip-serv-addr {
type inet:ipv6-address;
mandat ory true;
description "*";

}
}
cont ai ner dns-config-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

list dns-server {
key dns-serv-id;
| eaf dns-serv-id {
type uint8;
mandat ory true
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description "*";

| eaf dns-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}

}

| eaf domai n-search-1ist {
type string;
mandat ory true
description "*";

}

}
cont ai ner nis-config-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

}
list nis-server {
key nis-serv-id;
description "*";
| eaf nis-serv-id {
type uint8;
mandat ory true
description "*";
}
| eaf nis-serv-addr {
type inet:ipv6-address;
mandat ory true;
description "*";
}
}

}
cont ai ner ni s-pl us-config-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list nis-plus-server {
key nis-plus-serv-id;
description "*";
| eaf nis-plus-serv-id {
type uint8;
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mandat ory true
description "*";

| eaf nis-plus-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
container info-refresh-tinme-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf info-refresh-tine {
type yang:tinmeticks
mandat ory true;
description "*";
}
}
contai ner cli-fqgdn-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
| eaf server-initiate-update {
type bool ean;
mandat ory true
description "*";

leaf client-initiate-update {
type bool ean;
mandat ory true;
description "*";

| eaf nodify-nanme-fromecli {
type bool ean;
mandat ory true
description "*";

}

}

contai ner tinezone-option {
description "*";
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| eaf enable {
type bool ean;
mandat ory true
description "*";

}

| eaf tz-posix {
type string;
mandat ory true;
description "*";

| eaf tz-database {
type string;
mandat ory true
description "*";
}
}
cont ai ner ntp-server-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list ntp-server {
key ntp-serv-id;
description "*";
| eaf ntp-serv-id {
type uint8;
mandat ory true
description "*";

| eaf ntp-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

| eaf ntp-serv-mul-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}

| eaf ntp-serv-fqgdn {
type string;
mandat ory true;
description "*";
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cont ai ner sntp-server-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list sntp-server {
key sntp-serv-id;
description "*";
| eaf sntp-serv-id {
type uint8;
mandat ory true
description "*";
}
| eaf sntp-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner networ k- boot -option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

}
list boot-file {
key boot-file-id;
description "*";
| eaf boot-file-id {
type uint8;
mandat ory true
description "*";

}

| eaf-1ist suitable-arch-type {
type uint 16;
description "*";

}

leaf-1ist suitable-net-if {

type uint32;
description "*";

| eaf boot-file-url {

type string;
mandat ory true
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description "*";

list boot-file-paras {
key para-id;
description "*";
| eaf para-id {
type uint8;
mandat ory true;
description "*";

}

| eaf paraneter {
type string;
mandat ory true
description "*";

}

}
}
contai ner dslite-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf dslite-aftr-nanme {
type string;
mandat ory true
description "*";
}
}
cont ai ner kerberos-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf default-real mname {
type string;
mandat ory true
description "*";

}
list kdc-info {
key kdc-id;
description "*";
| eaf kdc-id {
type uint8;
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mandat ory true
description "*";

}

| eaf priority {
type uint 16;
mandat ory true
description "*";

}

| eaf weight {

type uint 16;
mandat ory true
description "*";

| eaf transport-type {
type uint8;
mandat ory true
description "*";

| eaf port-nunber {
type uint 16;
mandat ory true
description "*";

}

| eaf kdc-ipv6-addr {
type inet:ipv6-address;
mandat ory true;
description "*";

| eaf real mname {
type string;
mandat ory true
description "*";

}
}
cont ai ner addr-sel ection-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf a-bit-set {
type bool ean;
mandat ory true
description "*";

}
| eaf p-bit-set {
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type bool ean;
mandat ory true;
description "*";

}
list policy-table {
key policy-id;
description "*";
| eaf policy-id {
type uint8;
mandat ory true
description "*";
| eaf |abel {
type uint8;
mandat ory true
description "*";
| eaf precedence {
type uint8;
mandat ory true;
description "*";
| eaf prefix-len {
type uint8;
mandat ory true
description "*";
| eaf prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";
}
}

}

contai ner sol-max-rt-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
| eaf sol -max-rt-val ue {
type yang:tinmeticks
mandat ory true;
description "*";
}
}

contai ner inf-max-rt-option {

Cui, et al. Expi res March 28, 2016 [ Page 34]



Internet-Draft YANG f or DHCPv6 Sept enber 2015

description "*";

| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf inf-max-rt-value {
type yang:timeticks;
mandat ory true
description "*";
}
}
cont ai ner pcp-server-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list pcp-server {
key pcp-serv-id;
description "*";
| eaf pcp-serv-id {
type uint8;
mandat ory true
description "*";
}
| eaf pcp-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner s46-rul e-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list sd46-rule {
key rul e-id;
description "*";
leaf rule-id {
type uint8;
mandat ory true
description "*";
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}
| eaf rule-type {

type enuneration {
enum " BMR";
enum " FMR";

mandat ory true
description "*";

| eaf prefix4-len {
type uint8;
mandat ory true
description "*";

| eaf ipvéd-prefix {
type inet:ipvéd-prefix;
mandat ory true
description "*";

}

| eaf prefix6-len {
type uint8;
mandat ory true
description "*";

}

| eaf ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}

uses portset-para;
}
}
cont ai ner s46-br-option {
description "*";
| eaf enable {
type bool ean;

mandat ory true
description "*";

}
list br {
key br-id;
description "*";
leaf br-id {
type uint8;
mandat ory true
description "*";

}
| eaf br-ipv6-addr {
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type inet:ipv6-address;
mandat ory true;
description "*";

}
}
cont ai ner s46-dnr-option {
| eaf enable {
type bool ean;
mandat ory true
description "*";

}
list dnr {
key dnr-id;
description "*";
| eaf dnr-id {
type uint8;
mandat ory true
description "*";
| eaf dnr-prefix-len {
type uint8;
mandat ory true
description "*";
}
| eaf dnr-ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";
}
}

}
cont ai ner s46-v4-v6-bi ndi ng-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

list ce {
key ce-id;
description "*";
| eaf ce-id {
type uint8;
mandat ory true
description "*";

| eaf ipv4-addr {
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type inet:ipv4-address;
mandat ory true;
description "*";

}

| eaf bind-prefix6-len {
type uint8;
mandat ory true
description "*";

}

| eaf bind-ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}

uses portset-para;

}

cont ai ner networ k-range {
description "*";
| eaf-1ist option-set {
type uint8;
description "*";
}
Iist network-range {
key network-range-id;
description "*";
| eaf network-range-id {
type uint8;
mandat ory true
description "*";
}
| eaf network-description {
type string;
mandat ory true
description "*";

| eaf network-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

| eaf inherit-option-set {
type bool ean;
mandat ory true
description "*";
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leaf-1ist option-set {
type uint8;
description "*";
}
cont ai ner address-pools {
description "A contai ner describes
the DHCPv6 server’s address pools.";
list address-pool {
key pool -i d;
description "A DHCPv6 server can
be configured with several address
pools. This list defines such
address pool s which are distinguish
by the key called ’'pool -name’.";
| eaf pool-id {
type uint8;
mandat ory true
description "*";
}
| eaf pool -prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

| eaf start-address {
type inet:ipv6-address-no-zone;
mandat ory true
description "*";

| eaf end-address {
type inet:ipv6-address-no-zone;
mandat ory true;
description "*";
}
| eaf preferred-lifetime {
type yang: timeticks
mandat ory true
description "*";

leaf valid-lifetine {
type yang:timeticks
mandat ory true
description "*";

}

| eaf total-ipv6-count {
type uint 64;
config "fal se";
mandat ory true
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description "*";

| eaf used-ipv6-count {
type uint 64;
config "fal se";
mandat ory true
description "*";

}

| eaf utilization-ratio {
type threshol d;
mandat ory true
description "*";

| eaf inherit-option-set {
type bool ean;
mandat ory true
description "*";

leaf-1ist option-set {
type uint8;
description "*";
}
cont ai ner reserved-addresses {
description "*";
list static-binding {
key cli-id;
description "*";
leaf cli-id {
type uint32;
mandat ory true
description "*";

}

| eaf duid {
type dui dtype
mandat ory true
description "DHCP Uni que
ldentifer”;

| eaf-1ist reserv-addr {
type inet:ipv6-address;
description "*";

}

| eaf-1ist other-reserv-addr {
type inet:ipv6-address;
description "*";
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}
list binding-info {
key cli-id;
config "fal se";
description "Alist records a binding
i nformati on for each DHCPv6 client
that has already been allocated | Pv6
addr esses. ";
leaf cli-id {
type uint32;
mandat ory true
description "*";

}

| eaf duid {
type duidtype
mandat ory true

description "

P Uni que ldentifer";

list cli-ia {
key iaid;
description "*";
| eaf ia-type {
type string;
mandat ory true
description "*";

leaf iaid {
type uint32;
mandat ory true
description "*";

leaf-list cli-addr {
type inet:ipv6-address;
description "*";

}

| eaf pool-id {
type uint8;
mandat ory true
description "*";

}

}

cont ai ner prefix-pools {
description "If a server supports prefix
del egation function, this container wll
be used to define the delegating router’s
refix pools.";
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list prefix-pool {
key pool -i d;
description "Simlar to server’s
address pools, a del egating router
can also be configured with nmultiple
prefix pools specified by a |ist
called 'prefix-pool’.";
| eaf pool-id {
type uint8;
mandat ory true
description "*";
}
| eaf prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}

| eaf prefix-length {
type uint8;
mandat ory true;
description "*";

| eaf preferred-lifetime {
type yang: timeticks
mandat ory true
description "*";

leaf valid-lifetine {
type yang:timeticks
mandat ory true
description "*";

| eaf utilization-ratio {
type threshol d;
mandat ory true
description "*";

}

| eaf inherit-option-set {
type bool ean;
mandat ory true
description "*";

leaf-1ist option-set {
type uint8;
description "*";

}

cont ai ner reserved-prefixes {
description "*";
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list static-binding {
key cli-id;
description "*";
leaf cli-id {
type uint32;
mandat ory true
description "*";

}

| eaf duid {
type duidtype
mandat ory true
description "DHCP Uni que

Identifer"”;
}
| eaf reserv-prefix-len {
type uint8;
mandat ory true
description "*";
}

| eaf reserv-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";
}
}
| eaf exclude-prefix-len {
type uint8;
mandat ory true
description "*";

| eaf exclude-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

list other-reserv-prefix {
key reserv-id;
description "*";
| eaf reserv-id {
type uint8;
mandat ory true
description "*";

}

| eaf prefix-len {
type uint8;
mandat ory true
description "*";

}
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| eaf prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}
}
}
}
list binding-info {
key cli-id;

config "fal se";
description "Alist records a
bi nding information for each
DHCPv6 client that has al ready
been all ocated | Pv6 addresses.”
leaf cli-id {

type uint32;

mandat ory true

description "*";

}

| eaf duid {
type dui dtype
manadat ory true
description "DHCP Uni que

ldentifier";
}
list cli-iapd {
key iaid;
description "*";
leaf iaid {
type uint32;
mandat ory true;
description "*";
}
leaf-list cli-prefix {
type inet:ipv6-prefix;
description "*";
leaf-list cli-prefix-len {
type uint8;
description "*";
}
| eaf pool-id {
type uint8;
mandat ory true
description "*";
}
}
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}
}
cont ai ner hosts {
description "*";
list host {
key cli-id;
description "*";
leaf cli-id {
type uint32;
mandat ory true
description "*";

}

| eaf duid {
type dui dtype
mandat ory true
description "DHCP Uni que
| dentifer";

| eaf inherit-option-set {
type bool ean;
mandat ory true
description "*";

}

| eaf-1ist option-set {
type uint8;
description "*";

| eaf ni s-donmi n-name {
type string;
description "*";

}

| eaf nis-plus-domain-nane {
type string;
description "*";

}

}

}

cont ai ner rel ay-opaque-paras {
description "This contai ner contains sone
opaque values in Relay Agent options that
need to be configured on the server side
only for value match. Such Rel ay Agent
options include Interface-1d option,
Renote-1d option and Subscriber-1d option."
list relays {

key rel ay- nane;
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description "*";
| eaf rel ay-name {
type string;
mandat ory true
description "*";
}
list interface-info {
key if-nane;
description "*";
| eaf if-nane {
type string;
mandat ory true
description "*";

| eaf interface-id {
type string;
mandat ory true
description "*";

}

list subscribers {
key subscri ber
description "*";
| eaf subscriber {
type uint8;
mandat ory true;
description "*";

| eaf subscriber-id {
type string;
mandat ory true
description "*";

}

list renote-host {
key ent-num
description "*";
| eaf ent-num {
type uint32;
mandat ory true
description "*";

| eaf renpte-id {
type string;
mandat ory true
description "*";
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}
}
cont ai ner rsoo-enabl ed-options {
description "*";
|Iist rsoo-enabl ed-option{
key option-code;
description "*";
| eaf option-code {
type uint 16;
mandat ory true
description "*";

}

| eaf description {
type string;
mandat ory true
description "*";

}

}

}

cont ai ner packet-stats {
config "fal se";

description "A contai ner presents
the packet statistics related to

the DHCPv6 server.";

| eaf solicit-count {
type uint32;
mandat ory true
description "*";

}

| eaf request-count {
type uint32;
mandat ory true;
description "*";

}

| eaf renew count {
type uint32;
mandat ory true
description "*";

| eaf rebind-count {
type uint32;
mandat ory true
description "*";

}

| eaf decline-count {
type uint32;
mandat ory true
description "*";
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}

| eaf rel ease-count {
type uint32;
mandat ory true
description "*";

| eaf info-reqg-count {
type uint32;
mandat ory true
description "*";

| eaf advertise-count {
type uint32;
mandat ory true;
description "*";

}

| eaf confirmcount {
type uint32;
mandat ory true
description "*";

| eaf reply-count {
type uint32;
mandat ory true
description "*";

}

| eaf reconfigure-count {
type uint 32;
mandat ory true
description "*";

| eaf rel ay-forward-count {
type uint32;
mandat ory true
description "*";

| eaf relay-reply-count {
type uint32;
mandat ory true
description "*";

}

}

container relay {
i f-feature dhcpv6-rel ay;
description "relay portion";
container relay-attributes {
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description "A container describes
some basic attributes of the relay
agent including some relay agent
specific options data that need to
be configured previously. Such options
i nclude Renote-1d option and
Subscriber-1d option.";
| eaf nane {

type string;

mandat ory true

description "*";
}
| eaf enable {

type bool ean;

mandat ory true

description "*";

| eaf ipv6-address {
type inet:ipv6-address;
mandat ory true;
description "*";

| eaf description {
type string;
description "*";

}

| eaf-1ist dest-addrs {
type inet:ipv6-address;
description "Each DHCPv6 rel ay agent nay
be configured with a list of destination
addresses. This node defines such a list
of I Pv6 addresses that may include
uni cast addresses, mnulticast addresses
or other addresses.";

list subscribers {
key subscri ber
description "*";
| eaf subscriber {
type uint8;
mandat ory true
description "*";

| eaf subscriber-id {
type string;
mandat ory true
description "*";
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}

list renote-host {
key ent-num
description "*";
| eaf ent-num {
type uint32;
mandat ory true
description "*";

}

| eaf renote-id {
type string;
mandat ory true
description "*";

}

}

uses vendor-i nfor;
contai ner relay-supplied-options-option {
description "*";
list rsoo-set {
key rsoo-set-id;
description "*";
| eaf rsoo-set-id {
type uint8;
mandat ory true
description "*";
}
cont ai ner erp-| ocal -donmai n- nane- opti on {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list erp-for-client {
key cli-id;
description "*";
leaf cli-id {
type uint32;
mandat ory true
description "*";

}

| eaf duid {
type duidtype
mandat ory true;
description "DHCP Uni que
Identifer”;

}

| eaf erp-nane {
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type string;
mandat ory true;
description "*";

}
}
contai ner relay-interfaces {
description "It is a container that
defines common configuration and
state paraneters in the interfaces
of a DHCPv6 relay agent. In this YANG
data nodel for DHCPv6 rel ay agent,
the paraneters are configured in a
per-interface manner.";
list relay-if {
key if-nane;
description "A list describes a
specific interface and its
correspondi ng paraneters. Here
we use a string called 'ifNange’
as the key of list.";
| eaf if-nane {
type string;
mandat ory true;
description "*";

| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf interface-id {
type string;
description "*";

}

| eaf-1ist rsoo-set {
type uint8;
description "*";

}

list pd-route {
key pd-route-id;
description "*";
| eaf pd-route-id {
type uint8;
mandat ory true
description "*";
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}

| eaf requesting-router- d {
type uint32;
mandat ory true
description "*";

| eaf del egating-router-id {
type uint32;
mandat ory true
description "*";

| eaf next-router {
type inet:ipv6-address;
mandat ory true;
description "*";

}

| eaf last-router {
type inet:ipv6-address;
mandat ory true
description "*";

}

}
list next-entity {

key dest-addr;

description "This node defines

alist that is used to describe

the next hop entity of this

relay distinguished by their

addresses. ";

| eaf dest-addr {
type inet:ipv6-address;
mandat ory true;
description "*";

}

| eaf avail able {
t ype bool ean;
mandat ory true
description "*";

| eaf multicast {
type bool ean;
mandat ory true
description "*";

}

| eaf server {
type bool ean;
mandat ory true
description "*";
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}

cont ai ner packet-stats {
config "fal se";
description "*";
| eaf cli-packet-rvd-count {
type uint32;
mandat ory true;
description "*";

| eaf solicit-rvd-count {
type uint32;
mandat ory true;
description "*";

}

| eaf request-rvd-count {
type uint32;
mandat ory true;
description "*";

}

| eaf renew-rvd-count {
type uint32;
mandat ory true;
description "*";

| eaf rebind-rvd-count {
type uint32;
mandat ory true;
description "*";

| eaf decline-rvd-count {
type uint32;
mandat ory true;
description "*";

}

| eaf rel ease-rvd-count {
type uint32;
mandat ory true;
description "*";

| eaf info-reqg-rvd-count {
type uint32;
mandat ory true;
description "*";

}

| eaf relay-for-rvd-count {
type uint32;
mandat ory true;
description "*";
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}

| eaf rel ay-rep-rvd-count {
type uint32;
mandat ory true
description "*";

| eaf packet-to-cli-count {
type uint32;
mandat ory true
description "*";

| eaf adver-sent-count {
type uint32;
mandat ory true;
description "*";

}

| eaf confirmsent-count {
type uint32;
mandat ory true
description "*";

| eaf reply-sent-count {
type uint32;
mandat ory true
description "*";

}

| eaf reconfig-sent-count {
type uint 32;
mandat ory true
description "*";

| eaf relay-for-sent-count {
type uint32;
mandat ory true
description "*";

| eaf rel ay-rep-sent-count {
type uint32;
mandat ory true
description "*";

}

}

container relay-stats {
config "fal se";
description "*";
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| eaf cli-packet-rvd-count {
type uint32;
mandat ory true
description "*";

}

| eaf relay-for-rvd-count {
type uint32;
mandat ory true;
description "*";

| eaf relay-rep-rvd-count {
type uint32;
mandat ory true
description "*";

| eaf packet-to-cli-count {
type uint32;
mandat ory true
description "*";

| eaf relay-for-sent-count {
type uint32;
mandat ory true
description "*";

| eaf rel ay-rep-sent-count {
type uint32;
mandat ory true
description "*";

}

| eaf di scarded- packet-count {
type uint32;
mandat ory true
description "*";

}

container client {
i f-feature dhcpv6-client;
description "DHCPv6 Client Portion"
container client-interfaces {

et al.

of a DHCPv6 client

description "A client may have severa
interfaces, it is nore reasonable to
configure and nanage paraneters on
the interface-Ievel
i ncludes configuration and state data
in a per-interface
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manner.";
list client-if {

key if-nane;
description "The |list defines a
specific client interface and its
data. Different interfaces are
di stingui shed by the key which
is a configurable string value.";
| eaf if-nane {

type string;

mandat ory true

description "interface nane";

}

leaf cli-id {
type uint32;
mandat ory true
description "*";

}

| eaf duid {
type dui dtype
mandat ory true
description "DHCP Uni que
| dentifer";

| eaf enable {
type bool ean;
mandat ory true
description "*";

| eaf description {
type string;
description "*";

| eaf pd-function {
type bool ean;
description "Wether the client
can act as a requesting router
to request prefixes using prefix
del egation ([ RFC3633]).";
mandat ory true

}

| eaf rapid-commit {
type bool ean;
description "'1' indicates a client
can initiate a Solicit-Reply nessage
exchange by adding a Rapid Commit
option in Solicit nessage. '0" neans
the client is not allowed to add a
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Rapid Conmit option to request
addresses in a two-nessage
exchange pattern.”;
mandat ory true
}
contai ner no-tab {
description "The nanagenent tab
| abel indicates the operation
nmode of the DHCPv6 client. 'ni=1
and 'o’'=1 indicate the client
will use DHCPv6 to obtain all
the configuration data. 'm =1
and 'o’ =0 are a meani ngl ess
combination. 'n =0 and "0’ =1
indicate the client will use
statel ess DHCPv6 to obtain
configuration data apart from
addr esses/ prefi xes dat a.
"m =0 and '0’ =0 represent the
client will not use DHCPv6
but use SLAAC to achieve
configuration.";
|l eaf mtab {
type bool ean;
mandat ory true
description "*";

| eaf o-tab {
type bool ean;
mandat ory true
description "*";
}
}
cont ai ner oro-options {
description "*";
list oro-option {
key option-code;
description "*";
| eaf option-code {
type uint 16;
mandat ory true
description "*";

| eaf description {
type string;
mandat ory true
description "*";
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}
}
contai ner client-configured-options {
description "*";
list newcli-option {
key option-code;
description "*";
| eaf option-code {
type uint 16;
manadat ory true
description "*";
}
| eaf option-nanme {
type string;
manadatory true
description "*";

| eaf option-description {
type string;
manadatory true;
description "*";

}

| eaf option-reference {
type string;
description "*";

}

| eaf option-val ue {
type string;
manadat ory true
description "*";

}

}

cont ai ner user-class-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";
}
|ist user-class {
key user-cl ass-i d;
description "*";
| eaf user-class-id {
type uint8;
mandat ory true
description "*";
}

| eaf user-class-info {
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type string;
mandat ory true;
description "*";

}
}
cont ai ner vendor-cl ass-option {
description "*";
| eaf enable {
type bool ean;

mandat ory true
description "*";

| eaf ent-num {
type uint32;
mandat ory true
description "*";

leaf-list data {
type string;
description "*";
}
}
contai ner client-fqdn-option {
description "*";
| eaf enable {
type bool ean;

mandat ory true
description "*";

}

| eaf fqdn {
type string;
mandat ory true
description "*";

}

| eaf server-initiate-update {
type bool ean;
mandat ory true;
description "*";

| eaf client-initiate-update {
type bool ean;
mandat ory true
description "*";

}

}

container client-architecture-type-option {
description "*";
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| eaf enable {
type bool ean;
mandat ory true
description "*";
}
list architecture-types {
key type-id;
description "*";
| eaf type-id {
type uint 16;
mandat ory true
description "*";

| eaf nost-preferred {
type bool ean;
mandat ory true
description "*";

}
}
contai ner client-network-interface-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

}

| eaf type {
type uint8;
mandat ory true
description "*";

| eaf major {
type uint8;
mandat ory true
description "*";

}

| eaf mnor {
type uint8;
mandat ory true
description "*";

}

}

cont ai ner kerberos-principal - name-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
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description "*";

}

| eaf principal -nane {
type string;
mandat ory true
description "*";

}

}

contai ner client-link-layer-addr-option {
description "*";
| eaf enable {
type bool ean;
mandat ory true
description "*";

}

| eaf link-layer-type {
type uint 16;
mandat ory true
description "*";

| eaf |ink-layer-addr {
type string;
mandat ory true
description "*";

}

}

contai ner identity-associations {
config "fal se";
description "I Ais a construct through
which a server and a client can identify,
group, and manage a set of related | Pv6
addresses. The key of the list is a
4-byte nunber 1A D defined in [ RFC3315]."
list identity-association {

key iaid;

description "*";

leaf iaid {
type uint32;

mandat ory true
description "*";

| eaf ia-type {
type string;
mandat ory true
description "*";

}
leaf-1ist ipv6-addr {
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type inet:ipv6-address;
description "*";

leaf-list ipv6e-prefix {
type inet:ipv6-prefix;
description "*";

leaf-list prefix-length {
type uint8;
description "*";

leaf t1-tine {
type yang: dat e-and-ti ne;
mandat ory true;
description "*";

}

leaf t2-tine {
type yang: dat e-and-ti ne;
mandat ory true
description "*";

| eaf preferred-lifetime {
type yang:timeticks
mandat ory true
description "*";
}
leaf valid-lifetine {
type yang:timeticks
mandat ory true
description "*";
}
}
container if-other-paras {
config "fal se";
description "A client can obtain
extra configuration data other than
address and prefix information through
DHCPv6. Thi s contai ner describes such
data the client was configured. The
potential configuration data nay
i nclude DNS server addresses, SIP
server donain nanes, etc.";
| eaf-1ist uni-dhcpv6-serv-addr {
type inet:ipv6-address;
description "*";

}

cont ai ner dns-paras {
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description "*";

| eaf donmi n-search-1ist {
type string;
mandat ory true
description "*";

list dns-servers {
key dns-serv-id;
description "*";
| eaf dns-serv-id {
type uint8;
mandat ory true
description "*";

| eaf dns-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";
}
}
cont ai ner sip-paras {
description "*";
list sip-servers {
key sip-serv-id;
description "*";
| eaf sip-serv-id {
type uint8;
mandat ory true
description "*";
}
| eaf sip-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}

| eaf sip-serv-domai n-nane {
type string;
mandat ory true
description "*";

}

}
}
cont ai ner nis-paras {
description "*";
| eaf ni s-donmi n-name {
type string;
mandat ory true
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description "*";
}
list nis-server {
key nis-serv-id;
description "*";
| eaf nis-serv-id {
type uint8;
mandat ory true;
description "*";
}
| eaf nis-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner nis-plus-paras {
description "*";
| eaf nis-plus-domain-nane {
type string;
mandat ory true
description "*";
}
list nis-plus-server {
key nis-plus-serv-id;
description "*";
| eaf nis-plus-serv-id {
type uint8;
mandat ory true
description "*";
}
| eaf nis-plus-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

| eaf info-refresh-tine {
type yang:timeticks
description "*";
}
cont ai ner tine-zone-paras {
description "*";
| eaf tz-posix {
type string;
mandat ory true
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description "*";

| eaf tz-database {
type string;
mandat ory true
description "*";

}

}

| eaf cli-fqgdn {
type string;
description "*";

}

cont ai ner ntp-paras {
description "*";
list ntp-server {
key ntp-serv-id;
description "*";
| eaf ntp-serv-id {
type uint8;
mandat ory true;
description "*";
}
| eaf ntp-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

| eaf ntp-serv-mul-addr {
type inet:ipv6-address;
mandat ory true
description "*";

| eaf ntp-serv-fqdn {
type string;
mandat ory true
description "*";

}
}
cont ai ner sntp-paras {
description "*";
list sntp-server {
key sntp-serv-id;
description "*";
| eaf sntp-serv-id {
type uint8;
mandat ory true
description "*";

Expi res March 28, 2016

Sept enber 2015

[ Page 65]



Internet-Draft YANG f or DHCPv6 Sept enber 2015

}

| eaf sntp-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner networ k- boot - paras {
description "*";
list boot-file {
key boot-file-id;
description "*";
| eaf boot-file-id {
type uint8;
mandat ory true
description "*";

| eaf-1ist suitable-arch-type {
type uint 16;
description "*";

leaf-list suitable-net-if {
type uint32;
description "*";

}

| eaf boot-file-url {
type string;
mandat ory true
description "*";

list boot-file-paras {
key para-id;
description "*";
| eaf para-id {
type uint8;
mandat ory true
description "*";

}

| eaf paraneter {
type string;
mandat ory true
description "*";

}

}
}

cont ai ner kerberos-paras {
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description "*";

| eaf default-real mname {
type string;
mandat ory true
description "*";

}
list kdc-info {
key kdc-id;
description "*";
| eaf kdc-id {
type uint8;
mandat ory true
description "*";

}

| eaf priority {
type uint 16;
mandat ory true
description "*";

}

| eaf weight {

type uint 16;
mandat ory true
description "*";

| eaf transport-type {
type uint8;
mandat ory true
description "*";

| eaf port-nunber {
type uint 16;
mandat ory true;
description "*";

}

| eaf kdc-ipv6-addr {
type inet:ipv6-address;
mandat ory true
description "*";

| eaf real mname {
type string;
mandat ory true
description "*";

}

}

cont ai ner addr-sel ection-paras {
description "*";
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| eaf automatic-row add {
type bool ean;
mandat ory true
description "*";

}

| eaf prefer-tenporary-addr {
type bool ean;
mandat ory true;
description "*";

list policy-table {
key policy-id;
description "*";
| eaf policy-id {
type uint8;
mandat ory true
description "*";

| eaf |abel {
type uint8;
mandat ory true
description "*";

}

| eaf precedence {
type uint8;
mandat ory true;
description "*";

| eaf prefix-len {
type uint8;
mandat ory true
description "*";

| eaf prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}

| eaf sol -max-rt {
type yang:timeticks
mandat ory true
description "*";

| eaf inf-max-rt {

type yang:timeticks
mandat ory true
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description "*";
}
cont ai ner pcp-server-paras {
description "*";
list pcp-server {
key pcp-serv-id;
description "*";
| eaf pcp-serv-id {
type uint8;
mandat ory true
description "*";
}
| eaf pcp-serv-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner s46-rul e-paras {
description "*";
list sd46-rule {
key rul e-id;
description "*";
leaf rule-id {
type uint8;
mandat ory true
description "*";

| eaf rule-type {
type enuneration {
enum " BMR';
enum " FMR';
}
mandat ory true
description "*";

}

| eaf ea-len {
type uint8;
mandat ory true
description "*";

| eaf prefix4-len {
type uint8;
mandat ory true
description "*";

| eaf ipva-prefix {
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type inet:ipvé4-prefix;
mandat ory true;
description "*";

| eaf prefix6-len {
type uint8;
mandat ory true
description "*";

}

| eaf ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}

uses portset-para;
}
}
cont ai ner s46-br-paras {
description "*";
list br {
key br-id;
description "*";
| eaf br-id {
type uint8;
mandat ory true
description "*";

}

| eaf br-ipv6-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner s46-dnr-paras {
description "*";
list dnr {
key dnr-id;
description
| eaf dnr-id {
type uint8;
mandat ory true
description "*";

ngn

}

| eaf dnr-prefix-len {
type uint8;
mandat ory true

description "*";
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}

| eaf dnr-ipv6e-prefix {
type inet:ipv6-prefix;
mandat ory true
description "*";

}
}
cont ai ner s46-v4-v6-bi ndi ng-paras {
description "*";
| eaf ipv4-addr {
type inet:ipv4-address;
mandat ory true
description "*";

}
| eaf bind-prefix6-len {
type uint8;
mandat ory true
description "*";
}
uses portset-para;
| eaf erp-Ilocal -domai n-nane {
type string;
mandat ory true
description "*";
}
}
cont ai ner supported-options {
description "*";
list supported-option {
key option-code;
description "*";
| eaf option-code {
type uint 16;
mandat ory true
description "*";

}

| eaf description {
type string;
mandat ory true
description "*";

}

}
oo
cont ai ner packet-stats {

config "fal se";
description "A container records
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all the packet status information
of a specific interface.";
| eaf solicit-count {
type uint32;
mandat ory true
description "*";
}
| eaf request-count {
type uint32;
mandat ory true
description "*";
}
| eaf renew count {
type uint32;
mandat ory true
description "*";

| eaf rebind-count {
type uint32;
mandat ory true;
description "*";

| eaf decline-count {
type uint32;
mandat ory true
description "*";

| eaf rel ease-count {
type uint32;
mandat ory true
description "*";

| eaf info-req-count {
type uint32;
mandat ory true
description "*";

}

| eaf advertise-count {
type uint32;
mandat ory true
description "*";

| eaf confirmcount {
type uint32;
mandat ory true
description "*";

| eaf reply-count {
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type uint32;
mandat ory true;
description "*";

| eaf reconfigure-count {
type uint32;
mandat ory true
description "*";

}
}
}
}
}

/*
* Notifications
*/

notification notifications {
cont ai ner dhcpv6-server-event {
i f-feature dhcpv6-server;
description "server portion";
cont ai ner pool -runni ng-out {
description "rai sed when the address/prefix pool is going to
run out. A threshold for utilization ratio of the pool has been
defined in the server feature so that it will notify the
adm ni strator when the utilization ratio reaches the threshold,
and such threshold is a settable paraneter”;
| eaf utilization-ratio {
type uint 16;
mandat ory true
description "*";

}

| eaf duid {
type duidtype
mandat ory true
description "DHCP Uni que
Identifer"”;

}

| eaf serv-name {
type string;
description "*";

| eaf pool - nane {
type string;
mandat ory true
description "*";
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}

container invalid-client-detected {
description "rai sed when the server has found a client
whi ch can be regarded as a potential attacker. Sone
description could al so be included.";
| eaf duid {
type duidtype
mandat ory true;
description "DHCP Uni que
| dentifer";

| eaf description {
type string;
description "*";

}
}
cont ai ner dhcpv6-rel ay-event {
i f-feature dhcpv6-rel ay;
description "relay portion";
cont ai ner topo-changed {
description "rai sed when the topol ogy
of the relay agent is changed.";
| eaf relay-if-name {
type string;
mandat ory true;
description "*";

| eaf first-hop {
type bool ean;
mandat ory true
description "*";

| eaf last-entity-addr {
type inet:ipv6-address;
mandat ory true
description "*";

}
}
cont ai ner dhcpv6-client-event {
i f-feature dhcpv6-client;
description "client portion";
cont ai ner ia-lease-event {
description "raised when the
client was allocated a new | A from
the server or it renew rebind/rel ease
its current |A";
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| eaf event-type {
type enuneration{
enum "al | ocati on";
enum "rebi nd";
enum "renew'
enum "rel ease";

mandat ory true;
description "*";

}

| eaf duid {
type dui dtype
mandat ory true
description "DHCP Uni que
Identifer";

}

leaf iaid {
type uint32;
mandat ory true
description "*";

}

| eaf serv-name {
type string;
description "*";

| eaf description {
type string;
description "*";
}
}
container invalid-ia-detected {
description "rai sed when the identity
association of the client can be proved
to be invalid. Possible condition includes
duplicated address, illegal address, etc."
| eaf duid {
type dui dtype
mandat ory true;
description "DHCP Uni que

Identifer”;

}

leaf cli-duid {
type uint32;
mandat ory true;
description "*";

leaf iaid {

type uint32;
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mandat ory true
description "*";
}
| eaf serv-nane {
type string;
description "*";

| eaf description {
type string;
description "*";
}
}
container retransnission-failed {
description "rai sed when the retransm ssion
mechani sm defined in [RFC3315] is failed."
uses dui d-para
| eaf description {
type enuneration {
enum "MRC fail ed";
enum "MRD fail ed";

mandat ory true
description "*";
}
}
contai ner failed-status-turn-up {
description "rai sed when the client receives
a nmessage includes an unsuccessful Status Code
option.";
| eaf duid {
type dui dtype
mandat ory true;
description "DHCP Uni que
| dentifer";

| eaf status-code {
type enuneration {
enum " 1" {
description "UnspecFail";

enum " 2" {
description "NoAddrAvail";

enum " 3" {
description "NoBi ndi ng"

enum " 4" {
description "Not OnLi nk";

Cui, et al. Expi res March 28, 2016 [ Page 76]



Internet-Draft YANG f or DHCPv6 Sept enber 2015

}

enum " 5" {
description "UseMilticast";
}
}

mandat ory true;
description "*";

}
}
}

}
}
<CODE ENDS>
5. Security Considerations (TBD)

TBD
6. | ANA Consi derations (TBD)

TBD
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