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Abst ract

As networks migrate towards | Pv6, sone entities still have the
requirenent for |Pv4 configuration. DHCPv4 over DHCPv6 [ RFC7341]
provi des a nechani smfor obtaining | Pv4 configuration information
dynanmically in I Pv6 networks. DHCPv4/DHCPv6 Bul k Leasequery and
Active Leasequery allow a client to get DHCP address bi ndi ng
information data in bulk transfer or in real-time via TCP. This
docunent describes an extension of DHCPv6 Bul k and Active Leasequery
that provides a nechanismto get DHCPv4 over DHCPv6 | ease

i nformation.
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1. Introduction

The DHCPv4 Leasequery [ RFC4388] extends the basic DHCPv4 capability
[ RFC2131] [RFC2132]to allow a requestor to query a DHCPv4 server for
an individual binding information. DHCPv4 Bul k Leasequery[ RFC6926]
extends [RFC4388] to allow a requestor to query a DHCPv4 server for
bul k transfer of binding information. DHCPv4 Active Leasequery
further extends [ RFC6926] to create a long-lived TCP connection

bet ween the requester and DHCPv4 server for near real-tine binding
information. Paralle Leasequery protocols are al so defined for
DHCPV6.

In IPv6 migration, sonme hosts in |IPv6 network may al so need DHCPv4
configuration using DHCPv4 over DHCPv6[ RFC7341]. In some use cases,
it also need to extend DHCPv4 over DHCPv6 to carry related | Pv6
information al ong with the DHCPv4 configuration, such as

[1-D. fsc-softw re-dhcp4o6-saddr-opt]. |In these extendi ng DHCPv4 over
DHCPv6 nessages, |Pv4 and | Pv6 bindings may interact and correl ate
with each other. The DHCPv4 |ease information (including |Pv4
address and ot her DHCPv4 options) is encapsul ated i n DHCPv4 Message
option as defined i n[fRFC7341]. And the related I Pv6 bindings is
encapsul ated in DHCPv6 message ( DHCPV4- QUERY/ DHCPV4- RESPONSE
nmessages) .

The interaction of the DHCPv4 and | Pv6 information used by DHCP406
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makes it different fromoriginal DHCPv4 [ RFC2131]. One exanple is
Li ght wei ght 4over6 dynam c provisioning: A client (IwB4) may use
DHCPv6 opti on( OPTI ON_DHCP406_SADDR)

[1-D. fsc-softw re-dhcpd4o6-saddr-opt] to set the | Pv6 tunnel source
address in the DHCP406 server. For each |wB4, the | wAFTR needs to
create a nmapping entry. The mapping contains the tuple (|l ease |Pv4
address, port set, |Pv6 tunnel source address). The | wAFTR nust
obtain the tuple before providing service to a particular |wB4.
However, there is no single DHCP server contains all three pieces of
i nformation.

The IwB4’'s | Pv6 tunnel source address nmay be an active | Pv6 address

| ease or a manual static address. The OPTI ON_DHCP406_SADDR is a
DHCPv6 option but may not bind to the active | Pv6 address |ease.

Furt hernore, DHCP406 nessage doesn’t contain DU D or any kind of
identifiers for the requestor to query the DHCPv4 | ease and co-rel ate
it to the IPv6 configuration. 1In this scenario, the requestor

(I WAFTR) cannot get the IwB4s’ |1Pv6 tunnel source address using
DHCPv4 Bul k/ Active Leasequery or DHCPv6 Bul k/ Active Leasequery.

DHCPv4 Bul k/ Active Leasequery is DHCPv4 protocol, they can’'t be used
to query DHCPv6 bindings. Simlarly, DHCPv6 Bul k/ Active Leasequery
is DHCPv6 protocol, it can't be used to query DHCPv4 bindings. This
docunent describes an extension of DHCPv6 Bul k and Active Leasequery
to allow a requestor to request DHCPv4 | ease and rel ated | Pv6

confi guration.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Protocol Overview

In IPv6 network, entities use DHCPv4 over DHCPv6 to get DHCPv4
configuration and even get the related |1 Pv6 configuration just Iike
the OPTI ON_DHCP406_SADDR defined in

[1-D.fsc-softw re-dhcp406-saddr-opt]. Entities may need ot her
related 1 Pv6 configuration along with DHCPv4 | ease usi ng DHCPv4 over
DHCPv6. DHCP406 Bul k/ Active Leasequery mechani sm based on both
DHCPv4/ DHCPv6 Bul k Leasequery and DHCPv4/ DHCPv6 Active Leasequery
make requestor get DHCP406 | ease information (DHCPv4 | ease and
related 1 Pv6 configuration) in bulk transfer or in real-time from
DHCP406 server via TCP

The DHCP406 Bul k/ Active Leasequery nechanismis nodel ed on the
exi sting DHCPv4 over DHCPv6 protocol in[RFC7341], which conbines
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DHCPv4 Bul k/ Active Leasequery and DHCPv6 Bul k/ Active Leasequery to
provi de DHCPv4 | ease and related I Pv6 information in | Pv6 network.
The DHCP406 Bul k/ Active Leasequery requestors and DHCP406 servers
communi cate with each other using DHCPv6 Bul k/ Active Leasequery which
contai ns DHCPv4 Message Option defined in [RFC7341]. |In DHCPv6 Bul k/
Active Leasequery nessages, DHCPv4 Message Option contains the DHCPv4
Bul k/ Active | easequery nessage. The type and status of DHCPv4 Bul k/
Active | easequery nmessage in the option should be synchronous wth
the DHCPv6 part in the same nessage during the process of |easequery.

Request or sends a DHCPv6 Bul k/ Active Leasequery nessage contains
DHCPv4 Message Option to query for DHCP406 |ease information. 1In the
message, the DHCPv4 | ease query is put in the DHCPv4 Bul k/ Active
Leasequery nessage in DHCPv4 Message Option, and related | Pv6
configuration is put in the DHCPv6 option

The DHCPv4 | ease in the DHCPv4 Message Option of the messages sent by
DHCP406 server in response should be identical to the nessages sent
by the DHCPv4 Bul k/ Active Leasequery server. The related |Pv6
configuration part in response is put in the DHCPv6 Bul k/ Active
Leasequery options.

Appli cations which enploy Active Leasequery to keep a database up to

date with respect to the server’'s | ease state database usually use an
initial Bulk Leasequery to bring their database into equivalence with
that of the server. In DHCP406 Bul k and Active Leasequery, it works

in the same way

4. Message and Option Description

Al'l of the nessage types and options defined in DHCPv4/ DHCPv6 Bul k/
Active Leasequery [RFC5460][1-D.ietf-dhc-dhcpv6-active-| easequery]

[ RFC6926][1-D.ietf-dhc-dhcpv4-active-|easequery] are al so used by
DHCP406 Bul k/ Active Leasequery. |In addition, a new usage of the
existing option is defined in this docunent. DHCPv4 Message Option
defined in [ RFC7341] contains the DHCPv4 nmessage sent by the DHCP
client or server. |In DHCP406 Bul k/ Active Leasequery scenari o, DHCPv4
Message Option contains the DHCPv4 Bul k/ Active Leasequery nessage
sent by requestor and DHCP406 server.
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opti on-code: OPTI ON_DHCPV4_MSG (87)
option-len: Length of the DHCPv4 Bul k/ Active Leasequery nessage.

DHCPv4- Bul k/ Acti ve- Leasequer y- nessage:
The DHCPv4 Bul k or Active Leasequery nessage sent by the client
or the server.

Figure 1: DHCPv4 Message Option

When using in DHCP406 Bul k Leasequery, DHCPv4 Message Option contains
DHCPv4 Bul k Leasequery nessage. Wien DHCP406 Bul k Leasequery
requestors query for DHCP406 | ease information, DHCPv4 Message Option
contai ns the DHCPv4 DHCPBULKLEASEQUERY nessage. |n response, DHCP406
servers will put the DHCPv4 reply message (DHCPLEASEACTI VE ,
DHCPLEASEUNASS| GNED or DHCPLEASEQUERYDONE nessage) in the DHCPv4
Message Opti on.

When using in DHCP406 Active Leasequery, DHCPv4 Message Option
contai ns DHCPv4 Active Leasequery nessage. Wen DHCP406 Active
Leasequery requestors query for DHCP406 | ease information, DHCPv4
Message Option contains the DHCPv4 ACTI VELEASEQUERY nessage. In
response, DHCP406 servers will put the DHCPv4 reply nessage

( DHCPLEASEQUERYSTATUS, DHCPLEASEACTI VE , DHCPLEASEUNASSI GNED or
DHCPLEASEQUERYDONE nessage) in the DHCPv4 Message Option.

5. Requestor and Server Behavi or

5.1. Extension to Bul k Leasequery
DHCP406 Bul k Leasequery extends the Bul k Leasequery to allow a
requestor getting bulk of DHCP406 | ease information. A requestor
attenpts to establish a TCP connection to a DHCP406 server in order

toinitiate a | easequery exchange. |If the attenpt fails, the
requestor MAY retry.
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After a connection is established, the requestor constructs a DHCP406
Bul k Leasequery nessage. |In DHCPv6 LEASEQUERY nessage, the Query
options MJST include an OPTION_ORO option to indicate the options for
each client’s related | Pv6 configuration that the requestor would
like the server to return. The query-type in Query option MJST be
identical with the query-type of the DHCPv4 Bul k Leasequery nessage
in DHCPv4 Message Option. Related |IPv6 configuration is binding to
the DHCPv4 | ease, and DHCPv4 DHCPBULKLEASEQUERY nessage in the DHCPv4
Message Option formats as defined in [ RFC6926].

When DHCP406 server receives the extendi ng DHCPv6 Bul k Leasequery
message, it first addresses the DHCPv4 Bul k Leasequery nessage as
defined in [ RFC6926]. Then DHCP406 server addresses related |Pv6
configuration query recording to the DHCPv4 replying. |n LEASEQUERY-
REPLY, LEASEQUERY-DATA or LEASEQUERY- DONE nessage, DHCPv4 Message
Option contains the DHCPLEASEACTI VE , DHCPLEASEUNASSI GNED or
DHCPLEASEQUERYDONE nessage as a reply to DHCPv4 | ease query and
Client Data Option contains the related |Pv6 option as a reply to
related 1 Pv6 configuration query. The status description in DHCPv6
reply message MJUST be identical with the status in DHCPv4 reply
message in semantics

5.2. Extension to Active Leasequery

DHCP406 Active Leasequery extends the Active Leasequery to allow a
requestor getting the current DHCP406 | ease information and in this
scenari o, DHCP406 server MJST support the DHCP406 Bul k Leasequery.
As defined in[l-D.ietf-dhc-dhcpv6-active-I|easequery], an Active
Leasequery requestor would typically use Bul k Leasequery to
initialize its database with all current data when that database

contains no binding information. In addition, requestors would use
Bul k Leasequery to recover missed information in the event that it
recover fromthe failure. It also works in DHCP406 Active

Leasequery.

A requestor attenpts to establish a TCP connection to a DHCP406
server in order to initiate an Active Leasequery exchange. |If the
attenpt fails, the requestor MAY retry. After a connection is

est abli shed, the requestor constructs a DHCP406 Active Leasequery
message. | n ACTI VELEASEQUERY nessage, the Query options MJST incl ude
an OPTION ORO option to indicate the options for each client’s
related I Pv6 configration that the requestor would |li ke the server to
return. The query-type in Query option MJST be identical with the
query-type of the DHCPv4 Active Leasequery nessage in DHCPv4 Message
Option. Simlar to Bulk Leasequery, the DHCPv4 Active Leasequery
message DHCPACTI VELEASEQUERY nessage in the DHCPv4 Message Option
conposes as defined in [I-D.ietf-dhc-dhcpv4-active-I|easequery].
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When DHCP406 server receives the extending Active Leasequery nessage,
it first addresses the DHCPv4 Active Leasequery nessage as defined
in[l-D.ietf-dhc-dhcpv4-active-|easequery]. Then DHCP406 server
addresses related |1 Pv6 configuration query according to the DHCPv4
replying. The status description in DHCPv6 reply nessage MJST be
identical with the status in DHCPv4 reply nessage in semantics. Wen
the server updates DHCPv4 | ease or related IPv6 information, it wll
generate a response to requestors. |n response, the server sends
updat es of DHCPv406 | ease information in the DHCPv6 LEASEQUERY- DATA
message. | n LEASEQUERY- REPLY, LEASEQUERY- DATA or LEASEQUERY- DONE
message, DHCPv4 Message Option contains the DHCPLEASEACTI VE,
DHCPLEASEUNASSI GNED or DHCPLEASEQUERYDONE nessage as a reply to
DHCPv4 | ease query and Cient Data Option contains the related |IPv6
option as a reply to related | Pv6 configuration query.

Security Considerations

The "Security Considerations" section of [RFC5460] and
[I-D.ietf-dhc-dhcpv6e-active-Ileasequery]details the threats to DHCPv6
Bul k Leasequery and Active Leasequery especially additional concerns
for the use of TCP. In this document, DHCPv4 | easequery nessages are
encapsul ated in the defined option. In order to bypass firewalls or
networ k aut hentication gateways, a nalicious attacker may | everage
this feature to convey other nessages using DHCPv6 | easequery

nmessage

It is possible for a rogue host to reply as a DHCP406 | easequery
requestor, which may get configuration of the network. O there is a
rogue server to provide false | ease, which may mi sdirect requestor
Request ors and DHCP406 servers nmay use TLS or other authentication
met hods to protect the | easequery process.
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