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Abst ract

The bandwi dth avail able for end user devices in cellular networks can
vary by an order of nmmgnitude over a few seconds due to changes in
the underlying radi o channel conditions, as device nobility and
changes in systemload as other devices enter and | eave the network
Furt hernmore, packets losses are not always signs of congestion. The
Transm ssion Control Protocol (TCP) can have difficulties adapting to
these rapidly varying conditions leading to inefficient use of a
cellular network’s resources and degraded application perfornmance.
Probl em statenent, requirenents and the architecture for a solution

i s docunented in [Req_Arch_MIG Exposure].

Thi s docunment proposes a mechani sm and protocol elements that allow
the cellular network to provide near real-tinme information on
capacity available to the TCP server. This "Throughput Gui dance"
(TG information would indicate the throughput estinmated to be

avail abl e at the radio downlink interface (between the Radi o Access
Net work (RAN) and the nobile device (UE)). TCP server can use this
TG information to ensure high network utilization and high service
delivery performance. The document describes the applicability of

t he proposed nechanismfor video delivery over cellular networks; it
al so presents test results fromlive operator’s environnent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 15
1. I nt roducti on

The problem statenment related to the behavior of the TCP in cellular
networks is provided in [Req_Arch_MIG Exposure]. That sane docunent
specifies the requirenents, reference architecture and proposed
solution principles for a nobile throughput guidance exposure
mechani smthat can be used to assist TCP in cellul ar networks,
ensuring high utilization and hi gh service delivery performance.

Thi s docunent presents a set of considerations and assunptions for

t he devel opnent of a solution. It specifies a protocol that
addresses the requirenments and the architecture stated in the

[ Req_Arch_MIG Exposure]. This docunent describes also the
applicability of the proposed nechanismto video delivery over
cellular networks with test results fromlive production environnent.

1.1. Contributing Authors
The editors gratefully acknow edge the follow ng additiona
contributors: Peter Szil agyi/Nokia, Csaba Vul kan/ Noki a, Ram Gopal /
Noki a, Cuenter Kl as/Vodafone and Peter Cosim ni/Vodafone.

1.2. Termnol ogy
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.3. Acronyns and Abbreviations
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Thi s docunment uses the follow ng acronyns:

ECA E- UTRAN Cell d obal Identifier format
ECN Explicit Congestion Notification
HVAC Hash- based Message Aut henticati on Code
HTTP Hypertext Transfer Protoco

HTTPS Hypertext Transfer Protocol Secure

I P I nternet Protoco

IV Initialization Vector

LTE Long Term Evol ution

MIG Mobi | e Throughput Gui dance

RAN Radi o Access Network

RCTP RTP Control Protoco

RTT Round Trip Tine

SACK Sel ective Acknow edgenent

TCP Transm ssion Control Protoco

TCP-EDO TCP Extended Data option

TG Thr oughput Gui dance

UE User Equi prent

1.4. Definitions
Thr oughput Gui dance Provi der

A functional element that has access to the radi o network

i nformati on and signals to the TCP server, information about the
(near-real time) throughput estinmated to be available to a UE at
the radi o downlink interface

1.5. Assunptions and Considerations for the Sol ution

Thi s docunment specifies a solution protocol that is conplies with the
requirenents and architecture specified in [ Req_Arch_MIG Exposure].
The protocol is used by the cellular network to provide throughput

gui dance information to the TCP server; this information indicates
the throughput estinmated to be avail able at the radi o downlink
interface for the TCP connection. The protocol allows the
information to be provided in near real time in situations where the
network conditions are changing frequently or the user is moving.

Wil e the inplenentation details can vary according to the access
technol ogy, the resource allocation is abstracted as the capacity of
the "radio |link" between the RAN and the UE. For exanple, in the
case of an LTE network, the nunber of physical resource bl ocks

all ocated to a UE, along with the nodul ati on schenme and coding rate
used, can be translated into radio link capacity in Megabits per
second (Miit/s). Fromthe derived UE's total throughput and with the
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UE's TCP flow i nformation, Throughput gui dance for the TCP connection
can be conput ed

The TCP server can use this explicit information to inform severa
congestion control decisions. For exanple: (1) selecting the initial
congestion wi ndow size, (2) deciding the value of the congestion

wi ndow during the congestion avoi dance phase, and (3) adjusting the
size of the congestion wi ndow when the conditions on the "radio |ink"
change. In other words, with this additional information, TCP
neither has to congest the network when probing for avail abl e
resources (by increasing its congestion wi ndow), nor rely on
heuristics to decide how nmuch it should reduce its sending rate after
a congestion epi sode.

The sane explicit information can al so be used to optim ze
appl i cation behavior given the avail abl e resources. For exanple,
when video is encoded in nultiple bitrates, the application server
can sel ect the highest encoding rate that the network can deliver

This solution specified in this document also satisfies the follow ng
assunptions and consi derations:

o The end-to-end traffic is delivered via HTTP.

o0 The end-to-end traffic is encrypted (through HTTPS), thus HTTP
header enrichment cannot be used by internediate el enents between
the client and the server

0 TCP is used to deliver the HTTPS traffic.

0 The Real -tine Transport Protocol (RTP) network protocol is not
used for traffic delivery.

The protocol specified in this docunment assunes that a trustfu
rel ati onshi p between the Throughput Gui dance Provider and the TCP
server has been forned using the nmeans discussed in the Security
consi derati ons section.

The solution in this docunment satisfies the considerations and the
assunptions presented above, and proposes an in-band exposure
mechani sm where the throughput guidance information is added to the
TCP headers of the rel evant upstream packets. HITP and TCP are the
nmost preval ent protocols in the Internet, used even by the nost
popul ar stream ng application. Throughput guidance at TCP | evel can
be shared anong multiple applications; it is not limted to any
particul ar application |evel optimzation only but it offers a
generic approach that works even if application | evel end-to-end
encryption, such as HITPS, is applied.
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In particular, the Throughput Quidance Providers adds the throughput
gui dance information to the Options field of the TCP header (see RFC
0793 [RFC0793]) of packets fromthe TCP client to the TCP server. An
i n-band nmechani smis proposed because it does not require a separate
interface, reference value, or correlation nechanismthat woul d be
needed wi th out of band approaches such as with RCTP that is linited
to only certain types of applications. Furthernore, an in-band
mechani sm can keep up with the rapid changes in the underlying radio
I'ink throughput. Unlike existing mechani snms such as ECN, where an
ECN- aware router sets a mark in the I P header in order to signa

i mpendi ng congestion (see [RFC3168]). The proposed schene provides
explicit information, (ternmed "Throughput Gui dance") about the
estimated throughput available for the TCP connection at the radio
link between the RAN and the UE

Not e that once standardi zed and i npl enented, TCP Extended Data option
(TCP-EDO) can be used to carry the throughput guidance information as
specified in [tcp-edo] and sinplify the use of the TCP Option fields
by extendi ng the space available for TCP options. Currently the TCP-
EDO is still work in progress and not available in production
Therefore, the use of TCP-EDO to carry throughput guidance is left
for the later drafts.

2. Protocol

This section describes the protocol mechani smand the nessage format
that needs to be conmunicated fromthe RAN to the TCP renote
endpoint. W describe the protocol nmechani sm and nessage format for
t hroughput gui dance. The protocol nechanismis defined in an
extensible way to allow additional information to be specified and
communi cated. The protocol specification is based on the existing
experinments and running code. It is recommended to insert the

t hr oughput gui dance information to the TCP segnments that flow from
client to server (see reasoning in "Assunptions and Consi derati ons”
section). Mdst of the tine, TCP segnents are ACK packets froma
client to the server and hence packets are unlikely to be fragnented.
However, the described protocol solution can deal w th fragmentation

The Mobil e Throughput Gui dance Signaling nmessage conveys information
on the throughput estimated to be available at the down |ink path for
a given TCP connection. The information is sent to the uplink end-
poi nt of the connection (i.e, the TCP server). The TCP server MAY
use this information to adapt TCP behavior and to adjust application-
| evel behavior to the link conditions as defined in

[ Regq_Arch_MIG Exposure].

A good exanple is a content optinizer or a cache that can adapt the
application-level coding to match the indicated downlink radio
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conditions. As radio link conditions may change rapidly, this
gui dance information is best carried in-band using TCP options
headers rather than through an out-of-band protocol

Using the TCP options to carry throughput gui dance associ ates the
gui dance information with an ongoing TCP connection and explicitly
avoi ds separate session identification information. The proposed
mechani sm neither inpacts the TCP state machi ne nor the congestion
control algorithnms of the TCP protocol

The Options field enables information elenents to be inserted into

each packet with a 40-byte overall limt; this needs to be shared
with the standardi zed and wi del y-used option el enents, such as the
Ti meStanp and SACK. (Use of TCP-EDOw Il lift this constraint once

avai | abl e and deployed). The TCP Options field uses a Kind-Length-
Val ue structure that enables TCP inplenentations to interpret or
ignore information elenents in the Options field based on the Kind.

In this draft, we define a nmessage format for encodi ng infornmation
about the estimated capacity of a radio access |link between the RAN
and the UE which is traversed by a TCP connection. The intention is
to define a generic container to convey in-band infornmation within
the linted TCP Option space with optional authentication
capabilities. This docunment conveys throughput guidance information.
Additional information can be specified in future.

The Throughput Cui dance Provider functional elenent inserts Mbile
Thr oughput Gui dance TCP options only if there is enough space in the
TCP header. The Throughput Qui dance Provi der has access to the radio
network information and is typically co-located with the RAN
functionality.

The Throughput Cui dance information nust be delivered in a secure
way, such than an internedi ate node cannot nodify it. The

i nformati on can be provided as plain text in a secure and cl osed
network. In other cases, the information should be authenticated
(between the Throughput Qui dance Provider and the TCP server). An
acceptabl e I evel of authentication (according to best common
practices) may require nore data than fits into a single TCP header
(maxi mum of 40 bytes if no other options are present). As described
bel ow, fragnenting information across nultiple packets will be used
if such is the case

Two transfer nodes are defined to deal with security of exchanged

t hr oughput gui dance information in this docunent; nanely, plain-text
node and authenticated node. A third node, encryption with

aut hentication node, is equally feasible and nmay be described in a
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future revision of this protocol. The flags field indicate which
nmode i s used.

2.1. Message For nat

Mobi | e Thr oughput Gui dance Signaling uses the common TCP options
structure as in [RFC0793] with experinental identifier as defined in
[ RFC6994]. The follow gn defines the nessage format:

0 1 2 3
01234567890123456789012345678901
e R e o o o S SR R SR
| ki nd | Length |
B i S S T s i S T st i S S S S S S S S i
| ExI D | Ver | Resvd| Frag | P| T|
T T e b i i e R e s S I SR SR
Seq number [ SBR |
R T o e T i e R e o e e s S SR R S
CL | Keyl ndx| Auth MAC (20 bytes) |
B i S T ik s S S S e S S i S S S i e

+— +—

-+
-+
Figure 1

Ki nd:

Code point 253 for Experinental Option for 16-bit ExI D [ RFC6994].
The size of this field is 1 byte.

Lengt h:

A 1-byte field, length of the option in bytes as defined in
RFC793.

ExI D:

Two bytes Experinental ldentifier according to [ RFC6994]. Code
poi nt 0x6006.

Ver :
Version of the protocol, set to 1.
Fl ags:

One byte of MIG protocol flag field as defined bel ow
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01234567
B S s S S
| Resvd| Frag | P| T|
e R i s i ol =

Flag field of conmon Ki nd-Lenght-Val ue header
Figure 2
Frag:

Three bits that provide informati on about how to reassenbl e
information if fragmented into nultiple packets. |If no
fragmentation across nultiple TCP packet headers is needed, these
bits are set to zero. Qherwise, Frag is a counter starting from
1 and increnmented by 1 for each subsequent packet of the sane type
(see P- and T-bits below). For the last fragnent, the Fragnent is
always 7 (binary 111) to indicate that the information is

conpl ete

Pand T bits:
These two bits encode the packet type: Plaintext (P=0, T= 0),
C pher text (P=0, T=1), Nonce (1V) (P=1, T=0) or Authentication
(P=1, T=1). For Plaintext, the Fragnent bits are al ways zero.

Seq Nunber:
16-bit sequence nunber to protect against replay attacks

SBR:
Suggested bit rate for the data session in Mps. The 12 nost
significant bits are used for the integer value while the bottom 4
bits correspond to the decinmal portion of the throughput val ue.

CL:
Cell Congestion Level (0, 1, 2, 3). A 4-bit field that indicates
the current cell congestion level. "0" indicates no congestion and
"3" indicates high congestion val ue.

Key | ndex:
A 4-bit field to identify the key used for integrity protection

Aut h MAC:
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20 bytes of MAC that protects the TCP option
2.2. Authentication

Aut hentication covers the entire TCP option, exlcuding the Flags
field and the Auth MAC field. The authentication uses HVAC codes
(e.g. HMAC- SHA2-224), 128 bits (16 bytes) key size, 256 bits (32
bytes) digest size. Miltiple keys (at nost 256) for authentication
with the sane information receiver can be used. Truncation is
possi ble but at |least 160 bits (20 bytes) nust be used fromthe
digest to neet the typical security |level of nobile networks.

Aut hentication takes a key, the input (arbitrary |length) and produces
a 32 byte long digest, which is truncated to 20 bytes (keeping the
nmost significant bytes). The HVAC al gorithm and truncation can be
negoti ated via key managenent (out of scope of this docunent).

The order in which the fields are included into the nessage
aut hentication code is the same as the order in which the bytes
appear in the nessage format.

In case the option packets used as input to the HVAC are fragnented
into multiple TCP headers, they are processed so that headers with
ci pher text option are processed first, followed by |V/ Nonce option
packets.

The options containing the result of the HVAC are marked by setting
both P- and T-bits of the flag-field to one. Key Index is set to
point to the used authentication key, followed by the resulting

aut hentication code. |If the option doesn’t fit into the free option
space in the TCP header, it is fragnented across multiple TCP headers
in the same way as the cipher text options.

3. Applicability to Video Delivery Optim zation

The applicability of the protocol specified in this docunment to
mobi | e vi deo delivery optimzation has been evaluated and tested in
different network | oad scenari os.

In this use case, TCP traffic, for which throughput guidance
information is required, passes through a Radio Anal ytics application
whi ch resides in a Mbile-edge Conputing (MEC) server (see

[ MEC White Paper]). This Radio Analytics application acts as the

Thr oughput Gui dance Provi der and sends throughput gui dance
information for a TCP connection using the Options field in the TCP
header (according to the nessage specification provided in section
2). The TCP server MAY use this information to assist TCP congestion
control decisions as described above. The information MAY al so be
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used to select the application level coding so that it matches the
estimated capacity at the radio downlink for that TCP connection

Al'l of these inprovenents aimto enhance the quality of experience of
the end user by reducing the tinme-to-start of the content as well as
vi deo stall occurrences.

3.1. Test Results

Noki a Networ ks and Google tested the video delivery optinzation use
case in a live production LTE network. Google server was pl aced
close to the packet core network of LTE (SG -interface of LTE)
Different network | oad scenarios were taken into consideration. TCP
CUBI C was used in these tests [ MIG | CCRGF .

Field trial performance results

T T T +
[ Per f or mance [ Di fference of [ Diff of 99th [
| metric | Aver ages (% | percentiles |
B o e e e e e e e e e e e oo n o e e e e e e e e e e e oo n +
[ Time to play [ -8.0% [ -12% [
| Nunber of formats | +4. 1% | +29. 9% |
| dient bandw dth | +0. 7% | +8. 0% |
[ Ave Vi deo [ +6. 2% | +5. 6% [
| resol ution | | |
| Re-buffer time | -19. 7% | -5.1% |
S o e e e e e e e e ao oo o e e e e e e e e ao oo +

Tabl e 1: Performance Data

These user experience inprovenents results into better video play and
are likely to offer | onger battery life.

Tabl e 3 summari zes the results froma field trial in the 3G network
of a Tier 1 nobile network operator in the Arericas. As in the
previ ous case, the Google servers were | ocated close to the packet
core network while the network el ements from Vasona Networ ks
generated the Throughput Gui dance nessages.

It is interesting to note that the inprovenents that Throughput

Gui dance provides are qualitatively different in LTE and 3G net works.
LTE networ ks general |y have capacities that cannot be fully utilized
by CUBIC s initial sending rate. On the other hand, Throughput

Gui dance tends to be nore conservative in 3G networks | eading to
higher tinme to play. Video re-buffering is smaller in both cases.
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4.

3G field trial preformance results

B o e e e e e e e e e e e oo n o e e e e e e e e e e e oo n +
[ Per f or mance [ Di fference of [ Diff of 99th [
| metric | Aver ages (% | percentiles |
e e e e oo o e e e e e aa oo o e e e e e aa oo +
[ Time to play [ +0. 8% | +4. 6% [
| Nunber of formats | -1.2% | +0. 0% |
| dient bandw dth | +2. 5% | -0.5% [
[ Ave Vi deo [ +0. 5% [ -1.9% [
| resol ution | | |
| Re-buffer time | -13. 9% | -10. 9% |
Fom e e e e oo o e e e e e oo o e e e e e oo +

Table 2: Performance Data from3G field trial
Manageabi l ity consi derations

The application in the RAN SHOULD be configured with a |ist of
destinations to which throughput guidance should be provided. The
application in RAN will supply nobil e throughput guidance information
to nore than one TCP server sinultaneously based on the |ist of

desti nati ons.

In addition, it SHOULD be possible to configure the frequency (in

m | 1iseconds) at which throughput guidance needs to be signaled as
well as the required security |l evel and paraneters for the encryption
and the authentication if supported.

Security considerations

Thr oughput gui dance SHOULD be provided in a secure way. The

i nformati on can be provided as plain text in a secure and cl osed
network (e.g. inside operator network). In other cases, the

i nformati on should be authenticated (between the Throughput Gui dance
Provi der and the TCP server).

Section 2 described how the TCP Header information is protected. An
out - of - band nechanismis currently used to agree upon the set of keys
used to authenticate the nessages exchanged between the endpoi nt and
the network el enent that generates the throughput gui dance headers.
For exanple, service providers/OITs can provide a portal that network
provi ders can use to configure the keys they use to encrypt/sign the
t hroughput gui dance information. Then, a service behind the porta
ensures that the keys are distributed to the servers that need them

As stated in [Req_Arch_MIG Exposure], the policy configuration of the
Thr oughput Gui dance Provi der and the server endpoint, as well as the
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7

8.

key managenent are beyond the scope of this protocol definition. The
prot ocol assumes that a trustful relationship has been fornmed between
t he Throughput Cui dance Provider and the TCP server and that the
required security level is already configured by the operator and
agreed between the entities ( i.e. authentication, encryption or
bot h) .

The identity of the Mbile Throughput Guidance provider that injects
t he t hroughput gui dance header nust be explicitly known to the
endpoint receiving the information. Ontting such information would
enable malicious third parties to inject erroneous infornation.

Fortunately, the issue of malicious disinformation can be easily
addressed using well known techniques. First, the network entity
responsible for injecting the throughput gui dance header can include
a cryptographically secure nessage authentication code. |In this way
the transport endpoint that receives the throughput gui dance header
can check that the information was sent by a legitimate entity and
that the information has not been tanpered with.

Furt hernmore, the throughput guidance information should be treated
only as an estimate to the congestion control algorithmrunning at
the transport endpoint. The endpoint that receives this information
shoul d not assunme that it is always correct and accurate.

Speci fically, endpoints should check the validity of the infornmation
received and if they find it erroneous they should discard it and
possi bly take other corrective actions (e.g., discard all future

t hr oughput gui dance information froma particular IP prefix).

Endpoi nts MJST process throughput guidance information only from TCP
segnments that would be otherw se be accepted as part of the standard
TCP i nput process. For exanple, the receiver should ignore

t hr oughput gui dance information included in TCP ACKs whose

acknow edgenent sequence nunbers fall outside the range of valid
sequence nunbers

| ANA consi derations

In the current version of the docunent and for field tests, the
experinental value 253 is used for the "Throughput Gui dance" TCP
option kind. ExplD SHOULD be set to 0x6006 (16 bits)

Acknow edgenent s
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