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Abst ract

Rapi dl y-varying conditions in a cellular network can cause probl ens
for the Transm ssion Control Protocol (TCP), which in turn can
degrade application performance.

Thi s docunent presents the problem statenent and proposes sol ution
principles. It specifies the requirements and reference architecture
for a nobile throughput gui dance exposure nechani smthat can be used
to assist TCP in cellular networks, ensuring better network
efficiency and enhanced service delivery performance.

The proposed nechani sm can be applied to any content or TCP/IP based
application content delivery. This docunent describes the
applicability of the mechanismfor Intelligent Video Accel eration
over cellular networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Mobi | e- edge Conputing provides I T and cl oud-conputing capabilities
within the Radi o Access Network in close proximty to nobile
subscri bers [ MEC Wite_Paper]. Mbbile Throughput CGuidance is an
solution building on top of MEC concepts to inprove custoner
experience during nobile Internet sessions, by making explicit what
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range of bandw dth the nobile access link is likely to sustain
[ MTG_GSMA Wi t e_paper].

The follow ng sub-sections present the probl em statenent and the
solution principles for Mbile Throughput Cui dance.

Contributing Authors

The editors gratefully acknow edge the foll ow ng additiona
contributors: Hannu Flinck, Helen Parsons, Peter Cosimni and Ram
Gopal .

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Acronynms and Abbrevi ati ons

HTTP Hypertext Transm ssion Protoco
IP Internet Protocol

LTE Long Term Evol ution

RAN Radi o Access Network

RTT Round Trip Tine

TCP Transni ssion Control Protoco
UE  User Equipnent

Pr obl em st at enent

Inefficient use of a cellular network’s resources degrades
application performance, delivery of content and user experience.

Cel lul ar networks are often required to deliver large, high bandw dth
files to end users, e.g fromstream ng nmedia content providers. |If
the avail abl e t hroughput fromthe Radi o Access Network (RAN) to the
User Equi pnent (UE) falls below the bandwidth required then files are
delivered too slowy, resulting in a bad user experience. It may be
possible to take avoiding action and so limt the inpact on the
network and the user experience. However to be able to do this in an
accurate and tinmely fashion, information on the avail abl e throughput
is required

Internet media and file delivery are typically streaned or downl oaded
today using Hypertext Transmission Protocol (HTTP) over the TCP. The
behavi or of TCP assunes that network congestion is the primary cause
for packet |oss and high delay. This may not be the case in cellular
net wor ks where the bandwi dth available for each UE can vary by an
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order of magnitude within a few seconds due to changes in the
underlying radi o channel conditions. Such changes can be caused by
the movenent of devices or interference, as well as changes in system
| oad due to bursty traffic sources or when other devices enter and

| eave the network. On the other hand, packet |osses tend to be
sporadi ¢ and tenporary; retransni ssion nechani sns at the physical and
link layers repair nost packet corruptions.

1.5. Solution Principles

Thi s docunment proposes that the cellular network could provide near
real -tinme informati on on "Throughput CGuidance" to the TCP server
thi s throughput guidance information would indicate the throughput
estimated to be available at the radio downlink interface (between
the RAN and the UE) for the TCP connection

While the inplenentation details will vary according to the cellular
access network technol ogy, the resource allocation can be abstracted
as the capacity of the "radio |ink" between the network and the UE.
For exanple, in the case of an LTE network, the nunber of physica
resource blocks allocated to a UE, along with the nodul ati on scheme
and coding rate used, can be translated into radio |ink capacity in
Megabits per second (Mops). It can also include the quality of the
"radio Iink" which is reported by the UE

The TCP server can use this explicit information to inform severa
congestion control decisions. For exanple: (1) selecting the initial
wi ndow si ze, (2) deciding the value of the congestion w ndow during
t he congestion avoi dance phase, and (3) reducing the size of the
congesti on wi ndow when the conditions on the "radio |ink"
deteriorate. In other words, with this additional information, TCP
does neither have to congest the network when probing for avail able
resource, nor rely on heuristics to reduce its sending rate after a
congesti on epi sode.

The same explicit information can also be used to optim ze
appl i cation behavior given the avail abl e resources. For exanple,
when video is encoded in multiple bitrates, the application server
can sel ect the appropriate encoding for the network conditions.

Note that the throughput estinmation for the upstreamtraffic between
the UE and the RAN, and the throughput of the network path between
the RAN and the server communicating with the UE are beyond the scope
of the docunent.

It is also inportant to note that the validity of the throughput

gui dance and the di stance between the originating server and the
cellular network (in terns of the nunber of Internet hops) are
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inversely proportional. This is due to the fact that the |atency
incurred at each hop increases the tinme that el apses between issuing
and consumi ng the gui dance.

2. Requirenents

The requirenents set out in section 2.1 are for the behavior of the
mobi | e t hroughput gui dance exposure nechani smand the rel ated
functional elements. The related security requirenents are specified
in section 2.2.

2.1. Requirenments on the Mdbile Throughput Gui dance Exposure Mechani sm

1. The t hroughput gui dance information SHALL indicate the expected
avai l abl e bandwi dth in the downlink interface. Depending on the
sol ution nechanism the information MAY be provided per TCP fl ow
or per user. |If the solution nechani sm supports both options,
then granularity SHOULD be confi gurabl e.

2. The t hroughput gui dance information SHALL be provided for TCP
based traffic.

3. A functional elenent, residing in the RAN and acting as
Thr oughput Gui dance Provider, SHOULD supply the TCP server a
near real-tine indication (in sub-seconds) on the throughput
estimated to be available at the radio downlink interface (i.e.
mobi | e t hroughput gui dance information). It SHOULD keep up with
the rapid changes in the radio network conditions, the network
traffic and the user novenent, in order to provide the nost
accurate gui dance information. Throughput Guidance Provider
SHALL access to Network Radio Information.

4. The introduction of the Throughput Gui dance exposure nechani sm
SHALL NOT require any update to the TCP client software.

5. The mobil e t hroughput gui dance exposure nechani sm SHALL work
when the user traffic is end-to-end encrypted (e.g., HITPS
etc.). This requirenment is conpliant with the | AB Statenent on
Internet Confidentiality (see [IAB_Statement]), saying that the
I AB "strongly encourage devel opers to include encryption in
their inplenentations, and to nake them encrypted by default.
We simlarly encourage network and service operators to depl oy
encryption where it is not yet deployed, and we urge firewall
policy adm nistrators to permt encrypted traffic."

6. The nobil e t hroughput gui dance exposure nechani sm SHALL NOT
adversely inpact the behavior of the TCP flows (e.g., it SHOULD
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NOT cause an increase in retransm ssions or degradation in
performance, etc.).

The nobil e t hroughput gui dance exposure nechani sm SHALL ensuri ng
end-to-end consistency of the TCP flow control. The throughput
gui dance informati on SHALL NOT override the TCP fl ow wi ndow
limts (e.g. nmin(cwnd, rwnd)) or tiner val ues.

The t hroughput gui dance information SHALL be opaque to the

i nternmedi ate el enents between the Throughput Gui dance Provi der
and the TCP server. The internediate el ements SHOULD NOT nodify
or renove the throughput guidance information.

The TCP server MAY reside within the nobile operator’s network
(behind the nobile core network) or in the Internet.

The TCP server MAY use the nobile throughput guidance
informati on to assist TCP

It SHOULD be possible for the TCP server to provide the exposed
mobi | e t hroughput gui dance information to an authorized hi gher

| ayer application. The application nmay use the nobile

t hr oughput gui dance information to optim ze its behavior

The Throughput Gui dance Provi der SHOULD provi de the nobile
t hr oughput gui dance information periodically, starting fromthe
initiation of the flow.

The frequency (in mlliseconds) at which nobile throughput
gui dance needs to be exposed SHALL be configurable.

The mobil e Throughput Gui dance Provider SHALL be able to supply
nmobi | e t hroughput gui dance information to nore than one TCP
server sinmultaneously, wth independent configurable paranmeters
for each server.

There SHOULD be a mechanismto configure the Mbile Throughput
Qui dance Provider with a list of TCP flows for which nobile
t hr oughput gui dance information shall be exposed.

The nobil e t hroughput gui dance exposure nechani sm SHOULD ensur e
backward conpatibility. Normal TCP processing at the TCP server
SHOULD be performed if the TCP server does not recognize the

t hr oughput gui dance i nformation

The nobil e t hroughput gui dance exposure nmechani sm MUST be
extensi ble, ensuring that additional information can be provided
in the future in a non-disruptive, backward-conpatibl e way.
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2.2. Security requirenents

1. Atrustful relationship between the Mbile Throughput Provider
and the TCP server SHOULD be forned before any infornmation is
exposed.

2. There SHOULD be a mechanismto configure the Mbile Throughput
Qui dance Provider with a list of destinations to which throughput
gui dance shoul d be provided.

3. The identity of the Mbile Throughput Qui dance Provi der SHALL be
explicitly known to the TCP server which receives the
information. The TCP server SHALL be able to authenticate the
identity of the Mobile Throughput Guidance Provider. The Mbile
Thr oughput Gui dance Provider MJST NOT reveal any other identity
or address of network el enents that can conpronise the security
of the network.

4. The nobil e throughput guidance informati on SHOULD be secured to
ensure confidentiality and integrity.

5. There SHOULD be a nechanismto configure the required security
| evel and paraneters for the encryption and the authentication if
support ed.

6. The exposure of the Mbile throughput guidance information SHALL
NOT introduce any additional security threats and privacy
concerns to the nobile operator’s network, the Internet and the
users.

7. The throughput gui dance SHOULD be treated only as an estimate to
the optim zation algorithmrunning at the TCP server. The TCP
server that receives this informati on SHOULD NOT assune that it
is always accurate and up to date. Specifically, the TCP server
SHOULD check the validity of the information received and if it
finds it erroneous it SHOULD discard it and possibly take other
corrective actions (e.g., discard all future throughput guidance
information froma particular IP prefix).

3. Reference Architecture
Figure 1 below, depicts the functional elements and their interfaces
that conprise the nobil e network gui dance sol ution (based on the

requi renents for nobile throughput guidance).

A Thr oughput Gui dance Provider functional elenent signals to the TCP
server the information on the (near-real tine) throughput estinated
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to be available at the radio downlink interface. The TCP server
resides within the nobile operator’s network or in the Internet.

Not e that the Throughput Cui dance Provider functional elenent and the
TCP server can belong to the sanme Administrative System (AS) or to
different Adninistrative Systens.

The TCP server MAY use the information to optim ze the TCP behavi or.

The informati on MAY al so be used by the application to adapt its
behavi or accordingly and to optim ze service delivery perfornmance.

TCP fl ow behavi our based on

Rk Eh S Thr oughput Gui dance | nformation Rk Eh S
| | S |
| TCP client | R e e S il i S e | TCP Server |
| | | Througput CQuidance | (x) | |
[ [ [ Pr ovi der | ---------- > | [
+o e e e e e -+ R R e R R o o o o +o e e e e e -+
UE <--------------- RAN - ----eimemmme - > X = Mobil e Thour ghput

GQui dance Signaling

Mobi | e Thr oughput Gui dance Reference Architecture
Figure 1
The informati on source and the algorithmused by the Throughput
Qui dance Provider to calcul ate the throughput gui dance are beyond the

scope of this document.

The TCP server MAY use the throughput guidance information to assi st
TCP in any of the follow ng ways:

0 Determine the size of the initial congestion w ndow
0 Determine when to exit the slow start phase

0 Deternine the size of the congestion wi ndow during the congestion
avoi dance phase

0 Determine the size of the window after a congestion event
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4. Applicability to Mbile Video Delivery Optinization

The mobil e t hroughput gui dance exposure nechani smapplies to nobile
vi deo delivery optim zation

In this use case the Throughput Guidance Provi der sends to the video
server throughput guidance information for a TCP flow. The video
server may use this information to assist TCP congestion contro
decisions, for exanple in selecting the initial congestion w ndow
size, and adjusting the size of the congestion w ndow when the
conditions on the radio link change. In other words, with this

addi tional information, TCP does not need to overload the network
when probing for available resources, nor does it need to rely on
heuristics to reduce its sending rate after a congestion epi sode.

Sl ow start and buffering of content delivery can be elim nated.

The sane infornmation may al so be used to ensure that the application
| evel coding matches the estimated capacity at the radi o downlink

The aimof all of these inprovenents is to enhance the end user’s
quality of experience. For exanple, the content’s tine-to-start as
wel |l as video buffering occurrences can be reduced, the utilization
of the radio network’s resources and its throughput can be optim zed,
etc.

5. Manageability considerations

Manageabi lity of nobile throughput gui dance exposure wll be

di scussed in the solution docunents. Section 2 specifies a set of
requi renents on the nanagenent of the nobile throughput guidance
exposure functional elements and protocol operation

6. Security considerations

The exposure of nobile throughput guidance infornmation fromthe
cellular network to the TCP server introduces a set of security
consi derati ons.

As per requirenment #3 in section 2.2, the TCP server SHALL be able to
authenticate the identity of the Mbile Throughput Gui dance Provider.
The Mobil e Throughput Gui dance Provi der MJST NOT reveal any other
identity or address of network el ements that can conprom se the
security of the network.

Furt hernore, the throughput guidance information should be treated
only as an estimate to the congestion control algorithmrunning at
the transport endpoint. The endpoint that receives this information
shoul d not assume that it is always correct and accurate.
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9.

Speci fically, endpoints should check the authenticity and integrity
of the information received and if they find it erroneous they should
discard it and possibly take other corrective actions (e.g., discard
all future throughput guidance information froma particular IP
prefix).

One way to check if the throughput guidance information overestinates
the capacity available on the radio link is to check whether any
packet | osses or other signs of congestion (e.g., increasing RTT)
occur after the guidance is used. Notably, the sane nechani smcan be
used to deal with bottlenecks in other parts of the end-to-end
network path. To check if the throughput guidance underesti mates the
avai | abl e network capacity, the source can periodically attenpt to
send faster and then check for signs of congestion

Section 2 above, specifies a set of requirenents on the nobile
t hr oughput gui dance exposure protocol to ensure secured conmunication
and operation.

| ANA consi der ations

This requirenents and architecture docunent does not introduce any
requests for | ANA acti ons.

Acknow edgenent s

We would Iike to thank Peter Szilagyi, Meir Cohen and Csaba Vul kan
for conversations on these issues.

Ref erences
1. Nor mat i ve Ref erences

[ RFCO793] Postel, J., "Transm ssion Control Protocol", STD 7,
RFC 793, DO 10. 17487/ RFC0793, Septenber 1981
<http://ww. rfc-editor.org/info/rfc793>

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997
<http://ww.rfc-editor.org/info/rfc2119>

[ RFC6994] Touch, J., "Shared Use of Experinental TCP Options”
RFC 6994, DO 10. 17487/ RFC6994, August 2013,
<http://ww. rfc-editor.org/info/rfc6994>

Jain, et al. Expi res Septenber 14, 2017 [ Page 10]



Internet-Draft Abbreviated Title March 2017

9.2. Informative References

[1-D. narten-iana-consi derations-rfc2434bi s]
Narten, T. and H Alvestrand, "Quidelines for Witing an
| ANA Consi derations Section in RFCs", draft-narten-iana-
consi derations-rfc2434bi s-09 (work in progress), Mrch
2008.

[1 AB_St at enent ]
"I AB Statenent on Internet Confidentiality", Novenber
2014, <http://ww.ietf.org/mail-archive/web/ietf-
announce/ current/ nsgl3460. ht m >.

[ MEC_Whi t e_Paper]
ETSI, "Mbbil e- Edge Conputing - Introductory Techni cal
Whi te Paper", Septenber 2014,
<http://portal.etsi.org/Portal s/0/ TBpages/ MEC/ Docs/ Mobi | e-
edge_Conputing_-
_Introductory_Techni cal _Wite_ Paper_ V1%018- 09- 14. pdf >.

[ MTG_GSMA Wi t e_paper]
GSMA, " Mbbil e Throughput Gui dance Wiite Paper”, March
2017, <https://portal.etsi.org/portals/0/tbpages/nmec/docs/
nmobi | e- edge_conputing -
_introductory_techni cal _white_paper_v1%018- 09- 14. pdf >.

[ RFC2629] Rose, M, "Witing I-Ds and RFCs using XM.", RFC 2629,
DO 10.17487/ RFC2629, June 1999,
<http://ww.rfc-editor.org/info/rfc2629>.

[ RFC3552] Rescorla, E. and B. Korver, "Quidelines for Witing RFC
Text on Security Considerations", BCP 72, RFC 3552,
DA 10.17487/ RFC3552, July 2003,
<http://ww.rfc-editor.org/info/rfc3552>.

[ RFC4413] West, M and S. McCann, "TCP/IP Field Behavior", RFC 4413,
DO 10.17487/ RFC4413, March 2006,
<http://ww.rfc-editor.org/info/rfc4413>.

Aut hor s’ Addr esses

Jain, et al. Expi res Septenber 14, 2017 [ Page 11]



Internet-Draft Abbreviated Title March 2017

Ankur Jain

Googl e

1600 Amphitheatre Parkway
Mountain View, CA 94043
us

Phone: +1-925-526-5879
Emai | : j ankur @oogl e. com

Andreas Terzis

Googl e

1600 Anphitheatre Parkway
Mountain View, CA 94043
Us

Phone: +1-650-214-5270
Enmai | : aterzi s@oogl e.com

Nurit Sprecher
Noki a Net wor ks
Hod HaShar on

| L

Phone: +97297751229
Emai |l : nurit.sprecher @sn.com

Swani nat han Arunachal am
Noki a Net wor ks

I rving

FUS

Phone: +19723303204

Emai | : swami nat han. arunachal am@sn. com
Kevin Smth

Vodaf one

One Kingdom Street, Paddi ngton Central
London W2 6BY
UK

Emai |l : kevin.smth@odaf one. com

Jain, et al. Expi res Septenber 14, 2017 [ Page 12]



Internet-Draft Abbreviated Title March 2017

Quenter Kl as

Vodaf one

One Kingdom Street, Paddi ngton Central
Newbury RGl4 2FN

UK

Emai | : kguent er. kl as@odaf one. com

Jain, et al. Expi res Septenber 14, 2017 [ Page 13]



