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Abst ract

Perform ng pre-call probing to discover a reasonable value for the
avai |l abl e bandwi dth, is useful information that can be utilized by
bandwi dth sensitive or bandw dth intensive network devices (e.g.

vi deo encoders). The nmethod described herein is intended to produce
an initial bandwi dth value. Applications using this mechani sm should
al so enpl oy appropriate rate adaptation techniques. |In addition to
bandwi dth, |atency and bufferbl oat can al so be neasured. No

nodi fication is needed on the server side.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Novenber 30, 2015.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

When Interactive Connectivity Establishnent (1CE) [ RFC5245] and

Traversal Using Relays around NAT (TURN) [RFC5766] are used by an
endpoint as a firewal |/ NAT traversal mechanism the TURN relay can
al so be used to neasure bandwi dth and | atency prior to call setup.

In normal | CE behavior the client first sends a nmessage (allocate
request) to the TURN server to allocate a RELAY address. This
address can be used by the endpoint to receive nmedia from other
endpoints. The nedia streamis then received by the TURN server and
then relayed back to the endpoint behind the firewall/NAT. For
security reasons the endpoint nust first set the correct pernmissions
on the TURN server to only allow nedia fromrenote participants it
wants to conmunicate with (i.e., addresses taken fromthe Session
Initiation Protocol (SIP) [RFC3261] Session Description Protocol
(SDP) [ RFC4566] of fer/answer exchange [ RFC3264]) . The endpoint will
also learn its reflexive address on the firewal |/ NAT when talking to
the TURN server.
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Combi ning this with a TCP transfer on the same TURN server can be
used to al so neasure bufferbloat, an inportant nmetric for nultimedia
appl i cations.

Note that only the maxi num bandwi dt h, maxi nrum | atency and maxi hrum
buf f erbl oat of the aggregation of both uplink and downlink can be
measured. It is not possible with this technique to get the netrics
of only one. For nost multimnmedia applications using TURN that is not
an issue as they are generally symetrical, but sonme other use cases
(l'i ke conferencing) may need other techni ques to neasure these
metrics separately.

No nodification to the TURN server is necessary.

2. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

3. Overview of Operation
Prior to the call (upon registering with the call control server,
receiving a configuration, |oading application, or a sinilar event)

t he endpoi nt can neasure bandwi dth and | atency between the endpoi nt
and the TURN server.

*Rel ay
S - +
*REIX -<-| TURN | <-\
[ === \ +----- + oo - + |
| --<--| NAT |-<--- |
| Alice [--->]-->-]->->---- >o---- >--/
\--em- - - / +----- +

Figure 1

The agent allocates a TURN Relay port on its designated TURN server
as described in TURN RFC [ RFC5766]. In the process the agent will

al so learn the outernost NAT address. This is called a reflexive
address (RfIx). For nore information see Section 2.1 of the TURN RFC
regardi ng candi date gathering in I CE.
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The agent nust set the permi ssions on the allocated RELAY port as
described in Section 8 of the TURN RFC to allow traffic fromthe
di scovered refl exi ve address.

When sendi ng packets to the all ocated RELAY port on the TURN server
the packets will be forwarded back to the agent in a data indication
packet. See Section 10 of the TURN RFC for details on how the TURN
server can relay packets back to the allocating agent. Available
bandwi dt h can be neasured by sending varying nunber of packets and
detecting the amount of packet |oss. Each packet sent affects both
upstream and downstream | i nks.

To make it easier to calculate the avail abl e bandwi dth a TI MESTAMP
attribute is defined in this docunment (see Section Section 6.1) and
can be added to the Session Traversal Utilities for NAT (STUN)

[ RFC5389] probe packets. The PADDI NG attribute fromthe NAT Behavi or
Di scovery Using STUN RFC [ RFC5780] can be used to vary the packet

si ze.

Di scovering the MU and network path (using the STUN- PMTUD

[1-D. petithugueni n-tram stun-pntud] and STUN Traceroute
[I-D.martinsen-tram stuntrace] nechani sns) can al so be perfornmed when
probing for the bandw dth avail abl e between the client and the TURN
server.

4. Base Protocol Procedures

In order to performthe STUN bandw dth probi ng nechani sm described in
this docunent, the client MJST take the foll owi ng general steps
(explained in greater detail in the foll owi ng subsections).

0 Allocate TURN RELAY address
0 Set correct pernmissions on the all ocated TURN RELAY address

0o Oiginating client sends data to itself through the TURN server
and neasures bandw dt h throughput and | atency

When initiating a bandwidth probe it is inportant to not do so when a
device powers up or sone simlar initiating events. |If a power
failure has happened and all devices within an area are rebooted
concurrently the bandw dth probing of all the devices can have a
DDCS-1i ke effect. Measures should be taken to avoid such scenari os
(e.g., randomdelays to initiate bandw dth probing, etc).

Di scovery of the TURN server as well as the determ nation of what

TURN server to uses is entirely at the discretion of the client and
outside the scope of this docunent. A client MJST be prepared to be
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redirected to another TURN server if it receives an ALTERNATE- SERVER
response.

Wil e allocating the TURN RELAY port the client will learnits
out ernost NAT address or reflexive address. This is the address the
TURN server will receive the bandw dth probi ng packets from

The bandwi dt h mechani sm can use either a UDP transport or a TCP
Secure transports (i.e. TLS or DTLS) may be used to discover if an
intermedi ary network elenent tries to process flows differently when
they are secured.

4.1. UDP Procedures

The client allocates a TURN RELAY port as described in the TURN RFC
The client then use a CreatePerm ssion request with the obtained
refl exi ve address encoded in a XOR- PEER- ADDRESS attri bute as
described in Section 9.1 of the TURN RFC.

It is recomended to create a TURN channel as soon as possible to
| oner the overhead of the packets exchanged.

If the transport address used to send the UDP packets to the TURN
relay is identical to the transport address used to create the TURN
al l ocation, then a TURN Channel can be created i nmedi ately by using
the reflexive transport address |earned during the Allocate.

If not, the TURN Channel can be created as soon the first Data
indication is received.

The client can then send UDP packets to the relay transport address
and receive then over the TURN Channel

Imedi ately after this the client can send UDP packets over the TURN

channel and receive themdirectly, as an additional way of averaging

the inpact of the difference of encapsulation for the packets. Note

that the client still need to periodically send packets over the TURN
Channel to persist eventual NAT bindings.

Note that the client cannot use a TCP transport to the server with a
UDP al | ocati on because there would be no way to retrieve the UDP
refl exive address for the CreatePerm ssion request.

4.2. TCP Procedures
The client allocates a TURN RELAY port as described in TURN

Extensions for TCP Allocations [ RFC6062]. The client then use a
Creat ePerm ssion request with the obtained refl exive address encoded
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in a XOR- PEER- ADDRESS attri bute as described in Section 9.1 of the
TURN RFC.

The client then establishes a TCP connection to the relay transport
address. The client will receive a ConnectAttenpt indication that
will trigger a new TCP connection to the TURN server, and the sending
of a Connect Bi nd.

After conpletion of this procedure, data sent over the direct TCP
connection will be received over the bound TURN connection, and vice-
versa, although there is no difference of overhead in that case.

4.3. Sending Data to Measure Avail abl e Bandwi dth and Latency

The specific cal culation and neasurenent of the bandwi dth is client
dependent and i npl enentation-specific and is thus outside the scope
of this docunent.

If the client want to use STUN packets as the basis for the probing
packets, then a TIMESTAWP attribute is defined in this specification
(see Section Section 6.1) to sinplify neasurenent of round-trip tine
(RTT) and avail abl e bandwi dth. A PADDING attribute is already
defined in RFC 5780 [ RFC5780] that nmkes it easy to vary the size of
t he STUN probi ng packet.

The probing packet will be sent upstreamto the TURN server and | ater
recei ved downstream fromthe TURN server. Avail able bandw dth woul d
typically be determined to be the | owest of the bandw dth val ues

cal cul ated for the upstream and downstream directions

I f the RTP [ RFC3550] | oop-back mechani sm described in RFC 6849

[ RFC6849] is in use the nmethod described here can extend the use-
cases nentioned in RFC6849 Section 1.1 to enable the "I oopback
source" and "l oopback mrror" to be running on the sane device.

Using RTP would permt to reuse the standards RTP tools for
calculating latency, jitter and other netrics. It may also pernit to
get better results if some internmediary network el enment has
preferential treatnment for medi a packets.

The client should take care to reuse the sanme congestion contro
mechani snms it uses when sending nedia to avoid unnecessary strain on
t he net wor k

5. | ANA Consi derations

This specification defines a new STUN attribute. |ANA added this new
attribute to the STUN Attributes sub-registry of the Session

Martinsen, et al. Expi res Novenber 30, 2015 [ Page 6]



Internet-Draft TURN Bandwi dt h Probe May 2015

Traversal Utilities for NAT (STUN) Paraneters registry. (This is
still an ID draft so not assignment yet)

6. New STUN Attribute

This STUN extension defines the following new attri bute:
OXXXX0: TI MESTAWP

6.1. TI MESTAWP

The TIMESTAMP attribute has a length of 80 bits. Padding is needed
to hit the required 32 bit STUN attribute boundary.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| seconds (32bit) |
B i S S T s i S T st i S S S S S S S S i
[ m croseconds (32bit) [
T T e b i i i T S R
[ seq (16bit) |
e S e i i I SR R SR

Figure 2: TIMESTAMP Attribute

The seconds and microseconds fields reflect what would be returned in
the struct tinmeval when calling getTineofDay() function. Note that
the size of that struct nay vary based on platform but 32 bits is
more than sufficient to obtain the required accuracy for the feature
described in this docunent. It is RECOMVENDED to initialize these
fields with a randomvalue that |ater can be subtracted to get the
right timng.

The seq field is a 16 bit sequence nunber. It is increased by one
for each bandw dth probe STUN packet sent. It is RECOMVENDED to
choose a random starting val ue.

7. Inplenentation Status

[[Note to RFC Editor: Please renpove this section and the reference to
[ RFC6982] before publication.]]

This section records the status of known inplenmentations of the

protocol defined by this specification at the tine of posting of this
Internet-Draft, and is based on a proposal described in RFC 6982
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[ RFC6982]. The description of inplementations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i npl ementati on here does not inply endorsenent by the | ETF.
Furthernmore, no effort has been spent to verify the information
presented here that was supplied by I ETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i mpl ementations or their features. Readers are advised to note that
other inplenentati ons may exi st.

According to RFC 6982 [ RFC6982], "this will allow reviewers and
wor ki ng groups to assign due consideration to docunments that have the
benefit of running code, which nmay serve as evidence of val uable
experinentation and feedback that have nmade the inplenented protocols
more mature. It is up to the individual working groups to use this
information as they see fit"

7.1. Cisco Collaboration Endpoint (CE)
Organi zation: Cisco
Nane: Cisco Col |l aboration Endpoints (CE) software

Description: Hard video endpoint part of the G sco collaboration
portfolio

Level of maturity: |In released products

Coverage |nplenentation of base procedures of the functionality
described in this specification

Li censing: Proprietary

| npl enent ati on experience: Straight forward, but inplenentation was
don prior to witing up the spec

Contact: Paal-Erik Martinsen (palmarti @i sco.com

8. Security Considerations
When setting perm ssions this is done on a per |P address basis.
Port number is not part of the pernmission. This is necessary
limtation of the TURN protocol [RFC5766] and not somet hing
i ntroduced by this specification
To prevent replay attacks or other attacks that rely on static

sequence nunber initialization it is inportant to randomy initialize
the seq nunber in the TI MESTAWMP Attribute. Likewise it is inportant
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to hide the tine information by assigning a randomvalue to the
seconds and m croseconds fields. That random val ue can be added and
subtracted by the client when sending and receiving packets to get
the correct value. This prevents any information | eakage regarding
time fromthe client.
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