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Abst r act

After a UDP protocol such as RTP deternines a network path is
experiencing problenms, a traceroute is often useful to determ ne

whi ch router or which Iink is contributing to the problem However,
operating systemtraceroute conmands follow a different path than the
actual UDP flow which conplicates troubl eshooting. A superior nethod
is shown which is absolutely path-congruent with the UDP protocol
itself, works on IPv4 and | Pv6, and does not require adnministrative
privil eges on nost operating systens.
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1. Introduction

Traceroute [ RFC1393] is a sinple tool avail able on npbst operating
systens and is popular to debug the network by sinply getting round-
trip tinme along each hop to a renote | P address. Mre advanced
tools, such as MIR provide nore netrics such as packet |oss and
round trip time to each hop over several seconds or ninutes.

To sinplify network debuggi ng when dealing with bi-directional rea
time nedia it is often useful to get as nuch information as possible
regarding the network path. |In this specification probe packets are
sent using the sane 5-tuple where (S)RTP nedia is flowing. This wll
provi de the nost accurate results, as probe packets sent on a
different 5-tuple nmay take another path due to Equal -Cost Miltipath
(ECVMP, [ RFC2992]), policy-based routing, and simlar techniques.

To avoid those problens, the probe packets need to be sent fromthe
sane socket and with the same DiffServ code point the nornmal (S)RTP
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medi a packets. As shown in Appendix A, nobst operating systens can
pass the ICMP "Tinme to Live Exceeded" error to the application, so
the application can performthe diagnostics over that network path.

This specifications uses STUN [ RFC5389] packets as probes. STUN
packets are designed to be multiplexed together with RTP [ RFC3550]
(and SRTP [ RFC3711]) and are unlikely to cause any "problens" for the
(S)RTP receiver. To differentiate each hop count, classic traceroute
uses different UDP port nunbers (e.g., TTL=1 uses UDP port 55001
TTL=2 uses UDP port 55002, etc.). The nechani sm descri bed here uses
the sane UDP port nunber (so that the trace is path-congruent with
the (S)RTP packets), and uses different |ength UDP packets to
differentiate each hop count (e.g., TTL=1 uses length 501, TTL=2 uses
| ength 502, etc.).

Using a technique based on ICVP replies avoids a forklift upgrade of
the network to provide host applications with useful infornation.
ICVWP is already supported in nost network and application stacks.

Addi tional network characteristics |ike MU and bandw dth
availability can be discovered by using

[1-D. petithugueni n-behave-stun-pntud] and

[I-D. martinsen-tramturnbandw dt hpr obe].

2. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Overview of Operation

An application using (S)RTP to send and receive nedia |ike audio and
video followi ng the guidelines in [ RFC4961] uses synmmetric send and
receive ports. The application opens one socket that it uses to both
send and receive nmedia on

It is inmportant to note that the functionality described here can be
done on nost OSes w thout any adm nistrative privil eges.

Figure 1 depicts the various conponents needed for this to work. The
application opens up its nedia socket as it would in normal cases
where nedia is to be sent and received. It also opens up a | CW
socket or installs an error listener on the nedia socket.
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POLL/ Net wor k Node Net wor k Node
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| L | SOCKET | | | bbb
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o---- + | | | (TTL expired)
====== Medi a Path

------ STUN Probes (on same 5 tuple as Media)
++++++ | CMP reply

Figure 1

The application also need to listen on the sockets for any inconing

| CMP packets or socket error nessages. This is usually done with the
socket calls select() or poll(). Howto actually receive the | CW
messages will vary fromOS to OS. See Appendix A for inplenentation
details on various OSes.

Once the application have nedia running and is listening for |CWP
replies it can start sending probes to detect networks nodes in the
medi a path. This is done by sending STUN nmessages and setting the
TTL/MAX_HOP limt in the 1 Pv4/1Pv6 header. Appendix A 1 explains how
to set this on various platforns.

The STUN packet is sent on the sane socket as the media packet are
sent and received on. Mxing (S)RTP and STUN is well known behavi or
and shoul d not cause any probl ens.

Along the path, every layer 3 network node (a.k.a. router) decreases
the IPv4 TTL or IPv6 HOP_ LIMT field. |If the field becomes 0 the

net work node responds with a |CWP error "Tine to Live Exceeded" (TTL
Exceeded) or "Hop Limit Exceeded in Transit" (Time Exceeded Message).

The application will receive a ICMP error in response to the

of f endi ng probe packet. The source | P address of the | CMP packet
will be the sending network node. This enables the application to
trace the path towards the destination. The ICVWP reply contains at

| east 8 bytes of the offending packet. The IP fragnent of the

of fendi ng packet in the ICMP reply can be used to determining if this
ICVWP reply actually was a reply to an of fendi ng packet the
application did send out.

Martinsen & Wng Expi res Decenber 3, 2015 [ Page 4]



Internet-Draft stun trace June 2015

4. New STUN Attributes

This STUN extension defines the foll owing new attri bute:

0xXXX0: PATH- NODE- PROBE
4.1. PATH NCDE- PROBE

This attribute have a length of 8. Padding is needed to hit the
required STUN 32 bit STUN attribute boundary.

0
01234567
e
| HOP I
B

Figure 2: PATH NODE- PROBE Attribute

The HOP field indicates what hop in the network path (relative to the
application) the application is trying to learn the | P address of.
This field should be set to the sane value as the TTL/HOP LIMT field
in the | Pv4/ I Pv6 header of the probe packet |eaving the application
Note that the TTL/HOP_LIMT field in the | Pv4/IPv6 header wll
decrease as the packet traverses the path. The HOP field in the
attribute will remain unchanged.

This attribute is useful for clients when receiving the whole

of fending I P packet in the ICMP reply. The attribute will be
reflected back in a STUN response if the renote application supports
is. This nmakes it easier to correlate sent probe packets and | CW
responses.

5. Base Protocol Procedures

The procedures are sinple; send a probe packet that may or may not
trigger a reply fromone of the nodes in the network path and then
listen and parse any incomng replies. The reply m ght be an | CW
Tinme To Live Exceeded (froman internediate hop), a STUN response

(fromthe (S)RTP peer), or any other | CVP error nessage.

5.1. Forming STUN Packet Probes
To reduce chances of a STUN traceroute probe being stopped by various

m ddl e-boxes it is RECOVWENDED to use a STUN bi ndi ng request as
described in | CE [ RFC5245].
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5.

5.

2

3.

Since the STUN packet can traverse the whol e nedia-path and reach the
renote peer it is RECOWENDED the agent follows the guidelines for
sendi ng connectivity checks defined in I CE [ RFC5245]. Adding a
USERNAME attribute and integrity protecting the STUN nessage enabl es
the renote peer to authenticate the STUN nessage and create an
appropriate response. |If the renpte peer is unable to authenticate
the STUN request it will not send any response. GCetting a response
fromthe renote peer is useful as it is an indication the probe have
travel ed the whol e network path.

When form ng the STUN packet probe the agent SHOULD add the PATH
NODE- PROBE attribute and MAY add a PADDING attribute as described in
[ RFC5780] Section 7.6. The PATH NODE- PROBE attribute is useful for
STUN servers receiving the STUN probe and it can be used to correlate
any ICWMP replies if the reply contains the conpl ete of fendi ng packet.
Addi ng the PADDI NG attribute is useful for clients that needs to have
several outstandi ng probe packets on the sane 5-tuple. The length of
t he of fendi ng packet reported back in any I1CVWP reply will nmake it
possible to correlate this to the correct probe.

The agent sending the STUN packet probe MJST store the |length of the
UDP packet (as reported in the |IP header) containing the STUN probe.

Bef ore sending the probe on the wire it is inportant to set the
appropriate TTL or HOP_LIMT field in the | Pv4 or |Pv6 header before
the packet is sent. How to do this on various OSes are described in
Appendi x A 1.

The probe MJUST al so be sent with the sane DSCP val ue as the (S)RTP
packets. This is normally not a problemas the STUN probes and
(S) RTP packets are sent on the sane socket.

Recei ving a STUN Packet Probe

An agent that listens for STUN requests (a.k.a STUN server) that
receives a STUN request with a PATH NODE- PROBE attribute, MJST

i nclude a PATH NODE- PROBE attribute with the same value in the
gener at ed response.

Any PADDI NG attributes as defined in [ RFC5780] SHOULD be ignored by
t he STUN server.

Recei ving | CVP Messages
After an agent sends a STUN probe it nust be ready to receive a | CWP

reply or a STUN reply. Details on howto do this on various OSes are
described in Appendix A 2
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10.

10.

To prevent | CMP spoofing attacks [RFC5927] , the received | CMP packet
MUST be validated by port number and length in the I P fragnment of the
of f endi ng packet contained in the | CMP payl oad. Port nunber

val idati on checks that the port nunber in the offending IP fragnent
of the probe packet contained in the | CMP payl oad corresponds to the
(S)RTP nedia (and STUN probe) 5-tuple. The length validation checks
| P packet length field in the | P fragment of the offendi ng packet
received in the 1CW reply. This value MJST correspond to any |l ength
stored when the agent sent the STUN probe. |If the agent uses the
PADDI NG (Defined in [RFC5780]) attribute to generate different |ength
on the STUN probes it is possible to have several outstandi ng probes,
t hus speeding up the trace.

| Pv4 and | Pv6 Differences

Core functionality is the sane. In IPv6 the IPv4 TTL field is
renaned to HOP LIMT to better reflect what it actually represent.

| ANA Consi der ati ons

The code-point for the new STUN attribute defined in this
specification is described in Section 4.

Security Considerations

| CMP nessages does | eak network topol ogy, which is a well-known
threat to networks and mitigations have long existed in routers and
firewalls so that networks can be configured to not leak this
topol ogy i nformati on beyond their borders.

| CMP spoofing and DOS attack prevention exist in routers depl oyed on
the Internet today.

No new threats have been added in this specification
Acknow edgenent s

Trond Andersen for actually inplenmenting this and WI son Chen for
hel ping out with different OS behavior testing.

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119, March 1997.

Martinsen & Wng Expi res Decenber 3, 2015 [ Page 7]



Internet-Draft stun trace June 2015

10.

[ RFC3550] Schul zrinne, H., Casner, S., Frederick, R, and V.
Jacobson, "RTP: A Transport Protocol for Real-Tinme
Applications", STD 64, RFC 3550, July 2003.

[ RFC3711] Baugher, M, MGew, D., Naslund, M, Carrara, E., and K
Norrman, "The Secure Real -tine Transport Protocol (SRTP)",
RFC 3711, March 2004.

[ RFC4961] Wng, D., "Symmetric RTP / RTP Control Protocol (RTCP)",
BCP 131, RFC 4961, July 2007.

[ RFC5245] Rosenberg, J., "Interactive Connectivity Establishnent
(ICE): A Protocol for Network Address Translator (NAT)
Traversal for O fer/Answer Protocol s", RFC 5245, April
2010.

[ RFC5389] Rosenberg, J., Mahy, R, Matthews, P., and D. W ng,
"Session Traversal Utilities for NAT (STUN", RFC 5389,
Cct ober 2008.

[ RFC5780] MacDonald, D. and B. Lowekanp, "NAT Behavi or Di scovery
Usi ng Session Traversal Uilities for NAT (STUN", RFC
5780, May 2010.

2. Informative References

[1-D.martinsen-tramturnbandw dt hprobe]
Martinsen, P., Andersen, T., Salgueiro, G, and M Petit-
Hugueni n, "Traversal Using Relays around NAT ( TURN)
Bandwi dt h Probe", draft-nmartinsen-tram
t ur nbandwi dt hpr obe-00 (work in progress), My 2015.

[1-D. petithugueni n-behave- st un- pnt ud]
Petit-Huguenin, M, "Path MIU Di scovery Usi ng Session
Traversal Uilities for NAT (STUN)", draft-petithuguenin-
behave- st un-pnt ud-03 (work in progress), March 2009.

[ 1 CMPTest ]
"I CWP test github repo”, <https://github.conipalerikm
| CMPTest / >.

[ RFC1393] Malkin, G, "Traceroute Using an I P Option", RFC 1393,
January 1993.

[ RFC2992] Hopps, C., "Analysis of an Equal-Cost Milti-Path
Al gorithnt, RFC 2992, Novenber 2000.

[ RFC5927] Gont, F., "ICWP Attacks against TCP", RFC 5927, July 2010.

Martinsen & Wng Expi res Decenber 3, 2015 [ Page 8]



Internet-Draft stun trace June 2015

Appendix A Platform I npl enentation Details

This section provides exanples and hint on how probe packets can be
sent and | CMP nessages received on various CSes. For a conplete
exanpl e please refer to [I CMPTest].

A.l. Setting TTL or HOP_LIMT on Probes

Setting the appropriate value in the 1Pv4 or | Pv6 header is the sane
for nost platforns. Use

set sockopt (sockHandl e, I PPROTO IP, I P_TTL, &sock ttl,
si zeof (sock_ttl));

for 1Pv4 or

set sockopt (sockHandl e,
| PPROTO | PV6, | PV6_UNI CAST _HOPS, &sock ttl,
si zeof (sock_ttl));

for |Pv6.

Sendi ng the probes on the sane socket as nedia is flow ng requires
the inplenmentations to only set this when sending the probe packet.
Renmenber to set it back to initial value when sending nmedia. Mbst
OSes seens to handl e the setsockopt call correctly and not set the
value in the I P header of any buffered packets.

A. 2. Receiving | CMP Messages
A2 1. 0OS-Xand iGOs

Creating a socket to listen for incom ng | CMP nessages can be done
as:

i cnpSocket =socket (confi g.renoteAddr.ss fam |y, SOCK DGRAM
| PPROTO_I CWP) ; <<<

This is done in addition to the normal socket used to send media on
(RTP) and probes. (Yes, even if the probe are sent on the nedia
socket the ICMP reply will be on the | CMP sockets..)

Code in the while(1l) | oop of poll would | ook something |ike:
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for(i=0;i<nunBockets;i++){
if (ufds[i].revents & POLLIN) {
i f(i == rtpSock){
// Handl e "nornmal " data here.
}

if(i == icnmpSock){//This is the | CWP socket
[/ Handl e | CMP packets here.
}

A .2.2. Linux and Android

For unprivileged recipient of the | CMP nessages an error handl er nust
be installed. This can be done |ike:

set sockopt (config.sockfd, SOL_IP,
| P RECVERR, &val, sizeof(val)) < 0);

In the poll () section of the code sonmething like this needs to be
t here:

struct nsghdr nsg;

i f (ufds[dataSock].revents & POLLERR) {

if (recvnsg(sockfd, &wsg, MSG ERRQUEUE ) == -1) {
/ll1gnore for now WII| get it later.
conti nue;

}
/I possible | CMP nessage
//use cnsg to read the structures in nsg

}

Failing to call rcvnsg seens to let the nsg fall through to the
kernel. Looks like it will close down the socket because of the
received error. So be careful

For application with the right admnistrative privileges it is
possi ble create a separate ICMP |isten socket as described in the
previ ous section. The socket() call would then | ook like:

i cnpSocket =socket (confi g.renoteAddr.ss _fanily, SOCK RAW
| PPROTO_| CVP)

The poll () loop will be as described for OS-X and i GS. No need for a
error handl er.
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A . 2.3. Wndows

The following code in select() or poll() wll read and detect any
i ncom ng | CMP nessages on the send socket.

i f (FD_I SSET(sendsocket, &read flags)) {
cc = recvfrom sendsocket, receivepacket,
si zeof (recei vepacket), O,
(struct sockaddr *)&receiveaddr, (int*)& romn en);
if (cc < 0 & & CETERRORCODE == WSAENETRESET) {
/11 CVP packet handling here
/| Do:
/linet_ntoa(receiveaddr.sin_addr));
//to get the address of the router sending the
[11CVWP reply
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