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Abst ract

Thi s docunment describes a Session Traversal Utilities for NAT (STUN)
usage for Path MIU Di scovery (PMIuD) between a client and a server.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 7, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. I nt roducti on

The Packetization Layer

Path MIU Di scovery specification [ RFC4821]

describes a nethod to di scover the path MIU but does not describe a
practical protocol to do so with UDP.
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Thi s docunent only describes how probing nmechani sns are i npl enent ed
with Session Traversal Utilities for NAT (STUN). The algorithmto
find the path MU is described in [ RFC4821].

The STUN usage defined in this docunment for Path MIU Di scovery
(PMTUD) between a client and a server sinplifies troubl eshooting and
has nultiple applications across a wide variety of technol ogi es.

Addi tional network characteristics |ike the network path (using the
STUN Traceroute nmechani sm described in
[I-D.martinsen-tramstuntrace]) and bandwi dth availability (using the
mechani sm described in [I-D. nmartinsen-tranmturnbandw dt hprobe]) can
be di scovered using conpl ementary techniques.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Wen these
words are not in ALL CAPS (such as "must" or "Mist"), they have their
usual English nmeanings, and are not to be interpreted as RFC 2119 key
wor ds.

3.  Probing Mechani sns

A client MJUST NOT send a probe if it does not have know edge that the
server supports this specification. This is done by an externa
mechani sm specific to each UDP protocol. Section 6 describes sone of
t hi s mechani sms.

The probe mechanismis used to discover the path MIU in one direction
only, fromthe client to the server.

Two probing nmechani sns are described, a sinple probing nmechani smand
a nore conpl ete mechani smthat can converge qui cker

The sinple probing nmechanismis inplenented by sending a Probe
Request with a PADDI NG [ RFC5780] attribute and the DF bit set over
UDP. A router on the path to the server can reject this request with
an | CMP nessage or drop it. The client SHOULD cease retransm ssions
after 3 mi ssing responses.

The conpl ete probing nechanismis inplenmented by sendi ng one or nore
Probe Indication with a PADDING attri bute and the DF bit set over UDP
then a Report Request to the same server. A router on the path to
the server can reject this indication with an | CVP nessage or drop
it. The server keeps a tinme ordered list of identifiers of all
packets received (including retransmtted packets) and sends this
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list back to the client in the Report Response. The client analyzes
this list to find which packets were not received. Because UDP
packets does not contain an identifier, the conplete probing
mechani sm needs a way to identify each packet received. Wile there
are ot her possible packet identification schenes, this docunent
describes two different ways to identify a specific packet.

In the first packet identifier nechanism the server conputes a
checksum over each packet received and sends back to the sender the
ordered list of checksuns. The client conpares this list to its own
i st of checksuns.

In the second packet identifier nechanism the client adds a
sequential nunber in front of each UDP packet sent. The server sends
back the ordered list of sequential nunbers received that the client
conpares to its own |ist

4. Sinple Probing Mechani sm
4.1. Sending a Probe Request

A client forns a Probe Request by following the rules in Section 7.1
of [RFC5389]. No authentication nmethod is used. The client adds a
PADDI NG [ RFC5780] attribute with a length that, when added to the IP
and UDP headers and the ot her STUN conponents, is equal to the

Sel ected Probe Size, as defined in [ RFC4821] section 7.3. The client
MUST add the FINGERPRI NT attri bute.

Then the client sends the Probe Request to the server over UDP with
the DF bit set. The client SHOULD stop retransnitting after 3
ni ssi ng responses.

4.2. Receiving a Probe Request

A server receiving a Probe Request MJST process it as specified in
[ RFC5389]. The server MJUST NOT chal |l enge the client.

The server then creates a Probe Response. The server MJST add the
FI NGERPRI NT attribute. The server then sends the response to the
client.

4.3. Receiving a Probe Response

A client receiving a Probe Response MJST process it as specified in
[RFC5389]. If a response is received this is interpreted as a Probe
Success as defined in [ RFC4821] section 7.6.1. |If an | CWMP packet
"Fragnentation needed" is received then this is interpreted as a
Probe Failure as defined in [ RFC4821] section 7.6.2. |f the Probe
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transactions fails in tineout, then this is interpreted as a Probe
I nconcl usive as defined in [ RFC4821] section 7.6. 4.

5. Conpl ete Probing Mechani sm
5.1. Sending the Probe Indications and Report Request

A client forms a Probe Indication by following the rules in [ RFC5389]
section 7.1. The client adds to the Probe Indication a PADD NG
attribute with a size that, when added to the I P and UDP headers and
the ot her STUN conponents, is equal to the Sel ected Probe Size, as
defined in [ RFC4821] section 7.3. The client MJST add the

FI NGERPRI NT attri bute.

Then the client sends the Probe Indication to the server over UDP
with the DF bit set.

Then the client forms a Report Request by following the rules in
[ RFC5389] section 7.1. No authentication nmethod is used. The client
MUST add the FINGERPRI NT attri bute.

Then the client waits half the RTOif it is known or 50 mlliseconds
after sending the Probe Indication and sends the Report Request to
the server over UDP

5.2. Receiving an | CMP packet

If an | CVP packet "Fragnentation needed" is received then this is
interpreted as a Probe Failure as defined in [ RFC4821] section 7.5.

5.3. Receiving a Probe Indication and Report Request

A server supporting this specification and knowi ng that the client

al so supports it will keep the identifiers of all packets received in
a list ordered by receiving tine. The sanme identifier can appear
multiple tinmes in the list because of retransnission. The maxi num
size of this list is calculated so that when the list is added to the
Report Response, the total size of the packet does not exceed the
unknown path MIU as defined in [ RFC5389] section 7.1. d der
identifiers are renmoved when new identifiers are added to a |ist

al ready full.

A server receiving a Report Request MJST process it as specified in
[ RFC5389]. The server MJST NOT chal l enge the client.

The server creates a Report Response and adds an | DENTI FI ERS
attribute that contains the list of all identifiers received so far.
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The server MJUST add the FI NGERPRI NT attribute. The server then sends
the response to the client.

5.4. Receiving a Report Response

A client receiving a Report Response processes it as specified in

[ RFC5389]. If the response |IDENTIFIERS attribute contains the
identifier of the Probe Indication, then this is interpreted as a
Probe Success for this probe as defined in [ RFC4821] Section 7.5. If
the Probe Indication identifier cannot be found in the Report
Response, this is interpreted as a Probe Failure as defined in

[ RFC4821] Section 7.5. |If the Probe Indication identifier cannot be
found in the Report Response but other packets identifier sent before
or after the Probe Indication cannot also be found, this is
interpreted as a Probe Inconclusive as defined in [ RFC4821]

Section 7.5. |If the Report Transaction fails in tineout, this is
interpreted as a Full-Stop Tinmeout as defined in [ RFC4821] Section 3.

5.5. Using Checksum as Packet ldentifiers

When usi ng checksum as packet identifiers, the client calculate the
checksum for each packet sent over UDP and keep this checksumin an
ordered list. The server does the sane thing and send back this Iist
in the Report Response.

It could have been possible to use the checksum generated in the UDP
checksum for this, but this value is generally not accessible to
applications. Al so sonetines the checksumis not cal cul ated or off-
| oaded to the network card.

5.6. Using Sequential Nunmbers as Packet ldentifiers
When usi ng sequential nunbers, a small header simlar to the TURN
Channel Data header is added in front of all non-STUN packets. The

sequential nunber is increnented for each packet sent. The server
coll ects the sequence nunber of the packets sent.
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0 1 2 3
01234567890123456789012345678901
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[ Channel Number [ Lengt h [
B i I S i i S S i S S e
| Sequence nunber |
B e i I i S T e i i e R S S I S S S S

Application Data

—_————

The Channel Nunber is al ways OxFFFF
6. Probe Support Discovery Mechani sns
6.1. Inplicit Mechanism

An endpoint acting as a client for the STUN usage described in this
specification MIUST al so act as a server for this STUN usage. This
means that a server receiving a probe can assunes that it can acts as
a client to discover the path MU to the I P address and port from
which it received the probe.

6.2. Probe Support Discovery with TURN

A TURN client supporting this STUN usage will add a PMIub- SUPPORTED
attribute to the Allocate Request sent to the TURN server. The TURN
server can inmmedi ately start to send probes to the TURN client on
reception of an Allocation Request with a PMIUD- SUPPORTED attri bute.
The TURN client will then use the Inplicit Mechani sm descri bed above
to send probes.

6.3. Probe Support Discovery with |ICE

An | CE [ RFC5245] client supporting this STUN usage will add a PMIubD-
SUPPORTED attribute to the Binding Request sent during a connectivity
check. The I CE server can imediately start to send probes to the
ICE client on reception of a Binding Request with a PMIub SUPPORTED
attributed. Local candidates receiving Binding Request with the
PMIub- SUPPORTED fl ag nust not start PMIUD with the renote candi date
if already done so. The ICE client will then use the Inplicit
Mechani sm descri bed above to send probes.
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7. New STUN Met hod
This specification defines the follow ng new STUN net hods:
0x801 : Probe
0x802 : Report
8. New STUN Attributes
This specification defines the follow ng new STUN attri butes:
0x4001 : | DENTI FI ERS
0xC001 : PMIub- SUPPCRTED
8.1. | DENTI FI ERS

The I DENTIFIERS attribute is used in Report Response. It contains a
list of UDP packet identifiers.

8.2. PMIrub SUPPORTED
The PMTUD- SUPPORTED attribute is used in STUN usages and extensions
to signal the support of this specification. This attribute has no
cont ent.

9. Security Considerations
TBD

10. | ANA Consi derations
TBD
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Appendi x A.  Rel ease Notes

A 1.

This section nust be renoved before publication as an RFC

Modi fi cations between draft-petithuguenin-tram stun-pntud-01 and
draft-petithuguenin-tram stun-pntud-00

Moved sone Introduction text to the Probi ng Mechani sm secti on.

Added cross-reference to the other two STUN troubl eshooti ng
mechani sm drafts.

Updat ed ref erences.
Added Gonzal o Sal gueiro as co-aut hor.

Modi fi cations between draft-petithuguenin-tram stun-pntud-00 and
draft - petithuguenin- behave- st un- pnt ud- 03

General refresh for republication

Modi fi cati ons between draft-petithuguenin-behave-stun-pntud-03 and
draft - petithuguenin-behave- st un- pnt ud- 02

Changed aut hor address.
Changed the PR to trust200902.

Modi fi cations between draft-petithuguenin-behave-stun-pntud-02 and
draft - petithuguenin-behave- st un- pnt ud- 01

Repl aced the transactions identifiers by packet identifiers

Defi ned checksum and sequential nunbers as possi bl e packet
identifiers.

Updated the reference to RFC 5389
The FINGERPRINT attribute is now nmandatory.

Changed the del ay between Probe indication and Report request to
be RTO' 2 or 50 nilliseconds.

Added | CWMP packet processing.

Added Ful | -Stop Ti nmeout detection
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0 Stated that Binding request with PMIUD- SUPPORTED does not start
the PMIUD process if already started.

A.5. Modifications between draft-petithuguenin-behave-stun-pntud-01 and
draft - petithuguenin- behave- st un- pnt ud- 00

0 Renpbved the use of nodified STUN transaction but shorten the
retransm ssion for the sinple probing nechani sm

0 Added a conpl ete probing mechani sm
0 Renoved the PADDI NG RECEI VED attri bute.
0 Added rel ease notes.
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