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Abst ract

Traversal of RTP through corporate firewalls has traditionally been
compl ex, requiring the depl oynment of Session Border Controllers
(SBCs) or wide open pinholes. This draft proposes a sinple technique
that allows WebRTC based RTP traffic to traverse firewalls without
complex firewall configuration and without depl oynent of SBCs or

ot her m ddl eboxes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 7, 2016
Copyright Notice
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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1. Pr obl em St at enent

WebRTC [I-D.ietf-rtcweb-overview] based voice and vi deo
communi cati ons systens are beconing far nore comon inside
enterprises, which often need voice and video nedia to traverse the
enterprise firewall. This can happen when a device inside the
firewall such as a web browser or phone is exchanging nmedia with a
conference bridge or gateway outside the firewall, or it can happen
when a device inside the firewall is talking to a device in another
enterprise or behind a different firewall.

This problemis not unique to WebRTC nedia of course. It is comon
practice for enterprise admnistrators to bl ock outbound UDP through
the corporate firewall. This is done for several reasons:

1. The lack of any kind of return nessages neans that there is no
way to know that the recipient of the UDP traffic really wants
it. Infected conputers within the enterprise could utilize UDP
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as the source of a DDoS attack. |If the firewall pernitted such
out bound traffic, the enterprise could in effect be a
contributing source to such an attack. By bl ocking UDP, the
enterprise I T admin ensures that this cannot happen - at |east
not to external targets.

2. There have been prior attacks that have utilized UDP as a comrand
and control channel for orchestrating DDoS attacks. At the tine,
UDP had little usage within enterprises (nost Vol P was interna
to the enterprise when it existed at all). Consequently, infosec
departnents have deened it safer to block UDP outright in order
to prevent such further incidents.

3. Many IT adm nistrators enabl e vari ous packet inspection
operations on traffic flowing through the firewall. H gh volume
UDP traffic - such as voice or video - can be costly to inspect.
As such, in cases where there is a need for traversal of such
traffic, IT has preferred to deploy an SBC that, in essence,
verifies that the traffic is VolP and authorizes its egress. The
I T adm nistrator then enables traffic to/fromthe SBC through the
firewall. In other words, Vol P authorization is delegated to an
out sourced SBC.

As nore and nore | P conmuni cations services nove to the cloud, there
is an increased need for VolP traffic to traverse the enterprise
firewall. At the sanme time, the entire point of a cloud service is
that it does not require the deployment of on prem ses

i nfrastructure, nmaking SBC-based sol utions |ess desirable. An
alternative solution that has been historically used is to enable
outbound UDP in the firewall to specific |IP addresses, corresponding
to the external service (TURN servers or conference servers) that the
enterprise wishes to authorize. Wth nore applications running on
virtual machines within cloud conpute platforns |ike Amazon EC2, IP
addresses are decreasingly usable as identifiers for a service. VM
runni ng TURN servers or conferencing servers nmay be established and
torn down by the day, hour or even minute, with continuously changing
| P addresses. G ven the nmultitenant nature of such providers, IT
departnents are unwilling to whitelist the | P addresses for the
entire bl ock used by such providers.

Consequently, there is a growing need for solutions that allow Vol P
traversal through the corporate firewall that alleviate the concerns
above. This issue is further exacerbated by the grow ng adoption of
WebRTC by enterprise applications, which provide a ready source of
RTP traffic which often needs to traverse the firewall.
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Sol uti on Requirements
We believe the solution nust neet the foll ow ng requirenents:

REQ 1: The solution nust enable traversal of real-tine nedia wthout
requi ring depl oynent of additional nedia intermediaries on prem se
(e.g., no SBC required)

REQ 2: The solution nmust not require the whitelisting of specific
external |P addresses

REQ 3: The solution nmust enable the enterprise to be sure that the
receiving party of the traffic desires the traffic

REQ 4: The solution nmust work with P2P calls between users in
different enterprises without requiring a TURN server

REQ 5: The solution nmust work with cloud services external to the
enterprise which terninate media on servers, such as conference
servers, voicenmail servers, recording servers, and so on

REQ 6: The solution nmust not require decryption of either signalling
or nedia traffic at the firewall or at any other internediary

REQ 7: The solution rmust allow the IT departnent to easily make
pol i cy decisions about which applications are allowed, or not
all owed, to traverse the firewal

REQ 8: The solution nmust not require DPlI of every single UDP packet
that traverses the firewall

REQ-9: The solution nmust provide a mininumlevel of proof that the
traffic is RTP and not sonething el se

REQ 10: The solution nust work with WebRTC traffic. Note that
solving this for non-WbRTC is a non-requirenent.

Sol ution Overvi ew

Many of the reasons for blocking UDP at the corporate firewall have
their origins in the lack of a three-way handshake for UDP traffic.
TCP' s three-way handshake ensures that the receiving party of the
connection desires the traffic. Similarly, HITP traffic easily
traverses the firewall since it provides application identification
information in the URL.

Consequently, the solution proposed here relies on the |ICE
connectivity checks, which provide a sinilar handshake and ensure
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consent of the renote party. Wen a firewall sees an outbound UDP
packet on a 5-tuple which is not yet authorized, it begins |ooking
for STUN packets (as identified by the STUN magi c cookie). Any

out bound packet that is not a STUN packet is discarded. Once an

out bound STUN packet is identified, the 5-tuple is put in a pending
state, and the firewall begins |ooking for STUN packets anong i nbound
UDP packets. Wien it sees one, it matches the transaction IDs to
ensure that they are correlated. Once matched, the 5-tuple is placed
into an authorized state, and UDP traffic is allowed to freely
traverse.

In addition, the initial outbound STUN packets contain the STUN
ORIG N field which the firewall can use to nake an authori zation
deci sion on the application.

4. Firewall Processing

The firewall processing is broken into three stages: recognizing STUN
packets, making a policy decision as to whether each STUN packet
shoul d trigger a pinhole to be created, and managing the lifetinme of
any pinhol es that are created.

4.1. Recogni zi ng STUN packets

STUN nessages all have a magic cookie val ue of 0x2112A442 in the 4th
to 8th byte. This can be used to quickly filter nearly all UDP
packets that are not STUN packets. Many firewalls are capable of
doing this in hardware. STUN supports an optional FlI NGERPRI NT
attribute that provides a 32 bit CRC over the nessage.

Firewal | s SHOULD | ook at outbound UDP packets and if they have the
correct magi c cookie they can classify themas STUN packets.
Firewal | s that desire fewer false positives MAY al so check that the
FI NGERPRI NT attribute is correct.

4.2. Policy decision

Once the firewall has received a STUN packet frominside the
firewall, it needs to decide if the packet is acceptable. For nost
situations the firewall SHOULD accept all outbound STUN packets.
This is simlar to allowing all outbound TCP flows. Sone firewalls
may choose to | ook at other factors including the outside UDP port
and the ORIG@ N attribute in the STUN packet.

In general WebRTC nedia can be sent on a wi de range of UDP ports but

the two ports that are commonly used are the the RTP port (5004) and
TURN port (3478). Sone firewalls MAY choose to only allow fl ows
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where the destination port on the outside of the firewall is one of
t hese.

The STUN ORIG@ N attribute [I-D.ietf-tramstun-origin] carries the
origin of the web page that caused the various STUN requests. So for
exanple, if a browser was on a page such as exanpl e.com and that page
used the WbRTC calls to set up a connection, the STUN request’s
ORIG N attribute would include exanple.com This allows the firewall
to see the web application (in this case, exanple.com that is
requesting the pinhole be opened. The firewall MAY have a white |ist
or black list for domains in STUN ORI G N

4.3. Creating the pinhole rules

Once a STUN packet is accepted, the firewall MJIST create a tenporary
rule that allows incom ng and outgoing packets for that 5-tuple for
at least 5 seconds. |If in that 5 seconds, a response is received to
the STUN request, the lifetime of the rule nust be extended to at

| east 30 seconds fromlast accepted STUN packet frominside the
firewall. Once the rule has been extended to 30 seconds the first
time, any additional UDP packets frominside the firewall MJST extend
the lifetime of the rule by at | east 30 seconds fromthe tine that
packet was received. The procedures in
[I-D.ietf-rtcweb-stun-consent-freshness] will ensure that an out bound
packet is sent at |east every 30 seconds.

4.4. Tracking nedia vs data

WebRTC can send audi o and video as well as carry a data channel
Confidential data could |leave an enterprise by a video canera being
poi nted at a docunent, but IT departnents are often nore concerned
about the data channel. It is easy for the firewall to separately
track the anpbunt of RTP nedia and non-media data for each WbRTC
flow If the first byte of the UDP nessage is 23, it is non-nedia
data; if it is in the range 127 to 192 it is audio or video data.
More information about this can be found in
[I-D.ietf-avtcore-rfc5764-mux-fixes]. Network managenent systens on
the firewall can track these two separately which can help identify
unusual usage.

5. WebRTC Browsers

This specification would require browsers to include the FI NGERPRI NT
and ORIG@ N attributes in STUN for this to work correctly.

Open | ssue: Does adding the ORIG N reduce user privacy? Consider the

followi ng case. The user goes to https://facebook.comand initiates
a call with another Facebook user. The donmi n facebook.comwi ||
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appear (unencrypted) in the STUN packets sent fromthe browser to
Facebook’s TURN server. Anyone along the network path could tel
that the user is using Facebook’s TURN server. However, when the
original TLS connection for the HITP was nade, the Server Nane
Indication (SNI) in the TLS of the HTTPS connection al so reveal ed
facebook.com largely for the sane reasons - so that the firewal
woul d be able to see which applications are using the network.

6. Blocking Media Hiding in HITP

The I ETF is designing systens to send interactive audi o and vi deo
such that it |looks Iike HTTPS and HTTP to the proxies and firewalls.
The reasons for doing this is that sonetines the proxies and
firewalls allow this to work when the mechani sns and channel s
designed for sending audio and video data have been explicitly

di sabled by the firewall adm nistrators. Many firewall

adm nistrators feel this circunvents the policy they are trying to
enforce and desire a way to prevent this. Any scheme for preventing
this has some risk of inpacting normal HTTP traffic, so there is a
desire to provide guidance around ways to do that in this draft.

Any HTTP or HTTPS connection that sends nore than 10 requests per
second for longer than 10 seconds should be paused for 1 second, and
any HTTP/ S requests fromthat client’s IP address in the 1 second
pause time should be buffered or sinply dropped. This strategy
ensures there is no inpact to clients other than the one exceedi ng
the rate Iimt and minimzes the inpact to other applications on the
device while still reducing the incentive to try and run calls this
way.

7. Depl oyment Advice
7.1. WDbRTC Servers

WebRTC nedi a servers and TURN servers with public I P address(es) that
can receive inconing packets fromanywhere on the Internet are
suggested to listen for UDP on ports 53 (DNS), 123 (NTP), and 5004
for RTP nedia servers and 3478 for TURN servers. UDP destined for
port 53 or 123 if often allowed by firewalls that otherw se bl ock
UDP.

7.2. Firewall Adm ns

Oten the approach has been to | ock down everything, so that all UDP
is blocked. This sinply causes applications to do things |ike enbed
the data in nornmal |ooking HTITP or HTTPS requests. WMalware and
viruses use sinilar approaches. Just turning off all UDP results in
a poor user experience sone of the time, which results in users
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8.

8.

9.

10.

10.

Je

nmovi ng to applications and devices outside the firewall. The IT
departnent loses the visibility into what is going on and can no

| onger protect its users when their conputers become conprom sed
Al'lowi ng things that users want to use to work and nonitoring themto
det ect when things have gone wong is very val uabl e.

Desi gn Consi deration
1. Wiy not just use TCP?
TODO

Security Concerns

Enterprises have a range of concerns around WbRTC traffic traversa
of the firewall. The nmajor concerns that are raised include:

1. Unlike TCP, UDP does not have a connection where a device inside
the firewall has confirmed that it wants to talk to the thing
out si de.

2. Incom ng UDP pinholes allow out of band packets to be spoofed
into connecting as there is no equival ent of a TCP sequence
nunber to check

3. UDP has been used by nmal ware command and control protocols so we
block it.

4., W do not want enable ways for data to be exfiltrated outside the
firewall with no nonitoring

5. An encrypted data channel in WbRTC can be used to bring malware
into the conpany.

6. An encrypted nedia or data channel in WbRTC can be used as a
command and control channel for nmalware inside the firewall.

7. An encrypted data channel in WbRTC can be used by an outside
attacker to exfiltrate private files frominside the firewall.

Al ternate Approaches
1. Firewall Auth Tokens
[1-D.reddy-rtcweb-stun-auth-fwtraversal] attenpts to solve a simlar
probl em by proposi ng a new conpr ehensi on-optional FWFLOAMATA STUN

attribute as part of |ICE Connectivity checks enabling the firewall to
permit outgoing UDP flows across the firewall. FWFLOADATA STUN
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10.

11.

12.

12.

provi des necessary information, such as lifetinme, and candi date
information, enabling a firewall to apply the required policy rules.
However, [I-D.reddy-rtcweb-stun-auth-fwtraversal] requires

establ i shing shared keys across the firewall (s) and the WbRTC server
for successfully verifying the authenticity of the FWFLOANATA
information. |In sumary, we believe
[1-D.reddy-rtcweb-stun-auth-fwtraversal] to have foll owi ng short-
com ngs

1. Requiring a tight coupling between the application server (WbRTC
server) and firewall (s)

2. Requiring additional efforts for Firewall Adnmins w thin an
enterprise to distribute and maintain the shared authentication
keys needed to generate authentication tags for the FWFLOANATA
attribute.

3. [I-D.reddy-rtcweb-stun-auth-fwtraversal] doesn't apply for
distributing keys across firewalls in different admnistrative
domai ns.

2. Any Cast Witelist

Depl oyi ng nmedia or TURN servers on a single any-cast |P address al so

makes it easier for firewall adm nistrators to whitelist the address.

Concerns have been raised that two packets sent fromthe sane host to
a given any-cast address may get delivered to different servers.

This is certainly possible in theory but in practice it does not seem
be happen in linited experinents done so far.
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