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Abst r act

Thi s docunment describes the characteristics of link |ayer
technol ogi es that are used at constrained node networks and typica
use cases of | Pv6 over networks of resource-constrained nodes. In
addition to | EEE 802.15.4, various |link |ayer technol ogies such as
BLE, Z-wave, DECT-ULE, Ms/ TP, NFC, and | EEE 802. 15.4e are wi dely used
at constrai ned node networks for typical services. Based on these
link layer technol ogies, |Pv6 over networks of resource-constrained
nodes has various and practical use cases. To efficiently inplenent
typical services, the applicability and consideration of severa
desi gn spaces are descri bed.
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This Internet-Draft is submitted in full conformance with the
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Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

Running | Pv6 on constrai ned node networks has different features due
to the characteristics of constrained node networks such as snall
packet size, short link-layer address, |ow bandw dth, network

topol ogy, |ow power, |ow cast, and | arge number of devices [RFC4919].
For exanpl e, because sone | EEE 802.15.4 link | ayers have an MIU of
127 octets and | Pv6 requires 1280 bytes, an appropriate fragnentation
and reassenbly adaptation |layer nust be provided at the | ayer of
below | Pv6. Al so, due to the linmted size of |IEEE 802.15.4 frane and
the length shortage of data delivery, it makes the need for header
conmpression. | ETF 6l owpan (1 Pv6 over |ow power and WPAN) wor ki ng
group published [ RFC4944], an adaptation |ayer for sending |Pv6
packets over | ow power WPAN, [RFC6282], conpression format for |Pv6

Hong & Choi Expires April 19, 2016 [ Page 2]



Internet-Draft 6l o use cases Cct ober 2015

dat agranms over | EEE 802. 15. 4- based networks, and [ RFC6775], Nei ghbor
Di scovery Optim zation for 6l owpan

As 1 oT (Internet of Things) services becones nore popul ar, various
link |ayer technol ogi es such as BLE, Z-wave, DECT-ULE, MS/ TP, NFC
and | EEE 802. 15.4e are actively used. And the need of transm ssion
of 1 Pv6 packets over these link layer technologies is required. A
nunber of |Pv6-over-foo docunents have been devel oped in the | ETF 6l o
(I Pv6 over Networks of Resource-constrai ned Nodes) and 6tisch (IPv6
over the TSCH node of | EEE 802. 15. 4e) wor ki ng group.

In the 6l owpan working group, the [ RFC6568], "Design and Application
Spaces for 6LoOWPANs" was published and it describes potentia
application scenarios and use cases for | ow power wirel ess persona
area networks. In this docunment, various design spaces such as
depl oynent, network size, power source, connectivity, multi-hop
conmmuni cation, traffic pattern, security level, nobility, and QS
were anal yzed. And it described a fundanmental set of 6l owpan
application scenarios and use cases; |ndustrial nonitoring-Hospita
storage roons, Structural nonitoring-Bridge safety nonitoring,
Connect ed hone- Hone Automation, Healthcare-Healthcare at hone by
tel e-assi stance, Vehicle telematics-tel ematics, and Agricultura
nmoni t ori ng- Aut onat ed vi neyard.

Even though the [ RFC6568] describes some potential application
scenarios and use cases and it lists the design space in the context
of 6lowpan, it needs a different use cases and design space in the
context of the 6lo working group to provide practical information of
6l o technologies. To do this, the use case of 6lo is required to
consi der the follow ngs;

0 6lo use cases SHOULD be uniquely different to the 6l owpan use
cases.

0 6lo use cases SHOULD cover various |oT related wire/wireless |link
| ayer technol ogy including the | EEE 802. 15. 4.

0 6lo use cases MAY describe characteristics of each link | ayer
technol ogi es and typical use case of each |link |ayer technol ogy
and then 6l o use cases’'s applicability.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. 6lo Link layer technol ogies
3.1. ITUT G 9959

The ITU-T G 9959 recomendation G [G 9959] targets | ow power
Personal Area Networks (PANs). G 9959 defines how a unique 32-bit
Homel D network identifier is assigned by a network controller and how
an 8-bit Nodel D host identifier is allocated to each node. Nodel Ds
are unique within the network identified by the HonmelD. The G 9959
Honel D represents an | Pv6 subnet that is identified by one or nore

| Pv6 prefixes [RFC7428].

3.2. Bluetooth Low Energy

Bl uetooth LE was introduced in Bluetooth 4.0, enhanced in Bl uetooth
4.1, and devel oped even further in successive versions. Bluetooth
SI G has al so published Internet Protocol Support Profile (1PSP)

whi ch includes Internet Protocol Support Service (IPSS). The | PSP
enabl es di scovery of |P-enabl ed devices and establishnent of |ink-

| ayer connection for transporting |IPv6 packets. |Pv6 over Bl uetooth
LE i s dependent on both Bluetooth 4.1 and I PSP 1.0 or newer.

Devi ces such as nobil e phones, notebooks, tablets and ot her handhel d

computing devices which will include Bluetooth 4.1 chipsets will also
have the | owenergy functionality of Bluetooth. Bluetooth LE will

al so be included in many different types of accessories that

col l aborate with nobile devices such as phones, tablets and not ebook

conmputers. An exanple of a use case for a Bluetooth LE accessory is

a heart rate nonitor that sends data via the nobile phone to a server
on the Internet [I-D.ietf-6lo-btle].

3.3. DECT-ULE

DECT ULE is a |l ow power air interface technology that is designed to
support both circuit switched for service, such as voice
communi cati on, and for packet nbde data services at nodest data rate.

The DECT ULE protocol stack consists of the PHY | ayer operating at
frequencies in the 1880 - 1920 MHz frequency band dependi ng on the
regi on and uses a synbol rate of 1.152 Mops. Radio bearers are

al | ocated by use of FDMAN TDMW TDD t echni cs.

In its generic network topol ogy, DECT is defined as a cellular
networ k technol ogy. However, the nmpbst conmon configuration is a star
network with a single FP defining the network with a nunber of PP
attached. The MAC | ayer supports both traditional DECT as this is
used for services |like discovery, pairing, security features etc.

Al'l these features have been reused from DECT.
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The DECT ULE device can switch to the ULE node of operation
utilizing the new ULE MAC | ayer features. The DECT ULE Data Link
Control (DLC) provides nultiplexing as well as segnentation and re-
assenbly for larger packets fromlayers above. The DECT ULE | ayer
al so i npl enents per-nessage aut hentication and encryption. The DLC
| ayer ensures packet integrity and preserves packet order, but
delivery is based on best effort.

The current DECT ULE MAC | ayer standard supports | ow bandw dth data
broadcast. However the usage of this broadcast service has not yet
been standardi zed for higher layers [I-D.ietf-6lo-dect-ule].

3.4. Master- Sl ave/ Token- Passi ng

Mast er - Sl ave/ Token- Passing (M5/ TP) is a contention-free access nethod
for the RS-485 physical |ayer, which is used extensively in building
aut onati on networks. This specification defines the frane format for
transm ssion of | Pv6 [ RFC2460] packets and the nethod of formng
Iink-1ocal and statel essly autoconfigured |IPv6 addresses on MS/ TP
networks. The general approach is to adapt el enments of the 6LoWPAN

[ RFCA944] specification to constrained wired networKks.

An Ms/ TP device is typically based on a | owcost microcontroller with
limted processing power and nmenory. Together with | ow data rates
and a small address space, these constraints are sinilar to those
faced in 6LOWPAN net wor ks and suggest sone el ements of that solution
m ght be |l everaged. MS/ TP differs significantly from 6LoWPAN in at

| east three respects: a) Ms/ TP devices typically have a continuous
source of power, b) all M/ TP devices on a segnent can conmuni cate
directly so there are no hidden node or nesh routing issues, and c)
recent changes to MS/ TP provi de support for |arge payl oads,
elimnating the need for |ink-layer fragnentation and reassenbly.

M5/ TP i s designed to enable nultidrop networks over shiel ded tw sted
pair wiring. |t can support a data rate of 115,200 baud on segnents
up to 1000 neters in length, or segnents up to 1200 nmeters in length
at lower baud rates. An MS/TP link requires only a UART, an RS-485
transceiver with a driver that can be disabled, and a 5ms resol ution
timer. These features nmake M5/ TP a cost-effective field bus for the
nost nunerous and | east expensive devices in a building autonmation
network [I-D.ietf-6lo-6lobac].

3.5. NFC
NFC t echnol ogy enabl es sinple and safe two-way interactions between
el ectroni c devices, allow ng consuners to perform contactl ess

transactions, access digital content, and connect el ectronic devices
with a single touch. NFC conpl enents many popul ar consuner |evel
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3.

4.

wirel ess technol ogies, by utilizing the key elenents in existing
standards for contactless card technology (ISO | EC 14443 A&B and
JIS-X 6319-4). NFC can be conpatible with existing contactless card
infrastructure and it enables a consuner to utilize one device across
di fferent systens.

Extendi ng the capability of contactl ess card technol ogy, NFC al so
enabl es devices to share information at a distance that is |less than
10 cmw th a maxi mum conmuni cati on speed of 424 kbps. Users can
share busi ness cards, nake transactions, access information froma
smart poster or provide credentials for access control systens with a
si npl e touch.

NFC s bidirectional comunication ability is ideal for establishing
connections with other technologies by the sinplicity of touch. In
addition to the easy connection and quick transactions, sinple data
sharing is also available [I-D.ietf-6lo-nfc].

6. | EEE 802. 15. 4e TSCH
[ TBD]
Desi gn Space

The [ RFC6568] |ists the dinmensions used to describe the design space
of wireless sensor networks in the context of the 6LoWPAN wor ki ng
group. The design space is already linmted by the unique
characteristics of a LoWPAN (e.g., |ow power, short range, |low bit
rate). |In the RFC 6558, the follow ng design space is descri bed;
Depl oyment, Network size, Power source, Connectivity, Milti-hop
conmuni cation, Traffic pattern, Mbility, Quality of Service (QoS)

The design space of 6lois alittle different to those of the RFC
6558 due to the different characteristics of 6lo |ink |ayer
technol ogies. The followi ng design space can be consi dered.

0 Network access/Boot strappi ng: 6l o nodes can be connected randomy,
or in an organi zed manner. The bootstrapping has different
characteristics of each link layer technol ogies.

0 Topol ogy: Topol ogy of 6lo networks may inherently follow the
characteristics of each link layer technologies. A star topology
can be configured or point-to-point or nmesh topol ogy can be
confi gured.

0 L2-Mesh or L3-Mesh: L2-nesh and L3-nesh may inherently follow the
characteristics of each link layer technol ogies. Sone link |ayer
technol ogi es may support L2-nmesh and sone nay not support.
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o Milti-link subnet, single subnet: The selection of nulti-Iink
subnet and singl e subnet depends on connectivity and the nunber of
6l o nodes.

o Data rate: Oiginally, the Iink | ayer technol ogi es of 6lo has | ow
rate of data transmission. But, by adjusting the MIU, it can
deli ver higher data rate.

o Buffering requirements: Some 6l 0 use case may require nore data
rate than the link layer technology support. |In this case, a
buf fering nmechani smto nanage the date is required

0 Security Requirenents: Sone 6l o use case can transfer sone
i mportant and personal data between 6l o0 nodes. |In this case,
hi gh-1 evel security support is required.

o Mbility across 6l o networks and subnets: The novenent of 6lo
nodes is dependent on the 6lo use case. |If the 6l o nodes can nove
or noved around, it requires the nobility nanagenent mechani sm

o Time synchronization requirenments: The requirenment of tine
synchroni zation i s dependent on the 6l o use case. For sone 6lo
use case related to health service, the neasured data nust be
recorded with exact time and nust be transferred with tine
synchroni zati on.

0 Reliability and QoS: Sone 6l o0 use case requires high reliability,
for exanple real-tine service or health-rel ated services

o Data nodels: 6lo use case may various data nodels. Some 6l o use
case may require short data |l ength and randomy. Sone 6l 0 use
case may require continuous data and periodic data transm ssion

0 Security Bootstrapping: Wthout the external operations, 6lo nodes
must have the security bootstrappi ng nechani sm

6l o Use Cases
Use case of NFC. Alternative Secure Transfer

According to applications, various secured data can be handl ed and
transferred. Depending on security |level of the data, methods for
transfer can be alternatively selected. The personal data having
serious issues should be transferred securely, but data transfer by
using W-Fi and Bl uetooth connections cannot al ways be secure because
of their alittle long radio frequency range. Hackers can overhear
the personal data transfer behind hidden areas. Therefore, nethods
need to be alternatively selected to transfer secured data. Voice
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and video data, which are not respectively secure and requires |ong
transm ssi on range, can be transferred by 3G 4G t echnol ogi es, such as
WCDMA, GSM and LTE. Big size data, which are not secure and
requires high speed and broad bandw dth, can be transferred by W-Fi
and wired network technol ogi es. However, the person data, which are
serious issues so requires secure transfer in wireless area, can be
securely transferred by NFC technology. It has very short frequency
range ? nearly single touch comruni cati on.

Exanpl e: Secure Transfer by Using NFC in Heal thcare Services with
Tel e- Assi st ance

A senior citizen who lives alone wears one to several wearable 6lo0
devices to nmeasure heartbeat, pulse rate, etc. The 6lo devices are
densely installed at home for novenent detection. An LoWPAN Border
Router (LBR) at hone will send the sensed information to a connected
heal thcare center. Portable base stations with LCDs may be used to

check the data at home, as well. Data is gathered in both periodic
and event-driven fashion. |In this application, event-driven data can
be very tinme-critical. |In addition, privacy al so becones a serious

issue in this case, as the sensed data is very personal

Wil e the senior citizen is provided audi o and video heal thcare
services by a tel e-assistance based on LTE connections, the senior
citizen can alternatively use NFC connections to transfer the
personal sensed data to the tel e-assistance. At this nonment, hidden
hackers can overhear the data based on the LTE connection, but they
cannot gather the personal data over the NFC connection

. + . +
| voice & video|....... LTE connection ...... >| voi ce & video
| dat a [ <. .. LTE connection ....... | dat a |
S + S +
| sensed data |....... NFC connection ...... >| |
| [ <...... NFC connection ....... | personal |
| | | result data |
B TS + B TS +
(patient) (tel e-assi stance)

Figure 1: Alternative Secure Transfer in Healthcare Services

Dom nant paraneters in secure transfer by using NFC in healthcare
servi ces

0 Network access/Bootstrappi ng: Pre-planned. MP2P/ P2MP (data
coll ection), P2P (local diagnostic).
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5.2

5. 3.

5.4.

Topol ogy: Snall, NFC-enabl ed device connected to the Internet.

L2-mesh or L3-mesh: NFC does not support L2-nesh, L3-mesh can be
confi gured.

Multi-link subnet, single subnet: a Single-hop for gateway;
patient’s body network is mesh topol ogy.

Data rate: Small data rate.
Buf fering requirenents: Low requirenent.

Security requirenments: Data privacy and security nust be provided.
Encryption is required.

Mobility: Moderate (patient’s nobility).
Ti me Synchronization: Highly required.

Reliability and QS: High level of reliability support (life-or-
death inplication), role-based.

Data nodels: Short data | ength and periodic (randonly).
Security Bootstrapping: Highly required.

O her Issues: Plug-and-play configuration is required for mainly
non-techni cal end-users. Real-tine data acquisition and anal ysis
are inportant. Efficient data nmanagenent is needed for various
devices that have different duty cycles, and for rol e-based data
control. Reliability and robustness of the network are al so
essenti al .

Use case of ITUT G 9959

[ TBD]

Use case of Bluetooth Low Energy

[ TBD]

Use case of DECT-ULE

[ TBD
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5.5. Use case of Master- Sl ave/ Token- Passi ng
[ TBD|
5.6. Use case of |EEE 802.15.4e TSCH
[ TBD]
6. | ANA Consi derations
There are no | ANA considerations related to this docunent.
7. Security Considerations
[ TBD]
8. Acknow edgenents
[ TBD]
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