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Abst ract

Thi s docunent defines an extension of 6LoOWPAN Nei ghbor Di scovery for
application in | owpower and | ossy networks. The protocol is
specified to be protected and to support multi-hop operation. A node
conputes its Cryptographic, Unique Interface ID, and associ ates one
or nore of its Registered Addresses with that Cryptographic IDin

pl ace of the EU -64 that is used in RFC 6775 to uniquely identify the
interface of the Registered Address. Once an address is registered
with a Cryptographic ID, only the owner of that ID can nodify the
state in the 6LR and 6LBR regardi ng the Regi stered Address.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016
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1. Introduction

Nei ghbor di scovery for | Pv6 [ RFC4861] and statel ess address

aut oconfiguration [ RFC4862], together referred to as nei ghbor

di scovery protocols (NDP), are defined for regular hosts operating
with wired/wireless links. These protocols are not suitable and
require optimnizations for resource constrained, |ow power hosts
operating with LLN for | ow power and | ossy networks. Nei ghbor

Di scovery optim zations for 6LOWPAN networks include sinple

optim zations such as a host address registration feature using the
address regi stration option (ARO which is sent in unicast Neighbor
Solicitation (NS) and Nei ghbor Advertisement (NA) nessages [ RFC6775].
Wth 6LOWPAN ND [ RFC6775], the ARO option includes a EU -64 address
to uniquely identify the interface of the Registered Address on the
registering device, so as to correlate further registrations for the
same address and avoi d address duplication. The EU -64 address is
not secured and its ownership cannot be verified. It results that
any device claimng the sane EU -64 address nmay take over a
registration and attract the traffic for that address.

In this docunent, we extend 6LOWPAN ND to protect the address
ownership with cryptographic material, but as opposed to Secure

Nei ghbor Di scovery (SEND) [ RFC3971], [RFC3972], the cryptographic
material is not enbedded in the Interface ID (I1D) in an | Pv6 address
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but used as a correlator associated to the registration of the |Pv6
address. This approach is nade possible with 6LOWPAN ND [ RFC6775],
where the 6LR and the 6LBR maintain a state for each Regi stered
Address. If a cryptographic IDis associated with an origina
6LOWPAN ND regi stration and stored in the registration state, then it
can be used to validate that any update to the registration state is
made by the owner of that |D.

To achieve this, this specification replaces the EU -64 address, that
is used in 6LOWPAN ND to avoid address duplication, wth
cryptographic material whose ownership can be verified; it also

provi des new neans for the 6LR to validate ownership of the
registration thus that of the registered address by the registering
device. The resulting protocol is called Protected address

aut oconfiguration and registration protocol (ND PAAR).

A node generates one 64-bit cryptographic ID and uses it as Uni que
Interface IDin the registration of (one or nore of) its addresses
with the 6LR, which it attaches to and uses as default router. The
6LR val i dat es ownership of the cryptographic ID typically upon
creation or update of a registration state, for instance follow ng an
apparent novenent froma point of attachnent to another. The ARO
option is nodified to carry the Unique Interface ID, and through the
DAR/ DAC exchange, the 6LBR is kept aware that this is the case, i.e.
uni que and whet her the 6LR has verified the claim

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Readers are expected to be familiar with all the terns and concepts
that are discussed in [RFC3971], [RFC3972], "neighbor Discovery for

| P version 6" [RFC4861], "IPv6 over Low Power Wrel ess Personal Area
Net wor ks (6LOWPANs): Overvi ew, Assunptions, Problem Statenent, and
Goal s" [ RFC4919], nei ghbor Di scovery Optimization for Low power and
Lossy Networks [ RFC6775] where the 6LoWPAN Router (6LR) and the
6LoWPAN Bor der Router (6LBR) are introduced, and

[1-D. chakrabarti-nordmark-6man-efficient-nd], which proposes an

evol ution of [RFC6775] for a larger applicability.

The docunment al so confornms to the terns and nodel s described in
[ RFC5889] and uses the vocabul ary and the concepts defined in
[ RFC4291] for the I Pv6 Architecture.

This docunment uses [ RFC7102] for Terminology in Low power And Lossy
Net wor ks.
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3.

4.

Requi renment s

In this section we state requirenments of a secure nei ghbor discovery
protocol for |ow power and | ossy networks.

The protocol MJIST be based on the Neighbor Discovery Optim zation for
Low power and Lossy Networks protocol defined in [RFC6775] due to the
host-initiated interactions to allow for sleeping hosts, elimnation
of multicast-based address resolution for hosts, etc.

New options to be added to Nei ghbor Solicitati on nessages MJST | ead
to smal |l packet sizes. Snaller packet sizes facilitate | ow power
transm ssion by resource constrai ned nodes on | ossy |inks.

The support of the registration nechani sm SHOULD be extended to nore
LLN links than | EEE 802.15.4, matching at |east the LLN links for
which a 6lo "I Pv6 over foo" specification exists, as well as Low
Power W-Fi.

As part of this extension, a nechanismto conpute a unique ldentifier
shoul d be provided, with the capability to forma Link Local Address
that SHOULD be unique at |east within the LLN connected to a 6LBR

di scovered by ND in each node within the LLN

The Address Registration OQption used in the ND registrati on SHOULD be
extended to carry the relevant fornms of Unique Interface |IDentifier.

The Nei ghbour Di scovery should specify the fornmation of a site-loca
address that follows the security reconmendations from|[RFC7217].

Protocol Interactions

Prot ect ed address autoconfiguration and regi strati on nei ghbor

di scovery protocol (ND-PAAR) nodi fies Nei ghbor Di scovery Optim zation
for Low power and Lossy Networks [RFC6775] as explained in this
section.

1. Overview
The scope of the present work is a 6LOWPAN Low Power Lossy Network

(LLN), typically a stub network connected to a larger |IP network via
a Border Router called a 6LBR per [RFC6775].
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| Ext ernal Net wor k

| | LLN Border
| | router

Figure 1: Basic Configuration

The 6LBR nmaintains a registration state for all devices in the
attached LLN, and, in conjunction with the first-hop router (the
6LR), is in position to validate uni queness and grant ownership of an
| Pv6 address before it can be used in the LLN. This is a fundamental
difference with a classical network that relies on | Pv6 address auto-
configuration [ RFC4862], where there is no guarantee of ownership
fromthe network, and any | Pv6 Nei ghbor Discovery packet nust be

i ndi vidual |y secured [ RFC3971].

In a route-over nmesh network, the 6LR is directly connected to the
host device; this specification expects that peer-w se Layer-2
security is deployed so that all the packets froma particul ar host
are identified as such by the 6LR  The 6LR nmay be nultiple hops away
fromthe 6LBR  Packets are routed between the 6LR and the 6LBR via
other 6LRs; this specification expects that a chain of trust is
established so that a packet that was validated by the first 6LR can
be safely routed by the next 6LRs and 6LBR

The [I-D.ietf-6tisch-architecture] suggests to use RPL [ RFC6550] as
the routing protocol between the 6LRs and the 6LBR, and to |everage
[1-D. chakrabarti-nordmark-6nman-efficient-nd] to extend the LLNin a
larger nultilink subnet [RFC4903]. In that nodel, a registration
fl ow happens as shown in Figure 2:
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6LoWPAN Node 6LR 6LBR 6BBR
(RPL | eaf) (router) (root)
| | |
| 6LoWPAN ND | 6LOWPAN ND+RPL | Efficient ND | |Pv6 ND
| LLN i nk | Route- Over nmesh| 1Pv6 link | Backbone
I I I
|  NS(ARO I I I
______________ >
| 6LOoWPAN ND | DAR (then DAO | |
| [ERREEEEEREEEEE >| |
I | | NS(ARO |
| | EEEEEEETEEERTS >
I I I | DAD
| | | |------ >
| | |
I I | NACARO I
| | ESRRREEEREEEETS |
I | DAC | I
| EREREEEREEEEEE | |
I NA( ARO) I I I

Figure 2: (Re-)Registration Flow over Milti-Link Subnet

A new device that joins the network auto-configures an address and
perfornms an initial registration to an on-link 6LR with an NS nessage
that carries a new Address Registration Option (ARO [RFC6775]. The
6LR validates the address with the central 6LBR using a DAR/ DAC
exchange, and the 6LR confirms (or infirms) the address ownership
with an NA nessage that also carries an Address Registration Option

The registration mechanismin [RFC6775] was created for the origina
pur pose of Duplicate Address Detection (DAD), whereby use of an
address woul d be granted as | ong as the address is not already
present in the subnet. But [RFC6775] does not require that the 6LR
use the registration for source address validation (SAVI).

In order to validate address ownership, that mechani sm enabl es the
6LBR to correlate further clains for a registered address with the
device to which it is granted, based on a Unique Interface IDentifier
(UD) that is derived fromthe MAC address of the device (EU -64).

The linmtation of the mechanismin [RFC6775] is that it does not
enable to prove the UDitself, so any node connected to the subnet
and aware of the address/U D mapping may effectively fake the sane
U D and steal an address.
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This draft uses a randomy generated value as an alternate U D for
the registration. Proof of ownership of the UDis passed with the
first registration to a given 6LR, and enforced at the 6LR, which
validates the proof. Wth this new operation, the 6LR allows only
packets froma connected host if the connected host owns the
registration of the source address of the packet.

If a chain of trust is present between the 6LR and the 6LBR, then
there is no need to propagate the proof of ownership to the 6LBR
Al'l the 6LBR need to know is that this particular UDis randonmy
generated, so as to enforce that any update via a different 6LR is
al so random

4.2. Protocol Operations

Protocol interactions are as defined in Figure 2. The crypto IDis
cal cul ated as described in Section 4.2.1

The Target Address field in NS nessage is set to the prefix
concatenated with the node’s address. This address does not need
duplicate address detection as crypto IDis globally unique. So a
host cannot steal an address that is already registered unless it has
the key for the crypto ID. The sane crypto ID can thus be used to
protect nmultiple addresses e.g. when the node receives a different
prefix.

Local or on-link protocol interactions are given in Figure 3. Crypto
I D and ARO are passed to and stored by the 6LR/ 6LBR on the first NS
and not sent again the in the next NS

The 6LR/ 6LBR ensures first-cone/first-serve by storing the ARO and
the crypto ID correlated to the target being registered. Then, if
the node is the first to claimany address it likes, then it becones
owner of that address and the address is bound to the crypto ID in
the 6LR/6LBR registry. This procedure avoids the constrai ned device
to conmpute nultiple keys for nultiple addresses. The registration
process allows the node to tie all the addresses to the same crypto
I D and have the 6LR/ 6LBR enforce first come first serve after that.
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6LN 6LR
D e |
{ ——————————————— NS wi th ARO and Random Ul D —————————————!—>
I< ----------------------- NA wi th ARO (status=req-proof) --|

[<--mmmmm e NAwith ARO---------------------- [
I I
| _ |
[--------------- NS with ARO and RandomU D --------------- >|
I | I
[<-mmmmmm e NA wWith ARO- ---------mmmmmmaaa o [
| _ |
[--------------- NS with ARO and RandomU D --------------- >|
I | I
[<-mmmmmm e NA wWith ARO- ---------mmmmmmaaa o [

Figure 3: On-link Protocol Operation
4.2.1. Calculation of Cryptographic Identifier

Elliptic Curve Cryptography (ECC) is used in the cal cul ati on of
cryptographical identifier. The digital signature is constructed by
using the 6LN s private key over its EU-64, i.e. its MAC address.
The signature value is conputed using the ECDSA signature al gorithm
and hash function used is SHA-256. Public Key is the npbst inportant
paraneter in CGA Paranmeters (sent by 6LN in an NS nmessage). ECC
Public Key could be in unconpressed formor in conpressed form where
the first octet of the OCTET STRING is 0x04 and 0x02 or 0x03,
respectively. Point conpression using secp256rl reduces the key size
by 32 octets.

After the calculation, 6LN sends it along with the CGA paranmeters in
the first NS nessage, see Figure 3. In order to send Cryptographica
Identifier a neighbor discovery option is defined in Figure 4. As

defined in the figure this IDis variable |length, varying between 64
to 128 bits. This IDis 128 bits long if it is used as |Pv6 address.

6LN al so sends sone other paranmeters to enable 6LR or 6LBR to verify

the crypto ID. One of themis 6LN s MAC address which is sent in
Address Registration Option (ARO as defined in [RFC6775]. The next
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one is shown in Figure 5. In that figure, CGA Parameters field
contains the public key, prefix and sone other values. Digital
signature option contains the signature of the CGA cal cul ated using
6LN s private key.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h [ St at us [ Reserved [
B i i S S i I e i S S R L e e e e

[ Reserved [ Regi stration Lifetine
B e o I T et i i oI T R T S R S e S S e st R T e R S

I
+
I I
+ crypto ID +
I I
T T e b i i e e s . S I SR S
Figure 4: Crypto I D Option
Type: TBA

Length: 8-bit unsigned integer. The length of the option in units of
8 bytes. It is 2 or 3, if crypto IDis 128 bits.

Status: 8-bit unsigned integer. |Indicates the status of a
registration in the NA response. MJST be set to 0 in NS nessages.
See bel ow

Reserved: This field is unused. It MJST be initialized to zero by
the sender and MJST be ignored by the receiver.

Regi stration Lifetime: 16-bit unsigned integer. The anount of tine
inunits of 60 seconds that the router should retain the NCE for the
sender of the NS that includes this option

Crypto ID Variable length field to carry the cryptographica

identifier or randomUD. This fieldis normally 64 bits long. It
could be 128 bhits long if I Pv6 address is used as the crypto ID
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i

[ Type [ Length [ Pad Length | Sig. Length
B i i S S i I e i S S R L e e e e

I I
CGA Paraneters
I I
T o T i S T i i S e i e s
I I
Digital Signature
I I
T o T i S T i i S e i e s
I I
Paddi ng
T o T i S T i i S e i e s
Figure 5: CGA Paraneters Option
Type TBA
Length The I ength of the option in units of 8 octets.
Pad Length The length of the Padding field.

Sig Length The length of the Digital Signature field.

CGA Paraneters The CGA Paraneters field is variable-length containing
the CGA Paraneters data structure.

Digital Signature The Digital Signature field is a variable length
field containing a Elliptic Curve Digital Signature Al gorithm ( ECDSA)
signature (with SHA-256 and P-256 curve of [FIPS-186-3]).

4.3. Miltihop Operation
In multi hop 6LOWPAN, 6LBR sends RAs with prefixes downstreamand it
is the 6LR that receives and relays themto the nodes. 6LR and 6LBR

communi cate with the | CMPv6 Duplicate Address Request (DAR) and the
Duplicate Address Confirmati on (DAC) nmessages. The DAR and DAC use
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the sane nmessage format as NS and NA with different | CMPv6 type
val ues.

I n ND- PAAR we extend DAR/ DAC nessages to carry cryptographically
generated Ul D.

In a nulti hop 6LOWPAN, the node exchanges the nmessages shown in
Figure 2. The 6LBR nmust be aware of who owns an address (EU -64) to
defend the first user if there is an attacker on another 6LR

Because of this the content that the source signs and the signature
needs to be propagated to the 6LBR in DAR nessage. For this purpose
we need the DAR nessage sent by 6LR to 6LBR MJUST contain CGA
Paranmeters and Digital Signhature Option carrying the CGA that the
node cal cul ates and its public key. DAR nessage al so contains ARO

It is possible that occasionally, 6LR nmay niss the node’s U D (that
it received in ARO). 6LR should be able to ask for it again. This is
done by restarting the exchanges shown in Figure 3. The result
enables 6LR to refresh the information that was lost. 6LR MJST send
DAR nmessage with AROto 6LBR. 6LBR as a reply forms a DAC nessage
with the information copied fromthe DAR and the Status field is set
to zero. Wth this exchange, the 6LBR can (re)validate and store the
information to nake sure that the 6LR is not a fake.

5. Security Considerations

The sane considerations regarding the threats to the Local Link Not
Covered (as in [RFC3971]) apply.

The threats discussed in Section 9.2 of [RFC3971] are countered by
the protocol described in this docunent as well.

As to the attacks to the protocol itself, denial of service attacks
that involve producing a very high nunber of packets are deened

unli kely because of the assunptions on the node capabilities in | ow
power and | ossy networKks.

A collision of IDin NDPAARis a really rare event that does not
prevent the protocol operation though it opens a wi ndow for a node to
hijack an address from another. The nodes would nornmally not be
aware that they are in this situation, and the only thing they could
do if they knew woul d be to steal addresses from one another, so the
damage is linted to these 2 nodes.
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6. | ANA considerations
TBD.

7. Acknow edgenents
TBD.
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