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Abst ract
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1. Introduction

H P DEX (Host
[1-D. moskowi t z- hi p- dex]
desi gned for constrai ned devi ces.

Identity Protocol

H P DEX over M.E

D et EXchange)
is a light-weight key exchange protocol
H P DEX builds on the H P Base

Cct ober 2015
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EXchange (HIP BEX) [I-D.ietf-hip-rfc5201-bis] and inherits the
transport-agnostic property of H P BEX

MLE (Mesh Link Establishnent)

[1-D. kel sey-6l o-nesh-1ink-establishnent]

is defined for establishing

and configuring secure links in | EEE 802. 15.4 nmesh networks. ME
assunes that shared keys to secure |ink-layer frames and MLE nessages
exchanged between a pair of nodes are pre-configured between the

nodes. Therefore, a key exchange protocol
dynamically configure the required shared keys.
can be run outside M.E, sequentially running a key
and MLE as separate protocols requires nore nessage

exchange protocol
exchange protocol

is required in order to
Wil e such a key

roundtrips. For exanple, running a H P DEX 4-way handshake fol | owed
by an MLE 3-way handshake requires 3.5 nessage roundtrips.

In this docunent,

an extension to the ME protocol

for encapsul ating

H P DEX nessages is defined in order to realize optim zed key
| EEE 802. 15. 4 mesh net wor ks.

exchange and link establishnent for
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1.1. Requirenent Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
1.2. Acronyns
DEX-11, DEX-R1, DEX-12, DEX-R2: H P DEXI1, Rl, 12, R2 nessages
ECDH: Elliptic Curve Diffie-Hellnman
El: H P DEX Key Establishnment Initiator
ER. H P DEX Key Establishnment Responder
LLFC. Link-Layer Frane Counter
M C. M.E Message Integrity Code
MLFC:. M.E Frane Counter
U: H P DEX Key Update Initiator
UR H P DEX Key Update Responder

1.3. Convention

In the figures of this document, ME messages marked with '*’' are
t hose secured by the ME protocol

In the key material formats in this docunment, '|’ denotes
concat enati on operator

2. Overview

H P DEX over M.E consists of two phases, i.e., Key Establishnent
Phase and Key Update Phase. In Key Establishnment Phase, a H P DEX
4-way handshake using 11, RlL, 12 and R2 nessages is conducted to
establish a secure channel between an EI and an ER based on an ECDH
shared secret and exchange session key nmaterials over the secure
channel

In Key Update Phase, H P DEX Update nessages encrypting session key
mat eri al s are exchanged between a U and each UR using an M.E Update
Request and Updat e exchange, followed by a nulticast M.E Update
message for triggering each UR to sinultaneously activate new key
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materials and reset the associated link-layer frane counters. The U
and UR roles for a pair of nodes may be determ ned i ndependently of
the El and ER rol es that have been taken by the nodes.

Al'l ME nessages used for the extension defined in this docunent
SHOULD NOT be protected by link-layer so that a key exchange can be
done regardl ess of the security state of the link-layer. A node that
i mpl ements this specification MIST all ow sending and receiving ME
messages not secured by the |ink-Iayer

Secured 802.15.4 MAC franes and MLE nessages that use keys
established via H P DEX MIUST use a 5-octet Frane Counter so that the
Frame Counter does not reach its maxi num val ue throughout the
lifetime of a node. An ME Frane Counter is always carried in the
Frame Counter field in the Aux Header of any secured ME frane.

O her than the rul es described in this docunent, the rules defined in
[1-D. kel sey-6l o-nmesh-1ink-establishnent] are preserved.

3. Key Establishnent Phase

A nessage exchange di agram for Key Establishnment Phase is shown in
Fi gure 1.

(B) (ER
--> Advertisement [H P{DEX-11}, Link Quality]

<-- Advertisenment [H P{DEX-R1}, Link Quality]

--> Li nk Request [H P{DEX-12}, Source Address, Mbde,
Ti meout, Chal l enge] *

<-- Li nk Accept and Request
[ H P{DEX- R2}, LLFC, M.FC, Source Address, Mode,
Ti meout, Response, Challenge]*

--> Li nk Accept [LLFC, M.FC, Response]*
Figure 1: Key Establishnent Phase
An El sends an MLE Advertisenent nessage containing a H P TLV and a
Link Quality TLV to an ER The H P TLV carries a DEX-11 packet. How
an El discovers an ER is outside the scope of this docunent.
The ER receives the MLE Adverti senment message containing a DEX-11
packet fromthe EIl and sends an MLE Adverti senent nessage contai ning

a HP TLV and a Link Quality TLV to the EI. The H P TLV carries a
DEX- Rl packet. The DEX-Rl1 packet MJST contain nandatory Rl
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paranmeters specified in [I-D. noskow tz-hip-dex]. The DEX-Rl packet
MAY contain optional Rl paraneters specified in
[1-D. moskowi t z- hi p-dex] and a CERT parameter defined in [ RFC6253].

The ElI receives the MLE Adverti senent nessage fromthe ER and sends a
secured MLE Li nk Request nessage containing H P, Source Address,

Mode, Tineout and Challenge TLVs to the ER.  The HIP TLV carries a
DEX-12 packet. The DEX-12 packet MJST contain mandatory |2
paraneters specified in [I-D. noskow t z-hi p-dex] including an
ENCRYPTED _KEY par aneter wrapping a session key naterial of the El

The DEX-12 packet MJST al so contain an ENCRYPTED par anet er wrappi ng
group key materials of the EI. The DEX-12 packet MAY contain
optional 12 paraneters specified in [I-D. noskow tz-hip-dex] and a
CERT paraneter defined in [RFC6253]. The ME Link Request nessage is
protected by the El’s group MLE key (see section Section 5.2) derived
fromthe El's group key material s.

The ER receives the ME Link Request nessage fromthe El and extracts
the El's session key material wapped in the ENCRYPTED KEY par anet er
and the El's group key materials wapped in the ENCRYPTED par anet er.
Then the ER sends a secured ME Link Accept and Request nessage
containing H P, LLFC, M.FC, Source Address, Mode Ti neout, Response
and Challenge TLVs to the EI. The HIP TLV carries a DEX-R2 packet.
The DEX- R2 packet MJST contain R2 paraneters specified in

[1-D. noskowi t z- hi p-dex] including an ENCRYPTED_KEY paraneter w appi ng
a session key material of the ER The DEX-R2 packet MUST al so
contai n an ENCRYPTED par aneter w apping group key materials of the
ER. The DEX-R2 packet MAY contain optional R2 paraneters specified
in [I-D noskowitz-hip-dex]. Note that the MC field of the MLE Link
Request nessage is verified after the ER successfully extracts the
El’s group key materials.

The ElI receives the MLE Link Accept and Request nmessage fromthe ER
and extracts the ER s session key material wapped in the

ENCRYPTED _KEY paraneter and the ER s group key naterials wapped in

t he ENCRYPTED paraneter. Then the El sends a secured ME Link Accept
message contai ning LLFC TLV, M.FC and Response TLVs to the ER If a
pair-wi se key is used by the link-layer, the EIl also creates a Pair-
wi se Key SA with the session key generated by the pair of session key
materials of the El and ER as specified in [I-D. noskow tz-hi p-dex].
Note that the MC field of the MLE Link Accept and Request nessage is
verified after the El successfully extracts the ER s group key
materi al s.

The ER receives the MLE Link Accept nessage fromthe ElI. If a pair-
wi se key is used by the link-layer, the El creates a Pair-w se Key SA
with the session key generated by the pair of session key nmaterials
of the EIl and ER as specified in [I-D. noskow tz-hip-dex].
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4. Key Update Phase
In Key Update Phase, group key materials are updated.

Since the 5-octet Frame Counter space is |arge enough considering the
maxi mum bandwi dt h of 250Kbps in 802.15.4 [| EEE802154] to nake an
assunption that a Frame Counter does not reach its nmaxi mum val ue
throughout the lifetinme of a node, a nechanismfor updating a pair-

wi se key is not defined in this docunment. Both Iink-Iayer Frane
Counters and MLE Frane Counters are not reset in the Key Update
Phase.

Updating a group key nmay happen when a node that shares the group key
is revoked. A nessage exchange diagram for group key update is shown
in Figure 2.

(U) (URL)..(URN)
/1l Update 1st peer
- Updat e Request [ H P{DEX- UPDATE}, M.FC, Source Address]*
<---- Updat e [ Hl P{ DEX- UPDATE}, M.FC, Source Address]*

/1l Update n-th peer
----------- > Updat e Request [ HI P{DEX- UPDATE}, M.FC, Source Address]*
Qoo Updat e [ HI P{ DEX- UPDATE}, M.FC, Source Address]*

/1l Key switch notification (multicast)
----> .. -->  Update [LLFC, M.FC]*

Figure 2: G oup Key Update
First, a U perforns the foll ow ng exchange for each UR

o The U sends an M.E Update Request nessage containing H P, MFC,
Source Address and MC TLVs to a UR The H P TLV carries a DEX-
UPDATE packet containing SEC, MAC and ENCRYPTED paraneters. The
ENCRYPTED par anmet er wraps new group key materials of the U.

0 The UR receives the MLE Update Request nessage fromthe U,
extracts U'’'s new group key materials fromthe ENCRYPTED
paraneter, activates the U'’'s new group key materials for inconing
franmes, and sends an M.E Update nessage containing H P, MFC and
Source Address TLVs, where the HI P TLV carries a DEX- UPDATE packet
cont ai ni ng ACK and MAC paraneters. Note that the MC field of the
M.E Update message is verified after the UR successfully extracts
the U’'s new group key naterials.
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5.

5.

5.

1.

2.

Once MLE Update Request and Update exchange is conpleted for all URs,
the U activates the U’'s new group key materials for outgoing franes
by multicasting an MLE Update nessage containing LLFC and MLFC TLVs.
The MLE Update nessage is protected by the U’'s group MLE key (see
section Section 5.2) derived fromthe U’'s new group key naterials.

When a UR receives the multicast MLE Update nessage, If the received
message is valid, the UR deactivates the U'’'s old group key materials
for incom ng franes.

A UR that did not receive the nmulticast M.E Update nessage nay
deactivate the U's old group key materials for inconming frames when
it receives a valid MAC frame protected by the Iink-layer key derived
fromthe U’'s new group key materials.

Key Materials

Pair-w se Key
The first 16 octets of the session key corresponding to the H P DEX
Pair-wi se SA [I-D. noskowi tz-hip-dex] is used as the pairw se |ink-
| ayer key used for securing unicast |ink-layer franes with Key
Identifier Mdde 0x00.
An encrypted session key material is contained in an ENCRYPTED KEY
paraneter of H P when the session key is distributed during Key
Est abl i shnent Phase.
G oup Keys

G oup key materials are created by a node and distributed to peer
nodes.

The group key materials consist of a 1-octet key identifier (Keyld)
and a 16-octet group naster key (G oupMasterKey), and encoded as
fol | ows:

G oup Key Materials = Keyld | G oupMast er Key

A 16-octet group |link-layer key (G oupL2Key), and a 16-octet group
MLE key (G oupM.EKey) are derived from G oupMast erKey as foll ows:

G oupL2Key = The first 16-octet of HMAC SHA256( G oupMast er Key,
Keyl d) .

G oupM_EKey = The | ast 16-octet of HVAC SHA256( G- oupMast er Key,
Keyl d) .
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A G oupL2Key is used for securing link-layer frames with Key
Identifier Mode 0x03 sent by the node that created the group key
material. G oupL2Key MIST be used for securing broadcast |ink-Iayer
frames and MAY al so be used for securing unicast link-1ayer franes.

A GroupM_.EKey MUST be used for securing M.E nessages with Key
Identifier Mode Ox03 sent by the node that created the group key
mat eri al

The group key materials are contained in an GROUP_KEY_ MATERI ALS
paraneter of H P, where the GROUP_KEY MATERI ALS paraneter MJST be
encrypted i n an ENCRYPTED paraneter of H P

6. ME Security

As described in [I-D. kel sey-6l o-nesh-1ink-establishment], ME
security reuses that of |EEE 802.15.4, i.e., AES-CCwVr [|EEE802154].
Since some of the MLE nessages (i.e., ME Link Accept and Request and
M_LE Accept nessages carrying DEX-12 and DEX- R2 packets, respectively,
and uni cast MLE Updat e Request and Update nessages carrying a DEX-
UPDATE packet) require to be sent unencrypted and only authentication
is needed, M C64 (Security Level 2) or MC 128 (Security Level 3) is
used to secure MLE nessages. MC64 is the default security |eve

for securing MLE nmessages used in this docunment. G oupM.EKey (see
section Section 5.2) with Key Identifier Mdde 0x03 and a 5-octet
Frame Counter MJST be used for any secured M.E nessage.

7. Certificate Revocation

Any M.E nessage used in this docunent MAY al so contain a CRL
(Certificate Revocation List) TLV in which CertificateList defined in
[ RFC5280] is encoded in the Value field. A node that receives a
valid ME nessage containing a CRL TLV revokes certificates specified
in the TLV and deletes all pair-w se and group keys associated with
the revoked certificates. A node MJST reject a CERT paraneter for a
revoked certificate in Key Establishnent Phase.

When a CRL TLV is carried in a multicast Update nmessage and forwarded
multiple hops, MPL [I-D.ietf-roll-trickle-ncast] MAY be used. In
this case, the multicast Update nessage MJUST be secured at the link

| ayer and MJUST NOT be secured by MLE as specified in

[I-D. kel sey-6l o-mesh-1ink-establishnent]. Detailed MPL paraneters
for the nulticast-based CRL distribution are out of the scope of this
docunent .
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8.

9.

9.

9.

1.

2

Security Considerations

The M.E extension defined in this document uses H P DEX for key
managenent of conputation or nenory constrai ned sensor/actuator
devices, and thus it inherits all security considerations nmade for
H P DEX [|-D. noskowi t z- hi p-dex] .

In order to mitigate security weakness caused by | ack of Perfect
Forward Secrecy (PFS) in H P DEX, it is RECOWENDED to use this ME
extension in conjunction with an additional nechanismto update
public/private key pairs and renew H P DEX SAs using new public/
private key pairs whenever necessary.

In both Key Establishnent Phase and Key Update Phase, ME nessages
are secured using a group key instead of a pairw se key in order to
optinize nessage roundtrips since a group key establishment requires
only a half roundtrip. As a result, a Denial of Service (DoS) attack
froman insider sharing the group key is possible over MLE TLVs.

Due to integration of HIP DEX into MLE, secured M.E nessages are

aut henti cated but not encrypted because decryption can be done only
after establishing a key. As a result, Source Address, Mde,

Ti meout, Chal l enge, Response LLFC and MLFC TLVs are sent in clear

and the cleartext information nay be used by attackers for the DoS
attack described above. Note that authentication of the M.E nessage
carrying a DEX-12, DEX-R2 or DEX- UPDATE packet is possible by
validating M C of the MLE nessage after extracting the authentication
key (i.e., GroupM.EKey) fromthe H P DEX packet.

| ANA Consi derati ons
MLE TLV Types

The following MLE TLV types are to be assigned by | ANA based on the
policy described in [I-D. kel sey-6l o-nesh-1i nk-establishnment]:

o0 H P-DEX (Value: 9, Length: Variable, Meaning: H P DEX packet,
Ref erence: this docunent).

0o CRL (Value: 10, Length: Variable, Meaning: Certificate Revocation
Li st, Reference: this docunent).

H P Par anet er

The following H P Paranmeter is assigned based on the policy described
in[l-D.ietf-hip-rfc5201-bis]:
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0 GROUP_KEY_MATERI ALS, (Val ue: 65530, Length: 33, Meaning: G oup key
materials for MLE and |ink-layer, Reference: this docunent).

10. Acknow edgnents

The author would |i ke to acknow edge the hel pful coments of Randy
Turner, Robert Cragie and Subir Das.

11. Ref er ences
11.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housl ey, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<http://ww.rfc-editor.org/info/rfc5280>.

[ RFC6253] Heer, T. and S. Varjonen, "Host Identity Protocol
Certificates", RFC 6253, DO 10.17487/ RFC6253, My 2011,
<http://ww. rfc-editor.org/info/rfc6253>.

[1-D. moskowi t z- hi p- dex]
Moskowi tz, R and R Humren, "H P D et EXchange (DEX)",
draft-noskow tz- hi p-dex-04 (work in progress), July 2015.

[I-D.ietf-hip-rfc5201-bi s]
Moskowi tz, R, Heer, T., Jokela, P., and T. Henderson,
"Host Identity Protocol Version 2 (HIPv2)", draft-ietf-
hi p-rfc5201-bi s-20 (work in progress), Cctober 2014.

[1-D. kel sey-6l o-mesh-1ink-establishnent]
Kel sey, R, "Mesh Link Establishment”, draft-kel sey-6l o-
mesh-1ink-establishment-00 (work in progress), July 2015.

[I-Dietf-roll-trickle-ntast]
Hui, J. and R Kelsey, "Milticast Protocol for Low power
and Lossy Networks (MPL)", draft-ietf-roll-trickle-
ncast-12 (work in progress), June 2015.

Chba Expires April 20, 2016 [ Page 10]



Internet-Draft H P DEX over ME Cct ober 2015

11.2. External Informative References

[ 1 EEE802154]
| EEE standard for Information Technol ogy, "I EEE std.
802.15.4, Part. 15.4: Wrel ess Medi um Access Control (MAC
and Physical Layer (PHY) Specifications for Low Rate
Wrel ess Personal Area Networks", June 2011

Aut hor’ s Address

Yoshi hiro Chba (editor)
Toshi ba El ectronics Asia

20 Pasir Panjang Road, #12-25/28, Mapletree Business City
117439
Si ngapor e

Phone: +65 6278 5252
Emai | : yoshi hiro. ohba@ oshi ba.co.jp

Chba Expires April 20, 2016 [ Page 11]



