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Abstract

RFC4944 defines ESC dispatch type for additional dispatch bytes in
the 6l owpan header. The val ue of ESC byte has been updated by
RFC6282. However, the usage of ESC extension byte has not been
defined in RFC6282 and RFC4944. The purpose of this docunment is to
define the ESC extension byte code points and to request
correspondi ng | ANA acti ons.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 21, 2016
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

[ RFC4944] section 5.1 defines the dispatch header and types. The ESC
type is defined for using additional dispatch bytes in the 6l owan
header. RFC 6282 nodifies the value of the ESC dispatch type and it
is recorded in | ANA registry [ 6LOANPAN-1 ANA]. However, the bytes and
usage following the ESC byte are not defined in either [RFC4944] and
[ RFC6282]. However, in recent years with 6l owpan depl oynents, the

i npl ement ati ons and St andards organi zati ons have started using the
ESC extension bytes and a co-ordination between the respective

organi zations and | ETF/ | ANA are needed.

The followi ng sections record the ITU T specification for ESC

di spatch byte code points as an existing known usage and propose the
definition of ESC extension bytes for future applications. The
docunent al so requests | ANA actions for the first extension byte
foll owi ng the ESC byte.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Usage of ESC di spatch bytes

RFC 4944 [RFC4944] first introduces this "ESC' di spatch header type
for extension of dispatch bytes. RFC 6282 [RFC6282] subsequently
nmodi fied its value to [01 000000].

This docunment specifies that the first octet follow ng the ESC byte
be used for extension type(extended di spatch values). Subsequent
octets are left unstructured for the specific use of the extension

01234567890123456789012345678901
B T i S S i S T h T i S S S S e
|0 1] ESC | ESC EXT Type | Extended D spatch Payl oad

B E e r e s i s i o T T s S S S S 2

Figure 1: Frane Format with ESC Byte

ESC. The left-nost byte is the ESC di spatch type containing ' 0100000
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ESC Extension Type(EET): It is the first byte followi ng the ESC byte.
Ext ensi on type defines the payload for the additional dispatch bytes.
The values are fromO to 255. Value 0 and 255 are reserved for
future use. These values are assigned by ANA. The EET val ues are
simlar to dispatch values in the 6l owpan header except they are
preceeded by the ESC byte. Thus, ESC extension types and dispatch
val ues are using orthogonal code spaces. Though not desirable,
mul ti ple ESC bytes MAY appear in a 6l owpan header. Section 3.1
descri bes how to handl e unknown ESC di spatch type.

Ext ended Di spatch Payl oad(EDP): This part of frame format nust be
defined by the correspondi ng extension type. A specification is
required to define each usage of extension type and its correspondi ng
Ext ensi on Payl oad.

Note that section 5.1 in RFC4944 indicates that the Extension Type
field may contain additional dispatch values |arger than 63

[ 4944- ERRATA]. Note that the new di spatch type MJUST NOT nodify the
behavi or of existing dispatch types for the sake of interoperability.

3.1. Interaction with other RFC4944 inpl enentati ons

It is expected that RFC4944 existing inplenentations are not capabl e
of processing ESC extension data bytes as defined in this docunent.
However, inplenmentors have to assune that existing inplenentation
that attenpt to process an EET unknown to themw |l sinply drop the
packet or ignore the ESC di spatch bytes

If an inplenmentation followi ng this docunment, during processing of
the recei ved packet reaches the ESC byte for which it does not

under stand the extension bytes (EET), it MJST drop that packet.
However, it is inportant to clarify that a router node SHOULD f orward
a 6l owpan packet with the EET bytes as long as it does not attenpt to
process any ESC extension bytes.

Sequence O dispatch bytes and ESC bytes: Miltiple ESC extension
bytes may appear in a packet. Could a 6l owpan packet start with a
ESC di spatch type? |In another word, should ESC extension al ways be
preceeded by non-ESC di spatch bytes?

gab: | think the answer is no. But per the previous sentence, you
have to assunme that your packet will get dropped i mediately by any
node that does not understand the EET at the begi nning of the packet.
The closer to the end of the packet are the EET's, the higher chance
there is that a | egacy node will recognize and successfully process
sonme di spatch type before the EET and then ignore the EET instead of
dropping the entire packet. Unless you know for sure that all nodes
in your network understand a given EET (by definition a private and
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non- st andard depl oynent), placing it at the beginning is a good way
to guarantee that the packet will get dropped.

3.2. ESC Extension Bytes Typical Sequence

The foll owi ng di agram provi des an exanpl e when ESC extension bytes
ni ght be used:

A LoWPAN encapsul ated HCL conpressed packet:

A LoWPAN | PHC Header, Mesh header and an ESC extenstion byte:

Figure 2: A 6l owpan packet with ESC Bytes
3.3. Exanple: ITUT G 9903 ESC type usage
[ G3- PLC] provides native nesh-under functionalities. The ESC
di spatch type is used with the command franmes specified in figure
9-12 and Table 9-35 in [&-PLC] . The comuand I D values are 0x01 to
Ox1F.

The frame format is defined as foll ows:

01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
|0 1] ESC | Command ID | Command Payl oad

B i S S T s i S T st i S S S S S S S S i

Figure 3: G 9903 Frane Format w th ESC Byte
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3.4. NALP Usage

There were several comments on 00 draft -- that this draft should
provi de gui dance on NALP usage as there was no clear distinction
between | TU-T conmmand node usage and NALP usage. |n order to avaoid

such confusion, a NALP usage gui dance should be provided. This is a
space hol der section in order to deci de whether NALP usage indeed
shoul d bel ong here.

gab: | don't think we need to say anything beyond what we al ready say
in 4944: it is not a 6lowan frane. This was done recogni zing that
sone SDO s woul d al so define their owmn frane structure, in
particul ar, Zigbee. There was sonme effort to agree with them on sone
way for our definitions to not collide. So prescribing usage of

NALP, beyond saying it is not 6l owpan nor the subject of any |IETF
docunent, woul d defeat the purpose

4. | ANA Consi derations

Thi s docunment requests | ANA to register the ' ESC Extension Type’

val ues as per the policy ’'Specification Required [ RFC5226] as
specified in this docunent which follows the sane policy as in the

| ANA section of [RFC4944]. For each Extension Type(except the
Reserved val ues)the specification MUST define correspondi ng Extended
Di spatch Payl oad frame bytes for the receiver inplenmentation to read
the ESC bytes with interoperability.

The initial values for the ' ESC Extension Type' fields are:

Fomm oo - Fom e e e e e e e e m e e B +
| Value | Description | Reference |
Fom oo - o m e e e e e e e e e e e e mo— oo Fom e e e oo +
| O | Reserved for future use | This docunent

I I I I
| 1-31 | Used by ITUT G9903 and G 9905 | ITUT G 9903 &
[ [ Command | Ds | I TUT G9905 |
| | | |
| 32-254| Unassigned | This document |
| | (Reserved for future | ANA | |
| | Assignnent-- Spec Required) | |
I I I I
| 255 | Reserved for future use | This docunent

Fom e - o e e e e e e e e e e e e e e e e aa o - e e e o +

Figure 4: Initial Values for | ANA Registry
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5. Security Considerations

There is no additional security threats due to the assignments of ESC
byt e usage described in this docunent. However, this docunent

forbi ds defining any extended di spatch val ues or extension types that
nodi fies the behavi or of existing Dispatch types.
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