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Abst r act

Thi s docunment defines the nmesh link establishnent (M.E) protocol for
establi shing and configuring secure radio links in | EEE 802.15.4
radi o mesh networks. M.E extends | EEE 802.15.4 for use in nultihop
mesh networ ks by adding three capabilities: 1) dynamically
configuring and securing radio links, 2) enabling network-w de
changes to radio paraneters, and 3) determining link quality prior to
link configuration M.E operates bel ow the routing |layer, insulating
it fromthe details of configuring, securing, and naintaining

i ndividual radio links within a | arger mesh network.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The configuration of individual links in | EEE 802. 15.4 nesh networks
falls into a gap between standards. The | EEE 802. 15.4 standard
provides for static point-to-point and star topol ogies while the
routing (L3) protocols used in nulti-hop nmesh networks assune that
the L2 links are already up and running. Effective nesh networking
usi ng | EEE 802. 15.4 requires identifying, configuring, and securing
usabl e links to neighboring devices as the network’ s nmenbershi p and
physi cal environnment change. New y usable |links need to be
identified and configured automatically, where configuration val ues
can include link-layer addresses, transmit and receive nodes,
security paraneters, and so forth

Security configuration is particularly inportant, as |EEE 802.15.4"s
replay protection applies only between a joining device and the | EEE
802. 15.4 coordinator via which it joins the network. Replay
protection with other neighbors requires a synchronization step that
is not specified by | EEE 802. 15. 4.

M.E can al so be used to distribute configuration values that are
shared across a network, such as the channel and PAN ID. Network-
wi de configuration uses nulticasts and requires sone formof nulti-
hop nulticast forwarding. These nessages are sent infrequently, so
forwarding with sinple flooding is sufficient.

One of the nost inportant properties of a radio link, how reliably
the two nei ghbors can communi cate, often cannot be deterni ned
unilaterally by either neighbor. Many 802.15.4 links are asymetric,
where nessages traveling one way across the link are received nore or
Il ess reliably than nmessages traveling in the opposite direction

There is a chicken and egg problemhere. It is a waste of effort to
configure a link that does not have sufficient two-way reliability to
be useful, but the two-way reliability cannot be determ ned w thout
exchangi ng nessages over the link. ME resolves this by allowing a
node to periodically nmulticast an estinmate of the quality of its
links. This allows a node to determine if it has a usable radio link
to a neighbor without first configuring that Iink

MLE was devel oped as part of the ZigBee |IP networking standard
[Zi gBeel P]. This docunent describes the protocol as it was used in
t hat standard.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
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"OPTIONAL" in this document are to be interpreted as described in
[ RFC2119] .

2. Term nol ogy

ETX Expect ed Transni ssion Count [RFC6551]; the nunber
of transmission attenpts required to send a
packet over a particular link. Defined to be the
product of the IDR values for both directions. A
perfect link has an ETX of 1, |less than perfect
I i nks have hi gher ETX val ues.

Franme counter A value that is increnented with each new secured
message and used to detect replayed nessages.

I DR Inverse Delivery Ratio; the nunber of
transm ssion attenpts divided by the nunber of
successful transmissions in a given direction
over a link. Used in conmputing the ETX value for
a link.

3. Applicability
Thi s protocol provides configuration and nanagenent nechani sns for
using | EEE 802.15.4 links in | P-based multi-hop mesh networks. The
protocol is designed to be easily extended to add additiona
features. It could also be adapted for use with other single-hop
link protocols that have sone of the sane features (nessage

encryption, one-hop nulticast) and onmissions (listed at the start of
Section 4) as | EEE 802. 15. 4.

4. Overview
MLE adds three capabilities to | EEE 802. 15. 4:
o Dynamically configuring and securing radio |inks.
o Enabling network-w de changes to radi o paraneters.
0 Determining link quality, prior to Iink configuration
The first two are nutual ly i ndependent; either one can be used
wi thout the other. The purpose of the third, deternmining Iink

quality, is to make |ink management nore efficient by detecting
unreliable links before any effort is spent configuring them
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Al ME nmessages are sent using UDP. While UDP is not an obvious
choice for a protocol used for L2 configuration, it was chosen to
simplify integration of ME into existing systens.

4.1. Link Configuration

Li nk configuration is done using link-1ocal unicasts to exchange | EEE
802. 15. 4 radi o paraneters (addresses, node capabilities, and frane
counters) between neighbors. Link configuration nmessages are either
a request that the link be configured, or an acceptance or rejection
of such a request.

| EEE 802.15.4 security uses frane counters to detect replayed
messages. M.E uses a two-nmessage chal |l enge and response protocol to
ensure that the M.E nmessage containing a neighbor’s frame counter is
not itself a replayed nessage.

4.2. Paraneter Dissem nation

Net wor k- wi de changes to radi o paraneters, such as noving the network
to a new channel, is done by nulticasting the new value(s) to al
devices in the network. Along with the val ues thensel ves, the
mul ti cast nessages include a delay val ue indicating when the new

val ue takes effect. The delay avoids having the paraneters change
while the multicast is still propagating.

In addition to network wi de dissem nation, a device that does not
have the current network val ues, either because it has just joined
the network or for any other reason, can send a unicast request to a
nei ghbor. The neighbor will respond by sending the current network
val ues.

4.3. Link Quality Determ nation

802.15.4 |links can be asymmetric in that a |ink between nei ghboring
devices may be much nore reliable in one direction than in the other
This linmts the useful ness of unilateral link quality detection: a
link that | ooks strong to one device may not be usabl e because it
works poorly in the other direction. To avoid wasting effort
configuring unusable |inks, devices can use MLE to send |ink-loca

mul ticasts containing their local Iink quality estinmates.

Nei ghbori ng nodes can then forman estimate of the two-way quality of
their link to the sender
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5.

Security Formats

One of the main functions of MLE is to initialize link-Iayer
security. This nmeans that MLE itself cannot rely on |ink-Iayer
security. To avoid the cost and conplexity of adding a second
security suite, ME reuses that of 802.15.4. [AES] in Counter with
CBC- MAC Mode [CCM as described in [I EEE802154]. Later extensions
may include other security suites for use with other radi o standards.

An MLE nessage begins with single byte indicating the security suite
used in that nmessage. |If that initial byte is "255" no security is
used and the nessages has no additional security data. An initia
byte of "0" indicates that the nessage is secured (encrypted and

aut henti cated) as described in [| EEEB02154]. M.E nessages thus have
one of the two followi ng formats:

+--- o= TS TS +--- o= +
| O | Aux Header | Command | MC |
+--- - - S T +--- - - +
+----- Fomm e oo - +

| 255 | Command

+-- - - - Fomm e - +

Aux Header Auxiliary Security Header as described in [| EEE802154].
Conmand MLE command; see Section 6
MC Message Integrity Code as described in [| EEES02154].

MLE security MJST NOT use any key that is being used by the link (or
any other) layer. [CCM requires that each key and nonce pair be
used exactly once, which is nost easily achieved by using different
keys.

If ME security is in use each device MJST nmi ntain an outgoing ME
frame counter for use in securing outgoing packets in conpliance with
[CCM. This MAY be the same frame counter used for securing 802.15.4
franes. O her than the above requirenents, the distribution or
derivation of the key(s) used for ME security is outside the scope
of this docunent. The outgoing M.E frane counter MJST be handl ed as
required by [CCM. In particular, frame counters MJST NOT be reused
for any given key; if the outgoing MLE frame counter reaches its
maxi mum val ue (OxFFFFFFFF), secured M.E messages MJST NOT be sent
until a new key is available, at which point the outgoing ME frame
counter MAY be set back to zero.
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6. Command For nat

M_LE nessages consist of a command type and a series of type-I|ength-
val ue paraneters

Conmand Type An eight-bit unsigned integer identifying the type of
nmessage. This docunent defines the foll ow ng conmands:

0 Li nk Request. A request to establish alink to a
nei ghbor .

1 Li nk Accept. Accept a requested |ink

2 Li nk Accept and Request. Accept a requested link
and request a link with the sender of the origina

request .

3 Link Reject. Reject a link request.

4 Advertisenent. |Inform neighbors of a device's link
state.

5 Update. Inforns of changes to |ink paranmeters

shared by all nodes in a network.

6 Updat e Request. Request that an Update nmessage be
sent.

The first four (Link Request, Link Accept, Link Accept
and Request, and Link Reject) are collectively referred
to as link configuration nessages.

TLVs Zero or nore TLV franmes. These are described in
Section 7.

7. TLV Formats

Val ues are encoded using a type-length-value format, where the type
and length are one byte each and the length field contains the |length
of the value in bytes. TLVs are stored serially with no padding
between them They are byte-aligned but are not aligned in any other
way such as on 2 or 4 byte boundaries. Al values in TLVs are in

net wor k byte order
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i

[ Type [ Lengt h [ Val ue ..
B e i i e o e e S T S e e s i i TR S

Type An eight-bit unsigned integer giving the type of
the value, fromIANA registry Section 14.3

Length An eight-bit unsigned integer giving the length
of the Value field in bytes.

Val ue Length bytes of value, formatted as defined for
t he Type.

Wth the exceptions of the Source Address TLV and Paraneter TLV, an
MLE nessage MUST NOT contain two or nore TLVs of the sane type. To
al | ow devices to have nultiple source addresses, an MLE nmessage MAY
contain two or nmore Source Address TLVs.

7.1. Source Address

The Source Address TLV (TLV Type 0) has a Val ue containing a byte
string representing a |link-layer address assigned to the source of
the message. A given radio interface may have nultiple Iink-Iayer
addresses. This TLV is used to comuni cate any source address(es)
that is not included in the nessage by the Iink layer itself.

7.2. MNbde

The Mode TLV (TLV Type 1) has a Value containing a byte string
representing the node in which this link is used by the source of the
message. The format of the value is that of the Capability
Information field in the 802.15.4 Associate comrand as described in

[ | EEE802154] .

7.3. Tineout

The Tineout TLV (TLV Type 2) has a Value containing a 32-bit unsigned
integer. The value is the expected naxi muminterval between

transm ssions by the sender, in seconds. This allows the receiver to
nmore accurately tinmeout a link to a neighbor that polls for its

i ncom ng nmessages.
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7.4. Challenge

The Chal | enge TLV (TLV Type 3) has a Val ue containing a randon y-
chosen byte string that is used to determ ne the freshness of any
reply to this nmessage. The recomendations in [RFC4086] apply with
regard to generation of the challenge value. The byte string MJST be
at least 4 bytes in length and a new val ue MJUST be chosen for each
Chal l enge TLV transmitted. An inportant part of replay protection is
determining if a new y-heard neighbor is actually present or is a set
of recorded nessages. This is done by sending a random chal | enge

val ue to the nei ghbor and then receiving that same value in a
Response TLV sent by the nei ghbor

7.5. Response

The Response TLV (TLV Type 4) has a Value containing a byte string
copied froma Chall enge TLV.

7.6. Link-layer Frame Counter

The Link-layer Frame Counter TLV (TLV Type 5) has a Val ue containing
the sender’s current outgoing |ink-layer Frame Counter, encoded as an
N-byte unsigned integer. For 802.15.4 this is a 4-byte val ue.

7.7. Link Qality

The Link Quality TLV (TLV Type 6) reports the sender’s neasured |ink
quality for nessages received fromits neighbors. The format of the
Link Quality value is as follows:

0 1 2
012345678901234567890123
B i i S S I T i i T S R

|C] Res | Size | Neighbor Data ..
B i e i o S i ik e T S B TR e

C Conplete: "1" if the message includes al
nei ghboring routers for which the source has |ink
quality data. Muilticast Link Quality TLVs
normal |y contain conplete information; a unicast
to a particul ar nei ghbor would normally contain
only that neighbor’s link quality and woul d have
the C flag set to "0".

Res Reserved; MJST be set to 000 and SHOULD be
i gnored on receipt.
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Si ze The size in bytes of the included neighbor Iink-
| ayer addresses, mnus 1. This supports
addresses of lengths 1 to 16 bytes.

Nei ghbor Dat a A sequence of nei ghbor records, each containing
receive and transnmit state flags, the estinated
inconming link reliability (I1DR), and the
nei ghbor’ s 1ink-1ayer address.

The neighbor data in a Link Quality TLV is formatted as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S

|[1|O P]Jreserved | Incomng IDR | Nei ghbor Address ..
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

I (ncomi ng) "1" if the sender’s Receive State for this
nei ghbor is true, "0" if not.

Q( ut goi ng) "1" if the sender’s Transnit State for this
nei ghbor is true, "0" if not.

P(riority) "1" if the sender expects to use this link for
sendi ng nessages, "0" if not. Gven linted
resources, the P flag MAY be used in deciding
whi ch |inks shoul d be maintained.

I ncoming | DR The estimated inverse delivery ratio of nmessages
sent by the neighbor to the source of this
message. This is an eight-bit unsigned integer.
To allow for fractional IDR the value encoded is
multiplied by 32. A perfect link, with an actua
IDR of 1, would have an Incom ng |IDR of 0x20. A
val ue of OxFF indicates that the link is
unusabl e.

Addr ess A link-1layer address of a neighbor.

The | and O flags are used to facilitate the two-way use of |inks
bet ween nei ghboring routers.

A node that does not have a link configured to a nei ghbor but
receives a Link Quality TLV fromthat neighbor with the node’s O flag
set to "1" SHOULD send an MLE nessage with a Link Quality TLV with
that neighbor’s |I bit set to "0". This nessage nay either be a
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ar multicast Advertisenent or a unicast to that nei ghbor

containing only a single Neighbor Data record.

7.8. Network Paraneter

The Parameter TLV (TLV Type 7) specifies the value of a link-Iayer
paraneter shared across the network (as opposed to a paraneter
specific to a particular link). The Value contains three fields:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2

| Paraneter ID | Del ay

B i s T T S T et S S T S I T s sl s ol ST S S S
| Val ue ..

B ol o s ks st S S S S S R S e

Paraneter 1D The I D of the paranmeter to be changed.

Del ay The delay before setting the paraneter, in
mlliseconds. This is a four-byte unsigned
integer. Having a delay gives tine for the new
val ue to propagate throughout the network. |t
may al so be used for liniting the tine a
particul ar paraneter setting is in use, by
including two different values for a single
paraneter, with two different del ays

Val ue A byte string containing the new val ue of the
paraneter. The format of this value is
determ ned by the particul ar paraneter

Updat e nmessages MUST contain only Network Paraneter TLVs. Update

messages with new paraneter settings are nornally nmulticast to the

entir
j oi ne
i nf or
The d
0
1
2
3

Kel sey

e MLE dormain. They may al so be unicast to nodes that have just
d the network or otherwi se do not have up-to-data paraneter
mat i on.

efined Network Paraneters are:

Channel

PAN | D

Permt Joi ning

Beacon Payl oad
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7. 9. MLE Frane Counter

The MLE Frane Counter TLV (TLV Type 8) has a Val ue containing the
sender’s current outgoing M.E Frane Counter, encoded as an 32-bit
unsi gned i nt eger

8. Message transni ssion

M.E nmessages SHOULD be sent using the assigned UDP port nunber
(19788) as both the source and destination port. Link configuration
and advertisenent nessages MJST be sent with an IP Hop Linit of 255,
either to a link-local unicast address or to the link-Iocal all-nodes
(FFO2::1) or all-routers (FF02::2) nulticast addresses. Update
messages MAY be sent as above, or MAY be sent to a site-local all-
M_E- nodes nul ticast address (to be assigned by | ANA)

Qutgoing link configuration and advertisenment nmessages SHOULD be
secured using the procedure specified in [AES] and [CCM using the
auxiliary security header as described in [|IEEE802154]. The one
exception to this is nmessages sent to or froma device that is
joining the network and does not yet have the necessary keys; such
unsecured nessages MJUST NOT contain Chall enge, Response, or Link-
Layer Frane Counter TLVSs.

The aut henticated data consists of the followi ng three val ues
concat enat ed t oget her:

| P source address
| P destinati on address
auxiliary security header

The secured data consists of the nmessages body follow ng the
auxiliary security header (the command I D and TLVs). The security
suite identifier is not included in either the authenticated data or
the secured data. Key choice is outside the scope of this docunent.

In order to all ow update nmessages to be forwarded multiple hops,
out goi ng update nmessages, MJIST be secured at the link layer, if link
| ayer security is in use, and MJUST NOT be secured by ME

A nmessage sent in response to a nulticast request, such as a

mul ticast Link Request, MJST be del ayed by a randomtine between O
and MAX _RESPONSE DELAY TI ME seconds, with a resolution of at |east
1ns.

MAX_RESPONSE_DELAY TIME 1 second

Kel sey Expi res January 4, 2016 [ Page 12]



Internet-Draft Mesh Li nk Establi shnent July 2015

If no response is received to a unicast request, the request MAY be
retransmtted using a sinple tinmeout mechanism This is based on the
retransm ssi on nechani smused in DHCPv6 RFC 3315 [ RFC3315],
sinmplified to use a single, fixed tinmeout. Unicast requests are not
rel ayed, which avoids the need for a nore el aborate nmechani sm

Par aret er Def aul t Descri ption

URT 1 sec Uni cast Retransmni ssion tineout.
MRT 5 sec Mul ti cast Retransm ssion tineout.
MRC 3 Maxi mum r et ransni ssi on count.

For each transm ssion the appropriate URT or MRT value is nultiplied
by a random nunmber chosen with a uniformdistribution between 0.9 and
1.1 with a resolution of at least 1ns. The random zation factor is

i ncluded to mninize synchroni zati on of nmessages transnitted.

9. Processing of incom ng nessages

Any incomng link configuration or adverti sement nessage, or an
i ncom ng update sent to a link-local address, whose IP Hop Limt is
not 255 may have been forwarded by a router and MJUST be di scarded.

I ncom ng nmessages whose Conmand Type is a reserved val ue MIST be
ignored. Any TLVs in an incom ng nessage whose TLV Type has a
reserved val ue MUST be i gnored.

I ncomi ng nessages that are not secured with either M.E or |ink-Iayer
security SHOULD be ignored. The one exception to this is nessages
sent to or froma device that is joining the network and does not yet
have t he necessary keys. Secured incom ng nmessages are decrypted and
aut henti cated using the procedures specified in [AES] and [CCM, with
security material obtained fromthe auxiliary security header as
described in [| EEE802154]. The key source nay be obtained either
fromthe Iink Iayer source address or fromthe auxiliary security
header .

A device MJIST nmaintain a separate inconming MLE frane counter for each
nei ghbor with which it establishes a link. Any ME nessage received
with a frame counter the same or |ower than that of a previously
recei ved and aut henti cated nmessage fromthe sane source MIST be

di scarded. Messages for which no previous frane counter are
avai | abl e MAY be processed, but their counter value MJST be saved for
conparison with | ater nessages.
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10.

Li nk Configuration

The val ues that may need to be comunicated to configure an 802.15.4
link are:

0 Long (64-bit) and short (16-bit) addresses.

0 Capability Information, as in the 802.15.4 Association comand in
[ EEEB02154], especially the Device Type and Receiver On \Wen Idle
fields.

o Initialization of AES-CCM frane counters.

A device wishing to establish a link to a nei ghbor MJST send a Link
Request nessage containing the foll ow ng:

0 Source Address TLV, containing the sender’s short (16-bit) MAC
address. The sender’'s long (64-bit) MAC address MJST used as the
MAC source address of the nessage.

o Mbdde TLV, containing the sender’s Capability data byte.
o Tineout TLV, if the sender is an rxO fWenldl e device.

0o Challenge TLV, whose size is determined by the network
confi guration.

The nei ghbor SHOULD respond with a Link Accept nessage containing the
same TLVs (with its own values), but with a Response TLV in pl ace of
the Challenge TLV and with added Link-1ayer Frame Counter and ME
Frame Counter TLVs. |If large nunbers of Link Request nessages arrive
a device MAY reduce or conpl etely suspend sendi ng Link Accept
messages, and MAY send Link Reject nessages instead. The ME Frame
Counter TLV MAY be onmitted if the sender uses the same counter for
both MLE and 802. 15. 4 nessages. |If the neighbor also requires a
Iiveness check, it MAY include its own challenge, and use the Link
Accept And Request nessage type

If a node receives a secured 802.15.4 unicast from a nei ghbor for
whom it does not have link configuration data, the receiving node
SHOULD respond with a Link Reject nmessage to informthe nei ghbor that
the link is not configured. |If |arge nunbers of such nessages arrive
a device MAY reduce or conpl etely suspend sendi ng Link Reject
nmessages.

Li nk Configuration nmessages are used to establish 802.15.4 security
and so MJUST NOT be secured at the 802.15.4 | ayer

Kel sey Expi res January 4, 2016 [ Page 14]



Internet-Draft Mesh Li nk Establi shnent July 2015

11.

12.

Par anmet er Di ssem nati on

Updat e nmessages may be sent to change the channel, PAN I D, and/or
pernmit joining flags on all nodes. Detern ning when these val ues
shoul d be changed is beyond the scope of this docunent.

To make a network-w de change to one of these parameters, an ME
updat e nessages SHOULD be sent to an appropriate nulticast address,
such as the site-local all-node, all-routers or all-ME-nodes
mul ti cast address (to be assigned by 1ANA). Alternatively, ME
updat e nessages MAY be unicast to individual devices, either to avoid
the cost of a nmulticast or to have the paranmeter change apply to only
a subset of devices. This requires sone formof multi-hop nulticast
forwardi ng; these nmessages are sent infrequently, so forwarding with
simple flooding is sufficient.

A single update nessage MAY contain multiple values for the sane
paraneter with different tine delays. |In particular, the pernit
joining flag can be enabled for a linited time by including both on
and off values in a single update nessage.

A device that does not have the current network val ues, either
because it has just joined the network or for any other reason, NMNAY
send a uni cast Update Request to a neighbor. The nei ghbor responds
by sending an Update message containing the current values of the
par amet er s

Nei ghbor Detection
Nodes MAY send out periodic advertisements containing the incom ng
I DR val ues for their neighbors. The primary purpose of these
messages is to allow nodes to choose likely candidates for |ink
establishnent. They can also be used to deternmine if existing links
continue to provide sufficient two-way reliability.
A node maintains two bool ean values for each known nei ghbor

Receive State True if the node will accept incom ng non- MLE nessages
from that nei ghbor.

Transmit State A local cache of the neighbor’s Receive State
correspondi ng to this node.

Bot h val ues default to fal se.

The Receive State is set to true when the node receives a valid
incomng link accept fromthe neighbor, and set to fal se when the
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link configuration information is discarded for any reason (link
failure or timeout, for exanple).

The Transmt State is set to true when a |link accept nessage is sent
to the neighbor. When an advertisenent nessage is received fromthe
nei ghbor the Transmit State is set to the Receive State as reported
in the advertisement. |If the advertisenent’s Cflag is 1 and the
receiving node’s address is not included in the advertisenent, the
recipient’s Transmit State for the sender is set to false.

These states are advisory only; a node may send a nessage to a
nei ghbor regardless of its Transnit State for that nei ghbor
Simlarly, a node may unilaterally change its Receive State (and
di scard any link configuration data) without first inform ng the
nei ghbor of its intention. The change in Receive State will be
reflected in the next advertisenent sent by the node.

Advertisenment nessages are used prior to establishing 802.15.4
security and thus SHOULD NOT be secured at the 802.15.4 |ayer
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14. | ANA Consi derations
I ANA has assigned UDP port 19788 to MLE
I ANA is requested to establish a new top-level registry, called "ME
Mesh Link Establishment”, to contain all ME objects, codepoints, and
sub-registries.

The allocation policy for each new registry is by | ETF review new
val ues are assigned through the | ETF review process

14.1. Security Suites

I ANA is requested to create a subregistry, called "Security Suites".
Val ues range fromO0O to 255.

Val ue Meani ng Ref er ence
0 802. 15.4 Security Thi s docunent
255 No Security Thi s docunent
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Val ues 1-254 are currently unassigned.

14.2. Command

I ANA is requested to create a subregistry,

Types

Val ues range fromO0O to 255.

Val ue

OO WNEO

Meani ng Ref er ence
Li nk Request Thi s docunent
Li nk Accept Thi s docunent
Li nk Accept and Request Thi s docunent
Li nk Rej ect Thi s docunent
Adverti senent Thi s docunent
Updat e Thi s docunent
Updat e Request Thi s docunent

Val ues 7-255 are currently unassigned.

14.3. TLV Types

I ANA is requested to create a subregistry, called "TLV
Val ues range fromO0O to 255.
Val ue Meani ng Ref er ence

0 Sour ce Address Thi s docunent
1 Mode Thi s docunent
2 Ti meout Thi s docunent
3 Chal | enge Thi s docunent
4 Response Thi s docunent
5 Li nk-1 ayer Frame Counter Thi s docunent
6 Link Quality Thi s docunent
7 Net wor k Par anet er Thi s docunent
8 MLE Frame Counter Thi s docunent

Val ues 9-255 are currently unassigned.

14. 4. Network

I ANA is requested to create a subregistry,

Par anet ers”.

Kel sey
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15.

16.

16.

Val ue Meani ng Ref er ence
0 Channel Thi s docunent
1 PAN | D Thi s docunent
2 Permt Joi ning Thi s docunent
3 Beacon Payl oad Thi s docunent

Val ues 4-255 are currently unassi gned.
Security Considerations

In general M.E has the strengths and weaknesses of the |ink |ayer
security that it inherits. The one exception is that MLE' s operation
requires accepting and acting on incom ng Advertisements and Link
Requests nmessages for which the receiver has no prior know edge of
the sender’s MLE franme counter. Because of this, inplenenters nust
be careful in how they use infornmation obtained fromthese possibly-
repl ayed nmessages. For exanple, information from unsecured nessages
shoul d not be used to nodify any stored informati on obtained from
secured nmessages

The Hop Limt field of received packets other than nultihop update
nmessages is verified to contain 255, the naxi mum | egal val ue.
Because routers decrenent the Hop Linmit on all packets they forward,
recei ved packets containing a Hop Linit of 255 must have origi nated
froma neighbor. This technique is borrowed fromI|Pv6 ND [ RFC4861] .
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