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Abst ract

Thi s docunent describes a Frane Marki ng RTP header extension used to
convey information about video frames that is critical for error
recovery and packet forwarding in RTP m ddl eboxes or network nodes.

It is nmost useful when nedia is encrypted, and essential when the

m ddl ebox or node has no access to the nedia encryption keys. It is
al so useful for codec-agnostic processing of encrypted or unencrypted
media, while it also supports extensions for codec-specific

i nformati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 21, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

Many wi dely depl oyed RTP topol ogi es used in nbdern voi ce and vi deo
conferencing systens include a centralized conponent that acts as an
RTP switch. It receives voice and video streans from each

partici pant, which rmay be encrypted using SRTP [ RFC3711], or

ext ensions that provide participants with private nedia via end-to-
end encryption that excludes the switch. The goal is to provide a
set of streans back to the participants which enable themto render

the right media content. 1In a sinple video configuration, for
exanple, the goal will be that each partici pant sees and hears j ust
the active speaker. In that case, the goal of the switch is to

recei ve the voice and video streans from each partici pant, determ ne
the active speaker based on energy in the voice packets, possibly
using the client-to-m xer audi o | evel RTP header extension, and

sel ect the corresponding video stream for transmi ssion to

partici pants; see Figure 1.

In this docunent, an "RTP switch" is used as a conmon short termfor
the terns "switching RTP nixer", "source projecting mddl ebox",
"source forwarding unit/mddl ebox" and "video sw tching MCU' as

di scussed in [I-D.ietf-avtcore-rtp-topol ogi es-update] .
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Figure 1: RTP switch

In order to properly support sw tching of video streams, the RTP
switch typically needs sonme critical information about video frames
in order to start and stop forwardi ng streans.

0 Because of inter-frame dependencies, it should ideally switch
video streans at a point where the first frame fromthe new
speaker can be decoded by recipients without prior frames, e.g
switch on an intra-frane.

o0 In many cases, the switch may need to drop frames in order to
realize congestion control techniques, and needs to know which
frames can be dropped with nminimal inpact to video quality.

o0 Furthernore, it is highly desirable to do this in a way which is
not specific to the video codec. Nearly all nodern video codecs
share conmmon concepts around frame types.

0o It is also desirable to be able to do this for SRTP without
requiring the video switch to decrypt the packets. SRTP will
encrypt the RTP payload format contents and consequently this data
is not usable for the switching function w thout decryption, which
may not even be possible in the case of end-to-end encryption of
private medi a.

A conpr ehensi ve di scussion of SFU considerations around codec
agnostic selective forwarding of RTP nedia is described in
[I-D. draft-aboba-avtcore-sfu-rtp]

By providing neta-information about the RTP streans outside the
encrypted medi a payl oad an RTP switch can do sel ective forwarding

wi t hout decrypting the payload. This docunent provides a solution to
this probl em

2. Solution

The sol ution uses RTP header extensions as defined in [RFC5285]. A
subset of meta-information fromthe video streamis provided as an
RTP header extension to allow a RTP switch to do generic video

swi tching handling of video streans encoded with different video
codecs.
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2.1. Mandatory Extension
The following information are extracted fromthe nmedi a payl oad:

o S Start of Frane (1 bit) - MJST be 1 in the first packet in a
frame within a layer; otherwi se MJST be O.

o E End of Frame (1 bit) - MJST be 1 in the |ast packet in a frane
within a | ayer; otherwi se MIST be O.

o |: Independent Franme (1 bit) - MJST be 1 for franes that can be
decoded i ndependent of prior franes, e.g. intra-franme, VPX
keyframe, H. 264 | DR [ RFC6184], H. 265 CRA/BLA; otherwi se MJST be O.

o D Discardable Frame (1 bit) - MJST be 1 for frames that can be
dropped, and still provide a decodabl e nmedia strean otherw se
MJUST be O.

o B: Base Layer Sync (1 bit) - MIST be 1 if this frane only depends
on the base | ayer; otherwi se MJST be O.

o TID Tenporal ID (3 bits) - The base tenporal quality starts with
0, and increases with 1 for each tenporal |ayer/sub-Iayer

0 LID Layer ID (8 bits) - Identifies the spatial and quality |ayer
encoded.

NOTE: G ven t he opaque nature of the LID, consider having the |ayer
structure information as RTCP SDES item (either in the RTCP SDES
message or as the RTP SDES Header extension) to map the LIDs to
specific resolutions and bitrates thus enabling the RTP Switch to
make i nforned deci sions

The val ues of frame information can be carried as RTP header
ext ensi ons encoded using the one-byte header as described in
[ RFC5285] as shown bel ow

0 1 2
012345678901234567890123
T i S s S S S S S i s

| ID=2] L=1 |S|EI|DB TID| LID |
T I

2.2. Layer |D Mappings
2.2.1. H265 LID Mapping

The foll owi ng shows H265-LayerI D (6 bits) mapped to the generic LID
field.
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0 1 2

012345678901234567890123
e N o T S T E
| I1D=2| L=1 |S|EI|DB TID|OlO0] LayerlD |
i T &

2.2.2. VP9 LI D Mappi ng

The followi ng shows VP9 Layer encoding information (4 bits for
spatial and quality) napped to the generic LID field.

0 1 2

012345678901234567890123
B e S i T i I S e i T
| D=2 | L=1 |S|EI|DB TID|0]0]0]0] RS RQ
T S T i S T S i

2.2.3. VP8 LI D Mappi ng

The followi ng shows the header extension for VP8 that contains no
| ayer information.

0 1 2

012345678901234567890123
T T S S S i i
| ID=2| L=1 |S|E!I|DBl TID]|O0|O0|O0|O0|O0]0|0]O|
e e T T 2 S =

2.2.4. H264-SVC LI D Mappi ng

The foll owi ng shows H264- SVC Layer encoding information (3 bits for
spatial and 4 bits quality) mapped to the generic LID field.

0 1 2

012345678901234567890123
S R
| D=2 | L=1 |S|E!I|DB TID|O] DDD| QD |
B Tl S S T S SR L S SR R S

2.2.5. H264 (AVC) LID Mapping

The followi ng shows the header extension for H264 (AVC) that contains
no layer information.
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0 1 2
012345678901234567890123
e N o T S T E
| I1D=2| L=1 |S|EI|DBl TID]|O0|O0|O0|O0|O0]0]O0]O]
T e i S &

2.3. Signaling information

The URI for declaring this header extension in an extmap attribute is
"urn:ietf:parans:rtp-hdrext:franemarkinginfo". It does not contain
any extension attributes.

An exanple attribute line in SDP
a=extmap: 3 urn:ietf:paranms:rtp-hdrext:framenmarkingi nfo
2.4. Considerations on use

The header extension values MJST represent what is already in the RTP
payl oad.

Wien a RTP switch needs to discard a received video frame due to
congestion control considerations, it is RECOWENDED that it
preferably drop franes nmarked with the "di scardable" bit.

When a RTP switch wants to forward a new video streamto a receiver,
it is RECOWENDED to select the new video streamfromthe first
switching point (I bit set) and forward the same. A RTP switch can
request a nedia source to generate a switching point for H 264 by
sending Full Intra Request (RTCP FIR) as defined in [ RFC5104], for
exanpl e.

3. Security Considerations
In the Secure Real -Tine Transport Protocol (SRTP) [ RFC3711], RTP
header extensions are authenticated but not encrypted. Wen header
ext ensi ons are used sone of the payload type information are exposed
and is visible to mddl e boxes. The encrypted nedia data is not
exposed, so this is not seen as a high risk exposure.
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5.

6.

6.

6.

| ANA Consi der ati ons

Thi s docunment defines a new extension URI to the RTP Conpact
Header Ext ensi ons sub-registry of the Real -Tine Transport Protocol
(RTP) Paraneters registry, according to the foll owi ng data:

Extension URI: urn:ietf:parans:rtp-hdrext:framemarkinginfo
Description: Frame marking information for video streans
Cont act: espeberg@i sco.com

Ref erence: RFC XXXX

Note to RFC Editor: please replace RFC XXXX with the nunber of this
RFC.
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