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Abstract

Wth the increased popularity of real-tine nultinedia applications,
it is desirable to provide good control of resource usage, and users
al so demand nore control over conmunication sessions. This docunent
descri bes how a receiver in a nultimedia conversation can pause and
resune inconming data froma sender by sending real -tinme feedback
messages when using Real -tinme Transport Protocol (RTP) for real tine
data transport. This docunent extends the Codec Control Messages
(CCM RTP Control Protocol (RTCP) feedback package by explicitly

al | owi ng and describing specific use of existing CCM nessages and
addi ng a group of new real-tinme feedback nmessages used to pause and
resune RTP data streams. This docunment updates RFC 5104.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 14, 2016.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 59
1. I nt roducti on

As real -tinme comunication attracts nore people, nore applications
are created; multinedia conversation applications being one exanpl e.
Mul ti medi a conversation further exists in many forns, for exanple,
peer-to-peer chat application and multiparty video conferencing
controlled by central nedia nodes, such as RTP M xers

Mul ti nedi a conferencing nmay involve many participants; each has its
own preferences for the communi cation session, not only at the start
but also during the session. This docunent describes severa
scenarios in multimedia cormmunication where a conferenci ng node or
partici pant chooses to tenporarily pause an incom ng RTP [ RFC3550]
stream and | ater resune it when needed. The receiver does not need
to ternminate or inactivate the RTP session and start all over again
by negotiating the session paraneters, for exanple using SIP

[ RFC3261] with SDP [ RFC4566] O f er/ Answer [ RFC3264].

Centralized nodes, like RTP M xers or Miltipoint Control Units (MCU)
whi ch either use | ogic based on voice activity, other neasurenents,
or user input could reduce the resources consuned in both the sender
and the network by tenporarily pausing the RTP streanms that aren’t
required by the RTP Mxer. |f the nunber of conference participants
are greater than what the conference | ogic has chosen to present
simul taneously to receiving participants, sonme participant RTP
streans sent to the RTP M xer nay not need to be forwarded to any
other participant. Those RTP streans could then be tenporarily
paused. This becones especially useful when the nedia sources are
provided in nultiple encoding versions (Simnulcast)
[1-D.ietf-nmusic-sdp-sinulcast] or with Milti-Session Transm ssion
(MST) of scal abl e encodi ng such as SVC [ RFC6190]. There may be sone
of the defined encodings or conbination of scalable |layers that are
not used or cannot be used all of the tine. As an exanple, a
centralized node nay choose to pause such unused RTP streans wi thout
being explicitly requested to do so, maybe due to tenporarily limted
networ k or processing resources. It may then also send an explicit

i ndication that the streans are paused.

As the set of RTP streans required at any given point intinme is

hi ghly dynanmic in such scenarios, using the out-of-band signaling
channel for pausing, and even nore inportantly resum ng, an RTP
streamis difficult due to the performance requirenments. |nstead,

t he pause and resune signaling should be in the nmedia plane and go
directly between the affected nodes. Wen using RTP [ RFC3550] for
medi a transport, using the Extended RTP Profile for Real-tine
Transport Control Protocol (RTCP)-Based Feedback (RTP/ AVPF) [ RFC4585]
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appears appropriate. No currently existing RTCP feedback nessage
explicitly supports pausing and resum ng an i ncom ng RTP stream As
this affects the generation of packets and may even allow the
encodi ng process to be paused, the functionality appears to nmatch
Codec Control Messages in the RTP Audi o-Visual Profile with Feedback
(AVPF) [RFC5104]. This docunent defines the solution as a Codec
Control Message (CCM extension.
The Tenporary Maxi mum Medi a Bitrate Request (TMVBR) nessage of CCMis
used by video conferencing systens for flow control. It is desirable
to be able to use that nmethod with a bitrate value of zero for pause,
whenever possible. This specification updates RFC 5104 to add the
new Pause and Resune senmantics to the TMVBR/ TMMBN nessages.

2. Definitions

2.1. Abbreviations
AVPF:  Audi o-Visual Profile with Feedback (RFC 4585)
CCM  Codec Control Messages (RFC 5104)
CNAME: Canoni cal Nane (RTCP SDES)
CSRC: Contri buting Source (RTP)
FCl: Feedback Control Information (AVPF)
FIR  Full Intra Refresh (CCM
FMI:  Feedback Message Type (AVPF)
MCU:. Ml tipoint Control Unit
MIU: Maxi mum Transfer Unit
PT: Payl oad Type (RTP)
RTP: Real-tine Transport Protocol (RFC 3550)
RTCP: RTP Control Protocol (RFC 3550)
RTCP RR: RTCP Recei ver Report
RTCP SR RTCP Sender Report

SDP:  Session Description Protocol (RFC 4566)
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SIP: Session Initiation Protocol (RFC 3261)

SSRC:  Synchroni zation Source (RTP)

SVC. Scal abl e Vi deo Codi ng

TMMBR  Tenporary Maxi num Medi a Bitrate Request (CCM

TMVBN:  Tenporary Maxi mum Media Bitrate Notification (CCM

UA:  User Agent (SIP)

UDP: User Datagram Protocol (RFC 768)

2.2. Term nol ogy

In addition to the following, the definitions from RTP [ RFC3550],

AVPF [ RFC4585], CCM [ RFC5104], and RTP Taxonony

[I-D.ietf-avtext-rtp-groupi ng-taxonony] also apply in this docunent.

Feedback Messages: CCM [RFC5104] categorized different RTCP feedback
messages into four types, Request, Conmand, |ndication and
Notification. This docunent places the PAUSE and RESUME nessages
i nto Request category, PAUSED as Indication and REFUSED as
Notification

PAUSE: Request from an RTP streamreceiver to pause a stream

RESUME: Request froman RTP streamreceiver to resune a paused
stream

PAUSED: Indication froman RTP stream sender that a streamis
paused

REFUSED: Notification froman RTP stream sender that a PAUSE or
RESUME request will not be honored

M xer: The intermedi ate RTP node which receives an RTP stream from
di fferent endpoints, combines themto nmake one RTP stream and
forwards to destinations, in the sense described in Topo-M xer of
RTP Topologies [I-D.ietf-avtcore-rtp-topol ogi es-update].

Participant: A nmenber which is part of an RTP session, acting as
receiver, sender or both.

Paused sender: An RTP stream sender that has stopped its
transmission, i.e. no other participant receives its RTP
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transm ssion, either based on having received a PAUSE request,
defined in this specification, or based on a | ocal deci sion.

Pausi ng receiver: An RTP streamreceiver which sends a PAUSE
request, defined in this specification, to other participant(s).

Stream Used as a short termfor RTP stream unless otherw se noted.

Streamreceiver: Short for RTP streamreceiver; the RTP entity
responsi ble for receiving an RTP stream usually a Media
Depacketi zer.

Stream sender: Short for RTP stream sender; the RTP entity
responsi ble for creating an RTP stream usually a Media
Packeti zer.

2.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

3. Use Cases

This section discusses the main use cases for RTP stream pause and
resure.

RTCWEB WG s use case and requi renments docunent [ RFC7478] defines the
following APl requirenents in Appendi x A, used also by WBC WbRTC WG

A8 The Web APl rnust provide nmeans for the web application to nute/
unnute a stream or stream conponent(s). Wen a streamis sent to
a peer nute, status nust be preserved in the streamreceived by
t he peer.

A9 The Web APl rnust provide neans for the web application to cease
the sending of a streamto a peer.

Thi s docunment provides nmeans to optim ze transport usage by stop
sendi ng nuted streans and start sendi ng again when unnuting. It is
here assunmed that "nute" above can be taken to apply also to other
nmedi a than audio. At the time of publication for this specification,
RTCWEB di d not specify any pause / resune functionality.
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3.1. Point to Point

This is the nost basic use case with an RTP session containing two
Endpoi nts. Each Endpoi nt sends one or nobre streans.

SR SR
| Al<eee- > B |
oot oot

Figure 1: Point to Point

The usage of RTP stream pause in this use case is to tenporarily halt
delivery of streams that the sender provides but the receiver does
not currently use. This can for exanple be due to m ninzed
applications where the video streamis not actually shown on any

di splay, and neither is it used in any other way, such as being
recorded.

In this case, since there is only a single receiver of the stream
pausi ng or resum ng a stream does not inpact anyone el se than the
sender and the single receiver of that stream

3.2. RTP M xer to Media Sender

One of the nost commonly used topologies in centralized conferencing
is based on the RTP M xer [I-D.ietf-avtcore-rtp-topol ogi es-update].
The main reason for this is that it provides a very consistent view
of the RTP session towards each participant. That is acconplished
through the M xer originating its own streans, identified by distinct
SSRC val ues, and any RTP streanms sent to the participants will be
sent using those SSRC values. |If the Mxer wants to identify the
underlying nmedia sources for its conceptual streans, it can identify
themusing CSRC. The streamthe M xer provides can be an actual m x
of multiple nedia sources, but it mght also be swtching received
streanms as described in Sections 3.6-3.8 of
[I-D.ietf-avtcore-rtp-topol ogi es-update].

+-- -+ Fomm e e e e e + +-- -+

| Al<--->] |<----> B

+---+ [ [ +---+
| M xer |

+---+ | | +---+

| Cl<--->| |<---->| D|

+-- -+ Fomm e e e e e + +-- -+

Figure 2: RTP M xer in Unicast-only
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Which streans fromclients B, C and D that are delivered to a given
receiver, A, can depend on several things. It can either be the RTP
M xer’s own | ogi c and measurenents such as voice activity on the
incom ng audio streans. It can be that the nunber of sent nedia
sources exceed what is reasonable to present sinultaneously at any
given receiver. It can also be a human controlling the conference
that deternines how the nmedia shoul d be mixed; this would be nore
common in lecture or simlar applications where regular |isteners may
be prevented from breaking into the session unless approved by the
noderator. The streans nmay al so be part of a Sinmulcast
[I-D.ietf-nmusic-sdp-sinulcast] or scal abl e encoded (for Milti-
Session Transni ssion) [RFC6190], thus providing nmultiple versions
that can be delivered by the RTP stream sender. These exanpl es

i ndi cate that there are nunerous reasons why a particul ar stream
woul d not currently be in use, but nust be available for use at very
short notice if any dynami c event occurs that causes a different
stream sel ection to be done in the M xer

Because of this, it would be highly beneficial if the Mxer could
request the RTP stream sender to pause a particular stream The
M xer al so needs to be able to request the RTP stream sender to
resune delivery with mninmal delay.

In sone cases, especially when the M xer sends nultiple RTP streans
per receiving client, there may be situations that nakes it desirable
for the Mxer to pause sonme of its sent RTP streans, even wi thout
being explicitly asked to do so by the receiving client. Such
situations can for exanple be caused by a tenporary |ack of avail able
M xer network or processing resources. An RTP streamreceiver that
no | onger receives an RTP streamcould interpret this as an error
condition and try to take action to re-establish the RTP stream

Such action would likely be undesirable if the RTP streamwas in fact
del i berately paused by the Mxer. Undesirable RTP streamreceiver
actions could be avoided if the Mxer is able to explicitly indicate
that an RTP streamis deliberately paused

Just as for point-to-point (Section 3.1), there is only a single
recei ver of the stream the RTP M xer, and pausing or resumng a
stream does not affect anyone el se than the sender and single
recei ver of that stream

3.3. RTP Mxer to Media Sender in Point-to-Miltipoint

This use case is sinilar to the previous section, however the RTP

M xer is involved in three domains that need to be separated; the

Mul ticast Network (including participants A and C), participant B

and participant D. The difference fromabove is that A and C share a
mul ti cast domain, which is depicted bel ow
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E - +

+---+ / \ R + +---+

| Al<---1/ \ | | <---->] B|

+--+ Mul ti- \ [ [ +--+

+ Cast +->| M xer |

+---+ \ Network / | | +---+

| C|<---\ / | |<---->] D

+---+ \ / B T + +---+
B +

Figure 3: RTP M xer in Point-to-Miltipoint

If the RTP M xer pauses a streamfromA, it will not only pause the
streamtowards itself, but will also stop the streamfromarriving to
C, which Cis heavily inpacted by, m ght not approve of, and should

t hus have a say on.

If the Mxer resunmes a paused streamfromA, it will be resuned al so
towards C. In this case, if Cis not interested it can sinply ignore
the streamand is not inpacted as nmuch as above.

In this use case there are several receivers of a streamand the
M xer must take special care so as not to pause a streamthat is
still wanted by sone receivers

3. 4. Medi a Receiver to RTP M xer

In this use case, the direction of the request to pause is the
opposite conpared to the two previous use cases. An Endpoint in
Figure 2 could potentially request to pause the delivery of a given
stream Possible reasons include the ones in the point to point case
(Section 3.1) above.

When the RTP M xer is only connected to individual unicast paths, the
use case and any considerations are identical to the point to point
use case.

However, when the Endpoint requesting stream pause is connected to
the RTP M xer through a nulticast network, such as Aor Cin
Figure 3, the use case instead becones identical to the one in
Section 3.3, only with reverse direction of the streanms and pause/
resune requests.

3.5. Media Receiver to Media Sender Across RTP M xer
An Endpoint, like Ain Figure 2, could potentially request to pause

the delivery of a given stream |ike one of B's, over any of the
SSRCs used by the M xer by sending a pause request for the CSRC
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identifying the stream However, the authors are of the opinion that
this is not a suitable solution, for several reasons:

1. The Mxer might not include CSRC in its streamindications.

2.  An Endpoint cannot rely on the CSRC to correctly identify the
streamto be paused when the delivered nmedia is sone type of mx
A nore el aborate streamidentification solution is needed to
support this in the general case.

3. The Endpoint cannot determine if a given streamis still needed
by the RTP M xer to deliver to another session participant.

Due to the above reasons, we exclude this use case fromfurther
consi der ati on.

4. Design Considerations

This section describes the requirenents that this specification needs
to neet.

4.1. Real-tinme Nature

The first section (Section 1) of this specification describes sone
possi bl e reasons why a receiver may pause an RTP sender. Pausing and
resuming is time-dependent, i.e. a receiver may choose to pause an
RTP stream for a certain duration, after which the receiver may want
the sender to resune. This tinme dependency neans that the nessages
related to pause and resune nust be transnmitted to the sender in a
tinmely fashion in order for themto be purposeful. The pause
operation is arguably not as time critical as the resune operation
since it mainly provides a reduction of resource usage. Tinely
handl i ng of the resune operation is however likely to directly inpact
the end-user’s perceived quality experience, since it affects the
availability of nmedia that the user expects to receive nore or |ess
instantly. It nmay also be highly desirable for a receiver to quickly
|l earn that an RTP streamis intentionally paused on the RTP sender’s
own behal f.

4.2. Message Direction

It is the responsibility of an RTP streamreceiver that wants to
pause or resune a streamfromthe sender(s) to transnit PAUSE and
RESUME nmessages. An RTP stream sender that wants to pause itself can
often sinply do it, but sonmetines this will adversely affect the
receiver and an explicit indication that the RTP streamis paused nay
then help. Any indication that an RTP streamis paused is the
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responsibility of the RTP stream sender and may in sone cases not
even be needed by the stream receiver.

4.3. Apply to Individual Sources

The PAUSE and RESUME nessages apply to single RTP streans identified
by their SSRC, which nmeans the receiver targets the sender’s SSRC in
the PAUSE and RESUME requests. |If a paused sender starts sending
with a new SSRC, the receivers will need to send a new PAUSE request
in order to pause it. PAUSED indications refer to a single one of
the sender’s own, paused SSRC.

4. 4. Consensus

An RTP stream sender shoul d not pause an SSRC that sone receiver
still wi shes to receive

The reason is that in RTP topol ogi es where the streamis shared
between multiple receivers, a single receiver on that shared network
must not singl e-handedly cause the streamto be paused w t hout
letting all other receivers to voice their opinions on whether or not
the stream shoul d be paused. Such shared networks can for exanple be
mul ticast, a mesh with a joint RTP session, or a transport Transl ator
based network. A consequence of this is that a newy joining
receiver firstly needs to learn the existence of paused streans, and
secondly should be able to resunme any paused stream A newly j oining
recei ver can for exanple be detected through an RTCP Receiver Report
contai ning both a new SSRC and a CNAME that does not al ready occur in
the session. Any single receiver wanting to resune a stream shoul d
al so cause it to be resunmed. An inportant exception to this is when
the RTP stream sender is aware of conditions that makes it desirable
or even necessitates to pause the RTP streamon its own behal f,

wi t hout being explicitly asked to do so. Such |ocal consideration in
the RTP sender takes precedence over RTP receiver wi shes to receive

t he stream

4.5. Message Acknow edgnents

RTP and RTCP does not guarantee reliable data transm ssion. It uses
what ever assurance the |ower |ayer transport protocol can provide.
However, this is commonly UDP that provides no reliability
guarantees. Thus it is possible that a PAUSE and/ or RESUME nessage

transmitted froman RTP Endpoi nt does not reach its destination, i.e.
the targeted RTP stream sender. Wen PAUSE or RESUME reaches the RTP
stream sender and are effective, i.e., an active RTP stream sender

pauses, or a resum ng RTP stream sender have nedia data to transnmit,
it is immediately seen fromthe arrival or non-arrival of RTP packets
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for that RTP stream Thus, no explicit acknow edgnents are required
in this case

In sone cases when a PAUSE or RESUME nessage reaches the RTP stream
sender, it will not be able to pause or resune the stream due to sone
| ocal consideration, for exanple |ack of data to transmit. 1In this
error condition, a negative acknow edgnent nay be needed to avoid
unnecessary retransm ssion of requests (Section 4.6).

4.6. Request Retransm ssion

When the streamis not affected as expected by a PAUSE or RESUME
request, the request may have been | ost and the sender of the request
will need to retransmit it. The retransm ssion should take the round
trip time into account, and will also need to take the normal RTCP
bandwi dth and tinmng rules applicable to the RTP session into
account, when scheduling retransm ssion of feedback.

When it conmes to resune requests or unsolicited paused indications
that are nore tine critical, the best performance may be achi eved by
repeating the message as often as possible until a sufficient nunber
have been sent to reach a high probability of nessage delivery, or at
an explicit indication that the nessage was delivered. For resune
requests, such explicit indication can be delivery of the RTP stream
bei ng requested to be resuned.

4.7. Sequence Numbering

A PAUSE request nessage will need to have a sequence nunber to
separate retransm ssions fromnew requests. A retransm ssion keeps
t he sequence nunber unchanged, while it is incremented every tine a
new PAUSE request is transmtted that is not a retransm ssion of a
previ ous request.

Si nce RESUME al ways takes precedence over PAUSE and are even all owed
to avoid pausing a stream there is a need to keep strict ordering of
PAUSE and RESUME. Thus, RESUME needs to share sequence nunber space
with PAUSE and inplicitly references which PAUSE it refers to. For
the sane reasons, the explicit PAUSED indication also needs to share
sequence nunber space with PAUSE and RESUME

4.8. Relation to Gher Sol utions

A performance conpari son between SIP/SDP and RTCP signaling
technol ogi es was made and included in draft versions of this
specification. Using SIP and SDP to carry pause and resune
information neans that it will need to traverse the entire signaling
path to reach the signaling destination (either the renote Endpoint
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or the entity controlling the RTP M xer), across any signaling
proxies that potentially also has to process the SDP content to
determine if they are expected to act on it. The anpunt of bandw dth
required for a S|P/ SDP-based signaling solution is in the order of at
| east 10 tinmes nore than an RTCP-based solution. Especially for UA
sitting on nobile wirel ess access, this will risk introducing del ays
that are too long (Section 4.1) to provide a good user experience,
and the bandwi dth cost may al so be considered infeasible conpared to
an RTCP-based solution. RTCP data is sent through the nedi a path,
which is likely shorter (contains fewer internediate nodes) than the
signaling path, may anyway have to traverse a few internedi ate nodes.
The anount of processing and buffering required in intermedi ate nodes
to forward those RTCP nessages is however believed to be
significantly less than for internedi ate nodes in the signaling path.
Based on those considerations, RTCP is chosen as signaling protocol
for the pause and resune functionality.

5. Solution Overview

The proposed sol ution inplenments PAUSE and RESUME functionality based
on sendi ng AVPF RTCP feedback nessages from any RTP session
participant that wants to pause or resune a streamtargeted at the
stream sender, as identified by the sender SSRC

This solution re-uses CCM TMMBR and TMMBN [ RFC5104] to the extent
possi bl e, and defines a small set of new RTCP feedback messages where
new semanti cs i s needed.

A singl e Feedback nmessage specification is used to inplenent the new
messages. The nessage consists of a nunber of Feedback Control
Information (FCl) bl ocks, where each bl ock can be a PAUSE request, a
RESUME request, PAUSED indication, a REFUSED notification, or an
extension to this specification. This structure allows a single

f eedback nmessage to handl e pause functionality on a nunber of
streans.

The PAUSED functionality is also defined in such a way that it can be
used standal one by the RTP stream sender to indicate a | ocal decision
to pause, and informany receiver of the fact that halting media

delivery is deliberate and which RTP packet was the last transmtted.

Speci al considerations that apply when using TMVBR TMMBN for pause
and resume purposes are described in Section 5.6. This specification
applies to both the new nmessages defined in herein as well as their
TMVBR/ TMVBN count erparts, except when explicitly stated otherw se.

An obvi ous exception are any reference to the nessage paraneters that
are only available in the nessages defined here. For exanple, any
reference to PAUSE in the text belowis equally applicable to TMVBR
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0, and any reference to PAUSED is equally applicable to TMVBN 0.
Therefore and for brevity, TMVBR/ TMMBN wi Il not be mentioned in the
text, unless there is specific reason to do so.

This section is intended to be explanatory and therefore
intentionally contains no mandatory statenments. Such statenents can
instead be found in other parts of this specification

5.1. Expressing Capability

An Endpoint can use an extension to CCM SDP signaling to declare
capability to understand the nessages defined in this specification
Capability to understand only a subset of messages is possible, to
support partial inplenmentation, which is specifically believed to be
feasible for the RTP M xer to Media Sender use case (Section 3.2).

In that use case, only the RTP M xer has capability to request the
Medi a Sender to pause or resune. Consequently, in that same use case
only the Media Sender has capability to pause and resune its sent
streanms based on requests fromthe RTP Mxer. Allowing for partia

i npl ementation of this specification is not believed to hanper
interoperability, as long as the subsets are well defined and
descri be a consistent functionality, including a description of how a
nmore capabl e i npl enentation nust perform fall back

For the case when TMVBR/ TMMBN are used for pause and resune purposes,
it is possible to explicitly express joint support for TMVBR and
TMMVMBN, but not for TMVBN only.

5. 2. Pausel D

Al'l messages defined in this specification (Section 8) contain a
Pausel D, satisfying the design consideration on sequence numbering
(Section 4.7). This PauselD is scoped by and thus a property of the
targeted RTP stream (SSRC), not only a sequence nunber for individua
messages. Instead, it nunbers an entire "pause and resune operation"
for the RTP stream typically keeping Pausel D constant for multiple,
rel ated messages. The Pausel D val ue used during such operation is
called the current PauselD. A new "pause and resune operation" is
defined to start when the RTP stream sender resunes the RTP stream
after it was being paused. The current PauselD is then increnented
by one, in nodulo arithnetic. |In the subsequent descriptions bel ow,
it is sonmetines necessary to refer to Pausel D val ues that were

al ready used as current Pausel D, which is denoted as past Pausel D

It should be noted that since Pausel D uses nodul o arithnetic, a past
Pausel D may have a | arger value than the current PauselD. Since
Pausel D uses nodulo arithnmetic, it is also useful to define what
Pausel D val ues that are considered "past", to clearly separate it
fromwhat could be considered "future" Pausel D values. Half of the
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entire Pausel D val ue range is chosen to represent past Pausel D, while
a quarter of the Pausel D value range is chosen to represent future
val ues. The renmining quarter of the PauselD value range is
intentionally left undefined in that respect.

5.3. Requesting to Pause

An RTP streamrecei ver can choose to send a PAUSE request at any
time, subject to AVPF timing rules.

The PAUSE request contains the current Pausel D (Section 5.2).

When a non-paused RTP stream sender receives the PAUSE request, it
continues to send the RTP streamwhile waiting for sone time to all ow
other RTP streamreceivers in the same RTP session that saw this
PAUSE request to di sapprove by sending a RESUME (Section 5.5) for the
same streamand with the sane current PauselD as in the PAUSE bei ng
di sapproved. |If such disapproving RESUME arrives at the RTP stream
sender during the hold-off period before the streamis paused, the
pause is not performed. In point-to-point configurations, the hold-
off period may be set to zero. Using a hold-off period of zero is

al so appropriate when using TMMBR 0 and in line with the semantics
for that nessage.

If the RTP stream sender receives further PAUSE requests with the
current Pausel D while waiting as descri bed above, those additiona
requests are ignored.

If the PAUSE request is |lost before it reaches the RTP stream sender
it will be discovered by the RTP stream receiver because it continues
to receive the RTP stream It will also not see any PAUSED
indication (Section 5.4) for the stream The sane condition can be
caused by the RTP stream sender having received a di sapprovi ng RESUVE
froma streamreceiver A for a PAUSE request sent by a stream sender
B, but that the PAUSE sender (B) did not receive the RESUME (from A)
and may instead think that the PAUSE was lost. |In both cases, a
PAUSE request can be re-transnitted using the same current Pausel D

If using TMMBR 0, the request MAY be re-transmtted when the
requester fails to receive a TMVMBN O confirmation

If the pending stream pause is aborted due to a di sapprovi ng RESUVE
t he pause and resunme operation for that PauselD is concluded, the
current Pausel D is updated, and any new PAUSE nust therefore use the
new current PauselD to be effective.

An RTP stream sender receiving a PAUSE not using the current Pausel D
inforns the RTP streamreceiver sending the ineffective PAUSE of this
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condition by sending a REFUSED notification that contains the current
Pausel D val ue.

A situation where an ineffective PauselD is chosen can appear when a
new RTP streamreceiver joins a session and wants to PAUSE a stream
but does not yet know the current PauselD to use. The REFUSED
notification will then provide sufficient information to create a
valid PAUSE. The required extra signaling round-trip is not

consi dered harnful, since it is assumed that pausing a streamis not
time-critical (Section 4.1).

There nmay be | ocal considerations nmaking it inpossible or infeasible
to pause the stream and the RTP stream sender can then respond with
a REFUSED. 1In this case, if the used current Pausel D woul d ot herw se
have been effective, REFUSED contains the same current PauselD as in
the PAUSE request. Note that when using TMMBR 0 as PAUSE, that
request cannot be refused (TMMBN > 0) due to the existing restriction
in section 4.2.2.2 of [RFC5104] that TMMBN shall contain the current
boundi ng set, and the fact that a TMMBR 0 will always be the nost
restrictive point in any bounding set, regardl ess of boundi ng set
over head val ue.

If the RTP stream sender receives several identical PAUSE for an RTP
streamthat was already at |east once responded with REFUSED and the
condi tion causing REFUSED remai ns, those additional REFUSED shoul d be
sent with regular RTCP tining. A single REFUSED can respond to
several identical PAUSE requests.

5.4. Media Sender Pausing

An RTP stream sender can choose to pause the streamat any tine.
This can either be as a result of receiving a PAUSE, or be based on
some | ocal sender consideration. Wen it does, it sends a PAUSED

i ndi cation, containing the current PauselD. Note that current
Pausel D in an unsolicited PAUSED (w thout having received a PAUSE)

is incremented conpared to previously sent PAUSED. It also sends the
PAUSED i ndication in the next two regular RTCP reports, given that
the pause condition is then still effective.

There is no reply to a PAUSED indication; it is sinply an explicit
i ndi cation of the fact that an RTP streamis paused. This can be
hel pful for the RTP streamreceiver, for exanple to quickly
understand that transnmission is deliberately and tenporarily
suspended and no specific corrective action is needed.

The RTP stream sender nmay want to apply sone |ocal consideration to
exactly when the RTP streamis paused, for exanple conpleting sone
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media unit or a forward error correction bl ock, before pausing the
stream

The PAUSED i ndication also contains information about the RTP

ext ended hi ghest sequence nunber when the pause becane effective.
This provides RTP streamreceivers with firsthand information

all owi ng themto know whet her they | ost any packets just before the
stream paused or when the streamis resuned again. This allows RTP
streamreceivers to quickly and safely take into account that the
streamis paused, in for exanple retransm ssion or congestion contro
al gorithns.

If the RTP stream sender receives PAUSE requests with the current
Pausel D while the streamis already paused, those requests are
i gnor ed.

As long as the streamis being paused, the PAUSED indication MAY be
sent together with any regular RTCP Sender Report (SR) or Receiver
Report (RR). Including PAUSED in this way all ows RTP stream
receivers joining while the streamis paused to quickly know t hat
there is a paused stream what the | ast sent extended RTP sequence
nunmber was, and what the current PauselD is to be able to construct
val i d PAUSE and RESUME requests at a | ater stage.

When the RTP stream sender |earns that a new Endpoint has joined the
RTP session, for exanple by a new SSRC and a CNAME t hat was not
previously seen in the RTP session, it should send PAUSED i ndi cations
for all its paused streans at its earliest opportunity. It should in
addition continue to include PAUSED indications in at |east two
regul ar RTCP reports.

5.5. Requesting to Resune

An RTP streamrecei ver can request the RTP stream sender to resune a
streamwith a RESUME request at any tine, subject to AVPF tinmng
rules. The RTP streamreceiver nust include the current PauselD in
the RESUME request for it to be effective.

A pausing RTP stream sender that receives a RESUME including the
current Pausel D resunes the streamat the earliest opportunity.
Recei vi ng RESUME requests for a streamthat is not paused does not
requi re any action and can be ignored.

There may be | ocal considerations at the RTP stream sender, for
exanpl e that the nedia device is not ready, making it tenporarily

i mpossible to resune the streamat that point in time, and the RTP
stream sender can then respond with a REFUSED contai ning the current
Pausel D. When receiving such REFUSED with a current Pausel D
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identical to the one in the sent RESUME, RTP streamreceivers should
avoi d sending further RESUME requests for sonme reasonabl e amount of

time, to allow the condition to clear. An RTP stream sender having

sent a REFUSED SHOULD resune the streamthrough | ocal considerations
(see bel ow) when the condition that caused the REFUSED i s no | onger

true.

If the RTP stream sender receives several identical RESUME for an RTP
streamthat was already at |east once responded with REFUSED and the
condi tion causi ng REFUSED renai ns, those additional REFUSED shoul d be
sent with regular RTCP tining. A single REFUSED can respond to
several identical RESUME requests.

A pausing RTP stream sender can apply | ocal considerations and can

resune a paused RTP streamat any tine. |If TMVBR O was used to pause
the RTP stream resunption is prevented by protocol, even if the RTP
sender would like to resume due to local considerations. |If TMVBR/

TMMBN signaling is used, if the RTP streamis paused due to | oca
consi derations (Section 5.4), and the RTP stream sender thus owns the
TMMBN boundi ng set, the RTP stream can be resunmed due to | oca

consi derati ons.

When resum ng a paused stream especially for nedia that makes use of
tenporal redundancy between sanples such as video, it may not be
appropriate to use such tenporal dependency in the encodi ng between
sampl es taken before the pause and at the time instant the streamis
resuned. Should such tenporal dependency between medi a sanpl es
before and after the nmedia was paused be used by the RTP stream
sender, it requires the RTP streamreceiver to have saved the sanples
frombefore the pause for successful continued decodi ng when

resum ng. The use of this tenporal dependency of nedia sanples from
before the pause is left up to the RTP stream sender. |f tenpora
dependency on sanples from before the pause is not used when the RTP
streamis resuned, the first encoded sanple after the pause will not
contain any tenporal dependency on sanples before the pause (for
video it may be a so-called intra picture). |If tenporal dependency
on sanples frombefore the pause is used by the RTP stream sender
when resuning, and if the RTP streamreceiver did not save any sanple
frombefore the pause, the RTP streamreceiver can use a FIR request
[ RFC5104] to explicitly ask for a sanple wi thout tenporal dependency
(for video a so-called intra picture), even at the sane tine as
sendi ng t he RESUMVE

5.6. TMVBR/ TMVBN Consi derati ons
As stated above, TMVBR/ TMMBN may be used to provide pause and resune

functionality for the point-to-point case. |f the topology is not
poi nt-to-point, TMVMBR TMMBN cannot safely be used for pause or
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resunme. This use is expected to be mainly for interworking with

i mpl ement ations that don’t support the nessages defined in this
specification (Section 8), but make use of TMVBR/ TMMBN to achi eve a
simlar effect.

This is a brief sumary of what functionality is provided when using
TMVBR/ TMVBN

TMMBR 0: Corresponds to PAUSE, wi thout the requirenment for any hol d-
off period to wait for RESUME before pausing the RTP stream

TMMBR >0: Corresponds to RESUME when the RTP stream was previously
paused with TMMBR 0. Since there is only a single RTP stream
receiver, there is no need for the RTP stream sender to del ay
resuming the streamuntil after sending TMVMBN >0, or to apply the
hol d-of f period specified in [ RFC5104] before increasing the
bitrate fromzero. The bitrate value used when resum ng after
pausing with TMMBR O is either according to known linitations, or
based on starting a streamwi th the configured nmaxi num for the
stream or session, for exanple given by b-paranmeter in SDP

TMMBN 0: Corresponds to PAUSED when the RTP stream was paused with
TMMBR 0, but may, just as PAUSED, al so be used unsolicited. An
unsol i cited RTP stream pause based on | ocal sender considerations
uses the RTP streami s own SSRC as TMMBR restriction owner in the
TMMBN nessage bounding set. Al so corresponds to a REFUSED
notification when a streamis requested to be resumed with TMVBR
>0, thus resulting in the stream sender beconing the owner of the
boundi ng set in the TMVBN nessage.

TMMBN >0: Cannot be used as REFUSED notification when a streamis
requested to be paused with TMMBR 0, for reasons stated in
Section 5. 3.

6. Participant States

Thi s docunment introduces three new states for a streamin an RTP
sender, according to the figure and sub-sections below. Any

ref erences to PAUSE, PAUSED, RESUME and REFUSED in this section SHALL
be taken to apply to the extent possible al so when TMWWBR TMVBN ar e
used (Section 5.6) for this functionality.
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Figure 4: RTP Pause States in Sender
6.1. Playing State

This state is not new, but is the nornmal nmedia sending state from

[ RFC3550]. When entering the state, the current Pausel D MUST be
increnmented by one in nodulo arithnmetic. The RTP sequence nunber for
the first packet sent after a pause SHALL be increnented by one
conmpared to the highest RTP sequence nunber sent before the pause.
The first RTP Tine Stanp for the first packet sent after a pause
SHOULD be set according to capture times at the source, neaning the
RTP Time Stanp difference conpared to before the pause reflects the
time the RTP stream was paused

6.2. Pausing State

In this state, the RTP stream sender has received at |east one PAUSE
message for the streamin question. The RTP stream sender SHALL wait
during a hold-off period for the possible reception of RESUVE
messages for the RTP stream bei ng paused before actual ly pausi ng RTP
streamtransni ssion. The hold-off period to wait SHALL be | ong
enough to allow another RTP streamreceiver to respond to the PAUSE
with a RESUME, if it determines that it would not like to see the
stream paused. This hold-off period is determ ned by the fornula:

2 * RTT + T_dither_nax,

where RTT is the longest round trip known to the RTP stream sender
and T _dither_max is defined in section 3.4 of [RFC4585]. The hol d-
of f period MAY be set to O by sone signaling (Section 9) nmeans when
it can be deternmined that there is only a single receiver, for
exanple in point-to-point or some unicast situations.
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If the RTP stream sender has set the hold-off period to 0 and
receives information that it was an incorrect decision and that there
are in fact several receivers of the stream it MJST change the hol d-
off to instead be based on the above fornmul a.

An RTP stream sender SHOULD use the following criteria to determ ne
if there is only a single receiver, unless it has explicit and nore
reliable information:

0 Observing only a single CNAVE across all received SSRCs ( CNAMEs
for received CSRCs are insignificant), or

o |If RTCP reporting groups
[I-D.ietf-avtcore-rtp-multi-streamoptinisation] is used,
observing only a single, endpoint external RTCP reporting group

6.3. Paused State

An RTP streamis in paused state when the sender pauses its

transm ssion after receiving at | east one PAUSE nessage and the hol d-
of f period has passed without receiving any RESUVE nessage for that
stream Pausing transm ssion SHOULD only be done when reachi ng an
appropriate place to pause in the stream |ike a nmedia boundary that
avoi ds a nedia receiver to trigger repair or conceal nent actions.

When entering the state, the RTP stream sender SHALL send a PAUSED
indication to all known RTP streamreceivers, and SHALL al so repeat
PAUSED in the next two regular RTCP reports, as long as it is then
still in paused state.

Pausi ng an RTP stream MJUST NOT affect the sending of RTP keepalive
[ RFC6263] [ RFC5245] applicable to that RTP stream

Fol | owi ng sub-sections di scusses sone potential issues when an RTP
sender goes into paused state. These conditions are also valid if an
RTP Translator is used in the conmunication. Wen an RTP M xer

i mpl ementing this specification is involved between the participants
(which forwards the stream by marking the RTP data with its own
SSRC), it SHALL be a responsibility of the Mxer to control sending
PAUSE and RESUME requests to the sender. The bel ow conditions al so
apply to the sender and receiver parts of the RTP M xer

respectively.

6.3.1. RTCP BYE Message

When a participant | eaves the RTP session, it sends an RTCP BYE
message. In addition to the semantics described in section 6.3.4 and
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6.3.7 of RTP [RFC3550], follow ng two conditions MJST al so be
consi dered when an RTP partici pant sends an RTCP BYE nessage,

o |If a paused sender sends an RTCP BYE nessage, receivers observing
this SHALL NOT send further PAUSE or RESUME requests to it.

0 Since a sender pauses its transni ssion on receiving the PAUSE
requests fromany receiver in a session, the sender MJST keep
record of which receiver that caused the RTP streamto pause. |If
that receiver sends an RTCP BYE nessage observed by the sender
the sender SHALL resune the RTP stream No receivers that were in
the RTP sessi on when the stream was paused objected that the
stream was paused, but if there were so far undetected receivers
added to the session during pause, those may not have | earned
about the existence of the paused stream either because there was
no PAUSED sent for the paused RTP stream or those receivers did
not support PAUSED. Resumi ng the stream when the pausing party
| eaves the RTP session allows those potentially undetected
receivers to learn that the stream exists.

6.3.2. SSRC Ti ne- out

Section 6.3.5 in RTP [ RFC3550] describes the SSRC ti me-out of an RTP
participant. Every RTP participant naintains a sender and receiver
list in a session. |If a participant does not get any RTP or RTCP
packets from sone other participant for the last five RTCP reporting
intervals it renoves that participant fromthe receiver list. Any
streans that were paused by that renoved partici pant SSRC SHALL be
resuned.

6.4. Local Paused State

This state can be entered at any tinme, based on |ocal decision from
the RTP stream sender. Pausing transni ssion SHOULD only be done when
reaching an appropriate place to pause in the stream |ike a nedia
boundary that avoids a nedia receiver to trigger repair or

conceal ment acti ons.

As with Paused State (Section 6.3), the RTP stream sender SHALL send
a PAUSED indication to all known RTP stream receivers, when entering
the state, unless the streamwas already in paused state

(Section 6.3). Such PAUSED indication SHALL be repeated a sufficient
nunber of tines to reach a high probability that the nessage is
correctly delivered, stopping such repetition whenever |eaving the

st at e.

When using TMVBN 0 as PAUSED i ndi cation and when already in paused
state, the actions when entering |ocal paused state depends on the

Bur man, et al. Expi res March 14, 2016 [ Page 23]



Internet-Draft RTP Stream Pause Sept enber 2015

boundi ng set overhead value in the received TMMBR 0 that caused the
paused state, and the bounding set overhead val ue used in (the RTP
stream sender’s own) TMVBN O:

TMMVMBN O overhead <= TMMBR 0 overhead: The RTP stream sender SHALL
NOT send any new TMMBN O repl acing that active (nore restrictive)
boundi ng set, even if entering |ocal paused state.

TMVBN O overhead > TMMBR O overhead: The RTP stream sender SHALL
send TMMBN O with itself in the TMMBN boundi ng set when entering
| ocal paused state.

The case above when using TMVBN O as PAUSED i ndication, being in

| ocal paused state, and having received a TMVMBR O with a boundi ng set
over head val ue greater than the value the RTP stream sender woul d
itself use in a TMMBN O requires further consideration and is for
clarity henceforth referred to as "restricted | ocal paused state".

As indicated in Figure 4, |local paused state has higher precedence
than paused state (Section 6.3) and RESUVE nmessages al one cannot
resune a paused RTP stream as |long as the | ocal decision stil
applies. An RTP stream sender in |ocal paused state is responsible
for |l eaving the state whenever the conditions that caused the
decision to enter the state no | onger apply.

If the RTP stream sender is in restricted | ocal paused state, it
cannot | eave that state until the TMMBR O limt causing the state is
renoved by a TMMBR >0 (RESUME). |If the RTP stream sender then needs
to stay in local paused state due to |ocal considerations, it NMAY
continue pausing the RTP stream by entering | ocal paused state and
MUST then act accordingly, including sending a TMMBN O with itself in
t he boundi ng set.

Pausi ng an RTP stream MJUST NOT affect the sending of RTP keepalive
[ RFC6263] [ RFC5245] applicable to that RTP stream

When | eaving the | ocal paused state, the stream state SHALL becone
Pl ayi ng, regardl ess whether or not there were any RTP stream
receivers that sent PAUSE for that streamduring the |ocal paused
state, effectively clearing the RTP stream sender’s nenory for that
stream

7. Message Format
Section 6 of AVPF [ RFC4585] defines three types of |ow delay RTCP
f eedback nmessages, i.e. Transport |ayer, Payl oad-specific, and

Application |layer feedback nmessages. This docunent defines a new
Transport |ayer feedback nessage, which is further sub-typed into
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ei ther a PAUSE request, a RESUME request, a PAUSED i ndication, or a
REFUSED noti fi cati on.

The Transport |ayer feedback nessages are identified by having the
RTCP payl oad type be RTPFB (205) as defined by AVPF [ RFC4585]. This
Transport |ayer feedback nessage, containing one or nore of the sub-
typed nessages, is henceforth referred to as the PAUSE- RESUME
message. The specific FCI format is identified by a Feedback Message
Type (FMI) value in common packet header for feedback nessage defined
in section 6.1 of AVPF [ RFC4585]. The PAUSE- RESUME transport
feedback nmessage FCl is identified by FMI val ue = TBAL.

The Common Packet Format for Feedback Messages defined by AVPF
[ RFC4585] is:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| V=2| P| FMI | PT [ Length [
B T T i I T T o S S S e b S S S
| SSRC of packet sender |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| SSRC of nedi a source |
R e i e i i e T R S S e il sl S I R S S e S e s

Feedback Control Information (FCl)

Fi gure 5: AVPF Commobn Feedback Message Packet For mat

For the PAUSE- RESUME nessage defined in this meno, the follow ng
interpretations of the packet fields apply:

FMI: The FMI val ue identifying the PAUSE-RESUME FCl: TBAl
PT: Payl oad Type = 205 (RTPFB)

Length: As defined by AVPF, i.e. the length of this packet in 32-bit
words minus one, including the header and any paddi ng.

SSRC of packet sender: The SSRC of the RTP session participant
sendi ng the nessages in the FCI. Note, for Endpoints that have
mul ti ple SSRCs in an RTP session, any of its SSRCs MAY be used to
send any of the pause nessage types.

SSRC of nedia source: Not used, SHALL be set to 0. The FCl
identifies the SSRC the nessage is targeted for
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The Feedback Control Information (FCl) field consists of one or nore
PAUSE, RESUME, PAUSED, REFUSED, or any future extension. These
messages have the following FClI format:

0 1 2 3
01234567890123456789012345678901
T I T S i T i S S S i T i S S S S S S S

| Target SSRC [
B i S S T s i S T st i S S S S S S S S i
Type | Res | Paraneter Len | Pausel D [

T T T i i i e i i i s s I N S SR S
: Type Specific :
i T e o o s S TR e et e ok o Sl e

Figure 6: Syntax of FCl Entry in the PAUSE and RESUME nessage
The FCl fields have the follow ng definitions:

Target SSRC (32 bits): For a PAUSE- RESUME nessage, this value is the
SSRC that the request is intended for. For PAUSED, it MJST be the
SSRC being paused. |If pausing is the result of a PAUSE request,
the value in PAUSED is effectively the sane as Target SSRC in a
rel ated PAUSE request. For REFUSED, it MJST be the Target SSRC of
the PAUSE or RESUME request that cannot change state. A CSRC MJST
NOT be used as a target as the interpretation of such a request is
uncl ear.

Type (4 bits): The pause feedback type. The values defined in this
specification are as foll ows,

0: PAUSE request nessage.

1: RESUME request nessage.

2: PAUSED i ndi cati on nmessage.

3: REFUSED notification nmessage.

4-15: Reserved for future use. FC fields with these Type val ues
SHALL be ignored on reception by receivers and MJST NOT be used
by senders inplenenting this specification.

Res: (4 bits): Type specific reserved. SHALL be ignored by

receivers inplenenting this specification and MIST be set to 0 by
senders inplenenting this specification.
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Paraneter Len: (8 bits): Length of the Type Specific field in 32-bit
words. DMAY be O

Pausel D (16 bits): Message sequence identification, as described in
Section 5.2. SHALL be increnented by one nodul o 2716 for each new
PAUSE nmessage, unless the nessage is re-transmtted. The initia
val ue SHOULD be 0. The Pausel D is scoped by the Target SSRC
meani ng that PAUSE, RESUME, and PAUSED nessages therefore share
the sane Pausel D space for a specific Target SSRC

Type Specific: (variable): Defined per pause feedback Type. MAY be
enpty. A receiver inplenenting this specification MJUST be able to
skip and ignore any unknown Type Specific data, even for Type
val ues defined in this specification

8. Message Details

This section contains detailed explanations of each nessage defined
in this specification. Al transnissions of requests and indications
are governed by the transnission rules as defined by Section 8.5.

Any references to PAUSE, PAUSED, RESUME and REFUSED in this section
SHALL be taken to apply to the extent possible al so when TMVBR/ TMVBN
are used (Section 5.6) for this functionality. TMBR TMVBN MAY be
used instead of the messages defined in this specification when the
effective topology is point-to-point. This use is expected to be
mainly for interworking with inplementations that don’t support the
messages defined in this specification, but nake use of TMVBR TMVBN

to achieve a sinmlar effect. |If either sender or receiver |earns
that the topology is not point-to-point, TMVBR TMVBN MJUST NOT be used
for pause/resune functionality. |f the nessages defined in this

specification are supported in addition to TMVBR/ TMVBN by al |

i nvol ved parties, pause/resune signaling MIST use nmessages fromthis
specification. |If the topology is not point-to-point and the
messages defined in this specification are not supported, pause/
resunme functionality with TMVBR/ TMVBN MUST NOT be used.

For the scope of this specification, a past PauselD (Section 5.2) is
defined as having a val ue between and including (Pausel D - 2715) MOD
2716 and (PauselD - 1) MDD 2716, where "MOD' is the nodul o operator
Simlarly, a future PauselD is defined as having a val ue between and
i ncluding (PauselD + 1) MOD 2716 and (Pausel D + 2714) MDD 2"16
Future PauselD is intentionally not defined as the entire range that
was not al ready defined as past Pausel D. The remaining range of
Pausel D is sinply "not current”.
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8.

1.

PAUSE

An RTP streamrecei ver MAY schedul e PAUSE for transm ssion at any
time.

PAUSE has no defined Type Specific paraneters.

Pausel D SHOULD be the current Pausel D, as indicated by PAUSED
(Section 8.2), REFUSED (Section 8.4), or inplicitly determ ned by
previously received PAUSE or RESUME (Section 8.3) requests. A
random y chosen Pausel D MAY be used if it was not possible to
retrieve current PauselD information, in which case the PAUSE wil |
ei ther succeed, or the current Pausel D can be found in the returned
REFUSED ( Section 8.4).

It can be noted that as a result of what is described in Section 6.1
Pausel D is increnmented by one, in nodulo arithnetic, for each PAUSE
request that is not a retransmi ssion, conpared to what was used in
the | ast PAUSED indication sent by the nmedia sender. PauselD in the
message i s supposed to match current Pausel D at the RTP stream
sender.

If an RTP streamreceiver that sent a PAUSE with a certain Pausel D
for a target SSRC receives a RESUME or a REFUSED with the sane
Pausel D for the sane target SSRC, it is RECOWENDED that it refrains
from schedul i ng further PAUSE requests for sone appropriate tinme.
This is because the RESUME indicates that there are other receivers
that still w shes to receive the stream and the REFUSED i ndi cates
that the RTP stream sender is currently not able to pause the stream
What is an appropriate tine can vary fromapplication to application
and will al so depend on the inportance of achieving the bandw dth
saving, but 2-5 regular RTCP intervals is expected to be appropriate.

If the targeted RTP stream does not pause, if no PAUSED indication
with a future Pausel D conpared to the one used in PAUSE is received,
and if no REFUSED with the current or a future PauselD is received
within 2 * RTT + T_dither_max, the PAUSE MAY be schedul ed for
retransm ssion, using the sane current PauselD. RITT is the observed
round-trip to the RTP stream sender and T_dither_max is defined in
section 3.4 of [RFC4585].

When an RTP stream sender in Playing State (Section 6.1) receives a
PAUSE wi th the current Pausel D, and unl ess | ocal considerations
currently makes it inpossible to pause the stream it SHALL enter
Pausing State (Section 6.2) and act accordingly.
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8.

8.

2

3.

If an RTP stream sender receives a PAUSE with the current Pausel D
whil e in Pausing, Paused (Section 6.3) or Local Paused (Section 6.4)
States, the received PAUSE SHALL be i gnored.

PAUSED

The PAUSED indication, if supported, MJST be sent whenever entering
Paused State (Section 6.3) or Local Paused State (Section 6.4).

Pausel D i n the PAUSED nessage MJST contain the current Pausel D t hat
can be included in a subsequent RESUME (Section 8.3). For Loca
Paused State, this nmeans that PauselD in the nmessage is the current
Pausel D, just as if the RTP stream sender had sent a PAUSE to itself.

PAUSED SHALL contain a fixed-length 32-bit paraneter at the start of
the Type Specific field with the RTP extended hi ghest sequence nunber
(Section 6.4.1 of [RFC3550]) valid when the RTP stream was paused.

After having entered Paused or Local Paused State and thus having
sent PAUSED once, PAUSED MJUST al so be included in (at |east) the next
two regul ar RTCP reports, given that the pause condition is then
still effective.

PAUSED i ndi cati ons MAY be retransmitted, subject to transm ssion
rules (Section 8.5), to increase the probability that the nessage
reaches the receiver in a tinely fashion. This can be especially

i mportant when entering Local Paused State. The nunber of
repetitions to use could be tuned to observed |oss rate and desired

| oss probability, for exanple based on RTCP reports received fromthe
i nt ended nessage target.

Whil e remai ning in Paused or Local Paused States, PAUSED MAY be
included in all conmpound RTCP reports, as long as the negoti ated RTCP
bandwi dth is not exceeded.

When in Paused or Local Paused States, whenever the RTP stream sender
| earns that there are Endpoints that did not previously receive the
stream for exanple by RTCP reports with an SSRC and a CNAME that was
not previously seen in the RTP session, it is RECOMVENDED to send
PAUSED at the earliest opportunity and also to include it in (at

| east) the next two regular RTCP reports, given that the pause
condition is then still effective.

RESUME
An RTP streamrecei ver MAY schedul e RESUME for transm ssion whenever

it wishes to resune a paused stream or to disapprove a streamfrom
bei ng paused.

Bur man, et al. Expi res March 14, 2016 [ Page 29]



Internet-Draft RTP Stream Pause Sept enber 2015

Pausel D SHOULD be the current Pausel D, as indicated by PAUSED
(Section 8.2) or inplicitly determ ned by previously received PAUSE
(Section 8.1) or RESUME requests. A randomy chosen Pausel D MAY be
used if it was not possible to retrieve current Pausel D information
in which case the RESUME will either succeed, or the current PauselD
can be found in a returned REFUSED (Section 8.4).

If an RTP streamreceiver that sent a RESUVE with a certain Pausel D
receives a REFUSED with the sane PauselD, it is RECOMVENDED that it
refrains fromscheduling further RESUME requests for sone appropriate
time since the REFUSE indicates that it is currently not possible to
resune the stream \at is an appropriate tinme can vary from
application to application and will al so depend on the inportance of
resum ng the stream but 1-2 regular RTCP intervals is expected to be
appropri at e.

RESUME requests MAY be retransnmitted, subject to transm ssion rules
(Section 8.5), to increase the probability that the nmessage reaches
the receiver in a timely fashion. The nunber of repetitions to use
could be tuned to observed |loss rate and desired | oss probability,
for exanple based on RTCP reports received fromthe intended nessage
target. Such retransm ssion SHOULD stop as soon as RTP packets from
the targeted streamare received, or a REFUSED with the current
Pausel D for the targeted RTP streamis received

RESUME has no defined Type Specific parameters.

When an RTP stream sender in Pausing (Section 6.2), Paused

(Section 6.3) or Local Paused State (Section 6.4) receives a RESUVE
with the current Pausel D, and unless |ocal considerations currently
makes it inmpossible to resune the stream it SHALL enter Pl aying
State (Section 6.1) and act accordingly. |If the RTP stream sender is
i ncapabl e of honoring a RESUME request with the current Pausel D, or
if it receives a RESUME request with a PauselD that is not the
current Pausel D while in Paused or Pausing state, the RTP stream
sender SHALL schedul e a REFUSED nessage for transmi ssion as specified
bel ow.

If an RTP stream sender in Playing State receives a RESUME cont ai ni ng
either the current PauselD or a past Pausel D, the recei ved RESUVE
SHALL be ignored.

8.4. REFUSED
If an RTP stream sender receives a PAUSE (Section 8.1) or RESUMVE
(Section 8.3) request containing the current Pausel D, where the

requested action cannot be fulfilled by the RTP stream sender due to
some | ocal consideration, it SHALL schedul e transm ssion of a REFUSED
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notification containing the current Pausel D fromthe rejected
request .

REFUSED has no defined Type Specific paraneters.

If an RTP stream sender receives a PAUSE or RESUME request with a
Pausel D that is not the current PauselD, it SHALL schedul e a REFUSED
notification containing the current Pausel D, except if the RTP stream
sender is in Playing State and receives a RESUME with a past Pausel D
in which case the RESUVE SHALL be i gnored.

I f several PAUSE or RESUME that woul d render identical REFUSED
notifications are received before the schedul ed REFUSED i s sent,
dupl i cat e REFUSED MJUST NOT be schedul ed for transm ssion. This
effectively lets a single REFUSED respond to several ineffective
PAUSE or RESUME requests.

An RTP streamreceiver that sent a PAUSE or RESUME request and

recei ves a REFUSED cont ai ni ng the sane Pausel D as in the request
SHOULD refrain from sending an identical request for some appropriate
time to allow the condition that caused REFUSED to clear. For PAUSE,
an appropriate tine is suggested in Section 8.1. For RESUME, an
appropriate tine is suggested in Section 8.3.

An RTP streamrecei ver that sent a PAUSE or RESUME request and
recei ves a REFUSED contai ning a Pausel D different fromthe request
MAY schedul e anot her request using the Pausel D fromthe REFUSED
notification.

8.5. Transmi ssion Rul es

The transm ssion of any RTCP feedback messages defined in this
specification MIST foll ow the normal AVPF defined timng rules and
depends on the session’s node of operation

Al'l messages defined in this specification, as well as TMVBR TMVBN
used for pause/resunme purposes (Section 5.6), can use either Regul ar,
Early or Imrediate timngs, but should nake a trade-off between
tinmely transm ssion (Section 4.1) and RTCP bandw dth consunption
This can be achieved by taking the follow ng into consideration

o It is recormmended that PAUSE use Early or Inmmediate tining, except
for retransm ssions where RTCP bandwi dth can notivate the use of
Regul ar tim ng.

o0 The first transm ssion of PAUSED for each (non-w apped) PauselD is

recomended to be sent with Immediate or Early tining, to stop
unnecessary repetitions of PAUSE. It is recommended that
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9.

subsequent transni ssions of PAUSED for that Pausel D use Regul ar
timng, to avoid that nultiple PAUSE requests cause excessive
PAUSED RTCP bandwi dt h

0o It is recommended that unsolicited PAUSED (sent when entering
Local Paused State (Section 6.4)) always use Imediate or Early
timng, until PAUSED for that Pausel D is considered delivered at
| east once to all receivers of the paused RTP stream to avoid
that RTP streamreceivers take unnecessary corrective action when
the RTP streamis no |longer received, after which it is
recommended that PAUSE uses Regular timng (as for PAUSED
triggered by PAUSE above).

0 RESUME is often tinme-critical and it is recommended that it al ways
uses Imediate or Early tinmng.

o The first transnmi ssion of REFUSED for each (non-w apped) Pausel D
is recomended to be sent with Immediate or Early tining, to stop
unnecessary repetitions of PAUSE or RESUME. It is recommended
that subsequent REFUSED for that Pausel D use Regular timng, to
avoid that multiple unreasonabl e requests cause excessive REFUSED
RTCP bandwi dt h.

Si gnal i ng

The capability of handling nessages defined in this specification MAY
be exchanged at a higher |ayer such as SDP. This docunent extends
the rtcp-fb attribute defined in section 4 of AVPF [ RFC4585] to

i nclude the request for pause and resune. This specification follows
all the rules defined in AVPF [ RFC4585] and CCM [ RFC5104] for an
rtcp-fb attribute relating to payload type in a session description

This specification defines a new paraneter "pause" to the "ccnf
feedback val ue defined in CCM [ RFC5104], representing the capability
to understand the RTCP feedback nessage and all of the defined FCl's
of PAUSE, RESUME, PAUSED and REFUSED.

Note: When TMVBR O / TMVBN O are used to inplenment pause and
resune functionality (with the restrictions described in this
specification), signaling rtcp-fb attribute with ccm tnmbr
paraneter is sufficient and no further signaling is necessary.
There i s however no guarantee that TMVBR TMVBN i npl ement ati ons
pre-dating this specification work exactly as descri bed here when
used with a bitrate val ue of 0.

The "pause" paraneter has two optional attributes, "nowait" and
"config":
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0 "nowait" indicates that the hold-off period defined in Section 6.2
can be set to 0, reducing the latency before the stream can be
paused after receiving a PAUSE request. This condition occurs
when there will only be a single receiver per direction in the RTP
session, for exanple in point-to-point sessions. It is also
possible to use in scenarios using unidirectional nedia. The
conditions that allow "nowait" to be set (Section 6.2) also
indicate that it would be possible to use CCM TMVBR/ TMVBN as
pause/ resune signaling.

o "config" allows for partial inplenentation of this specification
according to the different roles in the use cases section
(Section 3), and takes a value that describes what sub-set is
i mpl enment ed:

1 Full inplenentation of this specification. This is the default
configuration. A missing config attribute MJUST be treated
equi valent to providing a config val ue of 1.

2 The inmplenentation intends to send PAUSE and RESUME requests
for received RTP streanms and is thus al so capabl e of receiving
PAUSED and REFUSED. It does not support receiving PAUSE and
RESUME requests, but nay pause sent RTP streans due to |oca
consi derations and then intends to send PAUSED for them

3 The inplenentation supports receiving PAUSE and RESUME requests
targeted for RTP streanms it sends. It will send PAUSED and
REFUSED as needed. The node will not send any PAUSE and RESUME
requests, but supports and desires receiving PAUSED if received
RTP streams are paused

4 The inplementation intends to send PAUSE and RESUME requests
for received RTP streanms and is thus al so capabl e of receiving
PAUSED and REFUSED. It cannot pause any RTP streans it sends,
and t hus does not support receiving PAUSE and RESUME requests,
and al so does not support sendi ng PAUSED i ndi cati ons.

5 The inplenentation supports receiving PAUSE and RESUME requests
targeted for RTP streanms it sends. It will send PAUSED and
REFUSED as needed. |t does not support sendi ng PAUSE and
RESUME requests to pause received RTP streans, and al so does
not support receiving PAUSED i ndi cations.

6 The inplenentation supports sent and received RTP streans being

paused due to | ocal considerations, and thus supports sending
and receiving PAUSED i ndi cati ons.
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7 The inplenentation supports and desires to recei ve PAUSED
i ndi cations for received RTP streans, but does not pause or
send PAUSED i ndi cations for sent RTP streans. |t does not
support any other nessages defined in this specification

8 The inpl enentation supports pausing sent RTP streans and
sendi ng PAUSED i ndi cations for them but does not support
recei ving PAUSED i ndications for received RTP streams. It does
not support any other nmessages defined in this specification

Al'l inplementers of this specification are encouraged to include ful
support for all messages (config=1), but it is recognized that this
is sonmetinmes not meaningful for inplenmentations operating in an
envi ronment where only parts of the functionality provided by this
specification are needed. The above defined "config" functionality
sub-sets provide a trade-off between conpl eteness and the need for

i mpl ementation interoperability, achieving at |east a | evel of
functionality corresponding to what is desired by the | east capable
party when used as specified here. |Inplenentation of any other
functionality sub-sets of this specification than the above defined
i s NOT RECOMVENDED.

When signaling a config value other than 1, an inplenmentati on MJST

i gnore non-supported nmessages on reception, and SHOULD onit sending
messages not supported by the renote peer. One exanple where is can
be notivated to send nmessages that some receivers do not support, is
when there are nmultiple nessage receivers with different nessage
support (different config values). That approach avoids that the

| east capable receiver limts the functionality provided to others.
The bel ow tabl e sunmari zes per-nmessage send and recei ve support for
the different config attribute values ("X" indicating support and "-"
i ndi cati ng non-support):

B o e e m e e e e e e e e oo +
| # ] Send | Receive |
| | PAUSE RESUME PAUSED REFUSED | PAUSE RESUVE PAUSED REFUSED |
S o +
| 1] X X X X | X X X X |
| 2] X X X - | - - X X |
| 3] - - X X | X X X - |
| 4] X X - - [ - - X X [
| 51 - - X X | X X - - |
| 61 - - X - | - - X - I
| 71 - - - - | - - X - I
l 81 - - X - |- - - - |
B o e e m e e e e e e e e oo +

Fi gure 7: Supported nessages for different config val ues
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In the above description of partial inplenentations, config=2 and 4
correspond to the RTP M xer in the RTP M xer to Media Sender use case
(Section 3.2), and config=3 and 5 correspond to the Media Sender in
that same use case. For that use case, it should be clear that an
RTP M xer inplenenting only config=3 or 5 will not provide a working
solution. Similarly, for that use case, a Media Sender inplenenting
only config=2 or 4 will not provide a working solution. Both the RTP
M xer and the Media Sender will of course work when inplenenting the
full set of messages, corresponding to config=1

A partial inplenentation is not suitable for pause / resune support
bet ween cascaded RTP M xers, but woul d require support correspondi ng
to config=1 between such RTP M xers. This is because an RTP M xer is
then al so Medi a Sender towards the other RTP M xer, requiring support
for the union of config=2 and 3 or config=4 and 5, which effectively
becones config=1.

As can be seen from Figure 7 above, config=2 and 3 differ from
config=4 and 5 only in that in the latter, the PAUSE / RESUME nessage
sender (e.g. the RTP M xer side) does not support |ocal pause
(Section 6.4) for any of its own streans and therefore al so does not
support sendi ng PAUSED.

Partial inplenentations that only support |ocal pause functionality
can declare this capability through confi g=6-8.

Vi abl e fall back rul es between different config are described in
Section 9.1 and Figure 9.

This is the resulting ABNF [ RFC5234], extending existing ABNF in
section 7.1 of CCM [ RFC5104]:

rtcp-fb-ccmparam =/ SP "pause" *(SP pause-attr)

pause-attr = pause-config ; partial message support
/ "nowait" ; no hol d-of f
/| byte-string ; for future extensions
pause-config = "config=" pause-config-val ue
pause-config-value = 1*2DIG T

; byte-string as defined in RFC 4566

Fi gure 8: ABNF

An endpoint inplementing this specification and using SDP to signa
capability SHOULD i ndi cate the new "pause"” paraneter with ccm
signaling, but MAY instead use existing ccmtmbr signaling [ RFC5104]
if the limtations in functionality when usi ng TMMBR/ TMMBN as
described in this specification (Section 5.6) are considered
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acceptable. In that case, no partial nessage support is possible.
The messages fromthis specification (Section 8) SHOULD NOT be used
towards receivers that did not declare capability to receive those
nessages.

The pause functionality can normally be expected to work

i ndependently of the payload type. However, there night exist
situations where an endpoint needs to restrict or at |east configure
the capabilities differently depending on the payl oad type carrying
the media stream Reasons for this mght relate to capabilities to
correctly handl e nedi a boundaries and avoi d any pause or resune
operation to occur where it would | eave a receiver or decoder with no
choice than to attenpt to repair or discard the nedia received just
prior to or at the point of resum ng.

There MUST NOT be nore than one "a=rtcp-fb" line with "pause"
applicable to a single payload type in the SDP, unless the additiona
line uses "*" as payload type, in which case "*" SHALL be interpreted
as applicable to all listed payload types that do not have an
explicit "pause" specification. The "config" pause attribute MJST
NOT appear nore than once for each "pause" CCM paraneter. The
"nowai t" pause attribute MUST NOT appear nore than once for each
"pause” CCM par anet er

9.1. O fer-Answer Use

An offerer inplenenting this specification needs to include "pause"
CCM paraneter with suitable configuration attribute ("config") in the
SDP, according to what nessages it intends to send and desires to
receive in the session

In SDP offer/answer, the "config" attribute and its nessage
directions are interpreted based on the agent providing the SDP. The
offerer is described in an offer, and the answerer is described in an
answer .

An answerer receiving an offer with a "pause" CCMIline and a config
attribute with a certain value, describing a certain capability to
send and recei ve nessages, MAY change the config attribute value in
the answer to another configuration. The permtted answers are
listed in the bel ow table.
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SDP O fer config value | Pernitted SDP Answer config val ues

_______________________ o e e e e e e e e e e e e e e e e e e e e e e e e e a -
1 | 1, 2, 3, 4, 5 6, 7, 8
2 | 3, 4, 5 6, 7, 8
3 | 2, 4,5 6, 7, 8
4 | 5 6, 7, 8
5 | 4, 6, 7, 8
6 | 6, 7, 8
7 | 8
8 | 7

Figure 9: Config values in O fer/Answer

An offer or answer omitting the config attribute, MJST be interpreted
as equivalent to config=1. Inplenentations of this specification
MUST NOT use any other config values than the ones defined above in
an offer or answer, and MJUST renove the "pause”" CCMline in the
answer when receiving an offer with a config value it does not
understand. In all cases the answerer MAY al so conpletely renove any
"pause” CCMIline to indicate that it does not understand or desire to
use any pause functionality for the affected payl oad types.

If the offerer believes that itself and the intended answerer are
likely the only Endpoints in the RTP session, it MAY include the
"nowai t" attribute on the "pause" line in the offer. |If an answerer
receives the "nowait" attribute on the "pause"” line in the SDP, and
if it has information that the offerer and itself are not the only
Endpoints in the RTP session, it MJST NOT include any "nowait"

attribute on its "pause" line in the SDP answer. The answerer MJST
NOT add "nowait" on the "pause" line in the answer unless it is
present on the "pause" line in the offer. |If both offer and answer

contained a "nowait" paraneter, then the hold-off period is
configured to 0 at both offerer and answerer.

Unknown pause attributes MJST be ignored in the offer and MJUST then
be onmitted fromthe answer

If both "pause” and "tmmbr" are present in the offer, both MAY be
included also in the answer, in which case TMVBR/ TMVBN MUST NOT be
used for pause/resune purposes (wWith a bitrate value of 0), to avoid
signaling anbiguity.

.2. Declarative Use
In declarative use, the SDP is used to configure the node receiving

the SDP. This has inplications on the interpretation of the SDP
signaling extensions defined in this specification
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First, the "config" attribute and its nmessage directions are
interpreted based on the node receiving the SDP, and describes the
RECOMVENDED | evel of operation. |If the joining client does not
support the indicated config value, some RTP session stream
optinizations may not be possible in that sone RTP streans will not
be paused by the joining client, and/or the joining client nmay not be
able to resune and recei ve wanted streans because they are paused.

Second, the "nowait" paraneter, if included, is followed as
specified. It is the responsibility of the declarative SDP sender to
deternmine if a configured node will participate in a session that

will be point to point, based on the usage. For exanple, a
conference client being configured for an any source nulticast
session using SAP [RFC2974] will not be in a point to point session
thus "nowait" cannot be included. An RTSP [ RFC2326] client receiving
a declarative SDP may very well be in a point to point session
although it is highly doubtful that an RTSP client would need to
support this specification, considering the inherent PAUSE support in
RTSP.

Unknown pause attributes MJIST be ignored.
If both "pause" and "tmmbr" are present in the SDP, TMVBR TMVBN MJST
NOT be used for pause/resune purposes (with a bitrate value of 0), to
avoi d signaling anbiguity.

Exanpl es

The followi ng exanpl es shows use of PAUSE and RESUVME nessages,
i ncludi ng use of offer-answer:

1. O fer-Answer

2. Point-to-Point session

3. Point-to-Miltipoint using M xer

4. Point-to-Miltipoint using Relay

1. Ofer-Answer

The bel ow figures contains an exanple how to show support for pausing

and resuning the streans, as well as indicating whether or not the
hol d- of f period can be set to O.
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v=0

o=al i ce 3203093520 3203093520 IN I P4 alice. exanpl e. com
s=Pausi ng Medi a

t=0 0

c=IN I P4 alice.exanple.com

mraudi o 49170 RTP/ AVPF 98 99

a=rtprmap: 98 G719/ 48000

a=rtpmap: 99 PCWA/ 8000

a=rtcp-fb:* ccm pause nowait

Figure 10: SDP Offer Wth Pause and Resune Capability

The of ferer supports all of the nessages defined in this
specification, |eaving out the optional config attribute. The
offerer also believes that it will be the sole receiver of the
answerer’s streamas well as that the answerer will be the sole
receiver of the offerer’s stream and thus includes the "nowait" sub-
paraneter for the "pause" paraneter.

This is the SDP answer:

v=0

o=bob 293847192 293847192 I N | P4 bob. exanpl e. com
S=-

t=0 0

c=I N | P4 bob. exanpl e. com

mraudi o 49202 RTP/ AVPF 98

a=rtpnap: 98 G719/ 48000

a=rtcp-fb: 98 ccm pause config=2

Figure 11: SDP Answer Wth Pause and Resunme Capability

The answerer will not allowits sent streans to be paused or resuned

and thus restricts the answer to indicate config=2. It also supports
pausing its own RTP streans due to |ocal considerations, which is why
config=2 is chosen rather than config=4. The answerer somehow knows

that it will not be a point-to-point RTP session and has therefore

renoved "nowai t" fromthe "pause" |ine, neaning that the offerer nust
use a non-zero hol d-off period when being requested to pause the
stream

When using TMVBR O / TMMBN O to achi eve pause and resumne
functionality, there are no differences in SDP conpared to CCM
[ RFC5104] and therefore no such exanples are included here.
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2. Point-to-Point Session

This is the nost basic scenario, which involves two participants,
each acting as a sender and/or receiver. Any RTP data receiver sends
PAUSE or RESUME nessages to the sender, which pauses or resunes
transm ssion accordingly. The hold-off period before pausing a
streamis O.

S + S +
| RTP Sender [ | RTP Receiver |
o e oo + o e oo +
tl: RTP data

| o > |

[ t2: PAUSE(3) [

| |

[ < RTP data paused > [

| t 3: PAUSED( 3) |

| o > |

< Sone time passes > :

[ t4: RESUME( 3) [

| |

[ t5: RTP data [

| o > |

: < Sone tinme passes > :

[ t6: PAUSE(4) [

| |

| < RTP data paused > |

[ t7: PAUSED( 4) [

| o > |

Figure 12: Pause and Resunme Operation in Point-to-Point

Fi gure 12 shows the basic pause and resune operation in Point-to-
Point scenario. At time tl, an RTP sender sends data to a receiver.
At time t2, the RTP receiver requests the sender to pause the stream
usi ng Pausel D 3 (which it knew since before in this exanple). The
sender pauses the data and replies with a PAUSED contai ning the sane
Pausel D. Sone tine later (at tinme t4) the receiver requests the
sender to resune, which resumes its transm ssion. The next PAUSE,
sent at tine t6, contains an updated PauselD (4), with a

correspondi ng PAUSED being sent at tinme t7.
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I + I +
| RTP Sender | | RTP Recei ver
e e e o + e e e o +
t1l: RTP data
| o > |
[ t2: TMVBR O [
| |
[ < RTP data paused > |
[ t3: TMVBN O [
| > |
< Sone tinme passes > :
[ t4: TMVBR 150000 |
| S |
| t5: RTP data |
| o > |
: < Sonme tinme passes > :
| t6: TMVBR O |
| |
| < RTP data paused > |
[ t7: TMVBN O [
| o > |

Fi gure 13: TMMBR Pause and Resune in Point-to-Point

Fi gure 13 describes the sane point-to-point scenario as above, but
usi ng TMMVMBR/ TMVBN si gnal i ng.
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I + T +
| RTP Sender A | | RTP Receiver B
e e e o + S +
t1l: RTP data

| oo > |

[ < RTP data paused > |

[ t2: TMMVBN {A: 0} [

| o > |

: < Sone time passes > :

[ t3: TMVBR O [

| Seemmmm o

| t4: TMMVMBN {A: 0, B: 0} |

| oo > |

: < Sone time passes > :

[ t5: TMMVBN {B: 0} [

| > |

< Sone tinme passes > :

[ t6: TMVBR 80000 |

| |

| t7: RTP data |

| > |

Fi gure 14: Unsolicited PAUSED usi ng TMVBN

Fi gure 14 descri bes the case when an RTP stream sender (A) chooses to
pause an RTP stream due to |ocal considerations. Both the RTP stream
sender (A) and the RTP streamreceiver (B) use TMVBR TMVBN signaling
for pause/resune purposes. A decides to pause the RTP streamat tine
t2 and uses TMMBN O to signal PAUSED, including itself in the TMVBN
bounding set. At tine t3, despite the fact that the RTP streamis
still paused, B decides that it is no longer interested to receive
the RTP stream and signals PAUSE by sending a TMMBR 0. As a result
of that, the bounding set now contains both A and B, and A sends out
a new TMMBN reflecting that. After a while, at tine t5, the |ocal
consi derations that caused A to pause the RTP stream no | onger apply,
causing it to renove itself fromthe bounding set and to send a new
TMVMBN indicating this. At tine t6, B decides that it is now
interested to receive the RTP stream again and signals RESUVE by
sending a TMMBR containing a bitrate value greater than 0, causing A
to resunme sendi ng RTP dat a.

Bur man, et al. Expi res March 14, 2016 [ Page 42]



Internet-Draft RTP Stream Pause Sept enber 2015

T + T +
| RTP Sender | | RTP Recei ver
e e e o + e e e o +
tl: RTP data

| e > |

| t2: PAUSE(7), |ost

| SO |

I I

| t3: RTP data |

| > |

i <Ti meout, still receiving data> i

[ t4: PAUSE(7) [

| |

| < RTP data paused > |

[ t5: PAUSED(7) [

| oo > |

: < Sone time passes > :

[ t6: RESUME(7), lost |

| S G |

| t7: RESUME(7) |

| S |

| t8: RTP data |

R R EEEEEEEEEEEEE > |

[ t9: RESUME(7) |

| |

Fi gure 15: Pause and Resune Operation Wth Messages Lost

Fi gure 15 descri bes what happens if a PAUSE nessage from an RTP
streamrecei ver does not reach the RTP stream sender. After sending
a PAUSE nessage, the RTP streamreceiver waits for a time-out to
detect if the RTP stream sender has paused the data transm ssion or
has sent PAUSED i ndi cation according to the rules discussed in
Section 6.3. As the PAUSE nessage is lost on the way (at tine t2),
RTP data continues to reach to the RTP streamreceiver. \Wen the
timer expires, the RTP streamreceiver schedules a retransni ssion of
the PAUSE nessage, which is sent at tinme t4. |f the PAUSE nessage
now reaches the RTP stream sender, it pauses the RTP stream and
replies wth PAUSED.

At time t6, the RTP streamreceiver wishes to resune the stream again
and sends a RESUME, which is lost. This does not cause any severe
effect, since there is no requirenent to wait until further RESUVE
are sent and another RESUVE are sent already at tinme t7, which now
reaches the RTP stream sender that consequently resunes the stream at
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time t8. The time interval between t6 and t7 can vary, but may for
exanpl e be one RTCP feedback transm ssion interval as determ ned by
t he AVPF rul es.

The RTP streamreceiver did not realize that the RTP stream was
resuned in time to stop yet anot her schedul ed RESUME from bei ng sent
at time t9. This is however harm ess since RESUME contains a past
Pausel D and will be ignored by the RTP stream sender. It will also
not cause any unwanted resune even if the stream was paused again
based on a PAUSE from sone ot her receiver before receiving the
RESUME, since the current Pausel D was updated conpared to the one in
the stray RESUME, which contains a past PauselD and will be ignored
by the RTP stream sender.

e e e o + e e e o +
| RTP Sender [ | RTP Receiver |
o e oo + o e oo +
tl: RTP data

| oo > |

| t2: PAUSE(11) |

| |

I I

| < Can not pause RTP data > |

| t3: REFUSED(11) |

| o > |

I I

| t4: RTP data |

| > |

Figure 16: Pause Request is Refused in Point-to-Point

In Figure 16, the receiver requests to pause the sender, which
refuses to pause due to sone consideration |ocal to the sender and
responds with a REFUSED nessage.

3. Point-to-Miltipoint using M xer

An RTP M xer is an internediate node connecting different transport-
| evel clouds. The M xer receives streans fromdifferent RTP sources,
sel ects or conbi nes them based on the application's needs and
forwards the generated strean(s) to the destination. The M xer
typically puts its’ own SSRC(s) in RTP data packets instead of the
original source(s).

The M xer keeps track of all the streans delivered to the M xer and
how they are currently used. In this exanple, it selects the video
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streamto deliver to the receiver R based on the voice activity of
the RTP stream senders. The video streamwi |l be delivered to R
using Ms SSRC and with an CSRC indicating the original source.

Note that PauselD is not of any significance for the exanple and is
therefore onmitted in the description.

+----- + +----- + +----- + +----- +
| R | | M | | S1 | | S2 |
+-- - - - + +-- - - - +-- - - - + +-- - - - +
t 1: RTP(S1) :
t2: RTP(M S1) SR [ [
SSRREEEEEETEEEEEEE | | |
| t3: RTP(S2) | |
| |

|
| t9: PAUSE( S1) |
I I
| t10: PAUSED(S1) |

| <S1:No RTP to M~ |

Figure 17: Pause and Resune Operation for a Voice Activated M xer

The session starts at t1 with S1 being the nost active speaker and
thus being selected as the single video streamto be delivered to R
(t2) using the M xer SSRC but with S1 as CSRC (indicated after the
colon in the figure). Then S2 joins the session at t3 and starts
delivering an RTP streamto the Mxer. As S2 has |less voice activity
then S1, the Mxer decides to pause S2 at t4 by sending S2 a PAUSE
request. At t5, S2 acknow edges with a PAUSED and at the sanme
instant stops delivering RTP to the Mxer. At t6, the user at S2
starts speaking and becones the nost active speaker and the M xer
decides to switch the video streamto S2, and therefore quickly sends
a RESUME request to S2. At t7, S2 has received the RESUME request
and acts on it by resuming RTP streamdelivery to M Wen the RTP
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streamfromt7 arrives at the Mxer, it switches this RTP streaminto
its SSRC (M at t8 and changes the CSRC to S2. As S1 now becones
unused, the M xer issues a PAUSE request to S1 at t9, which is
acknow edged at t10 with a PAUSED and the RTP stream from S1 stops
bei ng delivered.

10.4. Point-to-Miltipoint using Translator

A transport Relay in an RTP session forwards the nessage from one
peer to all the others. Unlike Mxer, the Relay does not mix the
streans or change the SSRC of the nessages or RTP nedia. These
exanples are to show that the nessages defined in this specification
can be safely used also in a transport Relay case. The parentheses
in the figures contains (Target SSRC, PauselD) information for the
messages defined in this specification.

. + . + . +
| Sender(S) | [ Rel ay [ | Receiver(R |
. + . + . +
t1l: RTP(S) :

|- >| |

| t2: RTP (S) [

------------------ >|

I

|
| | t3: PAUSE(S, 3)
I
| t4: PAUSE(S, 3) | |
| |
< Sender waiting for possible RESUME>
| < RTP data paused >
| t5: PAUSEDS, 3) [

| | t6: PAUSED(S, 3)
| et >
| | t7: RESUME(S,3) |
| | < nmmmmn e |
| t8 RESUVE(S,3) | |
e |
| t9: RTP (9) | |

------------------ > [
| | t10: RTP (9) |
| TSR >

Fi gure 18: Pause and Resune Operation Between Two Partici pants Using
a Rel ay
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Fi gure 18 descri bes how a Relay can help the receiver in pausing and
resum ng the sender. The sender S sends RTP data to the receiver R
through Rel ay, which just forwards the data wi thout nodifying the
SSRCs. The receiver sends a PAUSE request to the sender, which in
this exanple knows that there nmay be nore receivers of the stream and
waits a non-zero hold-off period to see if there is any other
receiver that wants to receive the data, does not receive any

di sapprovi ng RESUME, hence pauses itself and replies w th PAUSED.
Simlarly the receiver resunes the sender by sendi ng RESUMVE request
through Relay. Since this describes only a single pause and resune
operation for a single RTP stream sender, all nessages uses a single
Pausel D, in this exanple 3.
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- +-
S | I
-4 +-
: t1: RTP(S)

[ wmmmm e

| t9: PAUSED(S, 8)

| < Pauses RTP Stream >

I
| t3: PAUSE(S, 7) |

|
| <RTP stream continues to RL and R2> |
[ [ t7: PAUSE(S, 8) |

|< ------------------------------------
I I I
R > I
I I

I I I
> I I
| t10: PAUSEDX(S, 8) | |
| ----------------- S e e e e e maoo- ﬂ
| t11: RESUME(S,8) | |
[ <---mmmmmmee - I I
I I I
------------------------------------- >
I I I
> I
| t14:RTP(S) | |
I

RTP Stream Pause Sept enber 2015
—— -+ +--- - - + +--- - - +
Rel | | RL | | R2 |
EEEE +--- - - + +--- - - +
>| I
| t2: RTP(S) |

----------------- S e e e e e 2>

Figure 19: Pause and Resunme Operation Between One Sender and Two

Recei vers Through Rel ay

Fi gure 19 expl ains the pause and resune operations when a transport
Rel ay is involved between a sender and two receivers in an RTP

sessi on.
happens.
Rel ay,

Each nessage exchange is represented by the tinme it
At time tl1l, Sender (S) starts sending an RTP streamto the
which is forwarded to RL and R2 through the Relay, Rel.

R1 and

R2 receives RTP data fromRelay at t2. At this point, both RlL and R2
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will send RTCP Receiver Reports to Sinformng that they receive S's
stream

After sone tine (at t3), Rl chooses to pause the stream On
receiving the PAUSE request fromRl at t4, S knows that there are at

| east one receiver that may still want to receive the data and uses a
non-zero hold-off period to wait for possible RESUME nessages. R2
did al so receive the PAUSE request at tine t4 and since it stil

wants to receive the stream it sends a RESUVE for it at time t5,
which is forwarded to the sender S by the Relay. The sender S sees
the RESUME at tine t6 and continues to send data to Relay which
forwards to both RlL and R2. At t7, the receiver R2 chooses to pause
the stream by sendi ng a PAUSE request with an updated Pausel D. The
sender S still knows that there are nore than one receiver (Rl and
R2) that may want the stream and again waits a non-zero hol d-of f

peri od, after which and not having received any di sapprovi ng RESUVE
it concludes that the stream nust be paused. S now stops sending the
stream and replies with PAUSED to Rl and R2. \When any of the
receivers (RL or R2) chooses to resune the streamfromsS, in this
exanple Rl, it sends a RESUME request to the sender (also seen by
R2). The RTP sender immedi ately resunes the stream

Consi der al so an RTP sessi on which includes one or nore receivers,
paused sender(s), and a Relay. Further assune that a new partici pant
joins the session, which is not aware of the paused sender(s). On
recei ving know edge about the newy joined participant, e.g. any RTP
traffic or RTCP report (i.e. either SR or RR) fromthe newy joined
participant, the paused sender(s) immedi ately sends PAUSED

i ndi cations for the paused streans since there is now a receiver in
the session that did not pause the sender(s) and nmay want to receive
the streans. Having this information, the newly joined participant
has the sane possibility as any other participant to resune the
paused streans.

| ANA Consi derations

This specification requests the followi ng registrations from | ANA

1. A newvalue for nedia stream pause / resune to be registered with
IANA in the "FMI Val ues for RTPFB Payl oad Types" registry | ocated
at the tine of publication at: http://ww.iana.org/assignnments/
rtp-paraneters/rtp-paraneters. xhtm #rtp-paranmeters-8
Val ue: TBAl
Nanme: PAUSE- RESUME

Long Name: Media Pause / Resune
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Ref erence: This RFC

2. A new val ue "pause" to be registered with I ANA in the "Codec
Control Messages" registry located at the tine of publication at:
http://ww. i ana. or g/ assi gnnent s/ sdp- par anet er s/ sdp-
par anet er s. xht m #sdp- par anet er s- 19

Val ue Nane: pause
Long Nane: Media Pause / Resune
Usable with: ccm
Reference: This RFC
Security Considerations

Thi s docunent extends the CCM [ RFC5104] and defi nes new nessages
i.e. PAUSE, RESUME, PAUSED, and REFUSED. The exchange of these new
messages have some security inplications, which need to be addressed
by the user.

The nmessages defined in this specification can have substanti al

i mpact on the perceived nedia quality if used in a malicious way.
First of all, there is the risk for Denial of Service (DoS) on any
RTP session that uses the PAUSE- RESUME functionality. By injecting
one or nore PAUSE requests into the RTP session, an attacker can
potentially prevent any nedia fromflow ng, especially when the hol d-
off period is zero. The injection of PAUSE nessages is quite sinple,
requi ri ng know edge of the SSRC and the PauselD. This information is
visible to an on-path attacker unless RTCP nessages are encrypted.
Even off-path attacks are possible as signalling messages often carry
the SSRC value, while the 16-bit Pausel D have to be guessed or tried.
The way of protecting the RTP session fromthese injections is to
perform source authentication conbined with nessage integrity, to
prevent other than intended session participants from sending these
messages. The security solution should provide replay protection

O herwise, if a session is long-lived enough for the Pausel D value to
wrap, an attacker could replay old nmessages at the appropriate tine
to influence the nedia sender state. There exist several different
choi ces for securing RTP sessions to prevent this type of attack

SRTP is the nobst conmon, but al so other methods exist as discussed in
"Options for Securing RTP Sessions" [RFC7201].

Most of the methods for securing RTP however do not provide source
aut hentication of each individual participant in a nulti-party use
case. In case one of the session participants is malicious, it can
wreck significant havoc within the RTP session and sinmilarly cause a

Bur man, et al. Expi res March 14, 2016 [ Page 50]



Internet-Draft RTP Stream Pause Sept enber 2015

13.

DoS on the RTP session fromwi thin. That danage can al so be
attenpted to be obfuscated by having the attacker inpersonate other
endpoints within the session. These attacks can be mtigated by
using a solution that provides true source authentication of al
participants’ RTCP packets. However, that has other inplications.
For nulti-party sessions including a niddlebox, that niddlebox is
RECOMMVENDED t o perform checks on all forwarded RTCP packets so that
each participant only uses its set of SSRCs, to prevent the attacker
utilizing another participant’s SSRCs. An attacker that can send a
PAUSE request that does not reach any other participants than the
medi a sender can cause a streamto be paused w thout providing
opportunity for opposition. This is mitigated in nulti-party
topol ogi es that ensure that requests are seen by all or nost of the
RTP session participants, enabling these participants to send RESUME
In topol ogies with m ddl eboxes that consune and process PAUSE
requests, the mddlebox can also mtigate such behavior as it wll
commonly not generate or forward a PAUSE nessage if it knows of

anot her participant having use for the media stream

The above text has been focused on using the PAUSE nmessage as the
tool for malicious inmpact on the RTP session. That is because of the
greater inpact fromdenying users access to RTP nedia streans. In
contrast, if an attacker attenpts to use RESUME in a nalicious
purpose, it will result in that the nedia streans are delivered.
However, such an attack basically prevents the use the Pause and
Resunme functionality. Thus, potentially forcing a reduction of the
media quality due to limtation in available resources, like
bandwi dt h that nust be shared

The session establishnent signalling is also a potential venue of
attack, as that can be used to prevent the enabling of Pause and
Resure functionality by nodifying the signalling nessages. The above
mtigation of attacks based on source authentication also requires
the signalling systemto securely handle identities, and assert that
only the intended identities are allowed into the RTP session and
provided the rel evant security contexts.
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Changes From Earlier Versions

NOTE TO RFC EDI TOR: Pl ease renove this section prior to publication.

A.1. Modifications Between Version -09 and -10

Changes based on AD revi ew of changes:

o Editorial rewordings in Security Consideration

A.2. Modifications Between Version -08 and -09

Changes based on I ETF last call and | ESG coments.

0 Expanded sone acronyns on first usage.

o Cdarified why this docunent updated RFC 5104.

0 Renopved sone unused abbrevi ati ons.

o Cdarified when TMMBR/ TMVMBN i s expected to be used in Section 5.6.

0 Mandate using SHALL repetition of PAUSED indications in

Section 6. 4.
0 Renoved paragraph in Section 8.4 on Pausel D and REFUSED as bei ng
r edundant .
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A. 3.

Transmi ssion rules in Section 8.5 was reworded and stoped using
RFC 2119 terns, instead uses recomendati ons and |ists
noti vati ons.

In Section 9 (Signalling) it was clarified that one SHOULD only
send nessages supported by receivers, but provide exanple of cases
when one may still send nessages not supported by every receiver
of that nmessage. Also clarified that TMVBR/ TMMBN for pause is
monolithic in capability.

Security consideration was updated to consider replay attacks.
Security consideration was updated to describe the mtigation
agai nst malicous RTP session participants in nulti-party cases

that seeing all nessages provide.

Modi fi cati ons Between Version -07 and -08

Changes based on | ESG AD Eval uati on.

(0]

Moved the nentioning of RTCWEB RFC7478 APl requirenents out from
3.1 to section 3, adding a couple of clarifying sentences.

Hi ghlighted that the use case in section 3.4 deals with a
different direction of the pause request than the previous use
cases.

Added text on partial capability and interoperability to section
5. 1.

Added an overvi ew expl anati on of PauselD as a new section 5.2, and
noved a few sentences on Pausel D fromother 5.x sections in there.

Changed all occurrences of "available" and "valid" PauselD to the
nmore clear "current" Pausel D, and re-phrased sentences invol ving
that to becone nore cl ear

Changed all occurrences of "smaller" and "larger" PauselD to
"past” and "future", respectively, to better align with "current”.

Renoved an incorrect sentence in 5.2 about when it is not feasible
to send repeated PAUSE.

Changed a few capitalized words that could be taken as normative
text fromsection 5 which is intended to be a non-normative
descri ption.
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Added sone explanatory text on why RTP streamis resuned when the
streamrecei ver that paused the stream | eaves the RTP session to
last bullet in 6.3.1.

Added caption to Figure 5.

Moved the detail ed description on what Pausel D ranges are defined
as "past" and "future" before section 8.1, instead of having it in
section 8.1, and added a conment on the "not current” part of the
val ue range.

Added text in section 8.1 on appropriate tinme to wait between
sendi ng PAUSE, when the first PAUSE was rejected by a RESUME or a
REFUSED.

Added text in section 8.3 on appropriate tinme to wait between
sendi ng RESUVE, when the first RESUME was rejected by a REFUSED

Added text in section 8.4 on tinme to wait before sending the
REFUSED request again, referencing sections 8.1 and 8. 3.

Added a coupl e of paragraphs in section 9 on partial capability
and interoperability, including a description on when different
config values are expected to be useful, and when they are not.

Added arrows in Figure 19 to highlight that the Relay sends out
all received nmessages to all receivers, not only the first PAUSE
nessage.

Changed references to RFC3264 and RFC4566 to be normati ve.

Updated ietf-rtcweb-use-cases-and-requirenents reference to be
RFC7478.

Editorial inprovenents and clarifications.
Modi fi cati ons Between Version -06 and -07
Conpletely rewote the Security Consideration section

Aligned text such that REFUSED is always referred to as a
notification, not indication

Added and changed text in several places, clarifying the case when
TMVBR/ TMVBN boundi ng set overhead value matters, related to

whet her | ocal RTP stream sender or renote RTP streamreceiver owns
the TMVMBR O restriction, and the consequences this has on pause/
resune | ogic.
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Moved text on when to stop media streamtransni ssion from when
recei ving PAUSE and entering pausing state, to when entering
paused or |ocal paused states.

Added text on how to determine if there is a single receiver or
not, aligned with what is specified in draft-ietf-avtcore-nulti-
stream adding a reference to draft-ietf-avtcore-multi-stream
optinmisation to be able to use a single RTCP reporting group as
one criteria.

Added clarifying text on repeating PAUSED and RESUME nessages only
as long as remaining in the relevant state.

Clarified that it is the RTP stream sender’s responsibility to
| eave | ocal paused state when the condition causing that state is
no | onger true.

Added text to better allow for extensions to this specification
since there is already sone text on extensions.

Corrected and anended ABNF to make CCM pause paraneters order-
i ndependent, allow for a larger config pause attribute val ue
range, and added corresponding text to handl e that additional
flexibility.

Added SDP rul es on how to handl e unknown pause attribute val ues.

Clarified how to handle an SDP with both "ccm pause" and "ccm
t mbr " .

Changed from "Translator” to "Relay" in exanples, to make it
clearer in relation to the updated topol ogies draft.

Editorial inprovenents.
Modi fi cati ons Between Version -05 and -06

Clarified in Message Details section for PAUSED t hat

retransm ssion of the nmessage can be used to increase the
probability that the nessage reaches the receiver in a tinely
fashi on, and al so added text that says the nunber of repetitions
can be tuned to observed loss rate and the desired | oss
probability. Also renmoved Editor’s notes on potential ACK for
unsol i cited PAUSED, since the issue is solved by the above.

In the sane section as above, added that PAUSED nay be included in
al | conpound RTCP reports, as long as the negotiated RTCP
bandwi dth is not exceeded.

Bur man, et al. Expi res March 14, 2016 [ Page 57]



Internet-Draft RTP Stream Pause Sept enber 2015

(o]

In Message Details section for RESUME, added text on

retransm ssion simlar to the one nmentioned for PAUSED above.

Al so included text that says such retransm ssion SHOULD stop as
soon as RTP packets or a REFUSED with a valid PauselD fromthe
targeted stream are received

Changed sinul cast reference, since that draft was noved from
AVTCORE to MMJSI C and rmade WG draft.

Changed End Point to Endpoint to reflect change in RTP G ouping
Taxonony draft.

Editorial inprovenents.
Modi fi cati ons Between Version -04 and -05

Added text in sections 4.1, 4.6, 6.4 and 8.5 on retransni ssion and
timng of unsolicited PAUSED, to inprove the nessage tineliness
and probability of reception

Modi fi cati ons Between Version -03 and -04
Change of Copyright boilerplate
Modi fi cations Between Version -02 and -03

Changed the section on SDP signaling to be nore explicit and cl ear
in what is supported, replacing the 'paused’ paraneter and the
"dir’ attribute with a 'config’ paraneter that can take a val ue,
and an explicit listing of what each val ue nmeans.

Added a sentence in section on paused state (Section 6.3) that
pause nmust not affect RTP keepalive.

Repl aced REFUSE nessage nane w th REFUSED t hroughout, to better
indicate that it is not a conmand but a notification

Added text in a few places, clarifying that PAUSED nmessage nmay be
used unsolicited due to RTP sender |ocal considerations, and al so
clarified the interaction between this usage and an RTP stream
recei ver pausing the stream Al so added an exanpl e descri bi ng
this case.

Clarified that when TMMBN O is used as PAUSED nessage, and when
sent unsolicited due to RTP sender |ocal considerations, the TMVBN
message includes the RTP stream sender itself as part of the
boundi ng set.
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(o]

(0]

A 9.

A. 10.

(0]

Clarified that there is no reply to a PAUSED i ndication

| mproved the | ANA section.

Editorial inprovenents.

Modi fi cati ons Between Version -01 and -02

Repl aced nost text on relation with other signaling technol ogies
in previous section 5 with a single, summarizing paragraph, as
di scussed at | ETF 90 in Toronto, and placed it as the | ast sub-
section of section 4 (design considerations).

Renoved unused references.

Modi fi cati ons Between Version -00 and -01

Corrected text in section 6.5 and 6.2 to indicate that a PAUSE
signal ed via TMMBR 0 cannot be REFUSED using TMMVBN > 0O

I mproved alignment with RTP Taxonony draft, including the change
of Packet Streamto RTP Stream

Editorial inprovenents
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