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Abstract

Source Description (SDES) itens are nornmally transported in RTP
control protocol (RTCP). |In sone cases it can be beneficial to speed
up the delivery of these itens. Minly when a new source (SSRC)
joins an RTP session and the receivers needs this source’s identity,
relation to other sources, or its synchronization context, all of
which may be fully or partially identified using SDES itenms. To
enable this optim zation, this docunent specifies a new RTP header
extension that can carry SDES itens.
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I nt roducti on

This specification defines an RTP header extension [ RFC3550][ RFC5285]
that can carry RTCP source description (SDES) itens. By including
selected SDES itens in a header extension the determ nation of

rel ationship and synchronizati on context for new RTP streanms (SSRCs)
in an RTP session can be optinized. Wich relationship and what

i nformati on depends on the SDES itens carried. This becones a

compl enent to using only RTCP for SDES Item delivery.

It is inportant to note that not all SDES itens are appropriate to
transmt using RTP header extensions. Sone SDES itens perforns
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bi nding or identifies synchronization context with strict tineliness
requi renents, while nmany other SDES itens do not have such
requirenents. In addition, security and privacy concerns for the
SDES iteminformation need to be considered. For exanple, the Nanme
and Location SDES itens are highly sensitive froma privacy

per spective and shoul d not be transported over the network w thout
strong security. No use case has identified where this information
is required at the same tinme as the first RTP packets arrive. A few
seconds del ay before such information is available to the receiver
appears acceptable. Therefore only appropriate SDES itens will be
regi stered for use with this header extension, such as CNAME

First, some requirements | anguage and term nol ogy are defined. The
foll owi ng section notivates why this header extension is sometines
required or at |east provides a significant inprovenent conpared to
wai ting for regular RTCP packet transm ssions of the infornmation

This is followed by a specification of the header extension and usage
recomendations. Next, a sub-space of the header-extension URN is
defined to be used for existing and future SDES itens, and then the
appropriate existing SDES itens are registered.

Definitions

1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. Term nol ogy
Thi s docunment uses termni nol ogy defined in "A Taxonomy of G ouping
Semantics and Mechani snms for Real -Tine Transport Protocol (RTP)
Sources" [I-D.ietf-avtext-rtp-groupi ng-taxonony]. In particular the
foll owi ng definitions:

Medi a Source

RTP Stream

Medi a Encoder

Encoded Stream

Parti ci pant
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3. Motivation

Source Description (SDES) itenms are associated with a particul ar SSRC
and thus RTP stream The source description itens provide various
meta data associated with the SSRC. How inportant it is to have this
data no later than when receiving the first RTP packets depends on
the itemitself. The CNAME itemis one itemthat is comonly needed
either at reception of the first RTP packet for this SSRC, or at

|l east by the tine the first nedia can be played out. |If it is not
avai |l abl e, the synchroni zati on context cannot be determ ned and thus
any rel ated streans cannot be correctly synchronized. Thus, this is
a val uabl e exanple for having this information early when a new RTP
streamis received

The main reason for new SSRCs in an RTP session is when media sources
are added. This can be either because an end-point is adding a new
actual nedia source, or additional participants in a nulti-party
session are added to the session. Another reason for a new SSRC can
be an SSRC collision that forces both colliding parties to select new
SSRCs.

For the case of rapid nedia synchronization, one may use the RTP
header extension for Rapid Synchronization of RTP Fl ows [ RFC6051].
Thi s header extension carries the clock information present in the
RTCP sender report (SR) packets. |t however assumes that the CNAME
bi nding i s known, which can be provided via signaling [ RFC5576] in
some cases, but not all. Thus an RTP header extension for carrying
SDES itens like CNAME is a powerful conbination to enable rapid
synchroni zation in all cases.

The Rapid Synchronization of RTP Flows specification does provide an
anal ysis of the initial synchronization delay for different sessions
dependi ng on nunber of receivers as well as on session bandw dth
(Section 2.1 of [RFC6051]). These results are applicable also for
other SDES itens that have a sinilar tinme dependency until the

i nformati on can be sent using RTCP. These figures can be used to
determine the benefit of reducing the initial delay before
information is available for sone use cases.

That docunent al so di scusses the case of late joiners, and defines an
RTCP Feedback format to request synchronization information, which is
anot her potential use case for SDES itens in RTP header extension.

It would for exanple be natural to include CNAME SDES itemwi th the
header extension containing the NTP formatted reference clock to
ensure synchroni zati on

There is an another SDES itemthat can benefit fromtinely delivery,
and an RTP header extension SDES itemwas therefore defined for it:
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MD: This is a nedia description identifier that matches the val ue
of the Session Description Protocol (SDP) [RFC4A566] a=mnid
attribute, to associate RTP streans multipl exed on the same
transport with their respective SDP nedi a description as described
in [I-D.ietf-nmusic-sdp-bundl e-negoti ation].

4. Specification

This section first specifies the SDES item RTP header extension
format, followed by some usage consi derations.

4.1. SDES |tem Header Extension

An RTP header extension schene allowing for multiple extensions is
defined in "A General Mechani smfor RTP Header Extensions" [RFC5285].
That specification defines both short and |ong item headers. The
short headers (One-byte) are restricted to 1 to 16 bytes of data,
while the long format (Two-byte) supports a data length of 0 to 255
bytes. Thus the RTP header extension formats are capabl e of
supporting any SDES item froma data | ength perspective.

The ID field, independent of short or long format, identifies both
the type of RTP header extension and, in the case of the SDES item
header extension, the type of SDES item The mapping is done in
signaling by identifying the header extension and SDES itemtype
using a URN, which is defined in the | ANA consi deration (Section 5)
for the known SDES itens appropriate to use.

4.1.1. One-Byte Format

The one-byte header format for an SDES item extension el ement

consi sts of the One-Byte header (defined in Section 4.2 of

[ RFC5285] ), which consists of a 4-bit ID followed by a 4-bit length
field (len) that identifies the nunber of data bytes (len value +1)
followi ng the header. The data part consists of |en+l bytes of UTF-8
text. The type of text and its napping to the SDES itemtype is
determined by the ID field val ue.

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| ID | len | SDES Itemtext value ... [
R R e R e s s e o S S e R e o o

Figure 1
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4.1.2. Two-Byte Format

The two-byte header format for an SDES item extension el enent
consists of the two-byte header (defined in Section 4.3 of

[ RFC5285] ), which consists of an 8-bit ID followed by an 8-bit |ength
field (len) that identifies the nunmber of data bytes follow ng the
header. The data part consists of len bytes of UTF-8 text. The type
of text and its mapping to the SDES itemtype is determ ned by the ID
field val ue.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| I D | I en | SDES Itemtext value ... |
B i S S T s i S T st i S S S S S S S S i

Fi gure 2
4.2. Usage of the SDES |Item Header Extension

This section discusses various usage considerations; which form of
header extension to use, the packet expansion, and when to send SDES
itens in header extension

4.2.1. One or Two Byte Headers

The RTP header extensions for SDES itenms MAY use either the one-byte
or two-byte header formats, depending on the text value size for the
used SDES itens and the requirenent from any other header extensions
used. The one-byte header SHOULD be used when all non SDES item
header extensions supports the one-byte format and all SDES itemtext
val ues contain at nost 16 bytes. Note that the RTP header extension
speci fication does not allow m xi ng one-byte and two-byte headers for
the sane RTP stream (SSRC), so if the value size of any of the SDES
itens value requires the two-byte header, then all other header

ext ensi ons MJST al so use the two-byte header fornmat.

For exanpl e using CNAMEsS that are generated according to "Quidelines
for Choosing RTP Control Protocol (RTCP) Canonical Nanmes (CNAMES)"

[ RFC7022], using short term persistent values, and if 96-bit random
val ues prior to base64 encoding are sufficient, then they will fit
into the One-Byte header fornat.

An RTP mi ddl ebox needs to take care choosi ng between one byte headers
to two-byte headers when creating the first packets for an outgoing
stream (SSRC) with header extensions. First of all it needs to
consider all the header extensions that may potentially be used.
Secondly, it needs to know the size of the SDES itens that are going
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to be included, and use two bytes headers if any are |onger than 16
bytes. An RTP niddl ebox that forwards a stream i.e. not mxing it
or conbing it with other streans, may be able to base its choice on
the header size in incomng streans. This is assum ng that the

m ddl ebox does not nodify the streamor add additional header
extensions to the streamit sends, in which case it needs to nake its
own deci si on.

4.2.2. MU and Packet Expansion

The RTP packet size will clearly increase when a header extension is
i ncluded. How nuch depends on the type of header extensions and
their data content. The SDES itens can vary in size. There are also
some use-cases that require transnmitting nultiple SDES itenms in the
same packet to ensure that all relevant data reaches the receiver

An exanpl e of that is when both CNAME, a M D, and the rapid tine
synchroni zati on extension from RFC 6051 are needed. Such a
conmbination is quite likely to result in at |east 16+3+8 bytes of
data plus the headers, which will be another 7 bytes for one-byte
headers, plus two bytes of header padding to nmake the conpl ete header
extension word aligned, thus in total 36 bytes.

I f the packet expansion cannot be taken into account when producing
the RTP payload it can cause an issue. An RTP payload that is
created to neet a particular IP level Maxinmum Transnission Unit

(MrU), taking the addition of |P/ UDP/RTP headers but not RTP header
extensions into account, could exceed the MU when the header
extensions are present, thus resulting in IP fragnentation. |IP
fragmentation is known to negatively inpact the | oss rate due to

m ddl eboxes unwilling or not capable of dealing with IP fragnents, as
well as increasing the target surface for other types of packet

| osses.

As this is a real issue, the nedia encoder and payl oad packeti zer
shoul d be flexible and be capabl e of handling dynam cally varying
payl oad size restrictions to counter the packet expansion caused by
header extensions. |If that is not possible, some reasonabl e worst
case packet expansion should be cal cul ated and used to reduce the RTP
payl oad size of all RTP packets the sender transmts.

4.2.3. Transm ssion Considerations

The general recomrendation is to only send header extensions when
needed. This is especially true for SDES itens that can be sent in
periodic repetitions of RTCP throughout the whole session. Thus, the
di fferent usages (Section 4.2.4) have different recommendati ons.

First sone general considerations for getting the header extensions
delivered to the receiver:
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1. The probability for packet |oss and burst |oss determ ne how many
repetitions of the header extensions will be required to reach a
targeted delivery probability, and if burst loss is likely, what
di stribution would be needed to avoid getting all repetitions of
the header extensions lost in a single burst.

2. If a set of packets are all needed to enabl e decoding, there is
commonly no reason for including the header extension in all of
these packets, as they share fate. Instead, at nobst one instance

of the header extension per independently decodabl e set of nedia
data woul d be a nore efficient use of the bandw dth.

3. How early the SDES iteminformation is needed, fromthe first
recei ved RTP data or only after some set of packets are received
can guide if the header extension(s) should be in all of the
first N packets or be included only once per set of packets, for
exanpl e once per video frane.

4. The use of RTP l|evel robustness mechani snms, such as RTP
retransm ssi on [ RFC4588], or Forward Error Correction, e.g.
[ RFC5109] may treat packets differently from a robustness
perspective, and SDES header extensions should be added to
packets that get a treatnent corresponding to the relative
i mportance of receiving the information.

As a summary, the nunmber of header extension transm ssions should be
tailored to a desired probability of delivery taking the receiver
popul ation size into account. For the very basic case, N repetitions
of the header extensions should be sufficient, but nay not be
optimal. N is selected so that the header extension target delivery
probability reaches 1-P*N, where P is the probability of packet |oss.
For point to point or small receiver populations, it might also be
possi bl e to use feedback, such as RTCP, to determ ne when the
information in the header extensions has reached all receivers and
stop further repetitions. Feedback that can be used includes the
RTCP XR Loss RLE report block [RFC3611], which will indicate
succesful delivery of particular packets. |If the RTP/AVPF Transport
Layer Feedback Messages for generic NACK [ RFC4585] is used, it can
indicate the failure to deliver an RTP packet with the header
extension, thus indicating the need for further repetitions. The
normal RTCP report blocks can al so provide an indicator of succesfu
delivery, if no losses are indicated for a reporting interva
covering the RTP packets with the header extension. Note that |oss
of an RTCP packet reporting on an interval where RTP header extension
packets were sent, does not necessarily nmean that the RTP header

ext ensi on packets thensel ves were |ost.
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4.2.4. Different Usages
4.2.4.1. New SSRC

A new SSRC joins an RTP session. As this SSRC is conpletely new for
everyone, the goal is to ensure, with high probability, that all RTP
session participants receives the information in the header

ext ensi on. Thus, header extension transm ssion strategies that allow
some margins in the delivery probability should be considered.

4,.2.4.2. Late Joiner

In a multi-party RTP session where one or a small nunber of receivers
join a session where the majority of receivers already have all
necessary information, the use of header extensions to deliver

rel evant infornation should be tailored to reach the new receivers.
The trigger to send header extensions can for exanple either be RTCP
fromnew receiver(s) or an explicit request like the Rapid
Resynchroni zati on Request defined in [ RFC6051]. In centralized
topol ogi es where an RTP mi ddl ebox is present, it can be responsible
for transmtting the known information, possibly stored, to the new
session participant only, and not repeat it to all the session
partici pants.

4.2.4.3. Information Change

If the SDES information is tightly coupled with the RTP data, and the
SDES i nformati on needs to be updated, then the use of the RTP header
extension is superior to RTCP. Using the RTP header extension
ensures that the information is updated on reception of the related
RTP nedi a, ensuring synchronization between the twd. Continued use
of the old SDES information can |lead to undesired effects in the
application. Thus, header extension transm ssion strategies with
hi gh probability of delivery should be chosen

4.2.5. SDES Itens in RTCP

The RTP header extensions information, i.e. SDES Itens, can and wl|l
be sent also in RTCP. Therefore, it is worth making some reflections
on this interaction. As an alternative to the header extension, it
is possible to schedul e a non-regul ar RTCP packet transm ssion
containing inportant SDES items, if one uses an RTP/ AVPF based RTP
profile. Depending on which node one’s RTCP feedback transmitter is
wor ki ng on, extra RTCP packets may be sent as inmmediate or early
packets, enabling nore tinely SDES information delivery.

There are however two aspects that differ between using RTP header
ext ensi ons and any non-regul ar transm ssion of RTCP packets. First,
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as the RTCP packet is a separate packet, there is no direct relation
and al so no fate sharing between the relevant nedia data and the SDES
information. The order of arrival for the packets will matter. Wth
a header-extension, the SDES itens can be ensured to arrive if the
media data to play out arrives. Secondly, it is difficult to
deternmine if an RTCP packet is actually delivered. This, as the RTCP
packets | ack both sequence nunber or a nechani sm providing feedback
on the RTCP packets thensel ves.

4.2.6. Update Fl aps

The SDES item may arrive both in RTCP and in RTP header extensions,
potentially causing the value to flap back and forth at the tine of
updating. There are at |least two reasons for these flaps. The first
one is packet reordering, where a pre-update RTP or RTCP packet with
an SDES itemis delivered to the receiver after the first RTP/RTCP
packet with the updated value. The second reason is the different
code-paths for RTP and RTCP in inplenmentations. An update to the
sender’s SDES item parameter can take a different time to propagate
to the receiver than the correspondi ng nmedia data. For example, an
RTCP packet with the SDES itemincluded that may have been generated
prior to the update can still reside in a buffer and be sent

unnodi fied. The update of the item s value can at the sane tine
cause RTP packets to be sent including the header extension, prior to
t he RTCP packet being sent.

However, nost of these issues can be avoi ded by perform ng some
checks before updating the receiver’s stored value. To handle flaps
caused by reordering, only SDES itens received in RTP packets with a
hi gher extended sequence nunber than the |ast change shall be
applied, i.e. discard itens that can be determ ned to be ol der than
the current one. For conpound RTCP packets, which will contain an
Sender Report (SR) packet (assuming an active RTP sender), the

recei ver can conpare the RTCP Sender Report’s Tinestanp field, to
deternmine at what approxinmate tine it was transmitted. If the
timestanp is earlier than the last received RTP packet extension
carrying an SDES item and especially if carrying a previously used
value, the SDES itemin the RTCP SDES packet can be ignored. Note
that medi a processing and transm ssion pacing can easily cause the
RTP header tinestanp field as well as the RTCP SR tinestanp field to
not match with the actual transm ssion tine.

5. | ANA Consi derati ons

This section makes the follow ng requests to | ANA
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0 Register and reserve for SDES itens the URN sub-space
"urn:ietf:parans:rtp-hdrext:sdes:" in the RTP Conpact Header
Ext ensi ons registry.

0 Register the SDES itens appropriate for use with the RTP header
extension defined in this docunent.

5.1. Reservation of the SDES URN sub-space

The reason to require registering a URN within an SDES sub-space is
that the nane represents an RTCP Source Description item where a
specification is strongly reconmended. The formal policy is

mai ntai ned fromthe main space, i.e. Expert Review. However, sone
addi tional considerations are provided here that needs to be

consi dered when applying for a registration within this sub-space of
the RTP Conpact Header Extensions registry.

Any registration using an Extension URI that starts with
"urn:ietf:parans:rtp-hdrext:sdes:" MJIST al so have a regi stered Source
Description itemin the "RTP SDES itemtypes" registry. Secondly, a
security and privacy consideration for the SDES item nust be provided
with the registration, preferably in a publicly available reference.
Thirdly, information nust be provided on why this SDES itemrequires
timely delivery, notivating it to be transported in an header
extension rather than as RTCP only.

I ANA is requested to register the below in the RTP Conpact Header
Ext ensi ons:

Extension URI: urn:ietf:paranms:rtp-hdrext:sdes

Descri ption: Reserved as base URN for SDES items that are al so
defined as RTP Conpact header extensions.

Cont act : Aut hors of [ RFCXXXX]

Ref er ence: [ RFCXXXX]

RFC-edi tor note: Please replace all occurances of RFCXXXX with the
RFC nunber this specification receives when published.

5.2. Registration of SDES Itens

It is requested that the following SDES itemis registered in the RTP
Conpact Header Extensions registry:

Extension URI: urn:ietf:parans:rtp-hdrext:sdes: chame

Descri ption: Sour ce Description: Canonical End-Point ldentifier
( SDES CNAME)

Cont act : Aut hors of [ RFCXXXX]

Ref er ence: [ RFCXXXX]
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W also note that the MD SDES itemis already registered in the
registry by [I-D.ietf-mrusic-sdp-bundl e-negotiation].

6. Security Considerations

Source Description items may contain data that are sensitive froma
security perspective. There are SDES itens that are or nmay be
sensitive froma user privacy perspective, |ike CNAVE, NAME, EMAIL,
PHONE, LOC and H323- CADDR. Sonme may contain sensitive information
Ii ke NOTE and PRIV, while others may be sensitive fromprofiling

i npl ementations for vulnerability or other reasons, |like TOOL. The
CNAME sensitivity can vary depending on how it is generated and what
persistence it has. A short term CNAME identifier generated using a
random nunber generator [RFC7022] may have m nimal security

i nplications, while a CNAME of the form user @ost has privacy
concerns, and a CNAME generated froma MAC address has long term
tracki ng potentials.

In RTP sessions where any type of confidentiality protection is
enabl ed for RTCP, the SDES item header extensions MJST al so be
protected per default. This inplies that to provide confidentiality,
users of SRTP need to inplenent encrypted header extensions per

[ RFC6904]. Commonly, it is expected that the same security level is
applied to RTCP packets carrying SDES itens, and to an RTP header
extension containing SDES items. |f the security level is different,
it is inportant to consider the security properties as the worst in
each aspect for the different configurations.

As the SDES itens are used by the RTP based application to establish

rel ati onshi ps between RTP streans or between an RTP stream and

i nformati on about the originating Participant, there SHOULD be strong

requirenents on integrity and source authentication of the header

extensions. |If not, an attacker can nodify the SDES item value to

create erroneous relationship bindings in the receiving application
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