PERC C. Goves, Ed.

I nternet-Draft W Yang
I ntended status: |nfornational R Even
Expires: April 18, 2016 Huawei

Cct ober 16, 2015

Usage of CLUE with PERC
draft-groves-perc-clue-00

Abst ract

Thi s docunment provides an initial discussion of the relationship
between PERC and CLUE. It seeks to identify any potential inpacts
or/and enhancenent to the way that CLUE is used in the PERC
architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 18, 2016.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

G oves, et al. Expires April 18, 2016 [ Page 1]



Internet-Draft Usage of CLUE with PERC Cct ober 2015

Tabl e of Contents

1. Introduction . 2
2. Requirenents Language . 3
3. CLUE Background . . . . 3
4. CLUE Relation to PERC . 6
4.1. Topol ogy . 6
4.2. Media nanlpulatlon 7
4.3. Privacy . 7
4.4. Encodings . . 8
4.5, Mappi ng RTP streans to CLUE nedla captures 8
4.6. Ohers? . . . . 9
5. Potential CLUE enhancenents . 9
5.1. Encrypted CLUE information C e e e 9
5.2. Ohers? . . . e I
6. Summary . . . e
7. Acknomﬁedgenents T
8. | ANA Considerations . . . . . . . . . . . . . . . ... ... 1
9. Security Considerations . . . . . . . . . . . . . . ... .. 11
10. References . . e v
10.1. Normative References O 24
10.2. Informative References . . . . . . . . . . . . . . . . . 12
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 13
1. Introduction

OThe PERC wor ki ng charter specifically mentions that the solution for
PERC shoul d:

"be inpl enentabl e by both SIP (RFC3261) and WebRTC endpoints [I-
D.ietf-rtcweb-overview]. How tel epresence endpoints using the
protocol s defined in the CLUE working group could utilize the
defined security solution needs to be considered. However, it is
acknow edged that limtations nay exist, resulting in restricted
functionality or need for additional adaptations of the CLUE
protocol s. "

It also indicates that work for docunenting the nodel for integrating
PERC wi th based with the establishnent of CLUE conferences needs to
be perforned.

This draft provides some initial information to address both these
ar eas.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when t hey
appear in ALL CAPS. These words may al so appear in this docunent in
| ower case as plain English words, absent their normative meani ngs.

3. CLUE Background

The CLUE protocol franmework [I-D.ietf-clue-framework] effectively is
a nmeans of sending netadata about nedi a captures and encodi ngs

bet ween a Providi ng Endpoi nt and a Consuni ng Endpoint. The CLUE
protocol is transmitted using a WebRTC Dat achannel
[I-D.ietf-clue-datachannel] neaning that any SRTP based nechani sns
for encrypting this netadata cannot be used.

The information that can be sent regarding nedia captures is
summari zed bel ow

- Spatial information, including point of capture, point on line
of capture, area of capture, nmobility of capture and audio
capture sensitivity pattern

- Descriptive information, including a human readabl e
description, indication of presentation, field of view type and
| anguage;

- Person information, including the role of the person and xCard
descri ption;

- M scellaneous information, including whether text is enbedded
or a relation to other captures.

It is possible for providers through the Milti-Content Capture (MCC)
mechani smto provide the information about the individua

contributing sources. It can provide the switching policy as well as
synchroni zati on i nformation

I nformation about the overall "Scene" nmay al so be provided including
vi ews, human readabl e descriptions, xCard and scal e i nformation.

Using the CLUE protocol information the Consuning endpoint can then
choose what nedia captures and encodings that it would like to
recei ve through the use of CLUE and SIP/SDP signalling. Media is
typically provided through SRTP. Figure 2 /
[I-D.ietf-clue-framework] highlights the basic call flow. Figure 1
bel ow provi des a copy of this flow
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Figure 1: CLUE Basic Information Fl ow
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scenario the MCU acts as an aggregation point for CLUE information.
That is the MCU recei ves ADVERTI SEMENT nmessages received from
mul ti pl e endpoi nts before deciding on the contents of the

ADVERTI SEMENT that it wishes to send. Likewi se the MCU will use
recei ved CONFI GURE nessages to decide what the contents of its

CONFI GURE nessages will be. In doing so the MCU nay apply any | oca
policy / provisioning information to its decisions. Figure 2
illustrates this CLUE signalling. The SIP/SDP signalling is onitted
for brevity.

| ADVERTI SEMENT 1 | |

I***********************************>|

| | ADVERTI SEMENT 2 |

|*****************>|

| ADVERTI SEMENT 3|

|***************>|

|
| | CONFIGURE 1 |
I

I <***************I

I

I

I

I

I

| CONFI GURE 2 | | |
|<***********************************|

| | CONFI GURE 3

| |<*****************|

I
I
I
I
I
I

MEDI A FLOW | |

***********************************>| I

| MEDI A FLOW |

|*****************>|

| | MEDIA FLOW

| |***************>

Figure 2: CLUE MCU Fl ow

Figure 2 shows a unidirectional nmedia flow to Endpoint3. A bi-
directional media flow would be enabled by Endpoint3 providing an
ADVERTI SEMENT to the MCU and the MCU providi ng ADVERTI SEMENTS to
Endpoi nt 1 and Endpoint2. Endpointl and Endpoi nt2 would then al so
send CONFI GURE nessages to the MCU and the MCU woul d send a CONFI GURE
message to Endpoi nt 3.

Thus the selection of a particular Media Capture and Encodi ng
(Capture Encodi ng) by the endpoints drives what topol ogy occurs at
the MCU. However there is a caveat. The MCU could apply filtering
of the CLUE netadata to provide a sub-set of the data or append its
own data. For exanple it nmay decide that rather than offer the
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source audi o from Endpoi nt1 and Endpoi nt2 as individual streans, it
will offer a mx of these two sources, as individual streans.

4. CLUE Relation to PERC
As detailed in the charter, the goal of the PERC W5 is to:

"...work on a solution that enables centralized SRTP-based
conferencing, where the central device distributing the nedia is
not required to be trusted with the keys to decrypt the
participants’ nmedia. The nedia nust be kept confidential and
aut henti cat ed between an originating endpoint and the explicitly
al | omed receiving endpoints or other devices. The neta

i nformation provided to the central device is to be linited to
the mnimal required for it to performits function to preserve
the conference participant’s privacy."

As described above CLUE | argely provides netadata (or neta
information) so the task is to identify the nminiml set of CLUE data
required for CLUE to still work. It also needs to be considered the
limted functionality of a nmedia distribution device (MDD) as
conpared to an MCU

In broad terns the initial PERC drafts propose a solution where there
are two sets of encryption keys, one for the end-to-end (e2e) session
and another for the transport connection (i.e. between the endpoint
and MDD). SRTP extensions are required to carry the e2e encrypted
data. The concept of a key managenent function (KMF) is also

i ntroduced which receives information about the call and the
endpoints (as per 8.1/[1-D.jones-perc-private-nedia-framework] ).

The KMF is the elenment that the endpoints trust it provides
cryptographi ¢ keys and aut henticates nmedia content. See 6.1 /
[1-D.jones-perc-private-medi a-reqts].

So far only SRTP nedi a has been considered by PERC. As the MDD does
not have access to the un-encrypted nedia streamit can only provide
switching topologies (e.g. Media Switch, Selective Forwarding Unit,
Transport Translator/ Transport Rel ay?,
[I-D.ietf-avtcore-rtp-topol ogi es-update]).

These aspects have sone inplications on the use of CLUE.

4.1. Topol ogy
As noted in the background section the selection of particular
captures and encodi ngs by endpoints effectively dictates what

topol ogy occurs at the MCU MDD. Therefore where a CLUE enabl ed MDD
receives an indication that an encoding requires the use of PERC, the
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MDD rmust ensure that in any subsequent ADVERTI SEMENTs and S| P/ SDP
offers it sends, that the capture encoding is an unni xed |ocal source
(i.e. doesn’'t use a MCC indicating a MDD | ocal conposition of renote
sources). This would be a mismatch in capabilities as the MDD is
unable to m x SRTP streans.

Whil st the MDD may utilise the MCC nmechanismto indicate that a
particul ar capture encoding may represent multiple sources, the
MaxCaptures attribute (section 7.2.1.1/[1-D.ietf-clue-franmework])
should be set to <=1 or 1 to indicate that only switching is used.

O her MaxCapture values indicate the potential use of conposed (thus
m xed) capture encodi ngs.

A MCC Policy attribute (section 7.2.1.2/[1-D.ietf-clue-franework])
may al so be included. It allows the indication of a "SoundLevel”
policy that indicates that the content of the capture encoding is
determined by a sound | evel detection algorithm As a PERC enabl ed
MDD cannot access the SRTP nedia the "SoundLevel " policy shoul d not
be used unl ess the endpoint indicates the use of an unencrypted or
hop by hop mechanism (e.g. utilising [ RFC6464]) for sound |eve

det ecti on.

4.2. Media mani pul ation

G ven that the PERC enabl ed MDD cannot access the encrypted nedia, it
cannot filter possible media content. For exanple an endpoint may

i ndi cate that the nmedia capture contains enbedded text (clause
7.1.1.13/[1-D.ietf-clue-framework]) information. It has no mechani sm
to filter out (e.g. by renoving part of the inmge, or text signaled
associ ated with audio) or to confirmtext is being sent. Therefore
the MDD can either only renove the capture from bei ng ADVERTI SED or
pass the enbedded text attribute wi thout nodification

A CLUE enabl ed MDD has the ability of adding its own captures and
encodi ngs to ADVERTI SEMENTS. PERC enabl ed consuners shoul d deternmi ne
if the encoding associated with the advertised captures contains the
correct key/fingerprint information as distributed by the KMF before
requesting the capture encoding via a CONFIGURE. This is a simlar
consi deration as for non-CLUE endpoint responding with an SDP Answer.

4.3. Privacy

The CLUE framework allows the sending of potentially private
information to the MCU. Participant and endpoint information via the
xCard [ RFC6351] format nmay be provided. xCard can contain address,
contact, conpany, images and audio information. Wilst this

i nformati on does not conpromise the encrypted nedia it does provide

i nformati on about the persons generating it.
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CLUE al so allows the definition of extensions so there nmay be
proprietory extensions that nay al so contain potentially senstive
i nformation.

As indicated in the PERC WG charter neta information provided to the
central device is to be linmted to the mininmal required for the MDD
to performits function. This may potentially result in an CLUE
endpoi nt significantly reducing the amount of netadata it sends in
ADVERTI SEMENTS. This would result in decreased information for
CONSUMERs t o deci de which captures to consuner. This may lead to a
decreased tel epresence user experience.

4.4. Encodings

CLUE itself carries little encoding information other than encodi ng
groups with indicate which encodings are |inked (and the maxm nmum bi t
rate) and encodi ngl Ds of the individual encodings. The encodi nglDs
provide a link to the actual encoding information provided through

SI P/ SDP. The SDP utilizes the "a=group" and "a=mi d" mechanismto

ref erence the CLUE encodi ngl Ds thus providing a |inkage between CLUE
and SDP

It is expected that any indication of the use of PERC for SRTP
streams will be signaled through SDP. Therefore a CLUE enabl ed
endpoint is not required to change any CLUE based encodi ng

i nformati on to use PERC.

4.5, Mapping RTP streans to CLUE nedia captures

In order to associate RTP nedia with a particular CLUE capture
encoding [I-D.ietf-clue-rtp-mapping] defines a RTP header extension
and a RTCP SDES item both containing a CapturelD. The draft

i ndi cates for mapping an RTP streamto a specific MCin the MCC the
CLUE t he nedi a sender MJUST send for MCC the capturelD in the RTP
header and as a RTCP SDES nessage.

If an MDD produces or nodifies MCCs (in particular the individua
source Capturel Ds) as per section 4.1 above, then it may need to
potentially nodify the received source RTP/RTCP capturelDs to match
the CLUE MCC before sending RTP/RTCP. In the case of voice activated
swi tching, the MDD should al so send the rel evant RTP/ RTCP capt urel D.

Ther ef ore any PERC sol ution should ensure that the MDD may have
access to and the ability to send RTP/ RTCP capt urel D
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4.

5.

5.

6

1.

O hers?
TBD
Potential CLUE enhancenents

CLUE has a defined extension mechani sm (see section 8/[ID.ietf-clue-
protocol]). The use of any enhancenents related to PERC coul d be
negoti ated through this mechani sm

Encrypted CLUE i nformation

In order to linmt the amount of netadata available to the MDD but
still allowing the full use of CLUE, CLUE could be enhanced to carry
encrypted data that is associated with a capture/scene but is not
available to an MDD. This would be sinmlar to the proposed solution
for SRTP. The KMF coul d be enhanced to provide keys to the endpoints
to access this CLUE encrypted data to nmake deci sions on which capture
encodi ngs to CONFI GURE.

In a PERC environnment the endpoints are responsible for stream

sel ection and any conposition and thus they shoul d have access to the
full capture and scene netadata provided by the other endpoints in a
conference. A MDD that switches streans doesn’t need access to this
nmet adata as it should not make decisions regarding the forwarding of
streans based on the content/characteristics of the stream
Accordingly the MDD only strictly needs a Capturel D and t he encodi ng
information in order to switch streans. CLUE capture attributes
capture scene, sinultaneous set and people information nmay be
encrypted and passed through the MDD. This is due to the fact that a
CONFI GURE only contains a Capturel D and an associ at ed Encodi ngl D

It’s the CONFI GURE nmessage that determni ne which capture encodi ng an
endpoi nt sends.

The syntax below in figure 3 provides a conceptual illustration of
the clear and encrypted parts of a CLUE ADVERTI SEMENT utilising the
exanmpl e fromsection 10.1 / [ID.ietf-clue-protocol]:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<advertisenent xm ns="urn:ietf:parans: xnm :ns:cl ue-protocol"

xm ns: ns2="urn:ietf:parans: xm : ns: cl ue-i nfo"
xm ns: ns3="urn:ietf:paranms: xm : ns:vcard-4.0"
prot ocol ="CLUE" v="0.4">

<cl uel d>Napol i </ cl uel d>

<sequenceNr >45</ sequenceNr >

<medi aCapt ur es>

<ns2: medi aCapture xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

XSi:type="ns2: vi deoCapt ureType" capturel D="AC0" mnedi aType="vi deo" >
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<ns2:

<ns2:

<ns2:

<ns2:

<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: encG oupl DREF>EG1</ ns2: encG oupl DREF>
/**************** Encrypt ed COﬂt ent S **************/
medi aCapture xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
XSi :type="ns2: vi deoCapt ureType" nedi aType="vi deo" capturel D="VC0" >
<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: encG oupl DREF>EQ0</ ns2: encG oupl DREF>
/**************** Encrypt ed Cont ent S **************/
</ ns2: medi aCapt ur e>
medi aCapture xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
XSi :type="ns2: vi deoCapt ureType" nedi aType="vi deo" capturel D="VC1" >
<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: encG oupl DREF>EQ0</ ns2: encG oupl DREF>
/**************** Encrypt ed Cont ent S **************/
</ ns2: medi aCapt ur e>
medi aCapture xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
XSi :type="ns2: vi deoCapt ureType" nedi aType="vi deo" capturel D="VC3">
<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: encG oupl DREF>EQ0</ ns2: encG oupl DREF>
/**************** Encrypt ed Cont ent S **************/
</ ns2: medi aCapt ur e>
medi aCapture xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
XSi :type="ns2: vi deoCapt ur eType" nedi aType="vi deo" capturel D="VC4" >
<ns2: capt ur eScenel DREF>CS1</ ns2: capt ur eScenel DREF>
<ns2: encG oupl DREF>EQ0</ ns2: encG oupl DREF>
/**************** Encrypt ed Cont ent S **************/

</ medi aCapt ur es>
<encodi ngG oups>

<ns2: encodi ngG oup encodi ngG oupl D=" EQ0" >
<ns2: maxG oupBandw dt h>600000</ ns2: maxG oupBandwi dt h>
<ns2: encodi ngl DLi st >
<ns2: encl D>ENC1</ ns2: encl D>
<ns2: encl D>ENC2</ ns2: encl D>
<ns2: encl D>ENC3</ ns2: encl D>
</ ns2: encodi ngl DLi st >
</ ns2: encodi ngG oup>
<ns2: encodi ngG oup encodi ngG oupl D="EGL" >
<ns2: max@G oupBandw dt h>300000</ ns2: maxG& oupBandwi dt h>
<ns2: encodi ngl DLi st >
<ns2: encl D>ENC4A</ ns2: encl D>
<ns2: encl D>ENC5</ ns2: encl D>
</ ns2: encodi ngl DLi st >
</ ns2: encodi ngG& oup>

</ encodi ngG oups>
<capt ur eScenes>

/**************** EnCrypt ed COI’]t ents **************/

</ capt ur eScenes>
<si mul t aneousSet s>
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/**************** Encrypted ContentS **************/
</ si mul t aneousSet s>
<peopl e>
/**************** Encrypted Contents **************/
</ peopl e>
</ adverti senent >

Figure 3: Encrypted CLUE Adverti senent

The downside of this approach is that the MDD effectively becones
unable to offer its own switched streans as nultiple content
captures. Wilst in theory it could offer its own MCCs utilising the
unencrypted CapturelDs, it has little netadata to deci de which
streans are related in order to provide synchronised sw tching
Therefore it could be recommended that information such as the
capture area (which is unlikely to be sensitive) should be passed in
the clear (unencrypted) to allow the MDD to distinguish that the
captures cover different parts of the sane scene. In this case the
MDD coul d provide a MCC.

5.2. Ohers?
TBD

6. Summary

This draft provides a discussion of the rel ationship between CLUE and
PERC and the potential inpacts to CLUE when used with PERC streans.
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