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Abst r act

This meno serves to register and docunent the "font" Primary Content
Type, under which the Internet Media subtypes for representation
formats for fonts may be registered. This docunent also serves as a
registration application for a set of intended subtypes, which are
representative of sone existing subtypes already registered under the
"application" tree by their separate registrations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 18, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

The process of setting type in conputer systens and ot her forns of
text presentation systenms uses fonts in order to provide visua
representations of the glyphs. Just as with imges, for exanple,
there are a nunber of ways to represent the visual information of the
glyphs. Early font formats often used bitnmaps, as these could have
been carefully tuned for maxi numreadability at a given size on | ow
resol ution displays. Mre recently, scalable vector outline fonts
have cone into wi despread use: in these fonts, the outlines of the

gl yphs are described, and the presentation systemrenders the outline
in the desired position and size.

This docunent defines a top-level Internet Media Type type "font"
under which different representation formats of fonts may be
registered (e.g. a bitmap or outline formats). It should be

enphasi zed that, just as under the "imge" top-level type one does
not find registration for a specific inmage, for exanple, "The Night-
wat ch" (by Renbrandt) but instead "JPEG' (a conpressed i nage data
representation format), so, under "font" one will not find "Courier"
(the nane of a popular font) but perhaps "TTF', "OIF" or "SFNT" (the
nanes of comonly used TrueType and OpenType font formats as well as
their higher-1level wapper format).

2. Background and Justification

Historically there has not been a registration of formats for fonts.
Most recently, there have been several representation formats

regi stered as M ME subtypes under the "application" top-Ilevel type.
However, with the rapid adoption of web fonts (based on the data from
HTTP Archive [1] showi ng a huge increase in web font usage from1%in
the end of 2010 to 50% across all sites in the beginning of 2015)
custom fonts on the web have becone a core web resource. As the in-
depth analysis [2] shows, the lack of the intuitive top-level font
type is causing significant confusion anmong devel opers - while
currently defined font subtypes are severely under-utilized there are
many nore sites that already use non-existent (but highly intuitive)
medi a types such as "font/woff", "font/ttf" and "font/truetype". At
the sane tine, the najority of sites resort to using generic types
such as "application/octet-stream, "text/plain' and "text/htm"; or
use unregi strable types such as "application/x-font-ttf".

Contrary to our expectations, the officially defined | ANA subtypes

such as "application/font-woff" and "application/font-sfnt" see a
very limted use - their adoption rates trail far behind as the
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actual use of web fonts continues to increase. The nenbers of the
WBC WebFonts WG believe the use of "application" top-level type is
not ideal. First, the "application" sub-tree is treated (correctly)
with great caution with respect to viruses and ot her active code.
Secondly, the lack of a top-level type nmeans that there is no
opportunity to have a comopn set of optional attributes, such as are
specified here. Third, fonts have a uni que set of licensing and
usage restrictions, which makes it worthwhile to identify this
general category with a unique top-Ilevel type.

The WBC WebFonts WG believes that the situation can be significantly
improved if a set of font nmedia types is registered using "font" as a
dedi cated top-level type. Based on the data anal ysis presented
above, we believe that it is the presence of sinple and highly
intuitive nedia types for images that caused the w despread adoption
of I ANA's recomrendations, where the correct usage of existing nedia
types reaches over 97%for all subtypes in the "inmage" tree. The W5
bel i eves that, considering a rapid adoption of fonts on the web, the
registration of the top-level nedia type for fonts along with the
intuitive set of subtypes that reflect popular and wi dely used data
formats would further stimulate the adoption of web fonts,
significantly sinplify web server configuration process and
facilitate the proper use of | ANA nedia type recommendati ons.

3. Security considerations

Fonts are interpreted data structures that represent collections of
different tables containing data that represent different types of

i nformation, including glyph outlines in various formats, hinting
instructions, nmetrics and layout information for nultiple |anguages
and writing systens, rules for glyph substitution and positioning,
etc. Depending on the format used to represent the glyph data the
font may contain TrueType, PostScript or SVG outlines and their
respective hint instructions, where applicable. There are many

exi sting, already standardi zed font table tags and fornats that allow
an unspecified nunber of entries containing predefined data fields
for storage of variable length binary data. Many existing (TrueType,
OpenType and OFF, SIL Graphite, WOFF, etc.) font formats are based on
the tabl e-based SFNT (scal able font) format which is extrenely
flexible, highly extensible and offers an opportunity to introduce
additional table structures when needed, in a way that woul d not

af fect existing font rendering engines and text |ayout

i mpl ement ati ons. However, this very extensibility may present
specific security concerns - the flexibility and ease of addi ng new
data structures nmakes it easy for any arbitrary data to be hidden
inside a font file. There is a significant risk that the flexibility
of font data structures may be exploited to hide malicious binary
content disguised as a font data conponent.
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Fonts may contain 'hints’, which are programmatic instructions that
are executed by the font engine for the alignnent of graphica

el ements of glyph outlines with the target display pixel grid.
Dependi ng on the font technology utilized in the creation of a font
these hints nmay represent active code interpreted and executed by the
font rasterizer. Even though hints operate within the confines of
the gl yph outline conversion system and have no access outside the
font rendering engine, hint instructions can be, however, quite
compl ex, and a maliciously designed conplex font could cause undue
resource consunption (e.g. nmenory or CPU cycles) on a nachine
interpreting it. Indeed, fonts are sufficiently conplex, and nost
(if not all) interpreters cannot be conpletely protected from
mal i ci ous fonts w thout undue performance penalties.

W despread use of fonts as necessary conponent of visual content
presentation warrants that a careful attention should be given to
security considerations whenever a font is either enbedded into an
el ectroni c docunent or transmitted al ongsi de nedia content as a
Iinked resource. Wile many existing font fornmats provide certain

| evel s of protection of data integrity (such mechani sns include e.g.
checksuns and digital signatures), font data formats provide neither
privacy nor confidentiality protection internally; if needed, such
protection should be provided externally.

4. Definition and encodi ng

The "font" as the primary nmedia content type indicates that the
content identified by it requires certain graphic subsystem such as
font rendering engine (and, in sone cases, text |ayout and shaping
engine) to process font data, which in turn may require certain | eve
of hardware capabilities such as certain |evels of CPU perfornmance
and avail able nenory. The "font" nmedia type does not provide any
specific informati on about the underlying data format and how the
font information should be interpreted - the subtypes defined within
a "font" tree will nanme the specific font formats. Unrecogni zed sub-
types of "font" should be treated as "application/octet-streant.

| mpl enent ati ons may pass unrecogni zed subtypes to a comon font-
handl i ng system if such systemis avail able.

5. Defined subtypes
In this section the initial entries under the top-level '"font’ MM

type are docunented. They also serve as exanples for future
regi strations.
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5.1. Ceneric SFNT font type
Type nane: font
Subt ype nanme: sfnt
Requi red paraneters: None.
Optional paraneters:
1) Nane: Qutlines Value: TTF, CFF, SVG

This paranmeter can be used to specify the type of outlines
supported by the font. Value "TTF" shall be used when a font
resource contains glyph outlines in TrueType format, val ue
"CFF" shall be used to identify fonts containing PostScript/CFF
outlines, and value SVG shall be used to identify fonts that
include SVG outlines. TTF, CFF or SVG outlines can be present
in various conbinations in the sane font file, therefore,

mul tiple values for the same optional parameter may be defi ned.

2) Nanme: Layout
Val ue: OTF, AAT, SIL

This paranmeter identifies the type of inplenmented support for
advanced text |ayout features. The predefined val ues "OIF"
"AAT" and " SIL" respectively indicate support for OpenType
text layout, Apple Advanced Typography or G aphite SIL. More
than one shapi ng and | ayout nechani sm may be supported by the
same font file, therefore, nmultiple values for the sane
optional paraneter may be defined

Encodi ng consi derations: Binary.

Interoperability considerations: As it was noted in the first
par agraph of the "Security considerations" section, the sane font
format w apper can be used to encode fonts with different types of
gl yph data represented as either TrueType or PostScript (CFF)
outlines. Existing font rendering engines may not be able to
process sone of the particular outline formats, and downl oadi ng a
font resource that contains unsupported glyph data format woul d
result in inability of application to render and display text.
Therefore, it would be extrenely useful to clearly identify the
format of the glyph outline data within a font using an optiona
paraneter, and allow applications to nake deci sions about
downl oading a particular font resource sooner. Simlar, another
optional paraneter is suggested to identify the type of text

Lilley Expires April 18, 2016 [ Page 5]



Internet-Draft The font Primary Content Type Cct ober 2015

shapi ng and | ayout mechanismthat is supported by a font. Please
note that as new outline formats and text shapi ng nmechani snms may
be defined in the future, the set of allowed values for two
optional paraneters defined by this section nmay be extended.

Publ i shed specification: |SQO|EC 14496-22 "Open Font Format" (OFF)
speci fication being devel oped by |1SQO | EC SC29/ WEL1.

Applications that use this nmedia type: Any and all applications that
are able to create, edit or display textual nedia content.

Addi tional information:
Magi ¢ nunber(s): The TrueType fonts and OFF / OpenType fonts
cont ai ni ng TrueType outlines should use 0x00010000 as the
"sfnt’ version nunber.

The OFF / OpenType fonts containing CFF data should use the tag
"OITO as ’'sfnt’ version nunber.

File extension(s): Font file extensions used for OFF / OpenType
fonts: .ttf, .otf

Typically, .ttf extension is only used for fonts containing
TrueType outlines, while .otf extension can be used for any
OpenType/ OFF font, either with TrueType or CFF outli nes.
Maci ntosh file type code(s): (no code specified)
@ont-face Format: none.

Fragnment ldentifiers none.

Person & email address to contact for further information: VMadimr
Levant ovsky (vl adi mr.|evant ovsky@mnot ype. conj.

I ntended usage: COMVON
Restrictions on usage: None

Author: The |SQ | EC 14496-22 "(Open Font Format" specification is a
product of the ISOIEC JTCL SC29/ Wz11.

Change controller: The 1SQOIEC has change control over this
speci fication.
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5.2. TTF font type
Type nane: font
Subtype name: ttf
Requi red paraneters: None.
Optional paraneters:
Nane: Layout Value: OIF, AAT, SIL

This paranmeter identifies the type of support mechani smfor
advanced text |ayout features. The predefined values "OTF",
"AAT" and " SIL" respectively indicate support for OpenType
text layout, Apple Advanced Typography or Gaphite SIL. More
than one shapi ng and | ayout nechani sm may be supported by the
same font file, therefore, nmultiple values for the sane
optional paraneter may be defined

Encodi ng consi derations: Binary.

Interoperability considerations: As was noted in the first paragraph
of the "Security considerations" section, the sane font fornmat can
be used to encode fonts supporting different types of outlines
and/ or text shaping and | ayout mechani sms. Existing font
rendering engine inplenmentations may not be able to process sone
of the particular layout table formats, and downl oading a font
resource that contains unsupported text shapi ng mechani sm woul d
result in inability of applications to display text properly.
Therefore, it would be extrenmely useful to clearly identify the
supported text shaping and | ayout data within a font using an
optional paraneter, and allow applications to nake deci si ons about
downl oadi ng a particular font resource sooner. Please note that
as new text shaping nmechani sns may be defined in the future, the
set of allowed values for the optional paraneter defined by this
section rmay be extended.

Publ i shed specification: |1SO1EC 14496-22 "Open Font Format" (OFF)
speci fication being devel oped by |1SQO | EC SC29/ WGL1

Applications that use this nedia type: Any and all applications that
are able to create, edit or display textual media content.

Addi tional information:

Lilley Expires April 18, 2016 [ Page 7]



Internet-Draft The font Primary Content Type Cct ober 2015

Magi ¢ nunber(s): The TrueType fonts and OFF / OpenType fonts
cont ai ni ng TrueType outlines should use 0x00010000 as the
"sfnt’ version nunber.

File extension(s): Font file extensions used for TrueType / OFF /
penType fonts: .ttf, .otf

Typically, .ttf extension is only used for fonts containing
TrueType outlines, while .otf extension may be used for any
OpenType/ OFF font, either with TrueType or CFF outli nes.
Maci ntosh file type code(s): (no code specified)
@ont-face Format: truetype

Fragnent ldentifiers none.

Person & emuil address to contact for further information: VMadimr
Levant ovsky (vl adi nir.| evant ovsky@ronot ype. com

I nt ended usage: COMVON
Restrictions on usage: None

Author: The |SQO | EC 14496-22 "(Open Font Format" specification is a
product of the SO I EC JTCL SC29/ W511.

Change controller: The 1SQIEC has change control over this
speci fication.

5.3. OTF font type

Type nane: font

Subtype name: otf

Required paraneters: None.

Optional paraneters

Nanme: Qutlines Value: TTF, CFF, SVG

This paranmeter can be used to specify the type of outlines
supported by the font. Value "TTF" shall be used when a font
resource contains glyph outlines in TrueType format, val ue
"CFF" shall be used to identify fonts containing PostScript/CFF

outlines, and value SVG shall be used to identify fonts that
include SVG outlines. TTF, CFF or SVG outlines can be present
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in various conbinations in the sane font file, therefore,
mul tiple values for the same optional parameter may be defi ned.

Encodi ng consi derations: Binary.

Interoperability considerations: As it was noted in the first
par agraph of the "Security considerations" section, the sane font
format can be used to encode fonts with different types of glyph
data represented as either TrueType, PostScript (CFF) or SVG
outlines. Existing font rendering engines may not be able to
process sone of the particular outline formats, and downl oadi ng a
font resource that contains unsupported glyph data format woul d
result in inability of application to render and display text.
Therefore, it would be extrenely useful to clearly identify the
format of the glyph outline data within a font using an optiona
paraneter, and allow applications to nake deci sions about
downl oading a particular font resource sooner. Please note that
as new outline formats may be defined in the future, the set of
al | oned values for the optional parameter defined in this section
may be extended.

Publ i shed specification: |1SO1|EC 14496-22 "Open Font Format" (OFF)
speci fication being devel oped by |1SQO | EC SC29/ WGL1.

Applications that use this nedia type: Any and all applications that
are able to create, edit or display textual media content.

Addi tional information
Magi ¢ nunber(s): The TrueType fonts and OFF / OpenType fonts
cont ai ni ng TrueType outlines should use 0x00010000 as the

"sfnt’ version nunber.

The OFF / QOpenType fonts containing CFF data should use the tag
"OITO as 'sfnt’ version nunber.

File extension(s): Font file extensions used for OFF / OpenType
fonts: .ttf, .otf

Typically, .ttf extension is only used for fonts containing

TrueType outlines, while .otf extension can be used for any

OpenType/ OFF font, either with TrueType, CFF or SVG outli nes.
Maci ntosh file type code(s): (no code specified)

@ont-face Fornmat: opentype

Fragnment ldentifiers none.
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Person & email address to contact for further information: Vadimr
Levant ovsky (vl adi mr.|evant ovsky@mnot ype. con
I ntended usage: COMVON
Restrictions on usage: None

Author: The ISQO | EC 14496-22 "(Open Font Format" specification is a
product of the SO IEC JTCL SC29/ W511.

Change controller: The 1SQIEC has change control over this
speci fication.

5.4. WOFF 1.0
Type nane: font
Subt ype nanme: woff
Required paraneters: None.
Optional paraneters: None.
Encodi ng consi derations: Binary.
Interoperability considerations: None.

Publ i shed specification: This nedia type registration is extracted
fromthe WOFF specification [3] at WBC

Applications that use this nedia type: WOFF is used by Web browsers,
often in conjunction with HTM_ and CSS.

Addi ti onal information

Magi ¢ nunber(s): The signature field in the WOFF header MJST
contain the "magi ¢ nunber" Ox774F4646

File extension(s): woff

Maci ntosh file type code(s): (no code specified)
Maci nt osh Uni versal Type ldentifier code: "org.w3c.woff"
@ont-face Format: woff

Fragnent ldentifiers: none.
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Person & enmail address to contact for further information: Chris
Lilley (wwwfont@3.org).
I ntended usage: COMVON
Restrictions on usage: None

Aut hor: The WOFF specification is a work product of the World Wde
Web Consortium s WebFonts Working G oup.

Change controller: The WBC has change control over this
speci fication.

5.5. WOFF 2.0
Type nane: font
Subt ype name: woff2
Required paraneters: None.
Optional paraneters: None.
Encodi ng consi derations: Binary.
Interoperability considerations: WOFF 2.0 is an inprovenment on WOFF
1.0. The two formats have different Internet Media Types,

different @ont-face formats, and nay be used in parallel.

Publ i shed specification: This nedia type registration is extracted
fromthe WOFF 2.0 specification [4] at WBC.

Applications that use this nedia type: WOFF 2.0 is used by Wb
browsers, often in conjunction with HTML and CSS.

Addi tional information:

Magi ¢ nunber(s): The signature field in the WOFF header MJUST
contain the "magi ¢ nunber"” Ox774F4632 (' wOF2’)

File extension(s): woff2
Maci ntosh file type code(s): (no code specified)
Maci nt osh Uni versal Type ldentifier code: "org.w3c.woff?2"

@ont-face Format: woff2
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Fragrment ldentifiers none.

Person & email address to contact for further information: Chris
Lilley (wwfont@3.org).

I ntended usage: COMVON
Restrictions on usage: None

Author: The WOFF2 specification is a work product of the Wrld Wde
Web Consortium s WebFonts Wirki ng G oup

Change controller: The WBC has change control over this
speci fication.
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