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Abst ract

Thi s docunment describes how to use | P-based energency services
mechani sns to support the next generation of energency calls placed
by vehicles (automatically in the event of a crash or serious

i ncident, or manually invoked by a vehicle occupant) and conveying
vehicl e, sensor, and location data related to the crash or incident.
Such calls are often referred to as "Autonmatic Crash Notification"
(ACN), or "Advanced Automatic Crash Notification" (AACN), even in the
case of manual trigger. The "Advanced" qualifier refers to the
ability to carry a richer set of data.

Thi s docunent al so registers a MM Content Type and an Emergency
Call Additional Data Block for the vehicle, sensor, and |location data
(often referred to as "crash data" even though there is not
necessarily a crash). An external specification for the data fornmat,
contents, and structure are referenced in this document.

Thi s docunent reuses the technical aspects of next-generation pan-
Eur opean eCall (a nandated and standardi zed system for emergency
calls by in-vehicle systens within Europe and ot her regions).
However, this docunent specifies a different set of vehicle (crash)
data, specifically, the Vehicle Enmergency Data Set (VEDS) rather than
the eCall Mninum Set of Data (MSD). This docunment is an extension
of the eCall docunent, with the differences being that this docunent
makes the MSD data set optional and VEDS nandatory. This docunent
al so di scusses | egacy (curcuit-switched) ACN systens and their

m gration to next-generation energency calling.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 20, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

" SHOULD",

Thi s docunent

23
23
23
23
24
24
24
24
25
26

"SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Additionally, we use the follow ng abbreviations:

Hom e e oo - o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo

| Term | Expansion

o m e e oo o o m e e e e e e e e e e e e e e e e e e e e e e e e e emee e

| 3GPP | 3rd Ceneration Partnership Project

| AACN | Advanced Automatic Crash Notification

| ACN | Automatic Crash Notification

| APCO | Association of Public-Safety Communications Oficials

| EENA | European Energency Nunmber Associ ation

| ESInet | Emergency Services |P network

| GNSS | dobal Satellite Navigation System (which includes the

| | various such systemnms including the d obal Positioning

| | System or GPS)

| 1VS | I'n-Vehicle System

| MNO | Mobil e Network Operator

| NENA | National Enmergency Nunber Association

| TSP | Telematics Service Provider

| VEDS | Vehicle Enmergency Data Set

Fom e e e - - o mm m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e memeem o
2. Introduction

Energency calls nade by in-vehicle systens (e.g.,

crash) assist in significantly reducing road deaths and injuries by

in the event of a

re-uses termnology defined in Section 3 of [RFC5012].

al | owi ng emergency services to respond quickly and often with better

| ocati on.
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Drivers often have a poor |ocation awareness, especially outside of
major cities, at night and when away from honme (especially abroad).
In the nost crucial cases, the victin(s) mght not be able to cal
because they have been injured or trapped.

For nore than a decade, sone vehicles have been equi pped with
telematics systenms that, anmong other features, place an energency
call automatically in the event of a crash or manually in response to
an energency call button. Such systens generally have on-board

| ocation determ nation systens that nake use of satellite-based
positioning technol ogy, inertial sensors, gyroscopes, etc., to
provide a fairly accurate position for the vehicle. Such built-in
systens can take advantage of the benefits of being integrated into a
vehicle, such as nore reliable power, ability to have |l arger or
speci al i zed antenna, ability to be engineered to avoid or mnimnse
degradation by vehicle glass coatings, interference from other
vehicl e systens, etc. Thus, the PSAP can be provided with a good
estimate of where the vehicle is during an energency. Vehicle

manuf acturers are increasingly adopting such systenms, both for the
safety benefits and for the additional features and services they
enable (e.g., renote engi ne di agnostics, renote door unlock, stolen
vehi cl e tracking and disabling, etc.).

The general termfor such systenms is Automatic Crash Notification
(ACN) or "Advanced Automatic Crash Notification" (AACN). "ACN' is
used in this docunent as a general term ACN systens transnit some
anount of data specific to the incident, referred to generally as
"crash data" (the termis commonly used even though there m ght not
have been a crash). Wile different systens transnit different
amounts of crash data, standardized formats, structures, and
mechani sms are needed to provide interoperability anong systems and
PSAPs.

As of the date of this docunent, currently depl oyed in-vehicle
telematics systens are circuit-switched and | ack a standards-based
ability to convey crash data directly to the PSAP (generally relying
on either a human call taker or an automated systemto provide the
PSAP call taker with sone crash data orally, or possibly a
proprietary nechanisn). The PSAP call taker needs to first realize
that the call is related to a vehicle incident, and in npst cases
nmust then listen to the data and transcribe it.

The transition to next-generation calling in general, and emergency
calling in particular, provides an opportunity to vastly inprove the
scope, breadth, reliability and useful ness of crash data during an

energency by allowing it to be presented alongside the call, and to
be automatically processed by the PSAP and made available to the cal
taker in an integrated, autormated way. 1In addition, vehicle
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manuf acturers are provided an opportunity to take advantage of the
same standardi zed nechanisns for data transnission for internal use
if they wish (such as telenmetry between the vehicle and a service
center for both energency and non-energency uses, including |ocation-
based services, nulti-nedia entertai nnent systens, and road-side

assi stance applications).

Next - generation ACN provides an opportunity for such calls to be
recogni zed and processed as such during call set-up, and optionally
routed to an upgraded PSAP where the vehicle data is available to
assist the call taker in assessing and responding to the situation.

An ACN call can be either occupant-initiated or automatically
triggered. (The "A" in "ACN' does stand for "Automatic," but the
termis often used to refer to the class of calls that are placed by
an in-vehicle system (1VS) and that carry incident-rel ated data as
well as voice.) Automatically triggered calls indicate a car crash
or some other serious incident (e.g., a fire) and carry a greater
presunption of risk of injury. Mnually triggered calls are often
reports of serious hazards (such as inpaired drivers or roadway
debris) and might require different responses depending on the
situation. Manually triggered calls are also nore likely to be fal se
(e.g., accidental) calls and so might be subject to different
operational handling by the PSAP

Thi s docunent describes how the | ETF nechani sns for | P-based
energency calls, including [ RFC6443] and
[I-D.ietf-ecrit-additional-data], are used to provide the realization
of next-generation ACN

Thi s docunent reuses the technical aspects of next-generation pan-
Eur opean eCall (a nandated and standardi zed system for emergency
calls by in-vehicle systens within Europe and other regions), as
described in [I-D.ietf-ecrit-ecall]. However, this docunent
specifies a different set of vehicle (crash) data, specifically, the
Vehi cl e Energency Data Set (VEDS) rather than the eCall M ni num Set
of Data (MSD). This docunent is an extension of
[I-D.ietf-ecrit-ecall], with the differences being that this docunent
makes the MSD data set optional and VEDS nandatory.

The Associ ati on of Public-Safety Conmunications Oficials (APCO and
the National Enmergency Nunber Association (NENA) have jointly

devel oped a standardi zed set of incident-related vehicle data for ACN
use, called the Vehicle Energency Data Set (VEDS) [VEDS]. Such data
is often referred to as crash data although it is applicable in

i ncidents other than crashes.
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VEDS provides a standard data set for the transnission, exchange, and
interpretation of vehicle-related data. A standard data format
allows the data to be generated by an IVS, and interpreted by PSAPs,
energency responders, and nedical facilities (including those capable
of providing trauna | evel patient care). It includes incident-
related informati on such as airbag depl oynent, |ocation of the
vehicle, if the vehicle was involved in a rollover, various sensor
data that can indicate the potential severity of the crash and the

I'i kelihood of severe injuries to the vehicle occupants, etc. This
data better inforns the PSAP and energency responders as to the type
of response that night be needed. This information was recently
included in the federal guidelines for field triage of injured
patients. These guidelines are designed to hel p responders at the
acci dent scene identify the potential existence of severe interna
injuries and to make critical decisions about how and where a patient
needs to be transported.

Thi s docunent registers the 'application/EnergencyCall Dat a. VEDS+xm '’
M ME content-type, and registers the 'VEDS entry in the Emergency
Call Additional Data registry.

VEDS is an XML structure (see [VEDS]). The "application/

Ener gencyCal | Dat a. VEDS+xm* M ME content-type is used to identify it.
The ' VEDS' entry in the Energency Call Additional Data registry is
used to construct a 'purpose’ paraneter value for conveying VEDS data
in a Call-Info header (as described in
[I-D.ietf-ecrit-additional-data]).

VEDS is a versatile structure that can acconodate vari ed needs
However, if additional sets of data are deternmined to be needed
(e.g., in the future or in different regions), the steps to enable
each data block are very briefly sunmarized bel ow

0 A standardi zed format and encoding (such as XM.) is defined and
publ i shed by a Standards Devel opnent O gani zati on (SDO

o A MM Content-Type is registered for it (typically under the
"Application’ media type) with a sub-type starting with
" Emer gencyCal | Dat a.

0 An entry for the block is added to the Energency Call Additiona
Dat a Bl ocks sub-registry (established by
[I-Dietf-ecrit-additional-data]); the registry entry is the root
of the M ME sub-type (not including the ’EmergencyCall Data’ prefix
and any suffix such as ' +xm’)

A next-generation In-Vehicle System (1VS) transnmits crash data by
encoding it in a standardi zed and regi stered format (such as VEDS)
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and attaching it to an INVITE as a M M body part. The body part is
identified by its MM content-type (such as "application/

Emer gencyCal | Dat a. VEDS+xm ") in the Content-Type header field of the
body part. The body part is assigned a unique identifier whichis
listed in a Content-ID header field in the body part. The INVITE is
mar ked as containing the crash data by adding a Call-Info header
field at the top level of the INMITE. This Call-Info header field
contains a CID URL referencing the body part’s unique identifier, and
a 'purpose’ paraneter identifying the data as the crash data per the
registry entry; the 'purpose’ paraneter’s value is
"EnergencyCal | Data.’” and the root of the M ME type (the
"EnergencyCal | Data’ prefix is not repeated), omtting any suffix such
as '+xm’ (e.g., ’'purpose=EnergencyCall Data. VEDS ).

These nechani sns are thus used to place energency calls that are
identifiable as ACN calls and that carry one or nore standardi zed
crash data objects in an interoperabl e way.

3. Docunent Scope

This docunment is focused on the interface to the PSAP, that is, how
an ACN energency call is setup and incident-related data (including
vehicle, sensor, and location data) is transmitted to the PSAP using
| ETF specifications. (The goal is to re-use specifications rather
than to invent new.) For the direct nodel, this is the end-to-end
description (between the vehicle and the PSAP). For the TSP nodel
this describes the right-hand side (between the TSP and t he PSAP)

| eaving the | eft-hand side (between the vehicle and the TSP) up to
the entities involved (i.e., IVS and TSP vendors) who are then free
to use the sane mechanismas for the right-hand side (or not).

Note that while ACN systens in the U.S. and other regions are not
currently (as of the date of this docunent) mandated, Europe has a
mandat ed and standardi zed system for energency calls by in-vehicle
systens. This pan-European systemis known as "eCall" and is the
subj ect of a separate docunent, [I-D.ietf-ecrit-ecall], which this
docunent build on. Vehicles designed to operate in nultiple regions
m ght need to support eCall as well as the ACN described here. |If
ot her regions devise their own specifications or data formats, a

mul ti-region vehicle mght need to support those as well. This
docunent adopts the call set-up and other technical aspects of
[I-Dietf-ecrit-ecall], which uses [I-D.ietf-ecrit-additional-data],
whi ch nakes it easy to substitute a different data set while keeping
other technical aspects unchanged. Hence, both NG eCall and the NG
ACN mechani sm descri bed here are fully conpatible, differing only in
the specific data block that is sent (the eCall MSD in the case of
NG eCal |, and the APCO NENA VEDS used in this docunent). |If other
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regi ons adopt their own data set, this can be sinilarly acconodated
wi t hout changi ng ot her technical aspects.

4. Overview of Legacy Depl oynent Nbdel s

Legacy (circuit-swi tched) systens for placing energency calls by in-
vehi cl e systens, including automatic crash notification systens,
generally have sone ability to convey at |east location and in some
cases telematics data to the PSAP. Modst such systens use one of
three architectural nodels, which are described here as: "Tel ematics
Service Provider" (TSP), "direct", and "paired". These three nodels
are illustrated bel ow.

In the TSP nodel, both emergency and non-energency calls are placed
to a Telematics Service Provider (TSP); a proprietary technique is

used for data transfer (such as proprietary in-band nodens) to the

TSP.

In an emergency, the TSP call taker bridges in the PSAP and

communi cates | ocation, crash data (such as inpact severity and trauma
predi ction), and other data (such as the vehicle description) to the
PSAP cal |l taker verbally. Since the TSP knows the | ocation of the
vehicle (fromon-board GNSS), |ocation-based routing is usually used

to route to the appropriate PSAP. 1In sone cases, the TSP is able to
transmit | ocation automatically, using sinmlar techniques as for
wireless calls. Typically, a three-way voice call is established

bet ween the vehicle, the TSP, and the PSAP, allow ng comunication
bet ween the PSAP call taker, the TSP call taker, and the vehicle
occupants (who m ght be unconsci ous).

I1/----\\\ proprietary +------ + 911 trunk R +
[l IvS|||-------------- >+ TSP +------------------ >+ PSAP |
\\\----/// crash data +------ + +------ +

Figure 1: Legacy TSP Mdel .

In the paired nodel, the IVS uses a Bluetooth link with a previously-
pai red handset to establish an emergency call with the PSAP (by
dialing a standard energency nunber such as 9-1-1), and then

communi cates |l ocation data to the PSAP via text-to-speech; crash data
m ght or might not be conveyed al so using text-to-speech in an
initial voice greeting. Some such systens use an autonated voice
pronpt nenu for the PSAP call taker (e.g., "this is an automatic
energency call froma vehicle; press 1 to open a voice path to the
vehicle; press 2 to hear the location read out") to allow the cal
taker to request | ocation data via text-to-speech
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+-- -+
[1]----\\\ | H| 911/ etc voice call via handset R +
[1] TVS []]-->] S #--cmmmmm i i - >+ PSAP

\\\----/1] +-- -+ | ocation via text-to-speech R +

Figure 2: Legacy Paired Mde

In the direct nodel, the IVS directly places an energency call wth
the PSAP by dialing a standard energency nunber such as 9-1-1. Such
systens mi ght comunicate |location data to the PSAP via text-to-
speech; crash data m ght or mght not be conveyed using text-to-
speech in an initial voice greeting. Sone such systens use an

aut omat ed voice pronpt menu (e.g., "this is an autonatic emergency
call froma vehicle; press 1 to open a voice path to the vehicle;
press 2 to hear the location read out") to allow the call taker to
request |l ocation data via text-to-speech

1] ----\\\ 911/ etc voice call via IVS Fo--- - +
[1] TVS | ]]----mmmmmmmmm e e e >+ PSAP |
\\\----/71 | ocation via text-to-speech R +

Figure 3: Legacy Direct Model
5. Mgration to Next-Generation

M gration of energency calls placed by in-vehicle systens to next-
generation (all-1P) technol ogy provides a standardi zed nechanismto
identify such calls and to present crash data with the call, as wel
as enabling additional conmunications nodalities and enhanced
functionality. This allows ACN calls and crash data to be
automatically processed by the PSAP and made available to the cal
taker in an integrated, autonated way. Because the crash data is
carried in the initial SIP INVITE (per
[I-D.ietf-ecrit-additional-data]) the PSAP can present it to the cal
taker sinultaneously with the appearance of the call

M gration to next-generation (NG thus provides an opportunity to
significantly inprove the handling and response to vehicle-initiated
energency calls. Such calls can be recognized as originating froma
vehicle, routed to a PSAP equi pped both technically and operationally
to handl e such calls, and the vehicl e-deternined |ocation and crash
data can be nade available to the call taker sinultaneously with the
call appearance.

Vehi cl e manufacturers using the TSP nodel can choose to take
advant age of the same nechanismto carry telematics data between the
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vehicle and the TSP for both emergency and non-energency calls as are
used to convey this data to the PSAP

A next-generation |VS establishes an enmergency call using the
energency call solution as described in [ RFC6443] and [ RFC6881], with
the difference that the Request-URlI indicates an ACN type of
energency call and a Call-Info header field indicates that vehicle
crash data is attached. Wen an ESInet is deployed, the MNO only
needs to recognize the call as an energency call and route it to an
ESInet. The ESInet can recognize the call as an ACN with vehicle
data and can route the call to an NG ACN capabl e PSAP. Such a PSAP
can interpret the vehicle data sent with the call and make it
avai l able to the call taker.

Because of the need to identify and specially process Next-CGeneration
ACN calls (as discussed above), [I-D.ietf-ecrit-ecall] registers new
service URN children within the "sos" subservice. These URNs provide
a mechani sm by which an NG ACN call is identified, and differentiate
bet ween manual ly and automatically triggered NG ACN calls, which

m ght be subject to different treatnment depending on policy. (The
two service URNs registered in [I-D.ietf-ecrit-ecall] are

urn: service: sos.ecall.automati ¢ and urn: service: sos. ecal |l . manual .)

Note that in North Anerica, routing queries performed by clients
outside of an ESInet typically treat all sub-services of "sos"
identically to "sos" with no sub-service. However, the Request-UR
header field retains the full sub-service; route and handling
decisions within an ESInet or PSAP can take the sub-service into
account. For exanple, in a region with nultiple cooperating PSAPs,
an NG ACN call mght be routed to a PSAP that is NG ACN capabl e, or
one that specializes in vehicle-related incidents.

M gration of the three architectural nodels to next-generation (all-
IP) is described bel ow

In the TSP nodel, the IVS transmits crash and location data to the
TSP using either a protocol that is based on a proprietary design or
one that re-uses the nmechani sms and data objects described here. In
an energency, the TSP call taker bridges in the PSAP and the TSP
transmits crash and other data to the PSAP using the nechani sns and
data objects described here. There is a three-way call between the
vehicle, the TSP, and the PSAP, allow ng comrunicati on between the
PSAP call taker, the TSP call taker, and the vehicle occupants (who
m ght be unconsci ous).
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proprietary

[/]/----\\\ or standard Fo----- + st andar d Fo----- +
[1] IVS |]] ------------------- >+ TSP +----c-mmmm e e oo >+ PSAP |
\\\----/// crash + other data +------ + crash + other data +------ +

Fi gure 4: Next-GCeneration TSP Mde

The vehi cl e manuf acturer and the TSP can choose to use the sane
mechani sms and data objects to transmit crash and | ocation data from
the vehicle to the TSP as are described here to transmt such data
fromto the PSAP

In the direct nodel, the IVS comunicates crash data to the PSAP
directly using the nechanisns and data objects described here.

[1]----\\\ NG ener gency cal | R +
[1] TVS |- mmmmmmmm e e e e - >+ PSAP |
\\\----/1] crash + other data Fo--- - +

Fi gure 5: Next-Ceneration Direct Mde

In the paired nodel, the IVS uses a Bluetooth link to a previously-
pai red handset to establish an energency call with the PSAP; it is
undefined what facilities are or will be available for transnmitting
crash data through the Bluetooth Iink to the handset for inclusion in
an NG energency call. Hence, nmanufacturers that use the paired node
for legacy calls mght choose to adopt either the direct or TSP
nodel s for next-generation calls.

+---+
[1]----\\\ (undefi ned) | H| st andard N +
[1] IVS []]------------------ S L >+ PSAP |
\\\----/71 (undefi ned) +---+ crash + other data +------ +

Fi gure 6: Next-GCeneration Paired Mdel

If the call is routed to a PSAP that is not capable of processing the
vehicl e data, the PSAP ignores (or does not receive) the vehicle
data. This is detectable by the I1VS or TSP when it receives a 200 OK
to the INVITE which lacks an eCall control structure acknow edgi ng
receipt of the data [I-D.ietf-ecrit-ecall]. The IVS or TSP then
proceeds as it would for a non-NG ACN call (e.g., verbal conveyance
of data)
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6

Profile

In the context of emergncy calls placed by an in-vehicle systemit is
assuned that the car is equipped with a built-in GNSS receiver. For
this reason only geodetic location information will be sent within an
energency call. The follow ng |ocation shapes MJST be inpl ement ed:
2d and 3d Point (see Section 5.2.1 of [RFC5491]), Circle (see

Section 5.2.3 of [RFC5491]), and Ellipsoid (see Section 5.2.7 of

[ RFC5491]). The coordinate reference systems (CRS) specified in

[ RFC5491] are also mandatory for this docunent. The <direction>

el ement, as defined in [RFC5962] which indicates the direction of
travel of the vehicle, is inportant for dispatch and hence it MJST be
included in the PIDF-LO [ RFC4119]. The <headi ng> el ement specified
in [ RFC5962] MJST be inpl emented and MAY be i ncl uded.

Calls by in-vehicle systens are placed via cellular networks, which
m ght ignore | ocation sent by an originating device in an energency
call INVITE, instead attaching their own | ocation (often deternined
in cooperation with the originating device). Standardized crash data
structures often include location as determined by the IVS. A
benefit of this is that it allows the PSAP to see both the |ocation
as determned by the cellular network (often in cooperation with the
originating device) and the | ocation as determ ned by the IVS.

This specification inherits the ability to utilize test cal
functionality from Section 15 of [RFC6881].

Call Setup

It is inmportant that ACN calls be easily identifiable as such at al
stages of call handling, and that automatic versus manual triggering
be known. ACN calls differ fromgeneral emergency calls in severa
aspects, including the presence of standardized crash data, the fact
that the call is known to be placed by an in-vehicle system (which
has inplications for PSAP operational processes), and, especially for
automatic calls, information that can indicate a |ikelihood of severe

injury and hence need for trauma services. Know edge that a call is
an ACN and further that it was automatically or manually invoked
carries a range of inplications about the call, the circunstances,

and the vehicle occupants. Calls by in-vehicle systens can be
consi dered a specific sub-class of general energency calls and are
optinmally handl ed by a PSAP with the technical and operationa
capabilities to serve such calls. (This is especially so in
environnments such as the U S. where there are many PSAPs and where
i ndi vi dual PSAPs have a range of capabilities.) Technica
capabilities include the ability to recogni ze and process
standardi zed crash data. Operational capabilities include training
and processes for assessing severe injury likelihood and responding
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appropriately (e.g., dispatching trauma-capabl e nedical responders or
those trained and equi pped to extract occupants from crashed vehicl es
and handl e gasoline or other hazardous materials, transporting
victinms to a trauma center, alerting the receiving facility, etc.).

Because ACN calls differ in significant ways from general emnergency
calls, and because such calls typically generally are best handl ed by
PSAPs equi pped technically to interpet and nmake use of crash data,
and operationally to handle energency calls placed by in-vehicle
systens, [|-D.ietf-ecrit-ecall] registers SOS sub-services. Using a
sub-service allows the call to be treated as an anergency call and
makes it readily obvious that the call is an ACN, a further child

el ement distinguishes calls automatically placed due to a crash or
other serious incident (such as a fire) fromthose manual ly invoked
by a vehicle occupant (specifically, "SOS.ecall.automatic" and

"SCS. ecal | .manual "). The distinction between automatic and manua

i nvocation is also significant; automatically triggered calls
indicate a car crash or sonme other serious incident (e.g., a fire)
and carry a greater presunption of risk of injury and hence need for
specific responders (such as trauma or fire). Manually triggered
calls are often reports of serious hazards (such as inpaired drivers
or roadway debris) and might require different responses dependi ng on
the situation. Mnually triggered calls also have a greater chance
of being false (e.g., accidental) calls and mi ght thus be subject to
di fferent handling by the PSAP

A next-generation In-Vehicle System (I1VS) transmits crash data by
encoding it in a standardi zed and regi stered format and attaching it
to an INVITE as an additional data block as specified in Section 4.1
of [I-D.ietf-ecrit-additional-data]. As described in that document,
the block is identified by its MM content-type, and pointed to by a
CIDURL in a Call-Info header with a ’'purpose’ paraneter val ue
correspondi ng to the bl ock.

Specifically, the steps required during standardi zati on are:

0 A set of crash data is standardi zed by an SDO or appropriate
organi zati on

o A MM Content-Type for the crash data set is registered with | ANA
* |f the data is specifically for use in enmergency calling, the
M ME type is nornmally under the "application’ type with a
subtype starting with ' EmergencyCall Dat a.’

* |f the data format is XM, then by convention the nane has a
suf fix of *+xm’
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0o The itemis registered in the Emergency Call Additional Data
registry, as defined in Section 9.1.7 of
[I-D.ietf-ecrit-additional-data]

* For energency-call-specific formats, the registered nane is the
root of the M ME Content-Type (not including the
"EmergencyCal | Data’ prefix and any suffix such as *+xml ') as
described in Section 4.1 of [I-D.ietf-ecrit-additional-data]

When pl aci ng an enmergency call :
0 The crash data set is created and encoded per its specification

0 The crash data set is attached to the enmergency call INVITE as
specified in Section 4.1 of [I-D.ietf-ecrit-additional-data], that
is, as a MM body part identified by its MME Content-Type in the
body part’s Content-Type header field

0 The body part is assigned a unique identifier label in a Content-
I D header field of the body part

o0 ACal-Info header field at the top level of the INVITE is added
that references the crash data and identifies it by its M ME root
(as registered in the Energency Call Additional Data registry)

* The crash data is referenced in the Call-Info header field by a
CID URL that contains the unique Content ID assigned to the
crash data body part

* The crash data is identified in the Call-Info header field by a
" pur pose’ paraneter whose value is ’EnmergencyCall Dat a.
concatenated with the specific crash data entry in the
Emergency Call Additional Data registry

* The Call-Info header field MAY be either solely to reference
the crash data (and hence have only the one URL) or can al so
contain other URLs referencing other data

0 Additional crash data sets MAY be included by follow ng the same
steps

The Vehicle Energency Data Set (VEDS) is an XM. structure defined by
the Association of Public-Safety Communications Officials (APCO and
the National Energency Number Association (NENA) [VEDS]. The

"appl i cation/EmergencyCal | Dat a. VEDS+xm ' M ME content-type is used to
identify it. The 'VEDS entry in the Enmergency Call Additional Data
registry is used to construct a ’'purpose’ paraneter value for
conveying VEDS data in a Call-Info header.
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The VEDS data is attached as a body part with M ME content type
"appl i cation/ Emer gencyCal | Dat a. VEDS+xm ’ which is pointed at by a
Call-Info URL of type CID with a ’purpose’ paraneter of

" Ener gencyCal | Dat a. VEDS' .

Entities along the path between the vehicle and the PSAP are able to
identify the call as an ACN call and handle it appropriately. The
PSAP is able to identify the crash data as well as any ot her
additional data attached to the INVITE by examining the Call-Info
header fields for 'purpose’ paraneters whose values start with
"EnergencyCal | Data.” The PSAP is able to access and the data it is
capabl e of handling and is interested in by checking the ’'purpose’
par anet er val ues

This docunment extends [I-D.ietf-ecrit-ecall] by reusing the call set-
up and other normative requirenments except that in this docunent,
support for the eCall MsSD is OPTIONAL and support for VEDS in

REQUI RED.

8. Call Routing

An Enmergency Services IP Network (ESInet) is a network operated by or
on behal f of energency services authorities. It handl es energency
call routing and processing before delivery to a PSAP. 1In the
N&-1-1 architecture adopted by NENA as well as the NGL-1-2
architecture adopted by EENA, each PSAP is connected to one or nore
ESInets. Each originating network is also connected to one or nore
ESInets. The ESlnets nmintain policy-based routing rules which
control the routing and processing of energency calls. The
centralization of such rules within ESInets provides for a cleaner
separation between the responsibilities of the originating network
and that of the energency services network, and provides greater
flexibility and control over processing of enmergency calls by the
energency services authorities. This nakes it easier to react

qui ckly to unusual situations that require changes in how energency
calls are routed or handled (e.g., a natural disaster closes a PSAP)
as well as ease in naking |long-termchanges that affect such routing
(e.g., cooperative agreenments to specially handle calls requiring
translation or relay services).

In an environnent that uses ESlnets, the originating network need
only detect that the service URN of an emergency call is or starts
with "sos", passing all types of energency calls to an ESInet. The
ESInet is then responsible for routing such calls to an appropriate
PSAP. In an environment w thout an ESInet, the energency services
authorities and the originating carriers would need to determ ne how
such calls are routed.
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9. Test Calls

This docunment builds on [I-D.ietf-ecrit-ecall], which inherits the
ability to utilize test call functionality from Section 15 of
[ RFC6881] .

A service URN starting with "test." indicates a request for an
automated test. Per [I-D.ietf-ecrit-ecall],
"urn:service:test.sos.ecall.automatic" indicates such a test feature.
This functionality is defined in [ RFC6881].

Note that since test calls are placed using "test" as the parent
service URN and "sos" as a child, such calls are not treated as an
energency call and so sonme functionality will not apply (such as
preenption or service availability for devices |acking service ("non-
service-initialized" or "NSI") if those are avail able for energency
calls); this is by design. M\GCs can recognize test calls and treat
themin a way that tests as much functionality as desired, but this
is outside the scope of this docunent.

10. Example

Fi gure 7 shows an energency call placed by a vehicle whereby | ocation
i nformati on and VEDS crash data are both attached to the SIP I NVITE
message. The INVITE has a request URI containing the
‘urn:service:sos.ecall.automatic’ service URN and is thus recogni zed
as an ACN type of energency call, and is al so recogni zabl e as an
energency call because the request URI starts with ’urn:service: sos’
The nobil e network operator (MNO routes the call to an Emergency
services | P Network (ESInet), as for any enmergency call. The ESInet
processes the call as an ACN and routes the call to an appropriate
ACN- capabl e PSAP (using location information and the fact that that
it is an ACN). The call is processed by the Energency Services
Routing Proxy (ESRP), as the entry point to the ESIlnet. The ESRP
routes the call to an appropriate ACN capabl e PSAP, where the call is
received by a call taker. (In deploynents where there is no ESlnet,
the MO itself routes the call directly to an appropriate ACN- capabl e
PSAP. )
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Figure 7: Exanpl e of Vehicle-Placed Enmergency Call Message Fl ow

The exanple, shown in Figure 8, illustrates a SIP energency cal
INVITE that is being conveyed with |location information (a Pl DF-LO
and crash data (as VEDS data).

The exanpl e VEDS data structure shows informati on about about a
crashed vehicle. The exanple comrunicates that the car is a node
year 2015 Saab 9-5 (a car which does not exist). The front airbag
depl oyed as a consequence of the crash. The

" Vehi cl eBodyCat egoryCode’ indicates that the crashed vehicle is a
passenger car (the code is set to '101') and that it is not a
convertible (the 'Convertiblelndicator’ value is set to 'false’).

The ' Vehi cl eCrashPul se’ el enent provides further infornmation about
the crash, nanely that the force of inpact based on the change in
velocity over the duration of the crash pulse was 100 MPH. The
principal direction of the force of the inpact is set to 12 (which
refers to 12 O O ock, corresponding to a frontal collision). This
value is described in the ’CrashPul sePrincipal Directi onOf For ceVal ue
el ement .

The ' CrashPul seRol | over Quart er TurnsVal ue’ indi cates the nunber of
quarter turns in concert with a rollover expressed as a nunber; in
our case 1.

No roll bar was depl oyed, as indicated in
" Vehi cl eRol | bar Depl oyedl ndi cator’ being set to 'fal se’
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Next, there is information indicating seatbelt and seat sensor data
for individual seat positions in the vehicle. In our exanple,
information fromthe driver seat is available (value 1" in the

" Vehi cl eSeat Locat i onCat egoryCode’ el enent), that the seatbelt was
nmoni tored (' Vehicl eSeat bel t Moni toredl ndicator’ elenent), that the
seatbelt was fastened (’ Vehicl eSeat bel t Fast enedl ndi cator’ el ement)
and the seat sensor deternined that the seat is occupied

(" Vehi cl eSeat Cccupi edl ndi cator’ el ement).

Finally, information about the weight of the vehicle, which is 600
kil ogramin our exanple.

In addition to the informati on about the vehicle, further indications
are provided, nanely the presence of fuel |eakage

(’ Fuel Leaki ngl ndi cator’ elenent), an indication whether the vehicle
was subjected to nmultiple inpacts (' Miultiplel npact sl ndi cat or’

el ement), the orientation of the vehicle at final rest

("’ Vehi cl eFi nal Rest Ori ent ati onCat egoryCode’ el enent) and an indication
that there are no parts of the vehicle on fire (the
"VehicleFirelndicator’ element).

I NVI TE urn: service: sos. ecall.automatic SIP/ 2.0
To: urn:service:sos.ecall.automatic
From <sip:+13145551111@xanpl e. conP; t ag=9f xced76s
Call-1D 3848276298220188511@at | ant a. exanpl e. com
Geol ocati on: <cid:target123@xanpl e. conr
Geol ocati on- Routi ng: no
Call -Info: cid:1234567890@t | ant a. exanpl e. com

pur pose=Ener gencyCal | Dat a. VEDS
Accept: application/sdp, application/pidf+xm
CSeq: 31862 INVITE
Cont ent - Type: multi part/m xed; boundary=boundaryl
Cont ent - Lengt h:

--boundaryl
Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here

--boundaryl
Cont ent - Type: appli cation/ pi df +xm
Content-1D: <targetl1l23@tl anta. exanpl e. con»

<?xm version="1.0" encodi ng="UTF-8"?>

<presence
xm ns="urn:ietf:parans: xm:ns:pidf"
xm ns: dm="urn:ietf: parans: xm : ns: pi df : dat a- nodel
xm ns: gp="urn:ietf:parans: xn : ns: pi df : geopri v1i0"
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xm ns: dyn="urn:ietf:paranms: xn :ns: pidf:geopriv10: dynam c"
xm ns: gm ="http://ww. opengi s. net/gm "
xm ns: gs="http://ww. opengi s. net/ pidflo/1. 0"
entity="sip: +13145551111@xanpl e. coni >
<dm devi ce id="123">
<gp: geopriv>
<gp: | ocati on-i nf o>
<gm : Poi nt srsName="urn: ogc: def: crs: EPSG : 4326" >
<gm : pos>- 34. 407 150. 883</gml : pos>
</ gn : Poi nt >
<dyn: Dynami c>
<dyn: headi ng>278</ dyn: headi ng>
<dyn: di recti on><dyn: di recti on>
</ dyn: Dynam c>
</ gp:location-info>
<gp: usage-rul es/ >
<met hod>gps</ net hod>
</ gp: geopri v>
<ti mestanp>2012- 04- 5T10: 18: 29Z</t i mest anp>
<dm devi cel D>1MBGDWBA KP042788</ dm devi cel D>
</ dm devi ce>
</ presence>

--boundaryl

Cont ent - Type: application/ EmergencyCal | Dat a. VEDS+xmi
Content-1D: 1234567890@t | ant a. exanpl e. com
Content-Di sposition: by-reference; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF-8""?>
<Aut omat edCr ashNoti fication xm ns="http://ww. veds. org/acn/ 1. 0"
xm ns: xsi ="http://wwmv. w3. or g/ 2001/ XM_Schena- i nst ance"

<Crash>
<CrashVehi cl e>

<l t emvakeNane xm ns="http://ni em gov/ni em niemcore/2.0">
Saab

</ | t emvakeName>

<l t emvbdel Nane xm ns="http://ni em gov/ ni enl ni em core/2.0">
9-5

</ | t emvbdel Nanme>

<l t emVbdel Year Dat e
xm ns="http://ni emgov/nien niemcore/2.0">
2015

</ |t em\Vbdel Year Dat e>

<Al r bag>
<Ai r bagCat egor yCode>FRONT</ Ai r bagCat egor yCode>
<Ai r bagDepl oyedI ndi cat or >true
</ Ai r bagDepl oyedl ndi cat or >
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</ Ai r bag>
<Converti bl el ndi cat or >f al se</ Converti bl el ndi cat or >
<Power Sour ceCat egor yCode>MAl N</ Power Sour ceCat egor yCode>
<Vehi cl eBodyCat egor yCode
xm ns="http://ni em gov/ni e donai ns/j xdn 4. 1" >
101
</ Vehi cl eBodyCat egor yCode>
<Vehi cl eCr ashPul se>
<Cr ashPul seChangel nVel oci t yMeasur e>
<Measur ePoi nt Val ue
xm ns="http://ni em gov/nienf ni emcore/2.0">
100
</ Measur ePoi nt Val ue>
<Measur eUni t Text
xm ns="http://ni em gov/ ni em ni em core/ 2. 0">
MPH</ Measur eUni t Text >
</ Cr ashPul seChangel nVel oci t yMeasur e>
<Cr ashPul sePri nci pal Di recti onOf For ceVal ue>12
</ CrashPul sePrinci pal Di recti onOf For ceVal ue>
<Cr ashPul seRol | over Quart er Tur nsVal ue>1
</ CrashPul seRol | over Quart er Tur nsVal ue>
</ Vehi cl eCrashPul se>
<Vehi cl eRol | bar Depl oyedI ndi cat or >f al se
</ Vehi cl eRol | bar Depl oyedl ndi cat or >
<Vehi cl eSeat >
<Vehi cl eSeat Locat i onCat egor yCode>1
</ Vehi cl eSeat Locat i onCat egor yCode>
<Vehi cl eSeat Cccupi edl ndi cat or >t rue
</ Vehi cl eSeat Cccupi edl ndi cat or >
<Vehi cl eSeat bel t Fast enedl ndi cat or >t rue
</ Vehi cl eSeat bel t Fast enedI ndi cat or >
<Vehi cl eSeat bel t Mbni t or edl ndi cat or >t r ue
</ Vehi cl eSeat bel t Moni t or edl ndi cat or >
</ Vehi cl eSeat >
<Vehi cl eUnl adenWei ght Measur e
xm ns="http://ni emgov/nienf niemcore/2.0">
<Measur ePoi nt Val ue
xm ns="http://ni em gov/ ni em ni emcore/ 2. 0">
600
</ Measur ePoi nt Val ue>
<Measur eUni t Text
xm ns="http://ni emgov/nienf niemcore/2.0">
kil ogram
</ Measur eUni t Text >
</ Vehi cl eUnl adenWei ght Measur e>
</ CrashVehi cl e>
<Fuel Leaki ngl ndi cat or >t r ue</ Fuel Leaki ngl ndi cat or >
<Mul ti pl el mpact sl ndi cat or >f al se</ Mul ti pl el npact sl ndi cat or >
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<Sever el nj uryl ndi cat or >t r ue</ Sever el nj uryl ndi cat or >
<Vehi cl eFi nal Rest Ori ent ati onCat egor yCode>Dri ver
</ Vehi cl eFi nal Rest Ori ent at i onCat egor yCode>
<Vehi cl eFi r el ndi cat or >f al se</ Vehi cl eFi rel ndi cat or >
</ Crash>
</ Aut ot edCr ashNot i fi cati on>

- -boundaryl- -
Figure 8 SIP INVITE indicating a Vehicul e-l1nitated Enmergency Call
11. Security Considerations

Thi s docunment does not raise security considerations beyond those
described in [RFC5069]. As with enmergency service systens with end
host provided location infornmation there is the possibility that that
|l ocation is incorrect, either intentially (in case of an a denial of
service attack agai nst the energency services infrastructure) or due
to a malfunctioning device. The reader is referred to [ RFC7378] for
a di scussion of some of these vulnerabilities.

12. Privacy Considerations

Since this docunent builds on [I-D.ietf-ecrit-ecall], which itself
builds on [I-D.ietf-ecrit-additional-data], the data structures
specified there, and the corresponding privacy considerations

di scussed there, apply here as well. The VEDS data structure
contains optional elenents that can carry identifying and persona

i nformation, both about the vehicle and about the owner, as well as
I ocation information, and so needs to be protected agai nst

unaut hori zed di scl osure. Local regulations may inpose additiona
privacy protection requirements.

13. | ANA Consi derati ons

13.1. M ME Content-type Registration for 'application/
Emer gencyCal | . VEDS+xm ’

This specification requests the registration of a new M ME type
according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

M ME nedia type nane: application

M ME subtype nane: EnergencyCal | Dat a. VEDS+xmi

Mandat ory paraneters: none
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Optional paraneters: charset

I ndi cates the character encoding of encl osed XM.

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry
vehicle crash data during an energency call. This data can
contain personal information including vehicle VIN, |ocation,
direction, etc. Appropriate precautions need to be taken to linit
unaut hori zed access, inappropriate disclosure to third parties,
and eavesdropping of this information. Please refer to Section 7
and Section 8 of [I-D.ietf-ecrit-additional-data] for nore

i nformation.

Interoperability considerations: None

Publ i shed specification: [VEDS]

Applications which use this nedia type: Energency Services

Addi tional information: None

Magi ¢ Nunber: None

File Extension: .xm

Maci ntosh file type code: ' TEXT

Person and emni|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I ntended usage: LIM TED USE

Author: This specification is a work itemof the |ETF ECRIT
working group, with mailing list address <ecrit@etf.org>.

Change controller: The IESG <ietf@etf.org>

13.2. Registration of the 'VEDS entry in the Energency Call Additional
Data registry

This specification requests 1ANA to add the 'VEDS entry to the
Energency Call Additional Data registry, with a reference to this
docunent. The Enmergency Call Additional Data registry has been
established by [I-D.ietf-ecrit-additional-data].
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16. Changes from Previ ous Versions

16.1. Changes fromdraft-ietf-03 to draft-ietf-04

0 Added exanpl e VEDS obj ect

0 Additional clarifications and corrections

0 Renoved references from Abstract

o0 Mved Docunent Scope section to follow I ntroduction
16.2. Changes fromdraft-ietf-02 to draft-ietf-03

o Additional clarifications and corrections
16.3. Changes fromdraft-ietf-01 to draft-ietf-02

o This docunent now refers to [I-D.ietf-ecrit-ecall] for technica
aspects including the service URN, this docunment no | onger
proposes a unique service URN for non-eCall NG ACN calls; the sane
service URN is now used for all NG ACN calls including NG eCall
and non-eCal

0 Added discussion of an NG ACN call placed to a PSAP that doesn’'t
support it

0o Mnor wording inprovenents and clarifications

16.4. Changes fromdraft-ietf-00 to draft-ietf-01

0 Added further discussion of test calls

Added further clarification to the docunment scope

0 Mentioned that nmulti-region vehicles nmay need to support other
crash notification specifications such as eCall

o0 Mnor wording inprovenents and clarifications

o

16.5. Changes fromdraft-gellens-02 to draft-ietf-00

0 Renanmed fromdraft-gellens- to draft-ietf-

0 Added text to Introduction to clarify that during a CS ACN, the
PSAP cal |l taker usually needs to listen to the data and transcri be
it
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16.

16.

17.

17.

6. Changes fromdraft-gellens-01 to -02

o Fixed case of ’'EnergencyCallData’, in accordance with changes to
[I-D.ietf-ecrit-additional-data]

7. Changes fromdraft-gellens-00 to -01

o Now using ' EmergencyCal | Data’ for purpose paraneter val ues and
M ME subtypes, in accordance with changes to
[I-D.ietf-ecrit-additional-data]

0 Added reference to RFC 6443

o Fixed bug that caused Figure captions to not appear
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