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Abst ract

Thi s docunent describes how to use | P-based energency services
mechani sms to support the next generation of the Pan European in-
vehi cl e emergency call service defined under the eSafety initiative
of the European Conmission (generally referred to as "eCall"). eCal
is a standardi zed and mandated system for a special form of energency
calls placed by vehicles. eCall deployment is required in the very
near future in European Union nmenber states, and eCall (and eCall -
compati bl e systenms) are al so being deployed in other regions. eCall
provides an integrated voice path and a standardi zed set of vehicle,
sensor (e.g., crash related), and location data. An eCall is
recogni zed and handl ed as a specialized formof energency call and is
routed to a specialized eCall-capable Public Safety Answering Point
(PSAP) capabl e of processing the vehicle data and trained in handling
energency calls fromvehicles.

Currently, eCall functions over circuit-switched cellular tel ephony;
work on next-generation eCall (NG eCall, sonetines called packet-
switched eCall or PS-eCall) is nowin process, and this docunent
assists in that work by describing howto support eCall within the

| P-based energency services infrastructure.

This docunent al so registers a MM Content Type and an Emergency
Call Additional Data Block for the eCall vehicle data.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 20, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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include Sinplified BSD License text as described in Section 4.e of
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1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
Thi s docunment re-uses term nol ogy defined in Section 3 of [ RFC5012].

Additionally, we use the follow ng abbreviations:
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F oo m e e e e e e e e e e e e e e e me— oo - +
| Term | Expansion |
Fom e e e - - o m e e e e e e e e e e e e e e e e e e ee— o +
3GPP 3rd Generation Partnership Project
CEN Eur opean Conmmittee for Standardization
EENA Eur opean Energency Nunber Associ ation
ESI net Emer gency Services | P network

I I
I I
I I
I I
| VS | I'nternet Multinmedi a Subsystem |
I I
I I
I I
I I

I VS I n-Vehi cl e System
MNO Mobi | e Networ k Operat or
MSD M ni num Set of Data
PSAP Public Safety Answering Point
S o m e e e e e +

2. Docunent Scope

This docunent is linmted to the signaling, data exchange, and
protocol needs of next-generation eCall (NG eCall, also referred to
as packet-switched eCall (PS-eCall) and all-1P eCall) within the SIP
framework for emergency calls, as described in [ RFC6443] and

[ RFC6881]. eCall itself is specified by 3GPP and CEN and these
specifications include far greater scope than is covered here.

The eCall service operates over cellular wreless comunication, but
this docunment does not address cellular-specific details, nor client
domai n selection (e.g., circuit-sw tched versus packet-sw tched).
Al'l such aspects are the purview of their respective standards

bodi es. The scope of this docunent is limted to eCall operating
within a Sl P-based environnent (e.g., 3GPP I M5 Energency Calling).

The technical contents of this docunent can be suitable for use in
other vehicle-initiated energency call systems, but this is out of
scope for this docunent.

Vehi cl es designed for nultiple regions mght need to support eCal
and ot her Advanced Automatic Crash Notification (AACN) systens, such
as described in [draft-ietf-ecrit-car-crash]. That systemis
compatible with eCall, differing primarily in the specific data set
that is sent.

3. Introduction

Emergency calls nmade fromvehicles (e.g., in the event of a crash)
assist in significantly reducing road deaths and injuries by allow ng
energency services to be aware of the incident, the state of the
vehicle, the location of the vehicle, and to have a voi ce channe

with the vehicle occupants. This enables a quick and appropriate
response.
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The European Conmission initiative of eCall was conceived in the late
1990s, and has evol ved to a European Parlianment decision requiring
the inplementation of conpliant in-vehicle systens (IVS) in new
vehi cl es and the deploynment of eCall in the European Menber States in
the very near future. eCall (and eCall-conpatible systens) are al so
bei ng adopted in other regions.

The pan- European eCall system provi des a standardi zed and nandat ed
mechani sm for energency calls by vehicles. eCall establishes
procedures for such calls to be placed by in-vehicle systens,
recogni zed and processed by the network, and routed to a specialized
PSAP where the vehicle data is available to assist the call taker in
assessing and responding to the situation. eCall provides a standard
set of vehicle, sensor (e.g., crash related), and |ocation data.

An eCall can be either user-initiated or automatically triggered.
Automatically triggered eCalls indicate a car crash or sone other
serious incident and carry a greater presunption of risk of injury.
Manual Iy triggered eCalls night be reports of serious hazards and are
likely to require a different response than an automatically
triggered eCall. Manually triggered eCalls are also nore likely to
be false (e.g., accidental) calls and so m ght be subject to

di fferent operational handling by the PSAP

Currently, eCall is standardized (by 3GPP [ SDO 3GPP] and CEN [ CEN])
as a 3GPP circuit-switched call over GSM (2G) or UMIS (3G . Flags in

the call setup mark the call as an eCall, and further indicate if the
call was automatically or manually triggered. The call is routed to
an eCal | -capabl e PSAP, a voice channel is established between the
vehicle and the PSAP, and an eCall in-band nodemis used to carry a

defined set of vehicle, sensor (e.g., crash related), and location
data (the Mninum Set of Data or MSD) within the voice channel. The
same in-band mechanismis used for the PSAP to acknow edge successfu
recei pt of the MSD, and to request the vehicle to send a new MSD
(e.g., to check if the state of or location of the vehicle or its
occupants has changed). W rk on next-generation eCall (NG eCall,
also referred to as packet-switched eCall or PS eCall) is nowin
process. As part of this work, the European Tel ecomuni cati ons
Standards Institute (ETSI) [SDO ETSI] has published a Technica
Report titled "Mbile Standards Goup (MSG; eCall for Vol P' [M5G TR]
that presents findings and recommendati ons regardi ng support for

eCall in an all-1P environnent. NG eCall noves fromcircuit sw tched
to all-1P, and carries the vehicle data and other eCall-specific data
as additional data associated with the call. This docunent descri bes

how | ETF mechani sns for | P-based emergency calls, including [ RFC6443]
and [additional -data-draft] are used to provide the signaling and
dat a exchange of the next generation of pan-European eCall
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The [MBG_TR] recommendation for NGeCall is to use 3GPP | M5 energency
calling with additional elenents identifying the call as an eCall and
as carrying eCall data and with nmechanisns for carrying the data.
3GPP | M5 energency services support nultinmedia, providing the ability
to carry voice, text, and video. This capability is referred to
within 3GPP as Miltinedi a Energency Services (MVES)

A transition period will exist during which time the various entities
involved in initiating and handling an eCall m ght support next-
generation eCall, legacy eCall, or both. This transition period

m ght |ast several years or longer. The issue of migration/co-

exi stence during the transition period is very inportant but is
out side the scope of this docunent. The ETSI TR "Mbbil e Standards
Goup (M5G; eCall for VolP' [M5G TR] discusses these issues in

Cl ause 7.

4., eCall Requirenents

Overall eCall requirenments are specified by CEN in [EN_16072] and by
3GPP in [TS22.101] clauses 10.7 and A 27. Requirenents specific to
vehicle data are contained in EN 15722 [nsd]. For conveni ence, the
requirenents nost applicable to the Iimted scope of this docunent
are sumari zed very briefly bel ow

eCall requires

o The call be recognized as an eCall (which is inherently an
energency call)

0 The call setup indicates if the call was manually or automatically
triggered

0 A voice channel between the vehicle and the PSAP

0o Carrying the MsD intrinsically with the call (the MSD needs to be
available to the sane call-taker as the voice)

o The ability for the PSAP to acknow edge recei pt of the MsD

0o The ability for the PSAP to request that the vehicle generate and
transmt a new MSD

0 The ability of the PSAP to be able to re-contact the occupants of
vehicle after the initial eCall is concluded

0o The ability to performa test call (which can be routed to a PSAP
but is not treated as an energency call and not handl ed by a cal
t aker)

It is recognized that NG eCall offers many potential enhancenents,

al t hough these are not required by current EU regul ations. For
conveni ence, the enhancenents nost applicable to the limted scope of
this docunent are sunmmari zed very briefly bel ow

NG eCall is expected to offer
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0o The ability to carry nore data (e.g., an enhanced MsD or an MSD
pl us additional sets of data)

o The ability to handl e video

o0 The ability to handl e text

o0 The ability for the PSAP to access vehicle conponents (e.g., an
onboard canera (such as rear facing or blind-spot caneras) for a
vi sual assessnent of the crash site situation)

o The ability for the PSAP to request the vehicle to take actions
(e.g., sound the horn, disable the ignition, |ock/unlock doors)

0 The ability to avoid audio nuting of the voice channel (because
the MSD is not transferred using an in-band noden

5. Vehicle Data

Pan- Eur opean eCall provides a standardi zed and nandated set of
vehicle related data, known as the Mninum Set of Data (MSD). The
European Conmittee for Standardi zati on (CEN) has specified this data
in EN 15722 [nsd], along with both ASN.1 and XM. encodi ngs for the
MSD [ned]. Circuit-switched eCall uses the ASN. 1 encoding. The XM
encoding is better suited for use in SIP nmessages and is used in this
docunent. (The ASN. 1 encoding is specified in Annex A of EN 15722
[med], while the XML encoding is specified in Annex C.)

The "Additional Data related to an Enmergency Call" docunent
[additional -data-draft] establishes a general nechanismfor attaching
bl ocks of data to a SIP energency call. This docunment makes use of

that mechanismto carry the eCall MsD in a SIP energency call

Thi s docunment registers the "application/

emer gencyCal | Dat a. eCal | . MSD+xm ' M ME Content-Type to enable the MsD
to be carried in SIP. This document also adds the 'eCall.MSD entry
to the Energency Call Additional Data Blocks registry (established by
[additional -data-draft]) to enable the MSD to be recogni zed as such
in a SlP-based eCall energency call

Note that if additional data sets are defined and registered (e.qg.
in the future or in other regions) and transnitted using the same
mechani sms, the size and frequency of transm ssion during a session
needs to be evaluated to be sure it is appropriate to use the

si gnal i ng channel

6. Call Setup

In circuit-switched eCall, the IVS places a special formof a 112
energency call which carries an eCall flag (indicating that the cal
is an eCall and also if the call was nmanually or automatically
triggered); the nobile network operator (MNO recognizes the eCall
flag and routes the call to an eCall-capabl e PSAP; vehicle data is
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transmitted to the PSAP via the eCall in-band nodem (in the voice
channel ).
[1]----\\\ 112 voice call with eCall flag +------ +
[1] TVS | |-------mmmmmmm e e e m o >+ PSAP |
\\\----/1] vehicle data via eCall in-band nodem +------ +

Figure 1: circuit-sw tched eCall

An I n-Vehicle System (1VS) which supports NG eCall transnmits the MsD
in accordance with [additional -data-draft] by encoding it as
specified (per Appendix C of EN 15722 [nsd]) and attaching it to an
INVITE as a M ME body part. The body part is identified by its MM
content-type (' application/enmergencyCallData.eCall.MsDtxml ') in the
Cont ent - Type header field of the body part. The body part is
assigned a unique identifier which is listed in a Content-I|D header
field in the body part. The INVITE is nmarked as containing the MsD
by adding (or appending to) a Call-Info header field at the top | eve
of the INVITE. This Call-Info header field contains a CID URL
referencing the body part’s unique identifier, and a ’purpose
paraneter identifying the data as the eCall MSD per the registry
entry; the 'purpose’ paraneter’s value is 'enmergencyCallData.’ and
the root of the MM type (not including the 'energencyCall Data
prefix and any suffix such as '+xm’ (e.g.

" pur pose=ener gencyCal | Data. eCal | . MSD ).

For NG eCall, the IVS establishes an energency call using the 3GPP

I M5 solution with a Request-URI indicating an eCall type of energency
call and with vehicle data attached; the MNO or ESInet recognizes the
eCall URN and routes the call to a NG eCall capabl e PSAP; the PSAP
interpets the vehicle data sent with the call and nmekes it avail able
to the call taker.

[1]----\\\ I M5 energency call with eCall URN R +
Y R e >+ PSAP |
\W\----/11 vehicle data included in call setup  +------ +

Figure 2: NG eCall

This docunent registers new service URN children within the "sos"
subservice. These URNs provide the mechani sm by which an eCall is
identified, and differentiate between manually and automatically
triggered eCalls (which can be subject to different treatnent,
depending on policy). The two service URNs are:
urn:service:sos.ecall.automati ¢ and urn: service: sos. ecal | . manua
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7. Call Routing

The routing rules for eCalls are likely to differ fromthose of other
energency calls because eCalls are special types of energency calls
(with inplications for the types of response required) and need to be
handl ed by specially designated PSAPs. In an environment that uses
ESI nets, the originating network passes all types of enmergency calls
to an ESInet (which have a request URI containing the "SOS' service
URN). The ESInet is then responsible for routing such calls to the
appropriate PSAP. In an environnent wi thout an ESInet, the energency
services authorities and the originating network jointly determ ne
how such calls are routed.

7.1. ESI net s

This section provides background infornmation on ESInets for
i nformati on only.

An Emergency Services IP Network (ESInet) is a network operated by
energency services authorities. 1t handl es emergency call routing
and processing before delivery to a PSAP. In the NGIL-1-2
architecture adopted by EENA, each PSAP is connected to one or nore
ESInets. Each originating network is also connected to one or nore
ESlI nets. The ESInets maintain policy-based routing rules which
control the routing and processing of enmergency calls. The
centralization of such rules within ESInets provides for a cleaner
separati on between the responsibilities of the originating network
and that of the energency services network, and provides greater
flexibility and control over processing of energency calls by the
emer gency services authorities. This nakes it easier to react

qui ckly to unusual situations that require changes in how emergency
calls are routed or handled (e.g., a natural disaster closes a PSAP)
as well as ease in naking |long-term changes that affect such routing
(e.g., cooperative agreenents to specially handle calls requiring
translation or relay services). ESInets might support the ability to
interwork NG eCall to legacy eCall to handl e eCall-capabl e PSAPs t hat
are not |P PSAPs (sinmilarly to the ability to interwork | P emergency
calls to |l egacy non-1P PSAPs). Note that in order to support |egacy
eCal | -capabl e PSAPs that are not |IP PSAPs and are not attached to an
ESI net, an originating network m ght need the ability to route an
eCall itself (e.g., to an interworking facility with interconnection
to a suitable | egacy eCall capable PSAP) based on the eCall and
manual or automatic indications. The ETSI TR "Mobile Standards G oup
(M@ ; eCall for VolP'" [ MSG TR] discusses transition issues in O ause
7
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8.

Test Calls

eCall requires the ability to place test calls. These are calls that
are recogni zed and treated to sone extent as eCalls but are not given
energency call treatnment and are not handled by call takers. The
test call facility allows the IVS or user to verify that an eCall can
be successfully established with voice conmunication. The IVS can

al so verify that the MSD was successfully received.

A service URN starting with "test." indicates a test call. For
eCall, "urn:service:test.sos.ecall" indicates such a test feature.
This functionality is defined in [ RFC6881].

Thi s docunment registers "urn:service:test.sos.ecall" for eCall test
cal I s.

the current eCall test call facility is a non-energency nunber so
does not get treated as an energency call. M\GCs can treat a vehicle
call in the "test" service URNin a way that tests as nuch
functionality as desired, but this is outside the scope of this
docunent .

PSAPs that have the ability to process NG eCalls SHOULD accept test
calls and send an acknow edgnent if the MSD was successfully
received, per this docunent. Such PSAPs MAY al so play an audio clip
(for example, saying that the call reached a PSAP) in addition to
supporting nedi a | oopback per [RFC6881].

eCal | - Specific Control/ Metadata

eCall requires the ability for the PSAP to acknow edge successfu
recei pt of an MsD sent by the IVS, and for the PSAP to request that
the 1VS send an MsD (e.g., the call taker can initiate a request for
a new MsD to see if the vehicle' s state or |ocation has changed).
Future enhancenents are desired to enable the PSAP to send ot her
requests to the vehicle, such as |ocking or unlocking doors, sounding
the horn, flashing the lights, starting a video stream from on-board
cameras (such as rear focus or blind-spot), etc

The mechani sm established in [additional -data-draft], used in
Section 5 of this docunent to carry the MsSD fromthe IVS to the PSAP
is also used to carry a block of control data fromthe PSAP to the
IVS. This eCall control block (sonetinmes referred to as eCal
metadata) is an XML structure containing eCall-specific el enents
When the PSAP needs to send an eCall control block that is in
response to the MSD or other data sent by the IVSin a SIP request,
the control block can be sent in the SIP response to that request
(e.g., the INVITE). Wen the PSAP needs to send an eCall contro
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bl ock that is not an i medi ate response to an MsSD or other data sent
by the IVS, the control block can be transmitted fromthe PSAP to the
IVSin a SIP I NFO nessage within the established session. The IVS
can then send any requested data (such as a new MBD) in the reply to
the I NFO nessage. This nechanismflexibly allows the PSAP to send
eCal |l -specific data to the IVS and the IVS to respond. |f contro
data sent in a response nessage requests the VS to send a new MSD or
other data block, or to performan action other than sendi ng data,
the 1VS can send the requested data or an acknow edgnment regarding
the action in an I NFO nessage within the session (it could al so use
re-1NVITE but that is unnecessary when no aspect of the session or
medi a i s changi ng).

Thi s mechani sm requires

0 An XM. definition of the eCall control object

0 An extension nmechani sm by whi ch new el enents can be added to the
control object definition (e.g., permtting additional elenents to
be included by addi ng their nanespace)

o A MME type registration for the control object (so it can be
carried in SIP nmessages and responses)

0 An entry in the Emergency Call Additional Data Bl ocks sub-registry
(established by [additional -data-draft]) so that the control bl ock
can be recogni zed as energency call specific data within the SIP
nmessages

0 An Info-Package registration per [RFC6086] pernmitting the contro
bl ock within Info nmessages

9.1. The eCall Control Bl ock

The eCall control block is an XM. data structure allow ng for

acknow edgnments, requests, and capabilities information. It is
carried in a SIP body part with a specific MM content type. Three
top-level elenents are defined for use within an eCall control bl ock

ack Used in a control block sent by either side. The PSAP
uses this to acknow edge recei pt of data set sent by
the 1VS. The IVS uses this to acknow edge receipt of a
request by the PSAP when that request woul d not
ot herwi se be acknow edged (if the PSAP requests the
vehicle to send data and the vehicle does so, the data
serves as a success acknow edgenent).

capabilities: Used in a control block sent fromthe IVS to the PSAP
(e.g., inthe initial INVITE) to informthe PSAP of the
vehicle capabilities. Child elenents contain al
actions and data types supported by the vehicle and all
avail abl e lanps (lights) and caneras.
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request Used in a control block sent by the PSAP to the IVS, to
request the vehicle to performan action

Mandatory Actions (the IVS and the PSAP MJST support):
0 Transnmit data object

Optional Actions (the I'VS and the PSAP MAY support):
Pl ay and/or display static (pre-defined) nessage
Speak/ di spl ay dynami c text (text supplied in action)
Fl ash or turn on or off a lanp (light)

Honk horn
Enabl e a canera

OO0Oo0o0oo

The <ack> el enent indicates the object being acknow edged (i.e., a
data object or a <request> elenent), and reports success or failure.

The <capabilities> elenment has child <request> elenents to indicate
the actions supported by the IVS.

The <request> el enent contains attributes to indicate the request and
to supply any needed information, and MAY contain a <text> child
element to contain the text for a dynam c nessage. The 'action
attribute is mandatory and indicates the specific action. An | ANA
registry is created in Section 14.8.1 to contain the all owed val ues.

Extensibility: New elenents, child elenents, and attributes can be
defined in new nanespaces. |ANA registries are used to specify the
permtted val ues of several elenents and attributes. These
nmechani snms al | ow for extension.

There is no 'request’ action to play dynam c nedia (such as a pre-
recorded audi o nessage). The SIP re-1NVITE mechani smcan be used to
establish a one-way nedia stream for this purpose.

9.1.1. The <ack> el enent

The <ack> elenent is transmtted by the PSAP to acknow edge recei pt
of an eCall data object. An <ack> el enent sent by a PSAP references
the unique ID of the data object that was sent by the IVS, and
further indicates if the PSAP considers the recei pt successful or

not. The <ack> elenent is also transnmitted by the IVS to the PSAP to
acknow edge recei pt of a <request> elenent that requested the IVS to
performan action other than transmtting a data object (e.g., a
request to display a nessage woul d be acknow edged, but a request to
transmit a data object would not result in a separate <ack> el enent
being sent, since the data object itself serves as acknow edgment.)
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An <ack> el ement sent by an IVS references the unique ID of the
request bei ng acknow edged, indicates whether the request was
successfully perforned, and if not, optionally includes an

expl anat i on.

The <ack> el enent has the following attributes and child el enents:
9.1.1.1. Attributes of the <ack> el enent
The <ack> el enment has the follow ng attributes:

Nanme: ref
Usage: Mandatory
Type: anyUR
Description: References the Content-1D of the body part that
contai ned the data object or control object being acknow edged.
Exanpl e: <ack received="yes" ref="1234567890@t | ant a. exanpl e. com'/ >

Name: received

Usage: Conditional: mandatory in an >ack< el enent sent by a PSAP
not applicable in an >ack< el enent sent by an IVS

Type: Bool ean

Description: Indicates if the referenced object was successfully
received or not

Exanpl e: <ack received="yes" ref="1234567890@t | ant a. exanpl e. com'/ >

9.1.1.2. Child Elenents of the <ack> el enent
The <ack> el enent has the followi ng child el enents:

Nanme: actionResult

Usage: Opti onal

Description: An <actionResult> elenment indicates the result of an
action (other than a 'send-data’ action). It has the follow ng
attributes

Nane: action

Usage: Mandatory

Type: token

Description: Contains the value of the "action’ attribute of the
<request > el enent

Name: success

Usage: Mandatory
Type: Bool ean
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Description: Indicates if the action was successfully
acconpl i shed

Name: reason

Usage: Conditiona

Type: token

Description: Used when ’'success’ is "False", this attribute
contains a reason code for a failure. A registry for reason
codes is defined in Section 14. 8. 3.

Nane: details

Usage: optiona

Type: string

Description: Contains further explanation of the circunstances of
a success or failure. The contents are inplenentation-specific
and human-r eadabl e.

Exanpl e: <actionResult action="nsg-dynanic" success="true"/>

Exanpl e: <actionResult action="lanp" success="fal se" reason="unabl e"
detai |l s="The requested lanp is inoperable"/>

9.1.1.3. Ack Exanples

<?xm version="1.0" encodi ng="UTF-8"?>

<Ener gencyCal | Dat a. eCal | Contro
xm ns="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: eCal | -control "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schermalLocati on="urn:ietf: parans: xm : ns: Enmer gencyCal | Dat a:

eCal |l -control ">
<ack received="true" ref="1234567890@at | ant a. exanpl e. cont'/ >

</ Emer gencyCal | Dat a. eCal | Contr ol >

Figure 3: Ack Exanple from PSAP to |VS
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9.

1.

2

<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. eCal | Cont r ol
xm ns="urn:ietf:paranms: xm : ns: EmergencyCal | Data: eCal | -control "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schemalLocati on="urn:ietf: parans: xm : ns: Ener gencyCal | Dat a:
eCall -control ">

<ack ref="1234567890@at | ant a. exanpl e. cont' >
<actionResult action="nmsg-dynam c" success="true"/>
<actionResult action="I|anp" success="fal se" reason="unabl e"
detail s="The requested lanp is inoperable"/>
</ ack>

</ Emer gencyCal | Dat a. eCal | Contr ol >

Figure 4: Ack Exanple from VS to PSAP

The <capabilities> el enent

The <capabilities> element is transnmitted by the VS to indicate to
the PSAP its capabilities. No attributes for this elenent are
currently defined. The following child el enents are defi ned:

9.1.2.1. Child Elenents of the <capabilities> el enent

The <capabilities> elenment has the following child el ements:

Nanme: request
Usage: Mandatory
Description: The <capabilities> elenent contains a <request> child

el ement per action supported by the vehicle.

Because support for a 'send-data’ action is REQU RED, a <request>
child element with a "send-data" 'action attribute is also

REQUI RED. The ’'supported-datatypes’ attribute is REQURED in this
<request> elenment within a <capabilities> elenment, and MJST
contain at a minimumthe "eCall.MSD data block value; it SHOULD
contain all data bl ocks supported by the IVS.

Al other actions are OPTI ONAL.

If the "nsg-static" action is supported, a <request> child el enent
with a "nsg-static" 'action’ attribute is sent, with a 'nmsgid’
attribute set to the highest supported static nessage supported by
the vehicle.
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If the "lanp" action is supported, a <request> child elenment with
a "lamp" "action’ is sent, with a 'supported-lanps’ attribute set
to all supported | anp IDs.

If the "enabl e-canera" action is supported, a <request> child
el ement with an "enabl e-canera” 'action’ is sent, with a
"supported-caneras’ attribute set to all supported canera | Ds.

Exanpl es:
<request action="send-data" supported-datatypes="eCall.MD" />
<request action="send-data" supported-datatypes="eCall.MD;, VEDS
eCall . type2" />
<request action="nsg-dynam c"/>
<request action="nsg.static" nsgid="17" />

9.1.2.2. Capabilities Exanple

<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. eCal | Cont r ol
xm ns="urn:ietf:paranms: xm : ns: EmergencyCal | Data: eCal | -control "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schermalLocati on="urn:ietf: parans: xm : ns: Ener gencyCal | Dat a:
eCall -control ">

<capabilities>
<request action="send-data" supported-datatypes="eCall.MD"'/>
<request action="| anmp"
supported-1 anps="head; i nterior;fog-front;fog-rear; brake;
position-front;position-rear;turn-left;turn-right; hazard"/>
<request action="nsg-static" mnsgid="3"/>
<request action="nsg-dynanic"/>
<request action="honk"/>
<request action="enabl e-canera" supported-caneras="backup; interior"/>
</ capabilities>

</ Emer gencyCal | Dat a. eCal | Contr ol >

Figure 5: Capabilities Exanple
9.1.3. The <request> el enent
A <request> el ement appears one or nore tines on its own or as a

child of a <capabilities> elenment. The follow ng attributes and
child el ements are defined:
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9.1.3.1. Attributes of the <request> el enent
The <request> el ement has the follow ng attributes:

Nane: action

Usage: Mandatory

Type: token

Description: ldentifies the action that the vehicle is requested to
perform An IANA registry is established in Section 14.8.1 to
contain the all owed val ues.

Exanpl e: action="send-data"

Nane: nsgid

Usage: Conditiona

Type: int

Description: Mandatory with a "nsg-static" action. Indicates the

identifier of the static nessage to be di splayed and/or spoken for
the vehicle occupants. This docunent established an | ANA registry
for messages and their IDs, in Section 14.8.2

Exanpl e: nsgi d="3"

Nane: persistance

Usage: Opti onal

Type: duration

Description: Specifies howlong to carry on the specified action
for exanple, how long to continue honking or flashing. |If absent,
the default is indefinitely.

Exanpl e: persi stance="PT1H'

Nane: datatype

Usage: Conditiona

Type: token

Description: Mandatory with a "send-data" action. Specifies the
data block that the IVSis requested to transmit, using the sanme
identifier as in the 'purpose’ attribute set in a Call-Info header
field to point to the data block. Pernitted values are contained
in the 'Emergency Call Data Types’ |ANA registry established in
[additional -data-draft].

Exanpl e: dat at ype="eCal | . M5D"

Nane: supported-datatypes

Usage: Conditiona

Type: string

Description: Used with a 'send-data’ action in a <request> el enent
that is a child of a <capability> elenent, this attribute lists
all data bl ocks that the vehicle can transnit, using the sane
identifier as in the 'purpose’ attribute in a Call-Info header
field to point to the data block. Pernitted values are contained
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in the 'Emergency Call Data Types’ |ANA registry established in
[additional -data-draft]. Miltiple values are separated with a
sem col on.

Exanpl e:  support ed- dat at ypes="eCal | . MSD; VEDS; eCall.fo0"

Nane: | anp-action

Usage: Conditiona

Type: token

Description: Used with a "lanp’ action, indicates if the lanp is to
be illum nated, turned off, or flashed. Pernmitted values are
"on', 'off’, and ’'flash’

Exanpl e: | anp-action="fl ash"

Nane: lanmp-I1D

Usage: Conditiona

Type: token

Description: Used with a 'lanp’ action, indicates which |anp the
action affects. Permitted values are contained in the registry of
| anp-1 D tokens created in Section 14.8. 4

Exanpl e: | anp-1 D="hazard"

Nane: supported-| anps

Usage: Conditiona

Type: string

Description: Used with a 'lanp’ action in a <request> el enent that
is achild of a <capability> elenment, this attribute lists al
supported | anps, using values in the registry of |anp-1D tokens
created in Section 14.8.4. Miltiple values are separated with a
sem col on.

Exanpl e:  supported-|anps="head; interior; fog-front; fog-rear;
brake; position-front; position-rear; turn-left; turn-right;
hazar d"

Name: canera-1D

Usage: Conditiona

Type: token

Description: Used with an ’'enabl e-canera’ action, indicates which
camera to enable. Permtted values are contained in the registry
of canera-1D tokens created in Section 14.8.5. \Wen a vehicle
canmera is enabled, the I1VS sends a re-INVITE to negotiate a one-
way media stream for the canera

Exanpl e:  caner a- 1 D="backup”

Nane: supported-caneras

Usage: Conditiona

Type: string

Description: Used with an 'enabl e-canera’ action in a <request>
element that is a child of a <capability> elenent, this attribute
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lists all caneras that the vehicle supports (can add as a video
feed in the current session), using the sane identifiers as are
used in the 'canera-ID attribute (contained in the canera ID
registry in Section 14.8.5). Miltiple values are separated with a
sem col on.

Exanpl e:  support ed- canmeras="backup; interior"

9.1.3.2. Child Elements of the <request> el enent
The <request> elenent has the following child el enents:

Name: text

Usage: Conditiona

Type: string

Description: Used within a <request action="nsg-dynam c"> elenent to
contain the text to be displayed and/or spoken (via text-to-
speech) for the vehicle occupants.

Exanpl e: <text>Enmergency authorities are aware of your incident and
|l ocation. Due to a nulti-vehicle incident in your area, no one is
able to speak with you right now. Please remain calm W will
assi st you soon. </text>

9.1.3.3. Request Exanple

<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. eCal | Contro
xm ns="urn:ietf:parans: xm : ns: EmergencyCal | Dat a: eCal | -control "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schermalLocati on="urn:ietf: parans: xm : ns: Enmer gencyCal | Dat a:
eCall -control ">

<request action="send-data" datatype="eCall.MD'/>
<request action="Ilanp" | anp-id="hazard"
| anp-acti on="fl ash" persistance="PT1H'/>
<request action="nsg-static" nsgid="1"/>
<request action="nsg-dynam c">
<text>Remamin calm Help is on the way.</text>
</ request >

</ Emer gencyCal | Dat a. eCal | Contr ol >

Fi gure 6: Request Exanple
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9.2. The energencyCal | Data. eCall | NFO package

This docunment registers the 'enmergencyCal |l Data. eCall’ | NFO package.
Bot h endpoints (the IVS and the PSAP equi pnent) set the Recv-Info
header field to 'enmergencyCal |l Data. eCall’ per [RFC6086] to indicate
ability to receive I NFO nessages carrying eCall data or contro

bl ocks.

Support for the 'emergencyCal |l Data.eCall’ | NFO package indicates the
ability to receive eCall data and control blocks, which are carried
in a body part whose subtype starts with ’energencyCall Data.eCall.’
At present there is only one defined eCall data bl ock, which has the
"application/emergencyCall Data. eCall . MSD+xm’' M ME type, and one
eCall control block, which has the ’application/
energencyCal | Dat a. eCal | . control +xm* M ME type. The eCall contro

bl ock includes the ability for the IVSto indicate its capabilities,
so in the event additional eCall blocks are defined, the IVS can

i ndi cate which it supports.

The use of INFO is based on an anal ysis of the requirements against
the intent and effects of INFO versus other approaches (such as SIP
MESSAGE, nedia plane, or non-SIP protocols). |In particular, the
transport of eCall data and control blocks is done only during an
energency session established with SIP, using the nmechani sm
established in [additional -data-draft], and is normally carried in
the initial INVITE and its response; the use of INFO only occurs when
a data bl ock or request needs to be sent subsequently during the
call. While MESSAGE could be used, it is not tied to a SIP session
as is INFO REINVITE could al so be used, but is nornmally used to
nodi fy the session. SUBSCRI BE/ NOTI FY coul d be coerced into service,
but the semantics are not a clean fit. Hence, INFOis appropriate

An | NFO request nessage carrying an eCall data or control block has

an | nf o- Package header field set to 'energencyCall Data.eCall’ per
[ RFC6086]. The | NFO request nessage is marked as containing the
eCall data or control block by a Call-Info header field containing a

CID URL referencing the unique identifier of the body part containing
the eCall data or control, and a ’'purpose’ paraneter identifying the
bl ock. Because the eCall data or control block is being carried in
an | NFO request nessage, the body part also carries a Content-

Di sposition header field set to "Info-Package"

Per [additional -data-draft], enmergency call related additional data
MAY be included in any SIP request or response nessage that can
contain a body. Hence, notw thstanding Section 4.3.2. of [RFC6086],
I NFO response nessages MAY contain eCall data or control bl ocks,
provi ded they are included as described in this document (with a
Call-1nfo header field containing a CID URL referencing the unique
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identifier of the body part, and a ’purpose’ paraneter identifying
the block). When eCall data or control blocks are included in an

I NFO response message, this is done per [additional-data-draft] and
this docunent, and not under [ RFC6086]; that is, they are included as
energency call additional data, not as an | NFO package associ at ed

dat a.

10. Exanpl es

Figure 7 shows an eCall. The call uses the request UR
"urn:service:sos.ecall.automatic’ service URN and is recogni zed as an
eCall, and further as one that was invoked automatically by the IVS
due to a crash or other serious incident. 1In this exanple, the
originating network routes the call to an ESInet (as for any
energency call in an environment with an ESInet). The ESInet routes
the call to the appropriate NG eCall capable PSAP. The emnergency
call is received by the ESInet’s Enmergency Services Routing Proxy
(ESRP), as the entry point into the ESInet. The ESRP routes the cal
to a PSAP, where it is received by a call taker. |In deploynents
where there is no ESlnet, the originating network routes the cal
directly to the appropriate NG eCall capabl e PSAP

I I +
| | oo + |
I || | PSAPZ | I
| | oo + |
I || I
| | - B o + |
Vehi cl e- - >| | --+->] ESRP |---->] PSAP1 |--> Call-Taker |
| IREESTREES S + |
I || I
| | LA + |
I || | PSAP3 | I
| Oiginating| | Fo---- - + |
| Mbile | | [
| Network | ESI net |
s e +

Figure 7: Exanple of NG eCall Message Fl ow

The exanple, shown in Figure 8, illustrates a SIP eCall INVITE that
contains an MSD and an eCall control block with vehicle capabilities.
For simplicity, the exanple does not show all SIP headers, nor does
it show the additional data bl ocks added by the IVS and the

ori gi nating nobil e network.

I NVI TE urn: service:sos.ecall.automatic SIP/ 2.0
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To: urn:service:sos. ecall.automatic
From <sip:+13145551111@xanpl e. conp; t ag=9f xced76sl
Call-1D: 3848276298220188511@at | ant a. exanpl e. com
Geol ocati on: <cid:target123@xanpl e. conr
Geol ocati on- Routi ng: no
Call-Info: cid:1234567890@t | ant a. exanpl e. com

pur pose=ener gencyCal | Dat a. eCal | . MSD

ci d: 2345678901 @t | ant a. exanpl e. com

pur pose=ener gencyCal | Dat a. eCal | . contr ol
Accept: application/sdp, application/pidf+xn,

appl i cation/energencyCal |l Data.eCall.contro

CSeq: 31862 INVITE
Recv-1nfo: energencyCall Dat a. eCal |
Cont ent - Type: rmul ti part/m xed; boundary=boundaryl
Cont ent - Lengt h:

--boundaryl
Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here..

--boundaryl

Cont ent - Type: application/energencyCall Data. eCal | . MSD+xmi
Content-1D: 1234567890@t | ant a. exanpl e. com

Cont ent - Di sposi tion: by-reference; handl i ng=opti ona

<ECal | Message>
<id>1</id>

<nmsd>
<nsdStruct ure>

<messagel denti fi er>1</ messagel dentifier>

<control >
<automati cActivation> <true/> </automati cActivation>
<testCall > <false/> </testCall>
<posi ti onCanBeTrust ed> <true/> </ positi onCanBeTrust ed>
<vehi cl eType> <passenger Vehi cl eCl assML/ > </ vehi cl eType>
</ control >

<vehi cl el denti fi cati onNunber >

<i sowm >WM </ i sowm >

<i sovds>VDSVDS</ i sovds>

<i sovi sWbdel year >Y</ i sovi sModel year >

<i sovi sSeqPl ant >A123456</ i sovi sSeqPI ant >
</vehicl el denti fi cati onNunber >
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<vehi cl ePropul si onSt or ageType>

<gasol i neTankPresent > <true/ > </ gasol i neTankPresent >

<el ectri cEnergySt orage> <true/ > </ el ectri cEnergySt or age>
</ vehi cl ePropul si onSt or ageType>

<ti mestanp>123456789</ti nest anp>

<vehi cl eLocat i on>
<positionLatitude>173881200</positionLatitude>
<posi tionLongi tude>41822520</ posi ti onLongi t ude>
</vehi cl eLocat i on>

<vehi cl eDi recti on>14</ vehi cl eDi recti on>

<r ecent Vehi cl eLocat i onN1>

<| ati tudeDel ta>10</| ati tudeDel t a>

<l ongi t udeDel t a>- 10</ | ongi t udeDel t a>
</ recent Vehi cl eLocat i onN1>

<r ecent Vehi cl eLocat i onN2>

<l atitudeDel ta>10</| ati t udeDel t a>

<l ongi t udeDel t a>- 20</ | ongi t udeDel t a>
</ recent Vehi cl eLocat i onN2>

<nunber O Passenger s>2</ nunber Of Passenger s>
</ msdSt ruct ur e>

<opti onal Addi ti onal Dat a>
<oi d>1. 2. 125</ oi d>
<dat a>30304646</ dat a>
</ opti onal Addi ti onal Dat a>
</ nmsd>
</ ECal | Message>

--boundaryl

Cont ent - Type: application/emergencyCall Dat a. eCal | . control +xn
Content-1D: 2345678901@t | ant a. exanpl e. com

Content-Di sposition: by-reference; handl i ng=opti ona

<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. eCal | Contro
xm ns="urn:ietf:paranms: xnm :ns: EmergencyCal | Dat a: eCal | -control "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance”
xsi:schemalLocati on="urn:ietf: paramnms: xm : ns: Emer gencyCal | Dat a:
eCal | -control ">

<capabilities>
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action="send-data" supported-datatypes="eCall.MD'/>
action="1amp"

supported-1 anps="head; interior;fog-front;fog-rear
brake; position-front; position-rear;turn-|eft;
turn-right; hazard"/>

action="nsg-static" nsgi d="3"/>
action="nsg-dynamic"/>

action="honk"/>

acti on="enabl e-canera”

support ed- caner as="backup; interior"/>

</ capabilities>

</ Emer gencyCal | Dat a. eCal | Contr ol >

- -boundaryl- -

Figure 8: SIP NG eCall INVITE

Continuing the exanple, Figure 9 illustrates a SIP 200 OK response to
the INVITE of Figure 8, containing an eCall control block

acknow edgi ng successful receipt of the eCall MSD. (For sinplicity,

t he exanpl e does not show all SIP headers.)
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SIP/2.0 200 K
To: <sip:+13145551111@xanpl e. conp; t ag=9f xced76s
From Exenplar PSAP <urn:service:sos.ecall.automatic>
Call -1 D 3848276298220188511@at | ant a. exanpl e. com
Call -Info: cid:2345678901@t | ant a. exanpl e. com
pur pose=ener gencyCal | Dat a. eCal | . contr ol

Accept: application/sdp, application/pidf+xmn,

appl i cation/emergencyCal | Data. eCal | . control

appl i cation/ emergencyCal | Dat a. eCal | . MSD
CSeq: 31862 INVITE
Recv-Info: energencyCall Data. eCall
Content - Type: multi part/nm xed; boundary=boundaryX
Cont ent - Lengt h:

- -boundaryX
Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here..
- -boundaryX
Cont ent - Type: application/ EmrergencyCal | Dat a: eCal | - cont r ol +xn
Content-1D: 2345678901@t | ant a. exanpl e. com
Content-Di sposition: by-reference; handl i ng=opti ona
<?xm version="1.0" encodi ng="UTF-8"?>
<Ener gencyCal | Dat a. eCal | Cont r ol
xm ns="urn:ietf:paranms: xm : ns: EmergencyCal | Data: eCal | -control "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : schermalLocati on="urn:ietf: parans: xm : ns: Ener gencyCal | Dat a:
eCall -control ">
<ack received="true" ref="1234567890@at | ant a. exanpl e. cont'/ >
</ Ener gencyCal | Dat a. eCal | Contr ol >

- - boundar yX- -

Figure 9: 200 OK response to INVITE
11. Security Considerations
The security considerations described in [ RFC5069] apply here.
In addition to any network-provided |ocation that is inherently
permitted for | M5 energency calls (which nmight be deternined solely

by the network, or in cooperation with or possibly entirely by the
originating device), an eCall carries an |IVS-supplied | ocation within
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the MSD. This is likely to be useful to the PSAP, especially when
the two | ocations are independently determned. Even in situations
where the network-supplied location is limted to the cell site, this
can be useful as a sanity check on the device-supplied |ocation
contained in the MSD.

The docunent [RFC7378] discusses trust issues regarding |ocation
provi ded by or determ ned in cooperation with end devices.

The mechani sm by which the PSAP sends acknow edgnents and requests to
the vehicle requires authenticity considerations; when the PSAP
request is received within a session initiated by the vehicle as an
eCall emergency call placed over a cellular network, there is a

hi gher degree of trust that the source is indeed a PSAP. |f the PSAP
request is received in other situations, such as a call-back, the
trust issues in verifying that a call-back is indeed froma PSAP are
nore conpl ex (see the PSAP Cal | back docunent [RFC7090]). A further
saf eguard (applicable regardl ess of which end initiated the call and
the means of the call) is for the PSAP or energency service provider
to sign the body part using a certificate i ssued by a known energency
services certificate authority and for which the 1VS can verify the
root certificate.

12. Privacy Considerations

Since this docunment builds on [additional-data-draft], the data
structures specified there, and the correspondi ng privacy

consi derations discussed there, apply here as well. The MSD carries
some additional identifying and personal information (nostly about
the vehicle and | ess about the owner), as well as |ocation

i nformati on, and so needs to be protected agai nst unauthorized

di scl osure. Local regul ations may inpose additional privacy
protection requirenents. The additional functionality enabl ed by
thi s docunent, such as access to vehicle canera streans, carries a
burden of protection and so inplenentations need to be careful that
access is only provided within the context of an energency call and
to an energency services provider, for exanple, within a vehicle-
initiated enmergency call or by verifying that the request for canmera
access is signed by a certificate issued by an energency services
registrar.

13. XM Schema

This section defines the XML schema of the eCall control block. (The
schema for the MSD can be found in EN 15722 [nsd].)

<?xm version="1.0""?7>

Gel l ens & Tschof eni g Expires April 20, 2016 [ Page 26]



Internet-Draft Next - Gener ati on eCal | Cct ober 2015

<xs:schema
t ar get Nanespace="urn:ietf: paramnms: xm : ns: Emer gencyCal | Dat a: eCal | -control "
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: pi ="urn:ietf:paranms: xn : ns: EnergencyCal | Dat a: eCal | -control "
xm ns: xm ="http:// ww. w3. or g/ XM./ 1998/ nanespace"
el ement For mDef aul t ="qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<xs:inport namespace="http://wmw. wW3. or g/ XM_/ 1998/ nanespace"
schemaLocati on="http://ww. w3. or g/ 2009/ 01/ xm . xsd"/ >

<xs: el enent name="EnergencyCal | Dat a. eCal | Control "
type="pi:eCall Control Type"/>

<xs: conpl exType nane="eCal | Control Type" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce>
<xs: el enent name="capabilities"”
type="pi:capabilitiesType"/>
<xs: el enent nane="request" type="pi:requestType"/>
<xs: el enent nanme="ack" type="pi:ackType"/>
<xs:any nanmespace="##ot her" processContents="1ax"
nmi nCccur s="0"
maxQccur s=" unbounded"/ >
</ xs: choi ce>
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="ackType" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs:sequence mi nCccurs="1" nmaxCccur s="unbounded" >
<xs: el enent name="actionResult" m nCccurs="0">
<xs: conpl exType>
<xs:attribute name="action"
type="xs:token"
use="required"/>
<xs:attribute name="success"
type="xs: bool ean”
use="required"/>
<xs:attribute name="reason"
type="xs:token">
<Xxs: annot ati on>
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<xs: docunent ati on>condi tional ly
mandat ory when @uccess='fal se"
to indicate reason code for a
failure </xs:docunentation>
</ xs:annot ati on>
</ xs:attribute>
<xs:attribute nanme="detail s"
type="xs:string"/>
<xs:anyAttribute processContents="skip"/>
</ xs: conpl exType>
</ xs: el ement >
<xs:any namespace="##ot her" processContents="1ax"
m nCccur s="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="ref"
type="xs:anyURl "
use="required"/>
<xs:attribute nanme="received"
type="xs: bool ean"/ >
<xs:anyAttribute/>
</ xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nane="capabilitiesType">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs:sequence mi nCccurs="1" nmaxCccur s="unbounded" >
<xs: el enent nanme="request"
type="pi:request Type"
m nCccur s="1"
maxQccur s="unbounded"/ >
<XS:any nanespace="##ot her" processContents="1ax"
nm nCccur s="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="r equest Type" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce mi nCccurs="1" maxCccur s="unbounded" >
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<xs:any namespace="##ot her" processContents="1ax"
m nCccur s="0"
maxCOccur s=" unbounded"/ >
</ xs: choi ce>
<xs:attribute nanme="action" type="xs:token" use="required"/>
<xs:attribute name="nsgi d" type="xs:unsignedlint"/>
<xs:attribute name="persistence" type="xs:duration"/>
<xs:attribute name="dat atype" type="xs:token"/>
<xs:attribute name="supported-dat atypes" type="xs:string"/>
<xs:attribute nanme="I| anp-id" type="xs:token"/>
<xs:attribute nanme="| anp-action">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern val ue=""/>
<xs:pattern val ue=""/>
<xs:enuneration val ue="on"/>
<xs:enuneration val ue="off"/>
<xs: enuneration value="flash"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="supported-|anps" type="xs:string"/>
<xs:attribute nanme="canera-id" type="xs:token"/>
<xs:attribute name="supported-caneras" type="xs:string"/>
<xs:anyAttribute/>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: schena>

Figure 10: eCall Control Block Schema
14. | ANA Consi derations
14.1. Service URN Registrations

I ANA is requested to register the URN "urn:service:sos.ecall’ under
the sub-services 'sos’ registry defined in Section 4.2 of [RFC5031].

This service identifies a type of enmergency call (placed by a

speci alized in-vehicle systemand a carrying standardi zed set of data
related to the vehicle and crash or incident, and is needed to direct
the call to a specialized public safety answering point (PSAP) with
techni cal and operational capabilities to handle such calls. Two
sub-services are registered as well, nanely
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14.

urn: servi ce: sos. ecal | . manual

This service URN indicates that an eCall had been triggered based
on the manual interaction of the driver or a passenger

urn: servi ce: sos. ecal | . automatic

This service URN indicates that an eCall had been triggered
automatically, for exanple, due to a crash or other serious
incident (e.g., fire).

I ANA is also requested to register the URN
"urn:service:test.sos.ecall’ under the sub-service 'test’ registry
defined in Setcion 17.2 of [RFC6881].

2. MME Content-type Registration for '"application/
energencyCal | Dat a. eCal | . MSD+xm ’

| ANA is requested to add application/enmergencyCall Data. eCal | . MSD+xmi
as a MME content type, with a reference to this docunent, in
accordance to the procedures of RFC 6838 [ RFC6838] and guidelines in
RFC 7303 [ RFC7303].

M ME nedia type nane: application

M ME subtype nane: emnergencyCall Data. eCal | . MSD+xmi
Mandat ory paraneters: none

Optional paraneters: charset

I ndi cates the character encoding of the XM. content.

Encodi ng consi derations: Uses XM.,, which can enploy 8-bit
characters, depending on the character encodi ng used. See
Section 3.2 of RFC 7303 [ RFC7303].

Security considerations: This content type is designed to carry
vehicle and incident-related data during an energency call. This
data contains personal information including vehicle VIN,

| ocation, direction, etc. Appropriate precautions need to be
taken to Iimt unauthorized access, inappropriate disclosure to
third parties, and eavesdropping of this information. In general
it is permssible for the data to be unprotected while briefly in
transit within the Mobile Network Operator (MNO; the MO is
trusted to not permit the data to be accessed by third parties.
Sections 7 and Section 8 of [I-D.ietf-ecrit-additional-data]
contain nore discussion.
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14.

3.

Interoperability considerations: None
Publ i shed specification: Annex C of EN 15722 [ nsd]

Appl i cations which use this nedia type: Pan-European eCal
compliant systens

Addi tional information: None
Magi ¢ Nunber: None

File Extension: .xm

Maci ntosh file type code: ' TEXT

Person and enmmni|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I nt ended usage: LIM TED USE

Aut hor: This specification was produced by the European Conmittee
For Standardi zation (CEN). For contact information, please see
<http://ww. cen. eu/ cen/ Pages/ cont act us. aspx>

Change controller: The European Committee For Standardization

(CEN)

M ME Content-type Registration for "application/
energencyCal | Dat a. eCal | . control +xni”’

| ANA is requested to add application/
energencyCal | Data. eCal | . control +xm as a M ME content type, with a
reference to this docunent, in accordance to the procedures of RFC
6838 [ RFC6838] and guidelines in RFC 7303 [ RFC7303] .

M ME nedia type nane: application

M ME subtype nane: energencyCall Data. eCall.control +xn
Mandat ory paraneters: none

Optional paraneters: charset

I ndi cates the character encoding of the XM. content.
Encodi ng consi derations: Uses XM.,, which can enploy 8-bit

characters, depending on the character encodi ng used. See
Section 3.2 of RFC 7303 [ RFC7303].
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Security considerations: This content type carries netadata and
control information and requests, primarily froma Public Safety
Answering Point (PSAP) to an In-Vehicle System (1VS) during an
energency call, and al so capabilities fromthe IVS to the PSAP

Met adata (such as an acknow edgnent that data sent by the IVS to

t he PSAP was successfully received) has limted privacy and
security inplications. Control information (such as requests from
the PSAP that the vehicle performan action) has some privacy and
i mportant security inplications. The privacy concern arises from
the ability to request the vehicle to transmt a data set, which
as described in Section 14.2, can contain personal infornation.
The security inplication is the ability to request the vehicle to
performan action. It is inportant that control infornmation
originate only froma PSAP or other emergency services provider,
and not froman inpostor. The first safeguard for this is the
security of the cellular network over which the energency call was
placed. In particular, when the IVSinitiates an eCall over a
cellular network, the MNO routes the call to a PSAP. (Calls

pl aced using ot her neans, such as W-Fi or over-the-top services,
do not carry the sane degree of trust.) Calls received by the
IVS, such as a call-back froma PSAP, also do not carry the sane
degree of trust, since the current nechanisns are not ideal for
verifying that such a call is indeed froma PSAP in response to an
energency call placed by the IVS. See the discussion in

Section 11 and the PSAP Cal | back docunent [RFC7090]. A further
saf eguard, and one applicabl e regardl ess of which end initiated
the call and the means of the call, is for the PSAP or emergency
service provider to sign the body part using a certificate issued
by a known energency services certificate authority and for which
the IVS can verify the root certificate. Sections 7 and Section 8
of [I-D.ietf-ecrit-additional-data] contain nore discussion

Interoperability considerations: None
Publ i shed specification: Annex C of EN 15722 [ nsd]

Applications which use this nedia type: Pan-European eCal
compl i ant systens

Addi ti onal information: None
Magi ¢ Nunber: None
Fil e Extension: .xni

Maci ntosh file type code: ' TEXT
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14.

14.

14.

14.

14.

Person and enmmil address for further information: Randall Gell ens,
rg+ietf@ti.qual conm com

I nt ended usage: LIM TED USE
Aut hor: The |ETF ECRIT WG
Change controller: The I ETF ECRIT WG

4, Registration of the "eCall.MsSD entry in the Energency Cal
Addi tional Data Bl ocks registry

This specification requests |ANA to add the 'eCall.MSD entry to the
Emergency Call Additional Data Bl ocks registry (established by
[additional -data-draft]), with a reference to this document.

5. Registration of the 'eCall.control’ entry in the Emergency Call
Addi tional Data Bl ocks registry

This specification requests IANA to add the "eCall.control’ entry to
the Emergency Call Additional Data Bl ocks registry (established by
[addi tional -data-draft]), with a reference to this docunent.

6. Registration of the energencyCall Data.eCall |nfo Package

I ANA is requested to add energencyCal | Data.eCall to the Info Packages
Regi stry under "Session Initiation Protocol (SIP) Paraneters", with a
reference to this docunent.

7. URN Sub- Nanmespace Regi stration

7.1. Registration for urn:ietf:parans: xm :ns: eCal

This section registers a new XM. nanespace, as per the guidelines in
RFC 3688 [ RFC3688].

URI: urn:ietf:params:xm:ns:eCall

Regi strant Contact: |ETF, ECRIT working group, <ecrit@etf.org> as
del egated by the |1 ESG <i esg@etf.org>

XM_:
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BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR xht nl - basi ¢/ xht 1 - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htnl; charset=i so-8859-1"/>
<titl e>Namespace for eCall Data</title>
</ head>
<body>
<hl>Nanespace for eCall Data</hl>
<p>See [TBD: This docunent].</p>
</ body>
</htm >
END

14.7.2. Registration for urn:ietf:params:xm:ns:eCall:control

This section registers a new XM_ nanespace, as per the guidelines in
RFC 3688 [ RFC3688] .

URI: urn:ietf:params:xm:ns:eCall:control

Regi strant Contact: |ETF, ECRI T working group, <ecrit@etf.org> as
del egated by the | ESG <i esg@etf. org>.

XML:
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14.

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR xht nl - basi ¢/ xht 1 - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htnl; charset=i so-8859-1"/>
<titl e>Nanespace for eCall Data:
Control Block</title>
</ head>
<body>
<hl>Nanespace for eCall Data</hl>
<h2>Cont rol Bl ock</ h2>
<p>See [ TBD: This docunent].</p>
</ body>
</htm >
END

8. Registry creation

This docunent creates a new registry called "eCall Control Data’
The followi ng sub-registries are created for this registry.

8.1. eCall Control Action Registry

This docunent creates a new sub-registry called "eCall Control Action
Regi stry". As defined in [ RFC5226], this registry operates under
"Expert Review' rules. The expert should determine that the proposed
action is within the purview of a vehicle, is sufficiently

di stingui shable fromother actions, and the actions is clearly and
fully described. In nost cases, a published and stable docunent is
referenced for the description of the action

The content of this registry includes:

Nane: The identifier to be used in the 'action' attribute of an
eCall control <request> el enent.

Description: A description of the action. In nbst cases this wll
be a reference to a published and stabl e docunent. The
description MIST specify if any attributes or child elenments are
optional or mandatory, and describe the action to be taken by the
vehi cl e.

The initial set of values is listed in Table 2
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Section xxx of this docunent

neg-static Section xxx of this docunent

nmsg- dynami ¢ Section xxx of this docunent

honk Section xxx of this docunent

| anp Section xxx of this docunent

Section xxx of this docunment

Table 2: eCall Control Action Registry Initial Values
14.8.2. eCall Static Message Registry

Thi s docunent creates a new sub-registry called "eCall Static Message
Regi stry". Because all conpliant vehicles are expected to support

all static nessages translated into all |anguages supported by the
vehicle, it is inmportant to linmt the number of such nessages. As
defined in [ RFC5226], this registry operates under "Publication
Required" rules, which require a stable, public docunent and inply
expert review of the publication. The expert should determ ne that

t he docunent has been published by an appropriate energency services
organi zation (e.g., NENA, EENA, APCO and that the proposed nessage
is sufficiently distinguishable from other nessages.

The content of this registry includes:

ID: An integer identifier to be used in the "nsgid attribute of an
eCall control <request> el enent.

Message: The text of the nessage. Messages are listed in the
registry in English; vehicles are expected to inplenent
transl ations into | anguages supported by the vehicle.

When new nessages are added to the registry, the nessage text is
determined by the registrant; | ANA assigns the IDs. Each nessage is
assigned a consecutive integer value as its ID. This allows an IVS
to indicate by a single integer value that it supports all nessages
with that value or |ower.

The initial set of values is listed in Table 3.
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14.

| 1 | Energency authorities are aware of your incident and [
| | location, but are unable to speak with you right now. W |
[ | will help you as soon as possible. |

Table 3: eCall Static Message Registry
8.3. eCall Reason Registry
Thi s docunent creates a new sub-registry called "eCall Reason
Regi stry" which contains values for the 'reason’ attribute of the
<actionResult> element. As defined in [RFC5226], this registry
operates under "Expert Review' rules. The expert should determ ne
that the proposed reason is sufficiently distinguishable from other
reasons and that the proposed description is understandabl e and
correctly worded.
The content of this registry includes:

ID: A short string identifying the reason, for use in the 'reason
attribute of an <actionResult> el enent.

Description: A description of the reason

The initial set of values is listed in Table 4.

unsupport ed The "action’ is not supported

The data itemreferenced in a ’'send-data
request i s not support ed.

| | |
| | _ _ |
| unabl e | The "action’ could not be acconpli shed. |
I I I
| data-unsupported | |
I I I

Tabl e 4: eCall Reason Registry
8.4. eCall Lanp ID Registry
Thi s docunment creates a new sub-registry called "eCall Lanp ID
Regi stry" to standardi ze the nanes of autonotive lanps (lights). As

defined in [ RFC5226], this registry operates under "Expert Review'
rules. The expert should deternine that the proposed |anp nane is
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clearly understandable and is sufficiently distinguishable from other
| anp nanes.

The content of this registry includes:

Nane: The identifier to be used in the '"lanp-ID attribute of an
eCall control <request> el enent.

Description: A description of the lanmp (light).

The initial set of values is listed in Table 5.

oo o m e e e e e eiee—iaaooo- +
| Nare | Description |
S o mmm e e e e e e e e e e e e e e e e e e e e e e e +
head The main | anps used to light the road ahead
interior Interior lanp, often at the top center
fog-front Front fog | anps
fog-rear Rear fog | anps
br ake Brake indicator |anps

position-front Front position/parking/standing | anps

position-rear Rear position/ parking/standing | anps

turn-1eft Left turn/directional |anps
turn-right Ri ght turn/directional |anps
hazard Hazar d/ f our-way | anps
S o m e e e oo +

Table 5: eCall Lanp ID Registry Initial Values
14.8.5. eCall Canera ID Registry

This docunent creates a new sub-registry called "eCall Canera ID
Regi stry" to standardi ze the nanes of autonotive canera. As defined
in [ RFC5226], this registry operates under "Expert Review' rules.
The expert should determne that the proposed canera nanme is clearly
under standabl e and is sufficiently distinguishable from other canera
names.

The content of this registry includes:
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16.

17.

17.

17.

Nanme: The identifier to be used in the 'canera-1D attribute of an
eCall control <request> el enent.

Description: A description of the canera.

The initial set of values is listed in Table 6

Shows what is behind the vehicle. Al so known as
rearvi ew, reverse, etc.

Table 6: eCall Canmera ID Registry Initial Values
Contri butors

Bri an Rosen was a co-author of the original document upon which this
docunent is based.
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Changes from Previ ous Versions
1. Changes fromdraft-ietf-02 to draft-ietf-03

0 Added request to enabl e caneras
0 |Inproved exanples and XML schena
o Cdarifications and wordi ng i nprovenents

2. Changes fromdraft-ietf-01 to draft-ietf-02

0 Added clarifying text reinforcing that the data exchange is for
smal | bl ocks of data infrequently transnmitted

o Cdarified that dynamic nedia is conveyed using SIP re-INVITE to
establish a one-way nedia stream

0o Cdarified that the scope is the needs of eCall within the SIP
energency call environnent
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17.

17.

17.

17.

17.

Added informative statement that the docunent nmay be suitable for
reuse by other ACN systens

Clarified that normative | anguage for the control block applies to
both 1 VS and PSAP

Renoved 'ref’, 'supported-mne’, and <nedi a> el enents

M nor wording i nprovenents and clarifications

Changes fromdraft-ietf-00 to draft-ietf-01

Added further discussion of test calls

Added further clarification to the docunment scope

Mentioned that multi-region vehicles may need to support other
crash notification specifications in addition to eCall

Added details of the eCall netadata and control functionality
Added | ANA registration for the M ME content type for the eCall
control object

Added | ANA registries for protocol elenents and tokens used in the
eCal |l control object

M nor wording inmprovenents and clarifications

Changes fromdraft-gellens-03 to draft-ietf-00

Renaned fromdraft-gellens- to draft-ietf-.

Added nention of and reference to ETSI TR "Mobil e Standards G oup
(MSGQ); eCall for Vol P!

Added text to Introduction regarding m gration/co-exi stence being
out of scope

Added nention in Security Considerations that even if the network-
supplied location is just the cell site, this can be useful as a
sanity check on the |IVS-supplied |ocation

M nor wording inmprovenents and clarifications

Changes fromdraft-gellens-02 to -03
Clarifications and editorial inprovenents.
Changes fromdraft-gellens-01 to -02
M nor wordi ng i nprovenents
Renoved ".automatic" and ".manual " from
"urn:service:test.sos.ecall" registration and di scussion text.
Changes fromdraft-gellens-00 to -01
Now usi ng ' EmergencyCal | Data’ for purpose paraneter val ues and
M ME subtypes, in accordance with changes to

[additional -data-draft]
Added reference to RFC 6443
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o Fixed bug that caused Figure captions to not appear
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