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Abst r act

Thi s docunent defines an extension to LoST (RFC5222) that allows a

pl anned change to the data in the LoST server to occur. Records that
previously were valid will beconme invalid at a date in the future,
and new |l ocations will beconme valid after the date. The extension
adds two el enents to the <findservice> request: a URI to be used to
informthe LIS that previously valid locations will be invalid after
the planned change date, and add a date which requests the server to
performvalidation as of the date specified. It also adds an
optional TTL elenment to the response, which infornms all queriers the
current expected lifetime of the validation
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1. Introduction

Thi s docunment describes an update to the LoST protocol [RFC5222]

whi ch allows a <findservice> request to optionally add a URI and a
date to be used with planned changes to the underlying |ocation
information in the server. The URlI is retained by the LoST server
associated with the data record that was validated, and used to
notify the LIS (the LoST client) when a | ocation which was previously
valid will beconme invalid. The date is used by the client to ask the
server to performvalidation as of a future date. In addition to
this mechanism the It;findserviceResponse> is also extended to
provide a TTL for validation, after which the client should

reval idate the |ocation.

Validation of civic locations involves dealing with data that changes
over time. A typical exanple is a portion of a county or province
that was not part of a nmunicipality is "annexed" to a municipality.
Prior to the change, the content of the PIDF A3 el enent woul d be

bl ank, or represent sonme other value and after the change woul d be
the municipality that annexed that part of the county/province. This
ki nd of annexation has an effectivity date and tine (typically 00:00
on the first or last day of a nonth).

Records in a LIS nust change around these kinds of events. The old

record nust be discarded, and a new, validated record nust be | oaded
intothe LIS. It is often difficult for the LIS operator to know
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that records nust be changed around such events. There are other

ci rcunst ances where | ocations that were previously valid becone
invalid, such as a street renam ng or renunbering event. As RFC5222
defines validation, the only way for a LIS to discover such changes
was to periodically revalidate its entire database. O course, this
would not facilitate tinmely changes, is not coordinated with the
actual change event, and al so adds significant load to the LoOST
server. Even if re-validation is contenplated, the server has no
mechanismto control, or even suggest the tinme period for
reval i dation

This extension allows the client to provide a stable URI that is
retained by the server associated with the location information used
in the request. In the event of a planned change, or any other

ci rcunstance where the LI becones invalid, the server sends a
notification to the URI informng it of a change. The notification
contains the date and time when the LI becones invalid.

Ideally, follow ng such a notification, the LIS will prepare a new
record to be inserted in its active database, that becomes active at
the preci se planned event date and tine, at which point it would al so
delete the old record. However, the new record has to be valid, and
the LIS would Iike to validate it prior to the planned change event.
If it requests validation before the planned event, the server

(wi thout this extension) would informthe client that the |ocation
was invalid. This extension includes an optional "asO" date and
time in the request that allows the LoST server to provide validation
as of the date and tine specified, as opposed to the "as of now'
inmplied in the current LoST protocol

When it is not practical or advisable for the LIS to naintain stable
URIs for all of its records, periodic revalidation can be still used
to maintain the data in the LIS. However, the server should be able
to control the rate of such revalidation. For this purpose, a new
TTL elenent is included in the It;findserviceResponse> which provides
advice fromthe server to the LIS of when validation is suggested

2. Conventions used in this docunment
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
"Server" in this docunent refers to the LoST server and "Client" is

the LoST client, even when the server is performng an operation on
the client.
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3.

<pl annedChange> el enent

Thi s docunent defines a new el enment to <findService> called

" pl annedChange’. This elenment contains two attributes: "uri’ and
"asOf'. The 'uri’ attribute MJUST be a URI with a schene of https.
The URI will be stored by the server against the location in the
request for subsequent use with the notification function defined
below. To minimze storage requirenments of at the server, the length
of the URI MJST be | ess than 256 bytes. Each client of the server
may only store one URI against a |ocation, where "location" is
defined by policy at the server, since a given unique |ocation nmay
have many conbi nations of LI elenents that resolve to the sanme
location. |If the server receives a 'uri’ for the same |ocation from
the sane client, the URl in the request replaces the URl it
previously retained. Policy at the server may linmt how many uris it
retains for a given location. A new warning is defined belowto be
used to indicate that the URI has not been stored. |If the |ocation
in the request is invalid, the uri will not be stored and the warning
will be returned.

The "asO’ attribute contains a date and tinme. The server wll
validate the location in the request as of the date specified, taking
i nto account planned changes. This allows the client to verify that
it can nake changes in the LIS commensurate with changes in the LoST
server by validating locations in advance of a change.

<l ocati onl nval i dat ed> obj ect

Wien the server needs to invalidate a | ocation where the client
provided a URl in <plannedChange>, the server executes an HTTPS POST
containing <locationlnvalidated> to the URl previously provided.
This is the notice fromthe server to the client that the |ocation
may be invalid and should be revalidated. <locationlnvalidated>
contains an asOF attribute that specifies when the |ocation may
beconme invalid. |If the date/tine in asOf is earlier than the tinme
the <locationlnvalidated> was sent, the |ocation nmay al ready be
invalid and the LIS should take imrediate action. |If the POST
operation fails, the server MAY retry the operation inmrediately, and
if it fails again, retry the operation at a later tine.

uri Not Stored Warning

A new warning is added to the exceptionContainer, ’uri NotStored

Thi s warni ng MUST NOT be returned unl ess the pl annedChange el enent
was found in the corresponding request. The warning is returned when
the server decides not to store the URI found in the plannedChange

el ement. As discussed above, this nay occur because, anong ot her
reasons, the policy at the server limts howmany URIs will be stored
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agai nst a specific location, the uri is not well formed or the policy
at the server has sone other restriction on the feature.

6. TTL in Response

A new 'ttl’ elenment is added to the It;findserviceResponse>. The ttl
el ement contains a date and tine after which the client may wish to
revalidate the location at the server. This elenment MAY be added by
the server if validation is requested in the response. The form of
the elenent is the 'expires’ pattern, which allows explicit 'No
Cache’ and 'No Expiration’ values to be returned. ’'No Cache’ has no
meani ng and MJUST NOT be returned in TTL. ’'No Expiration’ neans the
server does not have any suggested revalidation period.

Selecting a revalidation interval is a conplex bal anci ng of
tineliness, server load, stability of the underlying data, and policy
of the LoST server. Too short, and | oad on the server may overwhel m
it. Too long and invalid data nmay persist in the server for too
long. The URI nechanism provides tinely notice to coordinate
changes, but even with it, it is often advisable to revalidate data
eventual ly.

In areas that have little change in data, such as fully built out,
stable communities already part of a nmunicipality, it nmay be
reasonabl e to set revalidation periods of 6 nmonths or |onger
especially if the URI nechanismis wi dely deployed at both the server
and the clients. |In areas that are quickly grow ng, 20-30 day
reval i dation may be nore appropriate even though such revalidation
woul d be the majority of the traffic on the LoST server.

When a pl anned change is nmade, typically the TTL for the affected
records is lowered, so that revalidation is forced soon after the
change is inplemented. It is not advisable to set the expiration
precisely at the planned change tine if a | arge nunber of records
wi Il be changed, since that would cause a large spike in traffic at
the change tine. Rather, the expiration time should have a random
additional tinme added to it to spread out the | oad.

7. Relax NG Schema
The Rel ax NG schema in [ RFC5222] is extended to include:

nanespace a = "http://relaxng. org/ ns/conpatibility/annotations/1.0"
default namespace nsl = "urn:ietf:parans: xm:ns:|ost-plannedChangel”

Hit

# Extensi on to Location-to-Service Translation (LoST) Protoco
##t to support a planned change to | ocation data
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##t

#t pl annedChange is used in the extensionPoint of

# commonRequest Pattern in a findService request

#i#t

# | ocationlnvalidated is used by the LoST server to notify a
# LIS that a previously valid location may be (or will becone)
#t invalid

#i#t

# ttl is used in the extensionPoint of

# commonResponsePattern in a findService response

##t

# uri Not Stored is a new warning to be used in a

##t exceptionContainer in the warnings elenent of a

#t fi ndServi ceResponse

##

start =

pl annedChange
| locationlnvalidated
| uri Not Stored

# pl annedChange

div {
pl annedChange =
el ement pl annedChange {

attribute uri {
xsd: anyURl }7?,

attribute asOf {
xsd: dateTine }?

ext ensi onPoi nt +

}
}
#it
#it | ocati onl nval i dat ed
Hit
div {
| ocationlnvalidated =
el ement | ocationlnvalidated {
attribute asOf {
xsd: dateTine }?
ext ensi onPoi nt +
}
}
#it
#it ttl
Hit
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div {
ttl =
el ement ttl ({
expires,
ext ensi onPoi nt +
}
}
##t
## uri Not St or ed
##t
div {

uri Not Stored =
el ement uri Not Stored { basi cException }

}
##t
# Patterns for inclusion of elements fromschemas in
#t ot her nanespaces.
#i#t
div {
##t
##t Any el ement not in the LoST nanespace.
##t
not Lost Change = elenment * - (nsl:* | nsl:*) { anyEl enent }
#i#t
# A wildcard pattern for including any el enent
# from any ot her namespace.
##t

anyEl enent =
(el ement * { anyEl enment }
| attribute * { text }

| text)*
##H
#t A point where future extensions
# (el enents from ot her nanmespaces)
#i#t can be added.
#it
ext ensi onPoi nt = not Lost Changed*
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8.

9.

.1

Security Considerations

As an extension to LoST, this docunent inherits the security issues
raised in [ RFC5222]. The server could be tricked into storing a
mal i ci ous URI which, when sent the |ocationlnvalidated object could
trigger sonmething untoward. The server MJST NOT accept any data from
the client in response to POSTi ng the | ocationlnvalidated.

The server is subject to abuse by clients because it is being asked
to store sonething and nmay need to send data to an uncontrolled URI
Clients could request many URIs for the sane |ocation for exanple.
The server MUST have policy that linits use of this nmechanismby a
given client. |If the policy is exceeded, the server returns the
uri Not Stored warning. The server MJST validate that the content of
the uri sent is syntactically valid and neets the 256 byte limt.
When sending the | ocationlnvalidated object to the uri stored, the
server MJST protect itself against comon http vulnerabilities.

The mutual authentication between client and server when is
RECOMVENDED for both the initial findService operation that requests
storing the uri and the sending of the |ocationlnvalidated object.
The server should be well known to the client, and its credentia
should be learned in a reliable way. For exanple, a public safety
system operating the LoST server nmay have a credential traceable to a
well known Certificate Authority known to provide credentials for
public safety agencies. Mny of the clients will be operated by

| ocal 1SPs or other service providers where the server operator can
reasonably obtain a good credential to use for the URI. \Were the
server does not recognize the client, its policy MAY limt the use of
this feature beyond what it would limit a client it recognized.

| ANA Consi der ati ons

Rel ax NG Schena Regi stration
URI: urn:ietf:parans: xm :schena: | ost-pl anedChangel
Regi strant Contact: |ETF ECRIT Wrking G oup, Brian Rosen

(br @rianrosen. net).

Rel ax NG Schena: The Rel ax NG schena to be registered is contained
in Section 5. Its first lineis

default namespace = "urn:ietf:parans: xm : ns:|ost-Pl annedChangel

and its last line is

}
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9.2. LoST Nanespace Regi stration

URI: urn:ietf:parans: xm:ns:|ost-plannedChangel
Regi strant Contact: |ETF ECRIT Wrking G oup, Brian Rosen
(br @rianrosen. net).
XM
BEG N

<?xm version="2.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht nl - basi c10. dt d" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htm ; charset=i so-8859-1"/>
<titl e>LoST Pl anned Change Nanmespace</title>
</ head>
<body>
<hl>Nanespace for LOST Pl anned Change extension</hl>
<h2>urn:ietf:parans: xm :ns: | ost-plannedChangel</ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc????. txt">
RFC???7?</ a>. </ p>
</ body>
</htm >
END
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