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Abstr act
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and manage Bidirectional Forwardi ng Detection (BFD).

The YANG nodul es in this docunent conformto the Network Managenent
Dat astore Architecture (NVDA).
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1. Introduction

Thi s docunment defi nes a YANG data npde

and manage Bidirectiona
is a network protocol

arbitrary paths between systens.
pat hs over which we have BFD:

1) Two systens directly connected via IP
single-hop IP, a.k.a.

BFD for

which is used for

that can be used to configure
Forwar di ng Detection (BFD) [ RFC5880]. BFD
|'i veness detection of

Sone exanples of different types of

This is known as BFD over

I Pv4 and | Pv6 [ RFC5881]

2) Two systens connected via nmultiple hops as described in BFD for
Mul ti pl e Hops.

[ RFC5883]

3) Two systens connected via MPLS Labe

descri bed in BFD for

MPLS LSP [ RFC5884]

Swi tched Paths (LSPs) as

4) Two systens connected via a Link Aggregation Goup (LAG interface

as described in BFD on LAG Interfaces [ RFC7130]
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2

5) Two systens connected via pseudowires (PW), this is known as
Virtual Grcuit Connectivity Verification (VCCV) as described in BFD
for PWVCCV [ RFC5885]. This is not addressed in this docunent.

BFD typically does not operate on its own. Various contro
protocols, also known as BFD clients, use the services provided by
BFD for their own operation as described in Generic Application of
BFD [ RFC5882]. The obvi ous candi dates whi ch use BFD are those which
do not have "hellos" to detect failures, e.g. static routes, and
routing protocols whose "hell os" do not support sub-second failure
detection, e.g. OSPF and |S-1S.

The YANG nodul es in this docunent conformto the Network Managenent
Dat astore Architecture (NVDA) [RFC8342]. This neans that the data
nmodel s do not have separate top-level or sibling containers for
configuration and operational state data.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

2. Tree Diagrans

Thi s docunent uses the graphical representation of data nodels
defined in [ RFC8340].

Desi gn of the Data Mbdel

Since BFD is used for liveliness detection of various forwarding
paths, there is no uniformkey to identify a BFD session, and so the
BFD data nodel is split in nmultiple YANG nodul es where each nodul e
corresponds to one type of forwarding path. For exanple, BFD for IP
single-hop is in one YANG nodul e and BFD for MPLS-TE is in another
YANG nodul e. The main di fference between these nodules is how a BFD
session is uniquely identified, i.e the key for the list containing
the BFD sessions for that forwarding path. To avoid duplication of
BFD definitions, we have common types and groupi ngs which are used by
all the nodul es.

A new control -plane protocol "bfdvl" is defined and a "bfd" container
is created under control-plane-protocol as specified in "A YANG Dat a
Model for Routing Managenment (NMVDA Version)" [RFC8349]. This new
"bfd" container is augnented by all the YANG nodul es for their
respective specific infornmation:

Rahman, et al. Expi res February 2, 2019 [ Page 4]
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1. ietf-bfd-ip-sh.yang augnents "/routing/control -plane-protocols/
control -pl ane-protocol /bfd/" with the "ip-sh" container for BFD
sessions over |P single-hop

2. ietf-bfd-ip-nmh.yang augnments "/routing/ control -pl ane-protocol s/
control -pl ane-protocol /bfd/" with the "ip-mh" container for BFD
sessions over | P multi-hop

3. ietf-bfd-1ag.yang augnents "/routing/control-plane-protocols/
control -pl ane-protocol /bfd/" with the "lag" contai ner for BFD
sessi ons over LAG

4. ietf-bfd-npls.yang augnents "/routing/control-plane-protocols/
control - pl ane-protocol /bfd/" with the "npls" container for BFD
over MPLS LSPs.

5. ietf-bfd-npls-te.yang augnments "/routing/ control -plane-protocol s/
control - pl ane-protocol /bfd/" with the "npls-te" container for BFD
over MPLS-TE.

BFD can operate in the follow ng contexts:
1. At the network device |eve

2. In Logical Network Elements as described in YANG Logi cal Network
Element [I-D.ietf-rtgwg-Ine-nodel]

3. In Network Instances as described in YANG Logi cal Network El enent
[I-D.ietf-rtgwg-ni-nodel]

When used at the network device | evel, the BFD YANG nodel is used
"as-is". Wen the BFD YANG nodel is used in a Logical Network

El ement or in a Network Instance, then the BFD YANG nodel augments
the nounted routing nodel for the Logical Network El enment or the
Net wor k | nst ance.

2.1. Design of Configuration Mde

The configuration nodel consists mainly of the parameters specified
in BFD [ RFC5880]. Sone exanples are desired mninumtransmt
interval, required mninumreceive interval, detection nmultiplier
etc

BFD clients are applications that use BFD for fast detection of
failures. Sone inplenentations have BFD session configuration under
the BFD clients. For exanple, BFD session configuration under
routing applications such as GSPF, IS-1S, BGP etc. Oher

Rahman, et al. Expi res February 2, 2019 [ Page 5]



Internet-Draft BFD YANG August 2018

i mpl ement ati ons have BFD session configuration centralized under BFD
i.e. outside the multiple BFD clients.

The BFD paraneters of interest to a BFD client are mainly the

mul tiplier and interval (s) since those paraneters inpact the
convergence tine of the BFD clients when a failure occurs. Oher
paranmeters such as BFD authentication are not specific to the
requirenents of the BFD client. Ideally all configuration should be
centralized under BFD. However, this is a problemfor clients of BFD
whi ch auto-di scover their peers. For exanple, |IGPs do not have the
peer address configured, instead the IGP is enabled on an interface
and the | GP peers are auto-discovered. So for an operator to
configure BFD to an | GP peer, the operator would first have to
determ ne the peer addresses. And when a new peer is discovered, BFD
configuration would need to be added. To avoid this issue, we define
grouping client-cfg-parns in Section 2.13 for BFD clients to
configure BFD: this allows BFD clients such as the I GPs to have
configuration (nmultiplier and intervals) for the BFD sessions they
need. For exanple, when a new | G° peer is discovered, the I G? would
create a BFD session to the newy discovered peer and sinilarly when
an | GP peer goes away, the IGP would renove the BFD session to that
peer. The nechani sm how the BFD sessions are created and renoved by
the BFD clients is outside the scope of this docunent, but typically
this would be done by use of an APl inplenmented by the BFD nodul e on
the system For BFD clients which create BFD sessions via their own
configuration, authentication paraneters (if required) are stil
specified in BFD

2.1.1. Conmon BFD configuration paraneters
The basic BFD configuration paraneters are:

| ocal -mul tiplier
This is the detection tine nultiplier as defined in BFD
[ RFC5880] .

desired-nmn-tx-interval
This is the Desired Mn TX Interval as defined in BFD
[ RFC5880] .

required-mn-rx-interva
This is the Required Mn RX Interval as defined in BFD
[ RFC5880] .

Al t hough BFD [ RFC5880] allows for different values for transmt and
receive intervals, sonme inplenentations allow users to specify just
one interval which is used for both transmit and receive intervals or
separate values for transnit and receive intervals. The BFD YANG
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nmodel supports this: there is a choice between "mn-interval", used
for both transnit and receive intervals, and "desired-mn-tx-
interval" and "required-min-rx-interval™. This is supported via a

groupi ng which is used by the YANG nodul es for the various forwarding
pat hs.

For BFD aut henticati on we have:

key-chain
This is a reference to key-chain defined in YANG Data Mde
for Key Chains [RFC8177]. The keys, cryptographic
algorithms, key lifetine etc are all defined in the key-chain
nodel .

met i cul ous
Thi s enabl es neticul ous nbde as per BFD [ RFC5880].

2.1.2. Single-hop IP

For single-hop IP, there is an augnent of the "bfd" data node in
Section 2. The "ip-sh”" node contains a list of IP single-hop
sessions where each session is uniquely identified by the interface
and destination address pair. For the configuration paranmeters we
use what is defined in Section 2.1.1. The "ip-sh" node also contains
alist of interfaces, this is used to specify authentication
paraneters for BFD sessions which are created by BFD clients, see
Section 2. 1.

[ RFC5880] and [ RFC5881] do not specify whether echo function is
continuous or on demand. Therefore the nechanismused to start and
stop echo function is inplenentation specific and should be done by
augnent at i on:

1) Configuration. This is suitable for continuous echo function
An exanple is provided in Appendix A

2) RPC. This is suitable for on-demand echo function
2.1.3. Miltihop IP

For multihop IP, there is an augnment of the "bfd" data node in
Section 2.

Because of mnultiple paths, there could be nultiple multihop IP
sessions between a source and a destination address. W identify
this as a "session-group”". The key for each "session-group" consists
of :
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sour ce address
Address belonging to the | ocal systemas per BFD for Miltiple
Hops [ RFC5883]

desti nation address
Address belonging to the renote systemas per BFD for
Mul tipl e Hops [ RFC5883]

For the configuration paraneters we use what is defined in
Section 2.1.1

Here are sone extra paraneters:

tx-ttl
TTL of outgoing BFD control packets.

rx-ttl
M ni mum TTL of incomi ng BFD control packets.

2.1.4. MPLS Traffic Engineering Tunnels

For MPLS-TE tunnels, BFD is configured under the MPLS-TE tunnel since
the desired failure detection paraneters are a property of the MPLS-
TE tunnel. This is achieved by augnenting the MPLS-TE data nodel in
YANG Data Mddel for TE Topologies [I-D.ietf-teas-yang-te]. For BFD
paraneters which are specific to the TE application, e.g. whether to
tear down the tunnel in the event of a BFD session failure, these
paraneters will be defined in the YANG nodel of the MPLS-TE
application.

On top of the usual BFD paraneters, we have the foll owing per MPLS-TE
t unnel

encap
Encapsul ation for the BFD packets: choice between I P, G ACh
and IP with G ACh as per MPLS Generic Associ ated Channe
[ RFC5586]

For general MPLS-TE data, "npls-te" data node is added under the
"bf d" node in Section 2. Since sone MPLS-TE tunnels are uni -
directional there is no MPLS-TE configuration for these tunnels on
the egress node (note that this does not apply to bi-directiona
MPLS-TP tunnels). The BFD paraneters for the egress node are added
under "npls-te".
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2.1.5. MPLS Label Swi tched Paths

Here we address MPLS LSPs whose FEC is an I P address. The "bfd" node
in Section 2 is augnented with "npls" which contains a |ist of
sessions uniquely identified by an IP prefix. Because of multiple
pat hs, there could be multiple MPLS sessions to an MPLS FEC. W
identify this as a "session-group”

Since these LSPs are uni-directional there is no LSP configuration on
t he egress node.

The BFD paraneters for the egress node are added under "npls".
2.1.6. Link Aggregati on G oups

Per BFD on LAG Interfaces [ RFC7130], configuring BFD on LAG consists
of having micro-BFD sessions on each LAG nenber |ink. Since the BFD
paraneters are an attribute of the LAG they should be under the LAG
However there is no LAG YANG nodel which we can augnent. So a "lag"
data node is added to the "bfd" node in Section 2, the configuration
is per-LAG we have a list of LAGs. The destination |IP address of
the mcro-BFD sessions is configured per-LAG and per address-famly
(I Pv4 and 1 Pv6)

2.2. Design of Operational State Mdel

The operational state nodel contains both the overall statistics of
BFD sessions running on the device and the per session operationa
i nformation.

The overall statistics of BFD sessions consist of nunber of BFD
sessions, nunber of BFD sessions up etc. This information is

avail able globally (i.e. for all BFD sessions) under the "bfd" node
in Section 2 and al so per type of forwarding path.

For each BFD session, nmainly three categories of operational state
data are shown. The fundanental information of a BFD session such as
the | ocal discrimnator, renote discrimnator and the capability of
supporting demand detect node are shown in the first category. The
second category includes a BFD session running information, e.g. the
renote BFD state and the di agnostic code received. Another exanple
is the actual transmit interval between the control packets, which
may be different fromthe desired mininumtransnmit interva
configured, is shown in this category. Simlar exanples are actua
received interval between the control packets and the actual transmit
i nterval between the echo packets. The third category contains the
detailed statistics of the session, e.g. when the session
transitioned up/down and how long it has been in that state.
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2
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2

3.

4.

5.

6

For some path types, there may be nore than 1 session on the virtua
path to the destination. For exanple, with IP nultihop and MPLS
LSPs, there could be nultiple BFD sessions fromthe source to the
same destination to test the various paths (ECMP) to the destination
This is represented by having nultiple "sessions" under each

"sessi on-group".

Notifications

Thi s YANG nodel defines notifications to inform end-users of

i mportant events detected during the protocol operation. Pair of

| ocal and renote discrinmnator identifies a BFD session on |oca
system Notifications also give nore inportant details about BFD
sessions; e.g. new state, time in previous state, network-instance
and the reason that the BFD session state changed. The notifications
are defined for each type of forwarding path but use groupi ngs for
common i nformation.

RPC Operati ons

None.

BFD top | evel hierarchy

At the "bfd" node under control-plane-protocol, there is no
configuration data, only operational state data. The operationa

state data consist of overall BFD session statistics, i.e. for BFD on
all types of forwarding paths.

nodul e: ietf-bfd
augrment /rt:routing/rt:control-pl ane-protocols
/rt:control-plane-protocol

+--rw bfd
+--ro sunmary
+--ro nunber - of - sessi ons? yang: gauge32
+--ro nunber - of - sessi ons- up? yang: gauge32
+--ro0 nunber - of - sessi ons- down? yang: gauge32

+--ro0 nunber - of - sessi ons- adm n- down? yang: gauge32
BFD | P si ngl e-hop hi erarchy
An "ip-sh" node is added under "bfd" node in control-plane-protocol

The configuration and operational state data for each BFD I P single-
hop session is under this "ip-sh" node.

nodul e: ietf-bfd-ip-sh

Rahman, et al. Expi res February 2, 2019 [ Page 10]
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augnent /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol /bfd: bfd
+--rw ip-sh
+--ro sunmmary
| +--ro nunber-of -sessi ons?
| +--ro nunber-of -sessions-up?
| +--ro nunber-of -sessi ons-down?
| +--ro nunber - of - sessi ons- adm n- down?
+--rw sessions
| +--rw session* [interface dest-addr]
+--rwinterface
+--rw dest - addr
+--rw sour ce- addr ?
+--rw local-nultiplier?
+--rw (interval -config-type)?
| +--:(tx-rx-intervals)
| | +--rwdesired-mn-tx-interval?
| | +--rwrequired-mn-rx-interval?
I
I

+--rw mn-interval ?
+- -rw denmand- enabl ed?
[ {demand- node} ?
+--rw admnm n- down?
+--rw aut henti cati on!

| +--rw key-chain?

| +--rw neticul ous?
+--ro path-type?

+--ro ip-encapsul ati on?
+--ro |local -discrimnator?

I

I

I

I

|

I

I

I

I

I

|

I

I

| {aut hentication}?
I
I
|
I
I
| +--ro renote-discrimnator?
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I

kc: key-chai n-ref
bool ean

+--ro renote-multiplier?
+--ro demand-capability?
| {demand- node} ?
+--ro source-port?

+--ro dest-port?

+--ro0 session-running

Rahman, et al. Expi res February 2, 2019
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yang: gauge32
yang: gauge32
yang: gauge32
yang: gauge32

if:interface-ref
i net:ip-address
i net:ip-address
mul tiplier

ui nt 32
ui nt 32

+--:(single-interval) {single-mninuminterval}?

ui nt 32
bool ean

bool ean

i dentityref
bool ean

di scri m nat or
di scri m nat or
mul tiplier
bool ean

i net: port-nunber
i net: port-nunber

| +--ro session-index? ui nt 32

| +--ro local-state? state

| +--ro renote-state? state

| +--ro local-diagnostic?

| i ana- bf d-types: di agnosti c

| +--ro renpbte-diagnostic?

| i ana- bf d-types: di agnosti c

| +--ro renote-authenticated? bool ean

| +--ro renote-authentication-type?

| i ana- bf d-types: aut h-type {aut hentication}?
| +--ro detection-node? enurer ation
| +--ro negotiated-tx-interval? ui nt 32

[ Page 11]
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| +--ro negotiated-rx-interval? ui nt 32
| +--ro detection-tine? ui nt 32
| +--ro echo-tx-interval -in-use? ui nt 32
[ {echo- node} ?
+--ro session-statistics

I

I

|

I

I

| +--ro create-tinme?

| | yang: dat e-and-ti ne
| +--ro | ast-down-tinme?

| | yang: dat e-and-ti ne
[ +--ro |last-up-tinme?

| | yang: dat e-and-ti ne
I

I

I

|

I

I

+--ro down-count ? yang: count er 32

+--ro adm n- down- count ? yang: count er 32

+--ro0 receive-packet-count ? yang: count er 64

+--ro send- packet -count ? yang: count er 64

+--ro receive-invalid-packet-count? yang: count er 64

+--ro send-fail ed-packet-count? yang: count er 64

+-rwinterfaces* [interface]

+-rwinterface if:interface-ref
+--rw aut hentication! {authentication}?
+--rw key-chai n? kc: key-chai n-ref

+--rw neticul ous? bool ean

notifications:
+---n singl ehop-notification

+--ro local -discr? di scri m nator
+--ro renote-discr? di scri m nator
+--ro new state? state

+--ro state-change-reason? i ana- bf d-types: di agnosti c
+--ro tinme-of-|ast-state-change? yang: dat e-and-ti ne
+--ro dest-addr? i net:ip-address
+--ro source-addr? i net:ip-address
+--ro session-index? ui nt 32

+--ro path-type? i dentityref

+--ro interface? if:interface-ref
+--ro echo-enabl ed? bool ean

.7. BFD IP multihop hierarchy

An "ip-mh" node is added under the "bfd" node in cntrol-plane-
protocol. The configuration and operational state data for each BFD
I P multihop session is under this "ip-nmh" node. In the operationa
state nodel we support multiple BFD nmulti hop sessions per renote
address (ECWMP), the local discrimnator is used as key.

modul e: ietf-bfd-ip-nmh

Rahman, et al. Expi res February 2, 2019 [ Page 12]
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augnent /rt:routing/rt:control-plane-protocols
/rt:control -pl ane-protocol /bfd: bfd
+--r0 sunmary
+--ro nunber - of - sessi ons? yang: gauge32
+--ro nunber - of - sessi ons-up? yang: gauge32
+--ro0 nunber - of - sessi ons- down? yang: gauge32
+--ro0 nunber - of - sessi ons- adm n- down? yang: gauge32
+--rw sessi on- groups
+--rw sessi on-group* [source-addr dest-addr]
+--rw sour ce-addr i net:ip-address
+--rw dest - addr i net:ip-address
+--rw local-nultiplier? mul tiplier
+--rw (interval -config-type)?
| +--:(tx-rx-intervals)
| | +--rwdesired-mn-tx-interval? ui nt 32
| | +--rwrequired-mn-rx-interval? ui nt 32
| +--:(single-interval) {single-nininmminterval}?
| +--rw mn-interval ? ui nt 32
+--rw demand- enabl ed? bool ean
| {demand- node} ?
+--rw adm n- down? bool ean
+--rw aut hentication! {authentication}?
| +--rw key-chain? kc: key- chai n-ref
| +--rw nmeticul ous? bool ean
+--rwtx-ttl? bf d-t ypes: hops
+--rwrx-ttl bf d-t ypes: hops
+--ro sessions* []
+--ro path-type? i dentityref
+--ro ip-encapsul ation? bool ean
+--ro | ocal -di scrim nator? di scri m nat or
+--ro renote-discrimnator? di scri m nat or
+--ro renote-multiplier? mul tiplier
+--ro demand-capability? bool ean {denmand- node}?
+--ro source-port? i net: port-nunber
+--ro dest-port? i net: port-numnber
+--ro0 session-running
+--ro session-index? ui nt 32
+--ro | ocal -state? state
+--ro renote-state? state

Rahman,

+--ro | ocal -di agnosti c?
| i ana- bf d-types: di agnosti c

| i ana- bf d-types: di agnosti c
+--ro renote-authenticated? bool ean
+--ro renote-authentication-type?

| i ana- bf d-types: aut h-type {authentication}?
+--ro detection-node? enurer ation

I
|
I
I
I
| +--ro renote-diagnostic?
I
|
I
I
I
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| +--ro negotiated-tx-interval? ui nt 32
| +--ro negotiated-rx-interval? ui nt 32
| +--ro detection-tine? ui nt 32
| +--ro echo-tx-interval-in-use? ui nt 32
| {echo- node} ?
+--ro session-statistics

+--ro create-tinme?

| yang: dat e-and-ti ne
+--ro | ast-down-time?

[ yang: dat e-and-ti ne

+-T0

| ast-up-tine?

| yang: dat e-and-ti ne

+--ro0

down- count ?

| yang: count er 32

+-T0

adm n- down- count ?

[ yang: count er 32

+--ro0

recei ve- packet - count ?

| yang: count er 64

+--ro0

send- packet - count ?

| yang: count er 64

+-T0

recei ve-inval i d- packet - count ?

[ yang: count er 64

+-T0

send-f ai | ed- packet - count ?

yang: count er 64

notifications:
+---n nultihop-notification

+--ro local -discr? di scri m nat or
+--ro renote-discr? di scri m nat or
+--ro0 new-state? state
+--ro state-change-reason? i ana- bf d-types: di agnosti c
+--ro time-of-1|ast-state-change? yang: dat e-and-ti ne
+--ro dest-addr? i net:ip-address
+--ro source-addr? i net:ip-address
+--ro session-index? ui nt 32
+--ro path-type? i dentityref
2.8. BFD over LAG hierarchy

A "l ag" node is added under the "bfd" node in control-pl ane-protocol

The configuration and operationa
is under this "lag" node.

modul e: ietf-bfd-Iag

state data for each BFD LAG sessi on

augnment /rt:routing/rt:control-pl ane-protocols
[rt:control-pl ane-protocol /bfd: bfd:

+-rw | ag

Rahman, et al
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+--rw m cro-bfd-ipv4d-session-statistics
+--ro summary

+--ro nunber - of - sessi ons? yang: gauge32
+--ro nunber - of - sessi ons-up? yang: gauge32
+--ro nunber - of - sessi ons- down? yang: gauge32

+--ro0 nunber - of - sessi ons- adm n- down? yang: gauge32

--rw mcro-bfd-ipv6-session-statistics
+--r0 sunmary
+--ro nunber - of - sessi ons? yang: gauge32
+--ro nunber - of - sessi ons-up? yang: gauge32
+--ro nunber - of - sessi ons- down? yang: gauge32

+--ro0 nunber - of - sessi ons- adm n- down? yang: gauge32
--rw sessions
+--rw sessi on* [l ag-nane]
+--rw | ag- nane if:
+--rw i pv4-dest - addr ?
| i net:i pv4-address
+--rw i pv6-dest-addr?
| i net:ipv6-address
+--rw local-nultiplier? mul tiplier
+--rw (interval -config-type)?
| +--:(tx-rx-intervals)
| | +--rwdesired-mn-tx-interval? ui nt 32
| | +--rwrequired-mn-rx-interval? ui nt 32
I
I

I
|
I
I
I
+
I
|
I
I
I
+

nterface-ref

+--:(single-interval) {single-mninuminterval}?

+--rw mn-interval ? ui nt 32

+--rw demand- enabl ed? bool ean
[ {demand- node} ?
+--rw admi n- down? bool ean
+--rw aut hentication! {authentication}?
| +--rw key-chain? kc: key-chai n-ref
| +--rw neticul ous? bool ean
+--rw use-ipv4? bool ean
+--rw use-i pv6? bool ean
+--ro nenber-1inks* [nmenber-Iink]

+--ro nenber-1ink if:interface-ref

+--ro mcro-bfd-ipva

| +--ro path-type? i dentityref

| +--ro ip-encapsulation? bool ean

| +--ro local-discrimnator? di scri m nat or

| +--ro renote-discrinnator? di scri m nat or

| +--rorenmote-nultiplier? nmul tiplier

| +--ro demand-capability? bool ean

| {demand- node} ?

| +--ro source-port? i net: port-nunber

| +--ro dest-port? i net: port-nunber

| +--ro session-running

| | +--ro session-index? ui nt 32
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+--ro local -state? state
+--ro renote-state? Sstate
+--ro | ocal -di agnosti c?

[ i ana- bf d-types: di agnosti c

+--ro renote-diagnostic?

| i ana- bf d-types: di agnosti c

+--ro renote-authenticated? bool ean
+--ro renote-authentication-type?

| i ana- bf d-types: aut h-type

[ {aut hentication}?

+--ro detection-node? enuner ati on
+--ro0 negotiated-tx-interval ? ui nt 32
+--ro negotiated-rx-interval ? ui nt 32
+--ro detection-tinme? ui nt 32
+--ro echo-tx-interval -in-use? ui nt 32

{echo- node} ?
ro session-statistics
+--ro create-time?
| yang: dat e-and-ti ne
+--ro | ast-down-time?
| yang: dat e-and-ti ne
+--ro |last-up-tinme?
| yang: dat e-and-ti ne
+--ro down-count ?
[ yang: count er 32
+--ro adm n- down- count ?
| yang: count er 32
+--ro0 receive-packet-count?
| yang: count er 64
+--ro send- packet -count ?
| yang: count er 64
+--ro receive-invalid-packet-count?
| yang: count er 64
+--ro send-fail ed-packet-count?
yang: count er 64

e ———

T ————————

--ro mcro-bfd-ipvé
+--ro path-type? i dentityref
+--ro ip-encapsul ati on? bool ean
+--ro | ocal -di scrimnator? di scri m nat or
+--ro renote-discrimnator? di scri m nat or
+--ro renote-multiplier? mul tiplier
+--ro demand-capability? bool ean
| {denmand- node} ?
+--ro source-port? i net: port - nunber
+--ro dest-port? i net: port-nunber
+--ro0 sessi on-runni ng
| +--ro session-index? ui nt 32
| +--ro local-state? state
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+--ro renote-state? state
+--ro | ocal -di agnosti c?
| i ana- bf d-types: di agnosti c
+--ro renote-di agnostic?
| i ana- bf d-types: di agnosti c
+--ro renote-authenticated? bool ean
+--ro renote-authentication-type?

e —————

| i ana- bf d-types: aut h-type
| {aut hentication}?

+--ro detection-node? enuner ati on
+--ro0 negotiated-tx-interval ? ui nt 32
+--ro negotiated-rx-interval ? ui nt 32
+--ro detection-tinme? ui nt 32
+--ro echo-tx-interval -i n-use? ui nt 32

{echo- node} ?
ro session-statistics
+--ro create-tinme?

| yang: dat e-and-ti ne
+--ro | ast-down-tine?
| yang: dat e-and-ti ne

+--ro |ast-up-tinme?
[ yang: dat e-and-ti ne
+--ro down-count ?

[ yang: count er 32

+--ro0

adm n- down- count ?

| yang: count er 32

+-T0

recei ve- packet - count ?

[ yang: count er 64

+-T0

send- packet - count ?

| yang: count er 64

+--ro0

recei ve-inval i d- packet - count ?

| yang: count er 64

+-T0

send-f ai | ed- packet - count ?

yang: count er 64

notifications:
+---n lag-notification

Rahman,

+--r10
+--r10
+--r10
+--r0
+--1r0
+--1r0
+--r10
+--r10
+--r10
+--r0
+--1r0
et al.

| ocal -di scr?

renot e-di scr?
new- st at e?

st at e- change-reason?
time-of -1 ast - st at e- change?
dest - addr ?
sour ce- addr ?
sessi on-i ndex?

pat h-type?

| ag- nane?
menber -l i nk?

Expi res February 2,

di scri m nator

di scri m nat or
state

i ana- bf d-types: di agnosti c
yang: dat e-and-ti ne
i net:ip-address

i net:ip-address

ui nt 32

i dentityref
if:interface-ref
if:interface-ref
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2.9. BFD over MPLS LSPs hierarchy

An "mpl s" node is added under the "bfd" node in control -plane-
protocol. The configuration is per MPLS FEC under this "npls" node.
In the operational state nodel we support nultiple BFD sessions per
MPLS FEC (ECWMP), the local discrinmnator is used as key. The "npls"
node can be used in a network device (top-level), or mounted in an
LNE or in a network instance.

nmodul e: ietf-bfd-npls
augnent /rt:routing/rt:control-plane-protocols
[rt:control-pl ane- protocol /bfd: bfd:
+-rw npls
+--ro0 summary

| +--ro nunber-of-sessions? yang: gauge32
| +--ro nunber-of -sessi ons-up? yang: gauge32
| +--ro nunber - of - sessi ons- down? yang: gauge32

| +--ro nunber - of - sessi ons-adm n- down? yang: gauge32
+--rw egress

+--rw enabl e? bool ean
+--rw local-nultiplier? mul tiplier
+--rw (interval -config-type)?

| +--:(tx-rx-intervals)

| | +--rwdesired-mn-tx-interval? ui nt 32

| | +--rwrequired-mn-rx-interval? ui nt 32

| +--:(single-interval) {single-mninmminterval}?
[ +--rw mn-interval ? ui nt 32
+

--rw aut hentication! {authentication}?
+--rw key- chai n? kc: key- chai n-ref

+--rw neticul ous? bool ean

+--rw Ssessi on-groups

+--rw sessi on-group* [npls-fec]
+-rw npls-fec inet:ip-prefix
+--rw local-nultiplier? mul tiplier
+--rw (interval -config-type)?
| +--:(tx-rx-intervals)
| | +--rwdesired-mn-tx-interval? ui nt 32
| | +--rwrequired-mn-rx-interval? ui nt 32
| +--:(single-interval) {single-mninmminterval}?
I

+--rw mn-interval ? ui nt 32
+--rw denand- enabl ed? bool ean
| {denmand- node} ?
+--rw adm n- down? bool ean
+--rw aut hentication! {authentication}?
| +--rw key-chain? kc: key-chai n-ref

| +--rw neticul ous? bool ean
+--ro sessions* []
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+--ro path-type? i dentityref
+--ro ip-encapsul ati on? bool ean
+--ro | ocal -di scrimnator? di scri m nat or
+--ro renote-discrimnator? di scri m nat or
+--ro renote-multiplier? mul tiplier
+--ro demand-capability? bool ean {demand- node}?
+--ro source-port? i net: port-nunber
+--ro dest-port? i net: port-nunber
+--ro0 session-runni ng
+--ro session-index? ui nt 32
+--ro local -state? state
+--ro renote-state? state

I

I

I

| +--ro local-diagnostic?

| i ana- bf d-types: di agnosti c

| +--ro renote-di agnostic?

| i ana- bf d-types: di agnostic

| +--ro renote-authenticated? bool ean

| +--ro renpte-authentication-type?

| i ana- bf d-types: auth-type {authentication}?
I
I
I
I
I
I

+--ro detection-node? enuner ati on
+--r0 negotiated-tx-interval ? ui nt 32
+--ro negotiated-rx-interval ? ui nt 32
+--ro detection-tinme? ui nt 32
+--ro echo-tx-interval -in-use? ui nt 32

{echo- node} ?

+--ro0 session-statistics

| +--ro create-tine?

| yang: dat e-and-ti ne

| +--ro last-down-tine?

| yang: dat e-and-ti ne

| +--ro last-up-tinme?

| yang: dat e-and-ti ne

| +--ro down-count?

| yang: count er 32

| +--ro adm n-down-count?

| yang: count er 32

| +--ro receive-packet-count?

| yang: count er 64

| +--ro send-packet-count?

| yang: count er 64

| +--ro receive-invalid-packet-count?
| yang: count er 64

| +--ro send-fail ed-packet-count?

| yang: count er 64

+--ro npl s-dest-address? i net:ip-address

notifications:
+---n npls-notification
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+--ro | ocal -discr? di scrim nat or

+--ro renote-discr? di scri m nator

+--ro new-state? state

+--ro state-change-reason? i ana- bf d-types: di agnosti c
+--ro tinme-of-|ast-state-change? yang: dat e-and-ti ne

+--ro dest-addr? i net:ip-address

+--ro source-addr? i net:ip-address

+--ro session-index? ui nt 32

+--ro path-type? i dentityref

+--ro npl s-dest-address? i net:ip-address

2.10. BFD over MPLS-TE hierarchy

YANG Dat a Model for TE Topologies [I-D.ietf-teas-yang-te] is
augnmented. BFD is configured per MPLS-TE tunnel, and BFD session
operational state data is provided per MPLS-TE LSP

modul e: ietf-bfd-npls-te
augrment /rt:routing/rt:control-pl ane-protocols
[rt:control-pl ane- protocol / bfd: bfd:
+-rw npls-te
+--rw egress
+--rw enabl e? bool ean
+--rw local-nultiplier? mul tiplier
+--rw (interval -config-type)?
| +--:(tx-rx-intervals)
| | +--rwdesired-mn-tx-interval? ui nt 32
| | +--rwrequired-mn-rx-interval? ui nt 32
| +--:(single-interval) {single-nininmminterval}?
| +--rw mn-interval ? ui nt 32
+

--rw aut hentication! {authentication}?
+--rw key-chai n? kc: key-chai n-ref

+--rw neticul ous? bool ean
+--ro sunmary

+--ro nunber - of - sessi ons? yang: gauge32
+--ro nunber - of - sessi ons- up? yang: gauge32
+--ro0 nunber - of - sessi ons- down? yang: gauge32

+--ro0 nunber - of - sessi ons- adm n- down? yang: gauge32

augnent /te:te/te:tunnel s/te:tunnel

+--rw local-nultiplier? mul tiplier

+--rw (interval -config-type)?

| +--:(tx-rx-intervals)

| | +--rwdesired-mn-tx-interval? ui nt 32

| | +--rwrequired-mn-rx-interval? ui nt 32

| +--:(single-interval) {single-mninmminterval}?

| +--rw mn-interval ? ui nt 32

+--rw denmand- enabl ed? bool ean {dermand- node}?
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+--rw admni n- down? bool ean

+--rw aut hentication! {authentication}?

| +--rw key-chain? kc: key-chai n-ref

| +--rw meticul ous? bool ean

+--rw encap”? i dentityref
augnment /te:te/te:lsps-state/te:lsp

+--ro path-type? i dentityref

+--ro ip-encapsul ati on? bool ean

+--ro | ocal -di scrimnator?
+--ro renote-discrimnnator?
+--ro renote-multiplier?
+--ro demand-capability?
+--ro source-port?

+--ro dest-port?

+--ro0 session-runni ng

+--10

| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
|
| +--ro
| +--ro
I
| +--ro
| +--ro
+- -
+--ro
+--ro
+--r10
+--r10

+--r10
+--r10
+--r10
+--r10
+--r10

+--ro npl s-dest-address?

sessi on-i ndex?

| ocal -state?
renot e- st at e?

| ocal - di agnostic?

r enot e- di agnosti c?

r enot e- aut henti cat ed?

renot e- aut henti cati on-type?

{aut hentication}?
det ecti on- node?
negoti ated-tx-interval ?
negoti ated-rx-interval ?
detection-time?
echo-tx-interval -in-use?

ro session-statistics

create-tine?

| ast-down-tine?

| ast-up-tine?

down- count ?

adm n- down- count ?
recei ve- packet - count ?
send- packet - count ?

ui
st
st

di scri m nat or
di scrim nator
mul tiplier
bool ean {denand-node}?
i net: port-nunber
i net: port-nunber

nt 32
ate
ate

i ana- bf d-types: di agnostic
i ana- bf d-types: di agnosti c

bool ean

i ana- bf d-types: aut h-type

enuner ati on

ui
ui
ui

nt 32
nt 32
nt 32

ui nt 32 {echo- node}?

recei ve-inval i d- packet - count ?

send-f ai | ed- packet - count ?

notifications:
+---n npls-te-notification

Rahman,

+--T0
+-T0
+-T0
+-r0
+-T0
+--T0

et al.

| ocal -di scr?

renot e-di scr?

new- st at e?

st at e- change-reason?

ti me- of - | ast - st at e- change?
dest - addr ?

Expi res February 2,

discrim
discrim

yang:
yang:
yang:
yang:
yang:
yang:
yang:
yang:
yang:
i net:ip-address

state
i ana- bf d-types: di agnosti c

yang: dat e-and-ti ne

date-and-tine
date-and-tine
date-and-ti ne

count er 32
count er 32
count er 64
count er 64
count er 64
count er 64

nat or
nat or

i net:ip-address

2019

[ Page 21]



Internet-Draft BFD YANG August 2018

2.11.

+--ro source-addr? i net:ip-address
+--ro session-index? ui nt 32

+--ro path-type? i dentityref
+--ro npl s-dest-address? i net:ip-address
+--ro tunnel - nanme? string

Interaction with ot her YANG nodul es

Generic YANG Data Mddel for Connectionl ess OAM protocol s
[I-D.ietf-Iinme-yang-connectionl ess-oan] describes how the LI M
connecti onl ess OAM nodel coul d be extended to support BFD.

Al so, the operation of the BFD data nodel depends on configuration
paraneters that are defined in other YANG nodul es.

2.11. 1.

The
for

lif:

2.11. 2.

The
for

[if:

lif:

Rahman,

Modul e ietf-interfaces

foll owi ng bool ean configuration is defined in A YANG Data Mdel
I nterface Managenent [ RFC8343]:

interfaces/if:interfacel/if:enabl ed
If this configuration is set to "false", no BFD packets can
be transmtted or received on that interface.

Modul e ietf-ip

foll owi ng bool ean configuration is defined in A YANG Data Mdel
| P Managenent [ RFC8344]:

interfaces/if:interface/ip:ipvd/ip:enabled
If this configuration is set to "false", no BFD | Pv4 packets
can be transmtted or received on that interface.

interfaces/if:interface/ip:ipvd/ip:forwarding
If this configuration is set to "false", no BFD | Pv4 packets
can be transnitted or received on that interface.

cinterfaces/if:interface/ip:ipv6/ip:enabled

If this configuration is set to "false", no BFD | Pv6 packets
can be transmtted or received on that interface.

sinterfaces/if:interface/ip:ipv6/ip:forwarding

If this configuration is set to "false", no BFD | Pv6 packets
can be transmtted or received on that interface.
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2.11.3. Mdule ietf-npls

The foll ow ng bool ean configuration is defined in A YANG Data Mbdel
for MPLS Base [I-D.ietf-npls-base-yang]:

/rt:routing/ mpls:npls/nmpls:interface/ npls:config/npls:enabl ed
If this configuration is set to "false", no BFD MPLS packets
can be transnitted or received on that interface.
2.11.4. Module ietf-te

The followi ng configuration is defined in the "ietf-te" YANG nodul e
YANG Dat a Model for TE Topology [I-D.ietf-teas-yang-te]:

lietf-te:te/ietf-te:tunnels/ietf-te:tunnel/ietf-te:config/ietf-
te:adm n-status
If this configuration is not set to "state-up", no BFD MPLS
packets can be transnmitted or received on that tunnel.
2.12. |1 ANA BFD YANG Modul e
<CODE BEG NS> file "iana-bfd-types@018-08-01. yang"
nmodul e i ana- bfd-types {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:iana-bfd-types"”;
prefix "iana-bfd-types";
organi zation "I ANA";

cont act
" I nternet Assigned Numbers Authority

Postal : | CANN
12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094- 2536
United States of Anerica

Tel : +1 310 823 9358
<mui | t 0: i ana@ ana. or g>";

description

"This nodul e defines YANG data types for | ANA-regi stered
BFD par anet ers.
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This YANG nodul e i s maintained by | ANA and reflects the
" BFD Di agnostic Codes’ and ' BFD Aut hentication Types' registries.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

/1l RFC Ed.: replace XXXX with actual RFC nunber and renove
/1 this note

ref erence "RFC XXXX"

revision 2018-08-01 {

description "lInitial revision.";

reference "RFC XXXX: | ANA BFD YANG Data Types.";
}

/*
* Type Definitions
*/
typedef diagnostic {
type enuneration {
enum none {
val ue O0;
description "None";
}
enum control -expiry {
val ue 1;
description "Control timer expiry";

enum echo-failed {
val ue 2;
description "Echo failure";

}
enum nei ghbor - down {

val ue 3;

description "Nei ghbor down";
}

enum f orwar di ng-reset {

Rahman, et al. Expi res February 2, 2019 [ Page 24]



Internet-Draft BFD YANG

}

val ue 4;
description "Forwarding reset";

enum pat h-down {

val ue 5;
description "Path down";
}
enum concat enat ed- pat h- down {
val ue 6;
description "Concatenated path down";
}
enum adni n- down {
val ue 7;
description "Adm n down";
}

enum r ever se- concat enat ed- pat h- down {

val ue 8;

description "Reverse concatenated path down";
}
enum m s-connectivity-defect {

val ue 9;

August 2018

description "M s-connectivity defect as specified in RFC6428"

}

description
"BFD di agnostic as defined in RFC 5880, values are maintained in
the ' BFD Di agnostic Codes’ |1ANA registry. Range is 0 to 31."

}

typedef auth-type {
type enuneration {

Rahman,

enum reserved {

val ue O;
description "Reserved";
}
enum si npl e- password {
val ue 1;

description "Sinple password";

}
enum keyed- nd5 {

val ue 2;
description "Keyed MD5";
}
enum et i cul ous- keyed- nd5 {
val ue 3;

description "Meticul ous keyed VD5";

enum keyed-shal {
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val ue 4;

description "Keyed SHA1";
}
enum neti cul ous- keyed-shal {

val ue 5;

description "Meticul ous keyed SHAL1";
}

}

description
"BFD aut hentication type as defined in RFC 5880, values are
mai ntained in the ' BFD Authenticati on Types’' |ANA registry.
Range is 0 to 255.";

}
}

<CODE ENDS>
2.13. BFD types YANG Modul e

This YANG nodul e i nports typedefs from[RFC6991], [RFC8177] and the
"control -plane-protocol " identity from [ RFC8349].

<CODE BEG NS> file "ietf-bfd-types@018-08-01. yang"

modul e ietf-bfd-types {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-bfd-types";
prefix "bfd-types";

/1 RFC Ed.: replace occurences of XXXX with actual RFC nunber and
/'l remove this note

i mport iana-bfd-types {

prefix "iana-bfd-types";

reference "RFC XXXX: YANG Data Model for BFD';
}

inmport ietf-inet-types {

prefix "inet";

reference "RFC 6991: Common YANG Data Types";
}

import ietf-yang-types {
prefix "yang";
reference "RFC 6991: Common YANG Data Types";
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}

inmport ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)";

}

import ietf-key-chain {

prefix "kc";

reference "RFC 8177: YANG Data Mddel for Key Chains"
}

organi zation "I ETF BFD Wor ki ng G oup”

cont act
"WG Web: <http://tools.ietf.org/wy/ bfd>
WG List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. conm
Li anshu Zheng (vero. zheng@uawei . com,
Mahesh Jet hanandani (nj et hanandani @nmail.com"

description
"This nodul e contains a collection of BFD specific YANG data type
definitions, as per RFC 5880, and al so groupi ngs which are conmon
to other BFD YANG nodul es.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’'s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

reference "RFC XXXX";
revision 2018-08-01 {

description "lInitial revision.";
reference "RFC XXXX: YANG Data Mbdel for BFD';

}
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/*
* Feature definitions
*/
feature single-mninuminterval {
description
"This feature indicates that the server supports configuration
of one minimuminterval value which is used for both transmit and
receive mnimumintervals.";

}

feature authentication {
description
"This feature indicates that the server supports BFD
aut hentication.";
ref erence
"RFC 5880: Bidirectional Forwardi ng Detection (BFD),
section 6.7.";

}

feature demand- node {
description
"This feature indicates that the server supports BFD denand
node. ";
ref erence
"RFC 5880: Bidirectional Forwardi ng Detection (BFD),
section 6.6.";

}

feature echo-node {
description
"This feature indicates that the server supports BFD echo
node. ";
ref erence
"RFC 5880: Bidirectional Forwardi ng Detection (BFD),
section 6.4.";

}

/*
* |dentity definitions
*/
identity bfdvl {

base "rt:control-pl ane-protocol "

description "BFD protocol version 1.";

ref erence

"RFC 5880: Bidirectional Forwarding Detection (BFD).";

}
identity path-type {
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description
"Base identity for BFD path type. The path type indicates
the type of path on which BFD is running."”
}
identity path-ip-sh {
base pat h-type
description "BFD on | P single hop.";
ref erence
"RFC 5881: Bidirectional Forwardi ng Detection (BFD)
for 1Pv4 and I Pv6 (Single Hop).";

}
identity path-ip-mh {
base pat h-type
description "BFD on I P multihop paths.";
ref erence
"RFC 5883: Bidirectional Forwarding Detection (BFD) for
Mul ti hop Paths.";

}
identity path-npls-te {
base pat h-type
description
"BFD on MPLS Traffic Engineering."
ref erence
"RFC 5884: Bidirectional Forwardi ng Detection (BFD)
for MPLS Label Switched Paths (LSPs)."
}
identity path-npls-1lsp {
base pat h-type
description
"BFD on MPLS Label Switched Path."
ref erence
"RFC 5884: Bidirectional Forwardi ng Detection (BFD)
for MPLS Label Swi tched Paths (LSPs)."
}
identity path-lag {
base path-type
description
"M cro-BFD on LAG nenber links.";
ref erence
"RFC 7130: Bidirectional Forwarding Detection (BFD) on
Li nk Aggregation Group (LAG Interfaces.";

}

identity encap-type {
description
"Base identity for BFD encapsul ation type."

identity encap-ip {
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base encap-type;
description "BFD with I P encapsul ation."

}

/*
* Type Definitions
*/
typedef discrinnator {
type uint32;
description "BFD di scrimnator as described in RFC 5880."
}

typedef state {
type enuneration {
enum adm nDown {
val ue 0;
description "adm ndown";

enum down {
val ue 1;
description "down";
}
enuminit {
val ue 2;
description "init";
}
enum up {
val ue 3;
description
}
}
description "BFD state as defined in RFC 5880.";
}

typedef nmultiplier {
type uint8 {
range 1..255;
}

description "BFD nultiplier as described in RFC 5880."
}

typedef hops {
type uint8 {
range 1..255;
}

description
"This corresponds to Tinme To Live for I1Pv4 and corresponds to hop
limt for IPv6.";

up-;

Rahman, et al. Expi res February 2, 2019 [ Page 30]



Internet-Draft BFD YANG August 2018

}

/*
* & oupi ngs
*/
groupi ng aut h-parns {
description
"Grouping for BFD aut hentication paraneters
(see section 6.7 of RFC 5880)."
contai ner authentication {
if-feature authentication;
presence
"Enabl es BFD aut hentication (see section 6.7 of RFC 5880).";
description "Paraneters for BFD authentication.";

| eaf key-chain {

type kc: key-chain-ref;

description "Name of the key-chain as per RFC 8177.";
}

| eaf meticul ous {
type bool ean;
description
"Enabl es neticul ous node as described in section 6.7 " +
"of RFC 5880.";

}
}
}

groupi ng base-cfg-parnms {
description "BFD grouping for base config paraneters.”;
| eaf local-multiplier {
type multiplier;
defaul t 3;
description "Multiplier transmtted by |local system";

}

choi ce interval -config-type {
description
"Two interval values or one value used for both transmt and
receive.";
case tx-rx-intervals {
| eaf desired-min-tx-interval {
type uint32;
units m croseconds;
def ault 1000000;
description
"Desired minimumtransmt interval of control packets.";
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}

| eaf required-mn-rx-interval {
type uint32;
uni ts microseconds;
default 1000000;
description
"Required mninumreceive interval of control packets.";
}
}

case single-interval {
i f-feature single-nnimuminterval;

| eaf mn-interval {
type uint32;
uni ts nicroseconds;
def ault 1000000;
description
"Desired minimumtransnmit interval and required " +
"m ni mumreceive interval of control packets.";
}
}
}
}

groupi ng client-cfg-parnms {
description
"BFD grouping for configuration paraneters
used by clients of BFD, e.g. IGP or MPLS.";

| eaf enable {
type bool ean;
default false;
description
"I'ndi cates whether the BFD is enabled.";
}

uses base- cf g- par ns;

}
groupi ng comon- cf g-parns {
description
"BFD groupi ng for conmon configuration paraneters.";
uses base- cf g- par ns;
| eaf denand-enabl ed {

i f-feature denmand- node;
type bool ean;
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default fal se;
description
"To enabl e demand node. ";

}

| eaf adm n-down {
type bool ean;
default false;
description
"I's the BFD session adm nistratively down.";

uses aut h- parns;

}

groupi ng all-session {
description "BFD session operational information";
| eaf path-type {
type identityref {
base pat h-type

config "fal se";
description
"BFD path type, this indicates the path type that BFD is
running on.";
}
| eaf ip-encapsul ation {
type bool ean;
config "fal se";
description "Wether BFD encapsul ation uses IP.";
}
| eaf | ocal-discrimnator {
type discrimnator;
config "fal se";
description "Local discrimnator.";

| eaf renote-discrininator {

type discrimnator;

config "fal se";

description "Renmote discrimnator.";
}
| eaf renote-multiplier {

type nultiplier;

config "fal se";

description "Renote nultiplier.";

| eaf denmand-capability {

i f-feature denmand- node;
type bool ean;
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config "fal se";
description "Local demand node capability.";

}
| eaf source-port {
when "../ip-encapsulation = "true " {
description
"Source port valid only when | P encapsul ation is used.";
}

type inet: port-numnber;
config "fal se";
description "Source UDP port";

}
| eaf dest-port {
when "../ip-encapsulation = "true " {
description
"Destination port valid only when | P encapsul ation is used."
}

type inet: port-nunber;
config "fal se";
description "Destination UDP port.";

}

cont ai ner session-running {

config "fal se";
description "BFD session running information.";
| eaf session-index {

type uint32;

description

"An index used to uniquely identify BFD sessions."

}
| eaf | ocal-state {

type state;

description "Local state.";
}
| eaf renote-state {

type state;

description "Renmpte state.";

| eaf | ocal -diagnostic {
type iana-bfd-types: diagnosti c;
description "Local diagnostic.";

| eaf renote-diagnostic {
type iana-bfd-types: di agnosti c;
description "Renote diagnostic.”
}

| eaf renote-authenticated {
type bool ean;
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description
"I ndi cat es whether incom ng BFD control packets are
aut henticated. ";
}
| eaf renote-authentication-type {
when "../renote-authenticated = "true’ " {
description
"Only valid when incomng BFD control packets are
aut henticated. ";

i f-feature authentication;
type iana-bfd-types: auth-type;
description
"Aut hentication type of incom ng BFD control packets.";

| eaf detection-node {
type enuneration {
enum async-wi t h-echo {

val ue "1";
description "Async with echo.";
}
enum async-w t hout - echo {
val ue "2";
description "Async wi thout echo.";
}
enum demand-wi t h- echo {
val ue "3";

description "Demand with echo.";

enum demand- w t hout - echo {
val ue "4";
description "Demand wi t hout echo.";
}
}
description "Detection node.";

| eaf negotiated-tx-interval {

type uint32;

units m croseconds;

description "Negotiated transmt interval.";
}
| eaf negotiated-rx-interval {

type uint32;

uni ts m croseconds;

description "Negotiated receive interval.";

| eaf detection-tine {
type uint32;
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units mcroseconds;
description "Detection tine.";

| eaf echo-tx-interval-in-use {

when "../../path-type = 'bfd-types:path-ip-sh " {
description
"Echo is supported for IP single-hop only."

}
i f-feature echo-node
type uint32;
units mcroseconds;
description "Echo transmit interval in use."

}

}

cont ai ner session-statistics {
config "fal se";
description "BFD per-session statistics.";

| eaf create-tinme {
type yang: dat e-and-ti ne;
description
"Time and date when this session was created.";

| eaf | ast-down-tine {
type yang: dat e-and-ti ne;
description
"Time and date of |ast t

me this session went down.";

| eaf last-up-tine {
type yang: dat e-and-ti ne;
description
"Time and date of last tinme this session went up.”
}
| eaf down-count {
type yang: count er 32
description
"The nunmber of tines this session has transitioned in the
down state.";

| eaf adm n-down-count {
type yang: count er 32
description
"The nunmber of tines this session has transitioned in the
adm n-down state.";
}
| eaf receive-packet-count {
type yang: count er 64;

Rahman, et al. Expi res February 2, 2019 [ Page 36]



Internet-Draft BFD YANG August 2018

description
"Count of received packets in this session. This includes
valid and invalid received packets."

| eaf send- packet-count {

type yang: count er 64;

description "Count of sent packets in this session."”;
}
| eaf receive-invalid-packet-count {

type yang: count er 64,

description

"Count of invalid received packets in this session."

| eaf send-fail ed- packet-count {
type yang: count er 64;
description
"Count of packets which failed to be sent in this session.”
}

}
}

groupi ng session-statistics-sunmary {
description "Gouping for session statistics sumary.";
cont ai ner sunmmary {
config fal se
description "BFD session statistics summary.";
| eaf nunber-of -sessions {
type yang: gauge32;
description "Nunber of BFD sessions.";
}
| eaf nunber - of -sessions-up {
type yang: gauge32;
description
"Nunber of BFD sessions currently in up state (as defined
in RFC 5880).";

| eaf nunber - of - sessi ons-down {
type yang: gauge32;
description
"Nurmber of BFD sessions currently in down or init state
but not adni n-down (as defined in RFC 5880).";

| eaf nunber - of - sessi ons-adm n- down {
type yang: gauge32;
description
"Nurmber of BFD sessions currently in adnin-down state (as
defined in RFC 5880).";
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}
}

groupi ng notification-parns {
description
"This group describes common paraneters that will be sent " +
"as part of BFD notification.";

| eaf | ocal-discr {
type discrimnator;
description "BFD | ocal discrimnator.";

}

| eaf renote-discr {
type discrimnator;
description "BFD renote discrinnator.";

}
| eaf newstate {

type state;

description "Current BFD state.”
}

| eaf state-change-reason {
type iana-bfd-types: di agnosti c;
description "BFD state change reason.";

}

| eaf tine-of-I|ast-state-change {
type yang: date-and-ti ne;
description
"Cal endar tinme of previous state change.";

}

| eaf dest-addr {
type inet:ip-address;
description "BFD peer address."”;

}

| eaf source-addr {
type inet:ip-address;
description "BFD | ocal address.";

}
| eaf session-index {

type uint32;

description "An index used to uniquely identify BFD sessions.";
}
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| eaf path-type {
type identityref {
base path-type;
}
description "BFD path type.";
}
}
}

<CODE ENDS>

2.14. BFD top-level YANG Mdul e

August 2018

Thi s YANG nodul e i nmports and augnents "/routing/control -plane-

prot ocol s/ control - pl ane-protocol” from [ RFC8349].
<CODE BEG NS> file "ietf-bfd@018-08-01. yang"
nmodul e ietf-bfd {

yang-version 1.1;

nanespace "urn:ietf:parans: xm:ns:yang:ietf-bfd";

prefix "bfd";

/1 RFC Ed.: replace occurences of XXXX with actual

/'l renove this note

import ietf-bfd-types {

prefix "bfd-types";

reference "RFC XXXX: YANG Data Mddel for BFD';
}

inmport ietf-routing {
prefix "rt";
reference

"RFC 8349: A YANG Data Model for Routing Managenent

(NMDA version)";
}

organi zation "I ETF BFD Wrki ng G oup";

cont act
"W Web: <http://tools.ietf.org/ wy/ bfd>
WG List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. con,
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Li anshu Zheng (vero.zheng@uawei . com
Mahesh Jet hanandani (nj et hanandani @mail .com"

description
"This nodul e contains the YANG definition for BFD paraneters as
per RFC 5880.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

ref erence "RFC XXXX";

revision 2018-08-01 {
description "lInitial revision.";
reference "RFC XXXX: YANG Data Model for BFD';

}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control-plane-protocol " {
when "derived-fromor-self(rt:type, 'bfd-types:bfdvl )" {
description
"This augnentation is only valid for a control -plane protoco
i nstance of BFD (type ’bfdvl).";
}

description "BFD augnentation."”;

cont ai ner bfd {
description "BFD top | evel container.";

uses bfd-types: session-statistics-sunmary;

}
}
}

<CODE ENDS>
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2.15. BFD I P singl e-hop YANG Mdul e

This YANG nodul e inports "interface-ref" from|[RFC8343], typedefs
from[RFC6991] and augnents "/routing/control-pl ane-protocols/
control -pl ane-protocol" from[RFC8349].

<CCDE BEG NS> file "ietf-bfd-ip-sh@018-08-01. yang"
nmodul e ietf-bfd-ip-sh {
yang-version 1.1;
namespace "urn:ietf:paranms: xm :ns:yang:ietf-bfd-ip-sh";
prefix "bfd-ip-sh";

/1l RFC Ed.: replace occurences of XXXX with actual RFC nunber and
/1 remove this note

import ietf-bfd-types {

prefix "bfd-types”

reference "RFC XXXX: YANG Data Mdel for BFD';
}

inmport ietf-bfd {

prefix "bfd";

reference "RFC XXXX: YANG Data Mddel for BFD';
}

inmport ietf-interfaces {
prefix "if";
ref erence
"RFC 8343: A YANG Data Model for Interface Management”;
}

inmport ietf-inet-types {

prefix "inet";

reference "RFC 6991: Common YANG Data Types";
}

inmport ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA version)";

}

organi zation "I ETF BFD Wrki ng G oup"

Rahman, et al. Expi res February 2, 2019 [ Page 41]



Internet-Draft BFD YANG August 2018

cont act
"W Web: <http://tools.ietf.org/wy/ bfd>
W5 List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. conm
Li anshu Zheng (vero.zheng@uawei . com,
Mahesh Jet hanandani (nj et hanandani @mail.com"

description
"This nodul e contains the YANG definition for BFD I P singl e-hop
as per RFC 5881.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

ref erence "RFC XXXX";

revision 2018-08-01 {
description "lInitial revision.";
reference "RFC XXXX: A YANG data nodel for BFD I P singl e-hop";

}

/*
* Augnent s
*/
augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane-protocol / bf d: bf d* {
description "BFD augnentation for |P single-hop";
contai ner ip-sh {

description "BFD I P single-hop top | evel container";

uses bfd-types: session-statistics-sunmary;

cont ai ner sessions {
description
"BFD | P single-hop sessions.";
list session {
key "interface dest-addr";
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description "List of IP single-hop sessions.";
| eaf interface {
type if:interface-ref;
description
"Interface on which the BFD session is running.";

}
| eaf dest-addr {
type inet:ip-address;
description "I P address of the peer.";
}
| eaf source-addr {
type inet:ip-address;
description "Local |P address."”;

}

uses bfd-types: common- cf g- par ns;

uses bfd-types:all-session

}
}

list interfaces {
key "interface";
description "List of interfaces.";
| eaf interface {
type if:interface-ref;
description
"BFD information for this interface.”

}

uses bfd-types: aut h- parns;
}
}
}

/*

* Notifications

*/

notification singlehop-notification {

description

"Notification for BFD single-hop session state change. An " +
"inmplenentation may rate-limt notifications, e.g. when a " +
"session is continuously changing state.";

uses bfd-types:notification-parns;
| eaf interface {

type if:interface-ref;
description "Interface to which this BFD session belongs to.";
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}

| eaf echo-enabl ed {
type bool ean;
description "Was echo enabled for BFD. ";

}
}

}
<CODE ENDS>

2.16. BFD IP nultihop YANG Modul e

This YANG nodul e i nports typedefs from[RFC6991] and augments
"/routing/control -pl ane-protocol s/ control -pl ane-protocol" from
[ RFC8349] .

<CCODE BEG NS> file "ietf-bfd-ip-nmh@O018-08-01.yang"
modul e ietf-bfd-ip-mh {
yang-version 1.1;
namespace "urn:ietf:paranms: xm :ns:yang:ietf-bfd-ip-nmh";
prefix "bfd-ip-nmh";

/1l RFC Ed.: replace occurences of XXXX with actual RFC nunber and
/1 remove this note

import ietf-bfd-types {

prefix "bfd-types”

reference "RFC XXXX: YANG Data Mdel for BFD';
}

inmport ietf-bfd {

prefix "bfd";

reference "RFC XXXX: YANG Data Mddel for BFD';
}

inmport ietf-inet-types {

prefix "inet";

reference "RFC 6991: Common YANG Data Types";
}

inmport ietf-routing {
prefix "rt";
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reference
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA version)";

}
organi zation "I ETF BFD Wrki ng G oup"

cont act
"WG Web: <http://tools.ietf.org/ wy/bfd>
WG List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. con,
Li anshu Zheng (vero.zheng@uawei . com
Mahesh Jet hanandani (nj et hanandani @mail .com"

description
"This nodul e contains the YANG definition for BFD IP nulti-hop
as per RFC 5883.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

ref erence "RFC XXXX";

revision 2018-08-01 {
description "lInitial revision.";
reference "RFC XXXX: A YANG data nodel for BFD IP multihop.";

}

/*

* Augnent s

*/

augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane-protocol / bf d: bf d* {
description "BFD augnmentation for |P nultihop.";
container ip-mh {

description "BFD IP nultihop top | evel container.";
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}

Rahman,

uses bfd-types:session-statistics-sunmary;

cont ai ner sessi on-groups {
description

"BFD I P mul ti-hop session groups."

list session-group {

}
}

et

key "source-addr dest-addr";

description
"Goup of BFD IP nulti-hop sessions (for ECMP). A" +
"group of sessions is between 1 source and 1 " +
"destination, each session has a different field " +
"in UDP/I P hdr for ECWP."

| eaf source-addr {
type inet:ip-address;
description
"Local |P address.";

}
| eaf dest-addr {
type inet:ip-address;
description
"I P address of the peer.";

uses bfd-types: common- cf g- par nrs;
leaf tx-ttl {

type bfd-types: hops;
default 255;

description "Hop count of outgoing BFD control packets.

}
leaf rx-ttl {

type bfd-types: hops;
mandat ory true
description

2018

"M ni mrum al | oned hop count value for incom ng BFD contro
packets. Control packets whose hop count is |ower than

this value are dropped.";
}
list sessions {
config fal se
description
"The mul tiple BFD sessions between a source and a
"destination.";
uses bfd-types:all-session

}
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}

/*

* Notifications

*/

notification multihop-notification {

description

"Notification for BFD nulti-hop session state change. An " +
"inmplenentation may rate-limt notifications, e.g. when a " +
"session is continuously changing state.";

uses bfd-types: notification-parns;

}
}

<CCDE ENDS>
2.17. BFD over LAG YANG Modul e
This YANG nodul e inmports "interface-ref" from|[RFC8343], typedefs
from[RFC6991] and augnents "/routing/control-pl ane-protocol s/
control -pl ane-protocol™ from [ RFC8349].
<CODE BEG NS> file "ietf-bfd-1ag@018-08-01.yang"
modul e ietf-bfd-lag {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-bfd-1ag";
prefix "bfd-1ag";

/1l RFC Ed.: replace occurences of XXXX with actual RFC nunber and
/'l renove this note

import ietf-bfd-types {
prefix "bfd-types";
reference "RFC XXXX: YANG Data Model for BFD';

}
import ietf-bfd {
prefix "bfd";
reference "RFC XXXX: YANG Data Moddel for BFD';
}
inmport ietf-interfaces {

prefix "if";
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reference
"RFC 8343: A YANG Data Model for Interface Management";

}

inmport ietf-inet-types {

prefix "inet";

reference "RFC 6991: Conmon YANG Data Types"
}

inmport ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NMDA version)";

}
organi zation "I ETF BFD Wor ki ng G oup"

cont act
"W Web: <http://tools.ietf.org/wy/ bfd>
W5 List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. con
Li anshu Zheng vero. zheng@uawei . conj,
Mahesh Jet hanandani (nj et hanandani @mail.com"

description
"This nodul e contains the YANG definition for BFD over LAG
interfaces as per RFC7130.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

ref erence "RFC XXXX"
revision 2018-08-01 {

description "lnitial revision.";
reference "RFC XXXX: A YANG data nodel for BFD over LAG'
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}

/*
* Augnent s
*/
augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol / bf d: bf d* {
description "BFD augnentation for LAG
container lag {
description "BFD over LAG top |evel container"”;

contai ner micro-bfd-ipv4-session-statistics {
description "M cro-BFD | Pv4 session counters.”
uses bfd-types:session-statistics-sunmary;

}

contai ner mcro-bfd-ipv6-session-statistics {
description "M cro-BFD | Pv6 session counters.”
uses bfd-types: session-statistics-sunmary;

}

cont ai ner sessions {
description
"BFD over LAG sessions"
list session {
key "l ag-nane";
description "List of BFD over LAG sessions.";
| eaf | ag-nane {
type if:interface-ref ;
description "Name of the LAG
}
| eaf ipv4-dest-addr {
type inet:ipv4-address;
description
"I Pv4 address of the peer, for |IPv4 micro-BFD. ";

}
| eaf ipv6-dest-addr {
type inet:ipv6-address;
description
"I Pv6 address of the peer, for |IPv6 mcro-BFD. ";

uses bfd-types: common- cf g- par ns;

| eaf use-ipvd {

type bool ean;

description "Using | Pv4 mcro-BFD.";
}
| eaf use-ipv6 {

t ype bool ean;
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description "Using | Pv6 mcro-BFD.";
}

list menber-1links {
key "menber-1|ink"
config fal se
description
"M cro-BFD over LAG This represents one menber |ink.";

| eaf menber-1link {
type if:interface-ref;
description
"Mermber link on which mcro-BFD is running.";
}
contai ner mcro-bfd-ipvéd {
when "../../use-ipv4d = "true’ " {
description "Needed only if IPv4 is used.";
}
description
"M cro-BFD | Pv4 session state on nenber |ink.";
uses bfd-types:all-session
}
contai ner mcro-bfd-ipv6 {
when "../../use-ipv6 = "true " {
description "Needed only if IPv6 is used.";
}
description
"Mcro-BFD | Pv6 session state on nenber link.";
uses bfd-types:all-session

}
}
}
}
}

}
/*

* Notifications

* [

notification | ag-notification {
description
"Notification for BFD over LAG session state change. " +
"An inplementation may rate-linmt notifications, e.g. when a " +
"session is continuously changing state.";

uses bfd-types: notification-parns;

| eaf | ag-nane {
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type if:interface-ref;
description "LAG interface nane.";

}

| eaf menber-1link {
type if:interface-ref;
description "Menmber Iink on which BFD is running."

}
}
}

<CODE ENDS>
2.18. BFD over MPLS YANG Mbdul e

This YANG nodul e i nports typedefs from[RFC6991] and augnents
"/routing/control -pl ane-protocol s/ control -pl ane-protocol" from
[ RFC8349] .

<CODE BEG@ NS> file "ietf-bfd-npl s@018-08-01. yang"
nmodul e ietf-bfd-npls {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-Dbfd-npls";
prefix "bfd-npls";

/'l RFC Ed.: replace occurences of XXXX with actual RFC nunber and
/1 renove this note

import ietf-bfd-types {

prefix "bfd-types";

reference "RFC XXXX: YANG Data Model for BFD';
}

import ietf-bfd {
prefix "bfd";
reference "RFC XXXX: YANG Data Mddel for BFD';
}
inmport ietf-inet-types {
prefix "inet";
reference "RFC 6991: Conmon YANG Data Types”
}

import ietf-routing {
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prefix "rt";
reference
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)";

}
organi zation "I ETF BFD Wrki ng G oup"

cont act
"WG Web: <http://tools.ietf.org/ wy/bfd>
WG List: <rtg-bfd@etf.org>

Edi t ors: Reshad Rahman (rrahman@i sco. con
Li anshu Zheng (vero.zheng@uawei . com,
Mahesh Jet hanandani (nj et hanandani @mail.com"

description
"This nodul e contains the YANG definition for BFD parameters for
MPLS LSPs as per RFC 5884.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

ref erence "RFC XXXX";

revision 2018-08-01 {
description "lnitial revision.";
reference "RFC XXXX: A YANG data nodel for BFD over MPLS LSPs";

}

/*
* |ldentity definitions
*/
identity encap-gach {
base bfd-types: encap-type;
description
"BFD with G ACh encapsul ati on as per RFC 5586.";
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identity encap-ip-gach {
base bfd-types: encap-type;
description
"BFD with I P and G ACh encapsul ati on as per RFC 5586."

}

/*
* (¥ oupi ngs
*/
groupi ng encap-cfg {
description "Configuration for BFD encapsul ati on";

| eaf encap {
type identityref {
base bfd-types: encap-type;

}
default bfd-types:encap-ip;
description "BFD encapsul ati on";
}
}

groupi ng npl s-dest - address {
description "Destination address as per RFC 5884.";

| eaf npl s-dest-address {

type inet:ip-address;

config "fal se";

description

"Destination address as per RFC 5884.
Needed if | P encapsulation is used.";
}
}

/*

* Augnent s

*/

augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane-protocol / bf d: bf d* {
description "BFD augnentation for MPLS."
container npls {
description "BFD MPLS top |evel container.";

uses bfd-types:session-statistics-sunmary;

cont ai ner egress {
description "Egress configuration.";

uses bfd-types:client-cfg-parns;
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uses bfd-types: aut h- parns;

}

cont ai ner sessi on-groups {
description
"BFD over MPLS session groups."
list session-group {
key "npl s-fec";
description
"Group of BFD MPLS sessions (for ECMP). A group of " +
"sessions is for 1 FEC, each session has a different " +
"field in UDP/IP hdr for ECWP."
| eaf nmpls-fec {
type inet:ip-prefix;
description "MPLS FEC. ";
}

uses bfd-types: common- cf g- par nrs;

list sessions {
config fal se
description
"The BFD sessions for an MPLS FEC. Local " +
"discrimnator is unique for each session in the " +
"group.";
uses bfd-types:all-session

uses bfd-npls: npl s-dest -address;

/*

* Notifications

*/

notification npls-notification {

description

"Notification for BFD over MPLS FEC session state change. " +
"An inplenentation may rate-linit notifications, e.g. when a " +
"session is continuously changing state.";

uses bfd-types:notification-parns;
| eaf npl s-dest-address {

type inet:ip-address;
description
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"Destination address as per RFC 5884.
Needed if | P encapsulation is used.";

}
}
}

<CODE ENDS>
2.19. BFD over MPLS-TE YANG Mdul e

This YANG nodul e i nports and augnents "/te/tunnel s/tunnel” from
[I-D.ietf-teas-yang-te].

<CODE BEG@ NS> file "ietf-bfd-npls-te@018-08-01. yang"

nmodul e ietf-bfd-npls-te {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-bfd-npls-te";
prefix "bfd-npls-te";

/'l RFC Ed.: replace occurences of XXXX with actual RFC nunber and
/1 renove this note

import ietf-bfd-types {

prefix "bfd-types";

reference "RFC XXXX: YANG Dat a Model for BFD';
}

import ietf-bfd {

prefix "bfd";

ref erence "RFC XXXX: YANG Dat a Model for BFD';
}

inmport ietf-bfd-npls {

prefix "bfd-npls";

reference "RFC XXXX: YANG Data Mddel for BFD';
}

inmport ietf-te {
prefix "te";
/1 RFC Ed.: replace YYYY with actual RFC nunber of
/] draft-ietf-teas-yang-te and renmpve this note.
ref erence
"RFC YYYY: A YANG Data Model for Traffic Engi neering Tunnels and
Interfaces";
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}

inmport ietf-routing {
prefix "rt";
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA version)";

}
organi zation "I ETF BFD Wor ki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ bfd>
W5 List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. con,
Li anshu Zheng (vero. zheng@uawei . com,
Mahesh Jet hanandani (nj et hanandani @nail.com";

description
"This nodul e contains the YANG definition for BFD parameters for
MPLS Traffic Engineering as per RFC 5884.

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’'s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

reference "RFC XXXX";

revision 2018-08-01 {
description "lInitial revision.";
reference "RFC XXXX: A YANG data nodel for BFD over MPLS-TE";

}

/*
* Augment s
*/
augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol / bf d: bf d" {
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description "BFD augnentation for MPLS-TE.";
contai ner mpls-te {
description "BFD MPLS-TE top | evel container.";

cont ai ner egress {
description "Egress configuration.";

uses bfd-types:client-cfg-parns;

uses bfd-types: aut h- parns;

}

uses bfd-types:session-statistics-sunmary;
}
}

augrment "/te:te/te:tunnels/te:tunnel" {
description "BFD configuration on MPLS-TE tunnel.";

uses bfd-types: conmon- cf g- par nrs;

uses bfd-npls:encap-cfg;

}
augrment "/te:te/te:lsps-state/te:lsp" {
when "/te:te/te:lsps-state/te:lsp/te:origin-type !'="transit’" {
description "BFD information not needed at transit points.”
}

description "BFD state informati on on MPLS-TE LSP.";
uses bfd-types:all-session

uses bfd-npls: npl s-dest - addr ess;
}

/*

* Notifications

*/

notification nmpls-te-notification {

description

"Notification for BFD over MPLS-TE session state change. " +
"An inplementation may rate-linmt notifications, e.g. when a " +
"session is continuously changing state.";

uses bfd-types:notification-parns;

uses bfd-npls: npl s-dest - addr ess;
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| eaf tunnel -nanme {
type string;
description "MPLS-TE tunnel on which BFD was running."
}
}
}

<CODE ENDS>
3. Data Mdel exanples

This section presents sone sinple and illustrative exanples on how to
confi gure BFD

3.1. IP single-hop
The following is an exanple configuration for a BFD | P singl e-hop

session. The desired transnit interval and the required receive
interval are both set to 10ns.
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<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<interfaces xm ns="urn:ietf:parans: xnm :ns:yang:ietf-interfaces">
<interface>
<nane>et h0</ nanme>
<type xm ns:ianaift="urn:ietf:parans: xm :ns:yang:iana-if-type">
i anai ft:ethernetCsmacd
</type>
</interface>
</interfaces>
<routing xm ns="urn:ietf:parans: xm:ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xm ns: bfd-types=
"urn:ietf:parans: xm :ns:yang:ietf-bfd-types">
bf d-t ypes: bf dvl
</type>
<nane>nane: BFD</ nanme>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd" >
<i p-sh xm ns="urn:ietf:paranms: xm : ns:yang:ietf-bfd-ip-sh">
<sessi ons>
<sessi on>
<interface>ethO</interface>
<dest - addr >2001: db8: 0: 113: : 101</ dest - addr >
<desi red-m n-tx-interval >10000</ desi red-ni n-tx-i nterval >
<requi red-nm n-rx-interval >
10000
</required-mn-rx-interval >
</ sessi on>
</ sessi ons>
</ip-sh>
</ bf d>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
</ config>

3.2. [P nmultihop
The following is an exanple configuration for a BFD | P nmul ti hop

session group. The desired transnmit interval and the required
receive interval are both set to 150ns.
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<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<routing xm ns="urn:ietf:params:xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xm ns: bfd-types=
"urn:ietf:parans: xm :ns:yang:ietf-bfd-types">
bf d-types: bf dvil
</type>
<nane>nane: BFD</ nane>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd">
<ip-mh xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-nm">
<sessi on- gr oups>
<sessi on- gr oup>
<sour ce- addr>2001: db8: 0: 113: : 103</ sour ce- addr >
<dest - addr >2001: db8: 0: 114: : 100</ dest - addr >
<desired-m n-tx-interval >
150000
</ desired-nin-tx-interval >
<requi red-m n-rx-interval >
150000
</required-mn-rx-interval >
<rx-ttl>240</rx-ttl>
</ sessi on- group>
</ sessi on- gr oups>
</ip-nmh>
</ bf d>
</ control - pl ane- prot ocol >
</ control - pl ane- prot ocol s>
</routing>
</ config>

3.3. LAG
The following is an exanple of BFD configuration for a LAG session
In this case, an interface nanmed "Bundl e- Et her1" of interface type

"i eee802eadlLag" has a desired transnit and required receive interva
set to 10ms.
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<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<interfaces xm ns="urn:ietf:parans: xnm :ns:yang:ietf-interfaces">
<interface>
<nane>Bundl e- Et her 1</ nane>
<type xm ns:ianaift="urn:ietf:parans: xn :ns:yang:iana-if-type">
i anai ft:i eee8023adlLag
</type>
</interface>
</interfaces>
<routing xm ns="urn:ietf:parans:xm:ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xm ns: bfd-types=
"urn:ietf:parans: xm :ns:yang:ietf-bfd-types">
bf d-t ypes: bf dvl
</type>
<nane>nane: BFD</ name>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd" >
<lag xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd-Ilag">
<sessi ons>
<sessi on>
<l ag- nane>Bundl e- Et her 1</ | ag- nane>
<i pv6- dest - addr >2001: db8: 112: : 16</i pv6- dest - addr >
<desired-m n-tx-interval >
100000
</ desired-mn-tx-interval >
<requi red-nm n-rx-interval >
100000
</required-mn-rx-interval >
<use-i pv6>true</use-i pv6>
</ sessi on>
</ sessi ons>
</l ag>
</ bf d>
</ control - pl ane-protocol >
</ control - pl ane- prot ocol s>
</routing>
</ config>

3.4. MPLS
The following is an exanple of BFD configured for an MPLS LSP. In

this case, the desired transnmit and required receive interval set to
250ms.
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4.

<?xm version="1.0" encodi ng="UTF-8"?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<routing xm ns="urn:ietf:params:xm :ns:yang:ietf-routing">
<control - pl ane- pr ot ocol s>
<control - pl ane- pr ot ocol >
<type xm ns: bfd-types=
"urn:ietf:parans: xm :ns:yang:ietf-bfd-types">
bf d-types: bf dvil
</type>
<nane>nane: BFD</ nane>
<bfd xm ns="urn:ietf:parans: xm :ns:yang:ietf-bfd">
<mpl s xm ns="urn:ietf:paranms:xm :ns:yang:ietf-bfd-npls">
<sessi on- gr oups>
<sessi on- gr oup>
<npl s-fec>2001: db8: 114: :/116</ npl s-fec>
<desired-m n-tx-interval >
250000
</ desired-mn-tx-interval >
<required-mn-rx-interval >
250000
</required-mn-rx-interval >
</ sessi on- group>
</ sessi on- gr oups>
</ npl s>
</ bf d>
</ control - pl ane- pr ot ocol >
</ control - pl ane- pr ot ocol s>
</routing>
</ config>

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC5246] .

The NETCONF access control nodel [RFC6536] provides the nmeans to
restrict access for particular NETCONF or RESTCONF users to a
preconfi gured subset of all available NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., config true, which is the
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default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/routing/control-plane-protocol s/control -pl ane-protocol /bfd/ip-sh/
sessions: the list specifies the I P single-hop BFD sessions.

/routing/control -pl ane-protocol s/control -pl ane-protocol / bfd/i p-sh/
sessions: data nodes local-nultiplier, desired-mn-tx-interval

requi red-min-rx-interval and nin-interval all inpact the BFD IP

singl e-hop session. The source-addr and dest-addr data nodes can be
used to send BFD packets to unwitting recipients, [RFC5880] describes
how BFD mitigates agai nst such threats. Authentication data nodes
key-chain and neticul ous inpact the security of the BFD I P single-hop
sessi on.

/ routing/control -pl ane- protocol s/ control -pl ane- protocol / bf d/i p-mh/
session-group: the list specifies the IP multi-hop BFD session
gr oups.

/routing/control-plane-protocol s/control -pl ane- protocol / bfd/i p-nh/
session-group: data nodes local-nultiplier, desired-min-tx-interval
requi red-nmin-rx-interval and nin-interval all inpact the BFD IP

mul ti-hop session. The source-addr and dest-addr data nodes can be
used to send BFD packets to unwitting recipients, [RFC5880] describes
how BFD mitigates agai nst such threats. Authentication data nodes
key-chain and neticul ous inpact the security of the BFD IP nulti-hop
sessi on.

/routing/control-plane-protocol s/control -pl ane- protocol / bfd/| ag/
sessions: the list specifies the BFD sessions over LAG

/routing/control -pl ane-protocol s/control -pl ane- protocol / bfd/ | ag/
sessions: data nodes local-nultiplier, desired-min-tx-interval

requi red-mn-rx-interval and min-interval all inpact the BFD over LAG
session. The ipv4-dest-addr and ipv6-dest-addr data nodes can be
used to send BFD packets to unwitting recipients, [RFC5880] describes
how BFD mitigates agai nst such threats. Authentication data nodes
key-chain and neticul ous inpact the security of the BFD over LAG
sessi on.

/routing/control-plane-protocol s/control -pl ane- protocol / bf d/ npl s/

session-group: the list specifies the session groups for BFD over
MPLS.
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/routing/control-plane-protocol s/control -pl ane- protocol / bf d/ npl s/
session-group: data nodes local-nultiplier, desired-mn-tx-interval
required-mn-rx-interval, and mn-interval all inpact the BFD over
MPLS LSPs session. Authentication data nodes key-chain and

meti cul ous inpact the security of the BFD over MPLS LSPs session

/routing/control-plane-protocol s/control -pl ane- protocol / bf d/ npl s/
egress: data nodes local-nultiplier, desired-mn-tx-interval
required-mn-rx-interval and mn-interval all inpact the BFD over
MPLS LSPs sessions for which this device is an MPLS LSP egress node.
Aut henti cation data nodes key-chain and neticul ous inpact the
security of the BFD over MPLS LSPs sessions for which this device is
an MPLS LSP egress nhode

/tel/tunnel s/tunnel: data nodes local-nultiplier, desired-mn-tx-
interval, required-mn-rx-interval and nmn-interval all inpact the
BFD session over the MPLS-TE tunnel. Authentication data nodes key-
chain and neticul ous inpact the security of the BFD session over the
MPLS- TE tunnel

/routing/control-plane-protocol s/control -pl ane- protocol / bf d/ npl s-te/
egress: data nodes local-nultiplier, desired-mn-tx-interval
required-mn-rx-interval and mn-interval all inpact the BFD over
MPLS- TE sessions for which this device is an MPLS-TE egress node.

Aut henti cati on data nodes key-chain and neticul ous inmpact the
security of the BFD over MPLS-TE sessions for which this device is an
MPLS- TE egress node.

The YANG nodul e has witeabl e data nodes which can be used for
creation of BFD sessions and nodification of BFD session paraneters.
The system should "police" creation of BFD sessions to prevent new
sessions from causing existing BFD sessions to fail. For BFD session
nmodi fi cation, the BFD protocol has mechanisns in place which allow
for in service nodification.

When BFD clients are used to nodify BFD configuration (as described
in Section 2.1), the BFD clients need to be included in an anal ysis
of the security properties of the BFD using system (e.g., when
considering the authentication and authorization of control actions).
In many cases, BFD is not the nost vul nerable portion of such a
conposite system since BFDis linted to generating well-defined
traffic at a fixed rate on a given path; in the case of an | GP as BFD
client, attacking the I GP could cause nore broad-scal e disruption
than (de)configuring a BFD session could cause

Sone of the readable data nodes in this YANG nodul e may be consi dered

sensitive or vulnerable in sone network environnents. It is thus
i mportant to control read access (e.g., via get, get-config, or
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notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/routing/control -pl ane-protocol s/control -pl ane-protocol / bfd/ip-sh/
summary: access to this information discloses the nunber of BFD I P
si ngl e-hop sessions which are up, down and admin-down. The counters
i nclude BFD sessions for which the user does not have read-access.

/routing/control -pl ane-protocol s/control -pl ane-protocol /bfd/ip-
sh/ sessi ons/ session/: access to data nodes |ocal -discrimnator and
renot e-di scrim nator (conbined with the data nodes in the

aut henti cation container) provides the ability to spoof BFD IP

si ngl e- hop packets.

/routing/control-plane-protocol s/control -pl ane- protocol / bfd/i p-nh/
sunmmary: access to this information discloses the nunber of BFD I P
mul ti-hop sessions which are up, down and adni n-down. The counters
i nclude BFD sessions for which the user does not have read-access.

/routing/control-plane-protocol s/control -pl ane- protocol / bfd/ip-nmh/
sessi on- groups/ sessi on- group/ sessi ons: access to data nodes | ocal -

di scrimnator and renote-discrimnator (conmbined with the data nodes
in the session-group’s authentication container) provides the ability
to spoof BFD IP multi-hop packets.

/routing/control-plane-protocol s/control -pl ane- protocol / bfd/| ag/

m cro-bfd-i pvd-session-statistics/sunmary: access to this information
di scl oses the nunber of micro BFD | Pv4 LAG sessions which are up

down and adni n-down. The counters include BFD sessions for which the
user does not have read-access.

/routing/control-plane-protocol s/control -pl ane-

prot ocol / bf d/ | ag/ sessi ons/ sessi on/ menber - | i nks/ menber -1 i nk/ m cr o- bf d-
i pv4: access to data nodes | ocal -discrimnnator and renote-
discrimnator (conbined with the data nodes in the session’s

aut henti cation container) provides the ability to spoof BFD | Pv4 LAG
packets.

/routing/control-plane-protocol s/control -pl ane- protocol / bfd/| ag/

m cro-bfd-i pv6-session-statistics/sunmary: access to this information
di scl oses the nunmber of micro BFD | Pv6 LAG sessions which are up

down and admi n-down. The counters include BFD sessions for which the
user does not have read-access.

/routing/control-plane-protocol s/control -pl ane-

prot ocol / bf d/ | ag/ sessi ons/ sessi on/ menber - | i nks/ menber -1 i nk/ m cro- bf d-
i pv6: access to data nodes |ocal -discrinnator and renote-

di scrimnator (conmbined with the data nodes in the session’s
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aut henti cation container) provides the ability to spoof BFD | Pv6 LAG
packets.

/routing/control-pl ane-protocol s/control -pl ane- protocol / bf d/ npl s/
summary: access to this information discloses the nunber of BFD
sessions over MPLS LSPs which are up, down and admni n-down. The
counters include BFD sessions for which the user does not have read-
access.

/routing/control -pl ane-protocol s/control -pl ane- prot ocol / bf d/ npl s/
sessi on- groups/ sessi on-group/ sessi ons: access to data nodes | ocal -

di scrimnator and renote-discrinminator (conmbined with the data nodes
in the session-group’s authentication container) provides the ability
to spoof BFD over MPLS LSPs packets.

/routing/control -pl ane-protocol s/control -pl ane- protocol / bf d/ npl s-te/
summary: access to this information discloses the nunber of BFD
sessions over MPLS-TE which are up, down and adnin-down. The
counters include BFD sessions for which the user does not have read-
access.
/tell sps-state/lsp: access to data nodes |ocal -discrinnator and
renot e-di scrim nator (conbined with the data nodes in the tunnel’s
aut hentication container) provides the ability to spoof BFD over
MPLS- TE packets.

5. 1 ANA Considerations

This docunent registers the follow ng nanespace URIs in the | ETF XM
registry [ RFC3688]:

URI: urn:ietf:parans: xnl:ns:yang:iana-bfd-types
Regi strant Contact: The | ESG

XM: NA, the requested URI is an XM. nanespace

URI: urn:ietf:parans: xm :ns:yang:ietf-bfd-types
Regi strant Contact: The | ESG

XM.: N A the requested URI is an XM. nanespace

Rahman, et al. Expi res February 2, 2019 [ Page 66]



Internet-Draft BFD YANG August 2018

URI: urn:ietf:parans:xn:ns:yang:ietf-bfd
Regi strant Contact: The | ESG

XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-sh
Regi strant Contact: The | ESG

XML: N A the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm:ns:yang:ietf-bfd-nh
Regi strant Contact: The | ESG

XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-bfd-Iag
Regi strant Contact: The | ESG

XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-bfd-npls

Regi strant Contact: The | ESG
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XM.: N A the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-bfd-npls-te
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers the follow ng YANG nodul es in the YANG Mdul e
Nanes registry [ RFC6020]:

RFC Editor: Replace RFC XXXX with actual RFC nunber and renove this
not e.

Nane: i ana-bfd-types

Namespace: urn:ietf:parans: xnl:ns:yang:iana-bfd-types
Prefix: iana-bfd-types

Ref erence: RFC XXXX

Nane: ietf-bfd-types

Nanmespace: urn:ietf:parans:xm:ns:yang:ietf-bfd-types
Prefix: bfd-types

Ref erence: RFC XXXX

Name: ietf-bfd
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Namespace: urn:ietf:parans: xnl:ns:yang:ietf-bfd
Prefix: bfd

Ref erence: RFC XXXX

Nane: ietf-bfd-ip-sh

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-sh
Prefix: bfd-ip-sh

Ref erence: RFC XXXX

Nane: ietf-bfd-ip-nmh

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-bfd-ip-nmh
Prefix: bfd-ip-nmh

Ref erence: RFC XXXX

Nane: ietf-bfd-Ilag

Namespace: urn:ietf:parans: xnl :ns:yang:ietf-bfd-Iag
Prefix: bfd-Iag

Ref erence: RFC XXXX

Nane: ietf-bfd-npls

Rahman, et al. Expi res February 2, 2019 [ Page 69]



Internet-Draft BFD YANG August 2018

5.

7.

7.

1.

1.

Namespace: urn:ietf:parans: xnl :ns:yang:ietf-bfd-npls
Prefix: bfd-npls

Ref erence: RFC XXXX

Nane: ietf-bfd-npls-te
Nanespace: urn:ietf:parans:xm:ns:yang:ietf-bfd-npls-te
Prefix: bfd-npls-te

Ref erence: RFC XXXX

| ANA- Mai nt ai ned i ana- bf d-types nodul e

Thi s docunent defines the initial version of the | ANA-mai ntai ned
i ana- bf d-types YANG nodul e.

The i ana-bfd-types YANG nodule mirrors the "BFD Di agnostic Codes"
registry and "BFD Authentication Types" registry at

htt ps://ww. i ana. or g/ assi gnnment s/ bf d- par anet er s/ bf d- paraneters. xhtni .
Whenever that registry changes, | ANA nust update the iana-bfd-types
YANG nodul e.

Acknowl edgenent s

We woul d also Iike to thank Nobo Akiya and Jeff Haas for their
encouragenent on this work. W would also |ike to thank Rakesh
Gandhi and Tarek Saad for their help on the MPLS-TE nodel. We would
al so like to thank Acee Lindemfor his guidance.

Ref er ences
Nor mat i ve Ref erences
[I-D.ietf-npls-base-yang]
Saad, T., Raza, K, Gandhi, R, Liu, X., and V. Beeram "A

YANG Dat a Model for MPLS Base", draft-ietf-npls-base-
yang-06 (work in progress), February 2018.

Rahman, et al. Expi res February 2, 2019 [ Page 70]



Internet-Draft BFD YANG August 2018

[I-D.ietf-teas-yang-te]
Saad, T., Gandhi, R, Liu, X, Beeram V., Shah, H , and
I. Bryskin, "A YANG Data Mddel for Traffic Engineering
Tunnel s and Interfaces", draft-ietf-teas-yang-te-16 (work
in progress), July 2018.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC3688] Mealling, M, "The |ETF XM. Registry", BCP 81, RFC 3688,
DA 10.17487/ RFC3688, January 2004,
<https://www.rfc-editor.org/info/rfc3688>.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DA 10. 17487/ RFC5246, August 2008,
<https://ww. rfc-editor.org/info/rfc5246>.

[ RFC5586] Bocci, M, Ed., Vigoureux, M, Ed., and S. Bryant, Ed.,
"MPLS Generic Associated Channel ", RFC 5586,
DO 10. 17487/ RFC5586, June 2009,
<https://ww. rfc-editor.org/info/rfc5586>.

[ RFC5880] Katz, D. and D. Ward, "Bidirectional Forwardi ng Detection
(BFD)", RFC 5880, DO 10.17487/RFC5880, June 2010,
<https://ww.rfc-editor.org/info/rfc5880>.

[ RFC5881] Katz, D. and D. Ward, "Bidirectional Forwarding Detection
(BFD) for I1Pv4 and | Pv6 (Single Hop)", RFC 5881,
DO 10.17487/ RFC5881, June 2010,
<https://www. rfc-editor.org/info/rfc5881>.

[ RFC5882] Katz, D. and D. Ward, "Generic Application of
Bi di rectional Forwarding Detection (BFD)", RFC 5882,
DO 10.17487/ RFC5882, June 2010,
<https://www.rfc-editor.org/info/rfc5882>.

[ RFC5883] Katz, D. and D. Ward, "Bidirectional Forwardi ng Detection
(BFD) for Miltihop Paths", RFC 5883, DO 10.17487/ RFC5883,
June 2010, <https://ww.rfc-editor.org/info/rfc5883>.

[ RFC5884] Aggarwal, R, Konpella, K., Nadeau, T., and G Swall ow,
"Bi directional Forwarding Detection (BFD) for MPLS Label
Swi tched Paths (LSPs)", RFC 5884, DO 10.17487/ RFC5884,
June 2010, <https://ww.rfc-editor.org/info/rfc5884>.

Rahman, et al. Expi res February 2, 2019 [ Page 71]



Internet-Draft

[ RFC5885]

[ RFC6020]

[ REC6241]

[ RFC6242]

[ RFC6536]

[ RFC6991]

[ RFC7130]

[ RFC3040]

[ RFC8174]

[ RFC8177]

Rahman, et al.

BFD YANG August 2018

Nadeau, T., Ed. and C. Pignataro, Ed., "Bidirectional
Forwar di ng Detection (BFD) for the Pseudow re Virtual
Crcuit Connectivity Verification (VCCV)", RFC 5885,
DO 10.17487/ RFC5885, June 2010,

<https://www. rfc-editor.org/info/rfc5885>.

Bj orklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DA 10.17487/ RFC6020, Cctober 2010,
<https://ww.rfc-editor.org/info/rfc6020>.

Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DA 10.17487/ RFC6241, June 2011,
<https://www. rfc-editor.org/info/rfc6241>.

Wassernan, M, "Using the NETCONF Protocol over Secure
Shell (SSH)", RFC 6242, DO 10.17487/ RFC6242, June 2011,
<https://ww. rfc-editor.org/info/rfc6242>.

Bi erman, A. and M Bjorklund, "Network Configuration
Prot ocol (NETCONF) Access Control Mdel", RFC 6536,
DO 10. 17487/ RFC6536, March 2012,

<https://ww. rfc-editor.org/info/rfc6536>.

Schoenwael der, J., Ed., "Conmmon YANG Data Types",
RFC 6991, DO 10.17487/ RFC6991, July 2013,
<https://www. rfc-editor.org/info/rfc6991>.

Bhatia, M, Ed., Chen, M, Ed., Boutros, S., Ed.,

Bi nderberger, M, Ed., and J. Haas, Ed., "Bidirectional
Forwar di ng Detection (BFD) on Link Aggregation G oup (LAG
Interfaces”, RFC 7130, DO 10.17487/RFC7130, February
2014, <https://ww.rfc-editor.org/info/rfc7130>.

Bi erman, A, Bjorklund, M, and K Witsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/RFC8040, January 2017,
<https://www.rfc-editor.org/info/rfc8040>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Li ndem A, Ed., Q, Y., Yeung, D., Chen, 1., and J.
Zhang, "YANG Data Mddel for Key Chains", RFC 8177,
DO 10.17487/ RFC8177, June 2017,

<https://www. rfc-editor.org/info/rfc8177>.

Expi res February 2, 2019 [ Page 72]



Internet-Draft BFD YANG August 2018

[ RFC8340] Bjorklund, M and L. Berger, Ed., "YANG Tree Di agrans",
BCP 215, RFC 8340, DO 10. 17487/ RFC8340, March 2018,
<https://www.rfc-editor.org/info/rfc8340>.

[ RFC8343] Bjorklund, M, "A YANG Data Moddel for Interface
Managenent ", RFC 8343, DO 10.17487/ RFC8343, March 2018,
<https://ww. rfc-editor.org/info/rfc8343>.

[ RFC8344] Bjorklund, M, "A YANG Data Mdel for |IP Management",
RFC 8344, DO 10.17487/ RFC8344, March 2018,
<https://www. rfc-editor.org/info/rfc8344>.

[ RFC8349] Lhotka, L., Lindem A., and Y. Qu, "A YANG Data Mdel for
Rout i ng Managenment (NVDA Version)", RFC 8349,
DO 10. 17487/ RFC8349, March 2018,
<https://ww. rfc-editor.org/info/rfc8349>.

7.2. Informative References

[I-D.ietf-Iinme-yang-connectionl ess-oanj
Kumar, D., VWang, Z., Wi, Q, Rahman, R, and S. Raghavan,
"Generic YANG Data Mbdel for the Managenent of Operations,
Admi ni stration, and Mai ntenance (OAM Protocols that use
Connecti onl ess Conmmuni cations”, draft-ietf-Iime-yang-
connectionl ess-oam 18 (work in progress), Novenber 2017.

[I-D.ietf-rtgwg-I| ne-nodel]
Berger, L., Hopps, C., Lindem A., Bogdanovic, D., and X
Li u, "YANG Model for Logical Network Elenments", draft-
ietf-rtgwg-I|ne-nodel-10 (work in progress), March 2018.

[I-D.ietf-rtgwg-ni-nodel]
Berger, L., Hopps, C., Lindem A., Bogdanovic, D., and X
Li u, "YANG Model for Network Instances", draft-ietf-rtgwg-
ni - nodel -12 (work in progress), March 2018.

[ RFC8342] Bjorklund, M, Schoenwael der, J., Shafer, P., Watsen, K,
and R WIlton, "Network Managenent Datastore Architecture
(NVDA) ", RFC 8342, DA 10.17487/ RFC8342, March 2018,
<https://www. rfc-editor.org/info/rfc8342>.

Appendi x A.  Echo function configuration exanpl e
As nentioned in Section 2.1.2, the mechanismto start and stop the
echo function, as defined in [ RFC5880] and [ RFC5881], is

i npl ementation specific. 1In this section we provide an exanpl e of
how the echo function can be inplenented via configuration.
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nmodul e: exanpl e- bf d- echo
augrment /rt:routing/rt:control-pl ane-protocols
[rt:control-pl ane-protocol /bfd: bfd/ bfd-ip-sh:ip-sh
/ bf d-i p-sh: sessi ons:
+--rw echo {bfd-types: echo-node}?
+--rw desired-m n-echo-tx-interval ? ui nt 32
+--rw required-nin-echo-rx-interval ? ui nt 32

A.1. Exanpl e YANG nodul e for BFD echo function configuration

nodul e exanpl e- bf d-echo {
nanespace "tag: exanpl e. com 2018: exanpl e- bf d- echo";

prefix "exanpl e-bfd-echo”

import ietf-bfd-types {
prefix "bfd-types";
}

inmport ietf-bfd {
prefix "bfd";
}

import ietf-bfd-ip-sh {
prefix "bfd-ip-sh";
}

inmport ietf-routing {
prefix "rt";

}
organi zation "I ETF BFD Wor ki ng G oup”

cont act
"WG Web: <http://tools.ietf.org/wy/ bfd>
WG List: <rtg-bfd@etf.org>

Editors: Reshad Rahman (rrahman@i sco. con
Li anshu Zheng (vero. zheng@uawei . com,
Mahesh Jet hanandani (nj et hanandani @nmail.com"

description
"Thi s nodul e contai ns an exanpl e YANG augmentation for configuration
of BFD echo function

Copyright (c) 2018 | ETF Trust and the persons
identified as authors of the code. All rights reserved.
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Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

revision 2018-08-01 {

}

11
11

/*

*

gr

}

description "lInitial revision.";
ref erence

"RFC XXXX: A YANG dat a nodel exanpl e augnentation for BFD echo

function";

RFC Ed.: replace XXXX wi th actual RFC nunber and renove this
not e

G oupi ngs
/
oupi ng echo-cfg-parns {
description "BFD grouping for echo config paraneters";
| eaf desired-m n-echo-tx-interval {

type uint32;

units mcroseconds;

defaul t O;

description

2018

"This is the mininuminterval that the local systemwould |ike

to use when transmitting BFD echo packets. [If 0, the echo
function as defined in BFD [ RFC5880] is disabled.”
}
| eaf required-mn-echo-rx-interval ({
type uint32;
units m croseconds;
defaul t O;

description

"This is the Required Mn Echo RX Interval as defined in BFD

[ RFC5880] . " ;

augrment "/rt:routing/rt:control-plane-protocols/”

+ "rt:control -pl ane-protocol / bf d: bf d/ bf d-i p-sh:ip-sh/"
+ "bfd-i p-sh: sessions" {
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description "Augrmentation for BFD echo function.";

cont ai ner echo {
i f-feature bfd-types: echo-node

description "BFD echo function container"”;

uses echo- cf g- par ns;

}
}
}

Appendi x B. Change | og

RFC Editor: Renove this section upon publication as an RFC
B.1. Changes between versions -16 and -17

0 Addressed | ESG conments.
B. 2. Changes between versions -15 and -16

0 Added list of nopdules for YANG nodul e registry.
B.3. Changes between versions -14 and -15

0 Added missing ietf-bfd-types in XM. registry.
B. 4. Changes between versions -13 and -14

0 Addressed missing/incorrect references in inport statements.
B.5. Changes between versions -12 and -13

0 Updated references for drafts which becane RFCs recently.
B. 6. Changes between versions -11 and -12

0 Addressed comments from YANG Doctor review of revil
B. 7. Changes between versions -10 and -11

0 Added 2 exanpl es.

0 Added a container around sone |ists.

o Fixed sone indentation nits.
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B.8. Changes between versions -09 and -10
0 Addressed comments from YANG Doctor review.
0 Addressed comments from WGELC.
B.9. Changes between versions -08 and -09
0 Mstly cosnetic changes to abide by draft-ietf-netnod-rfc6087bis.
o Specified yang-version 1. 1.
0 Added data nodel exanpl es.
o Some mnor changes.
B. 10. Changes between versions -07 and -08
o Timer intervals in client-cfg-parns are not mandatory anynore.

0 Added list of interfaces under "ip-sh" node for authentication
paraneters.

0 Renaned repl ay-protection to neticul ous.
B.11. Changes between versions -06 and -07
0 New ietf-bfd-types nodule.

0 Gouping for BFD clients to have BFD nultiplier and interval
val ues.

0 Change in ietf-bfd-npls-te since MPLS-TE nodel changed.
0 Renoved bfd- prefix from nmany nanes.
B.12. Changes between versions -05 and -06
0 Adhere to NVDA-gui delines.
0 Echo function config noved to appendi x as exanpl e.
0 Added | ANA YANG nodul es.

0 Addressed vari ous comrents.

Rahman, et al. Expi res February 2, 2019 [ Page 77]



Internet-Draft BFD YANG August 2018

B.13. Changes between versions -04 and -05
o "bfd" node in augnment of control-plane-protocol.
0 Renoved augnent of network-instance. Replaced by schenma-nount.
0 Added information on interaction with other YANG nodul es.
B. 14. Changes between versions -03 and -04
o0 Updated author information.

0 Fixed YANG conpile error in ietf-bfd-1ag.yang which was due to
i ncorrect when statenent.

B. 15. Changes between versions -02 and -03

0 Fixed YANG conpilation warning due to incorrect revision date in
i etf-bfd-ip-sh nodule.

B. 16. Changes between versions -01 and -02

0 Replace routing-instance with network-instance from YANG Net wor k
Instances [I-D.ietf-rtgwg-ni-nodel]

B.17. Changes between versions -00 and -01

0 Renove BFD configuration paraneters fromBFD clients, all BFD
configuration paraneters in BFD

0 YANG nodule split in nmultiple YANG nodul es (one per type of
f orwar di ng path)

o For BFD over MPLS-TE we augnent MPLS-TE nodel

o For BFD authentication we now use YANG Data Mdel for Key Chains
[ RFC8177]
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