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Abst r act

There have been known issues with nmulticast, in an 802.11

envi ronnment, which have prevented the deploynment of nulticast in
these wifi environments. |ETF nulticast experts have been neeting
together to discuss these issues and provide | EEE updates. The
nmboned working group is chartered to receive regular reports on the
current state of the deploynent of nulticast technol ogy, create
"practice and experience" docunents that capture the experience of
those who have depl oyed and are depl oying various nulticast
technol ogi es, and provi de feedback to other rel evant working groups.
As such, this docunment will gather the problens of wifi nulticast

i nto one probl em statenent docunent so as to offer the conmunity
gui dance on current limtations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 29, 2018.

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Mul ticast over wifi has been used to |l ow |l evels of success, usually
to a point of being so negative that nulticast over wifi is not
allowed. In addition to protocol use of broadcast/nulticast for
control nessages, nore applications, such as push to talk in
hospitals, video in enterprises and lectures in Universities, are
streaming over wifi. And many end devices are increasingly using
wifi for their connectivity. One of the primary problens nulticast
over wifi faces is that link local 802.11 doesn't necessarily support
mul ticast, it supports broadcast. To nake make mnulticast over w fi
wor k successfully we often need to nodify the nmulticast to instead be
sent as unicast in order for it to successfully transmt with useable
quality. Milticast over wifi experiences high packet error rates, no
acknow edgenents, and |low data rate. This draft reviews these
problens found with nulticast over wifi. Wile this is not a
solutions draft, comon workarounds to sone of the problens will be
listed, along with the inpact of the workarounds.

2. Mul ti cast over WFi Probl ens
802.11 is a wirel ess broadcast nedi um whi ch works well for unicast

and has becone ubiquitous in its use. Wth nulticast, however,
problems arise over wifi. There are no ACKs for multicast packets,

MeBride & Perkins Expires April 29, 2018 [ Page 2]



Internet-Draft Mul ticast Wfi Probl em Statenent Cct ober 2017

for instance, so there can be a high | evel of packet error rate (PER)
due to lack of retransm ssion and because the sender never backs off.
It is not uncommon for there to be a packet loss rate of 5% which is
particularly troubl esone for video and other environnments where high
data rates and high reliability are required. Milticast, over wfi,
is typically sent on a |ow date rate which nmakes vi deo negatively

i mpacted. Wfi |oses many nore packets then wired due to collisions
and signal loss. There are also problens because clients are unable
to stay in sleep node due to the nmulticast control packets continuing
to unnecessarily wake up those clients which subsequently reduces
energy savings. Video is beconing the dom nant content for end
device applications, with nulticast being the nost natural nethod for
applications to transmit video. Unfortunately, nulticast, even
though it is a very natural choice for video, incurs a |large penalty
over wfi.

One big difference between nulticast over wired versus nulticast over
wired is that wired links are a fixed transm ssion rate. Wfi, on
the other hand, has a transnission rate which varies over tinme
dependi ng upon the clients proximty to the AP. Throughput of video
flows, and the capacity of the broader wifi network, will change and
will inpact the ability for QS solutions to effectively reserve
bandwi dt h and provi de adni ssion control

The main probl ens associated with nulticast over WFi are as follows:
0 Low Reliability

o0 Lower Data Rate

o High interference

o High Power Consunption

These points will be el aborated separately in the follow ng
subsecti ons.

2.1. Low Reliability

Because of the |ack of acknow edgenent for packets from Access Point
to the receivers, it is not possible for the Access Point to know
whet her or not a retransmission is needed. Even in the wired
Internet, this characteristic conmonly causes undesirably high error
rates, contributing to the relatively slow uptake of multicast
applications even though the protocols have been avail able for
decades. The situation for wireless links is nuch worse, and is
quite sensitive to the presence of background traffic.
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2. 2. Low Data Rate

For wireless stations associated with an Access Points, the necessary
power for good reception can vary fromstation to station. For

uni cast, the goal is to nmininmze power requirenents while nmaxin zing
the data rate to the destination. For nulticast, the goal is sinply
to maxinize the nunber of receivers that will correctly receive the
mul ticast packet. For this purpose, generally the Access Point has
to use a nmuch lower data rate at a power |evel high enough for even
the farthest station to receive the packet. Consequently, the data
rate of a video stream for instance, would be constrained by the
envi ronnment al considerations of the |east reliable receiver

associ ated with the Access Point.

2.3. High Interference

As nentioned in the previous subsection, nmulticast transm ssion to
the stations associated to an Access Point typically proceeds at a
nmuch hi gher power level than is required for unicat to many of the
receivers. High power levels directly contribute to stronger
interference. The interference due to nmulticast may extend to
effects inhibiting packet reception at nore distant stations that

m ght even be associated with other Access Points. Moreover, the use
of lower data rates inplies that the physical nmediumw ||l be occupied
for a longer time to transnit a packet than would be required at high
data rates. Thus, the level of interference due to rmulticast will be
not only higher, but longer in duration

Dependi ng on the choice of 802.11 technol ogy, and the configured
choice for the base data rate for nmulticast transm ssion fromthe
Access Point, the anount of additional interference can range froma
factor of ten, to a factor thousands for 802. 1llac.

2. 4. Hi gh Power Consunption

One of the characteristics of nulticast transmission is that every
station has to be configured to wake up to receive the multicast,
even though the received packet may ultimately be discarded. This
process has a relatively large inpact on the power consunption by the
nul ti cast receiver station.

3. Common renmedies to nulticast over wifi problens

One conmmon solution to the nulticast over wifi problemis to convert
the multicast traffic into unicast. This is often referred to as

mul ticast to unicast (MC2UC). Converting the packets to unicast is
benefi cial because uni cast packets are acknow edged and retransnitted
as needed to prevent as nuch loss. The Access Points (AP) is also
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able to provide rate limting as needed. The drawback with this
approach is that the benefit of using nmulticast is defeated.

Usi ng 802. 11n hel ps provide a nore reliable and hi gher |evel of
signal -to-noise ratio in a wifi environnment over which nulticast
(broadcast) packets can be sent. This can provide higher throughput
and reliability but the broadcast linitations remain.

4. State of the Union

In discussing these issues over email and, nost recently, in a side
meeting at I|ETF 99, it is generally agreed that these problens wll
not be fixed anytinme soon primarily because it’s expensive to do so
and nulticast is unreliable. The problemof v6 nei ghbor discovery
saturating the wifi link is only part of the problem A big problem
is that the 802.11 nulticast channel is an afterthought and only
given 100th of the bandwi dth. Milticast is basically a second class
citizen, to unicast, over wifi. Unicast may have allocated 10nmb
while Multicast will be allocated 1nb. There are nany protocols
using multicast and there needs to be something provided in order to
make them nore reliable. Wfi traffic classes may help. W need to
det ermi ne what probl em shoul d be solved by the | ETF and what problem
shoul d be solved by the | EEE

Appl e’ s Bonjour protocol, for instance, provides service discovery
(for printing) that utilizes multicast. |It’s the first thing
operators drop. Even if nulticast snooping is utilized, everyone
regi sters at once using Bonjour and the network has serious
degradation. There is also a |ot of work being devel oped to help
save battery life such as the devices not waking up when receiving a
mul ti cast packet. |If an AP, for instance, expresses a DIIMof 3 then
it will send a nulticast packet every 3 packets. But the reality is
that nmost AP’s will send a nulticast every 30 packets. For unicast
there’s a TIM But because nulticast is going to everyone, the AP
sends a broadcast to everyone. DITlIM does power nanagenent but
clients can choose to wake up or not and whether to drop the packet
or not. Then they don’t know why their bonjour doesn’t work. The

| ETF may just need to decide that broadcast is nore expensive so
mul ti cast needs to be sent wired. 802.1lak works on ethernet and wifi.
802. lak has been pulled into 802.1Q as of 802.1Q 2011. 802.1Q 2014
can be | ooked at here: http://ww.ieee802.org/ 1/ pages/802.1Q
2014.htm . If we don't find a generic solution we need to establish
guidelines for multicast over wifi within the nboned wg. A nulticast
over wifi IETF mailing list is formed (ntast-wifi @etf.org) and nore
di scussion to be had there. This draft will serve as the current
state of affairs.
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This is not a solutions draft, but to provide an idea going forward,
areliable registration to Layer-2 nulticast groups and a reliable
mul ticast operation at Layer-2 could provide a generic solution
There is no need to support 2724 groups to get solicited node

mul ticast working: it is possible to sinply select a nunber of
trailing bits that make sense for a given network size to linmt the
amount of unwanted deliveries to reasonable levels. W need to
encourage | EEE 802.1 and 802.11 to revisit L2 multicast issues. In
particular, W-Fi provides a broadcast service, not a nulticast one.
In fact all frames are broadcast at the PHY | evel unless we beanform
What cones with unicast is the property of being nuch faster (2
orders of magnitude) and nuch nore reliable (L2 ARQ.

| ANA Consi derati ons

None

Security Considerations

None
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