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Abst ract
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1. I nt roduction

As YANG [ RFC6020] adoption and usage grows, the nunber of YANG nodels
(and correspondi ng nodul e and subnodul e files) published is
increasing rapidly. This growing collection of nodul es potentially
enables a |l arge set of managenent use cases, but from a user
perspective, it is a daunting task to navigate the |argely ad-hoc

| andscape of nodels to determine their functionality, availability,
and i npl enentations. For exanple, the | ETF Routing Area Coordi nation
page [ RTG AD- YANG currently tracks nearly 150 YANG nodels related to
| ayer 2 and |l ayer 3 technol ogi es.

YANG nodel s are al so bei ng devel oped and published beyond the | ETF,
for exanple by open source projects, other standards organi zations,
and industry foruns. These efforts are generally independent from
each other and often result in overlapping nodels. Wile we
recogni ze that nodels may cone fromnultiple sources, the current
approach of having a flat online listing of nodels is not sufficient
to help users find the nodels they need, along with the information
to retrieve and utilize the nodels in actual operational systens.
There is a need for a wider registry and catal og of avail abl e nodel s
that provides a central reference for nodel consuners and devel opers.

The idea of a nobdel catalog is inspired by service catalogs in
traditional I T environments. Service catal ogs serve as software-
based registries of available services with infornmation needed to
di scover and invoke them
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In earlier proposals [I-D.openconfig-netnod-nodel -structure] we
nmotivated the need for a common structure that allows a set of nodels
to be used together coherently in order to manage, for exanple, a
compl ete network device. Oher efforts have subsequently proposed
further options for nodeling the conplete device structure

[I1-D. rtgyangdt-rtgwg-device-nodel]. W also briefly described the
notion of a nodel catalog to provide a structured view of all of the
nmodel s available fromdifferent organizations. |In this document, we
further el aborate on sone of the details and use cases for a node
catalog and registry.

There are recent proposals that address related issues in terns of
under standi ng the set of YANG nodel s avail abl e on a device
[I-D.ietf-netconf-yang-library], and how to classify nodels based on
their role in describing a nulti-Ilayer service

[1-D. bogdanovi c- net nod- yang- nodel -cl assification]. The latter, in
particul ar, describes a taxonony for classifying YANG nodel s that
could al so be used in the nodel catal og, though it does not address
the probl em of classifying nodel functionality, which is a key
requirenent.

2. Mddel catalog and registry requirenents

At a high level, the nodel catal og nust provide enough information
for users to deternine which nodels are available to describe a
specific service or technology, and attributes of those nodels that
woul d hel p the user select the best nodel for their scenario. Wile
this draft does not specifically address selection criteria -- they
woul d be specific to each user -- sonme exanpl es include:

o nodel maturity, including availability of server inplenmentations
(e.g., native device support)

0 available of co-requisite nodels, and conplexity of the nobdel
dependenci es

0 identity and reputation of the entity or organization publishing
t he node

The nodel catal og should, therefore, include key infornmation about
YANG nodul es, incl uding:

0 organization responsible for publishing and mai ntai ning the nodul e
with contact information; organizations may include standards
bodi es (SDGCs), industry foruns, open source projects, individuals,
etc.
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o classification of the nmodule or nodel, which could be al ong
several axes, e.g., functional category, service vs. el enent
nodel s, commercial vs. free-to-use, etc.

o for open nodels, the |license under which the nodel is distributed;
this is inportant if there are limtations on how the nodel nmay be
nodi fied or redistributed

o nodul e dependencies, e.g., a list of all of the YANG nodul es that
are required

0 pointer to the YANG nodule, e.g., a URl that can be machi ne-
processed

o inplenmentation information, for exanple, a list of available
server inplenentations that support the nodul e

o authentication information to allow users to verify that the nodel
they retrieve is authentic and unaltered

Establi shing a globally applicable classification scheme for nodel s
is not straightforward -- each organi zation devel opi ng nodels |ikely
has its own taxonony or organi zation strategy for YANG nodul es. This
is an area of the catalog that is likely to require extensibility and
customi zation, e.g., by letting each organi zati on augnent the schema
with its own categories. Simlarly, users may want to define their
own classifications for use by internal systens.

The proposed catal og schema shoul d be useful as a | ocal database,
depl oyed by a single user, and also as a global registry that can be
used to discover available nodels. For exanple, the |ocal catal og
could be used to define the approved set of nodels for use within an
organi zation, while the registry serves as a channel for all node
devel opers to nmake informati on about their nodels available. The

| ETF XML Regi stry [ RFC3688], nmintai ned by | ANA serves a simlar
purpose for XML docunents used in | ETF protocols, but it is limted
to | ETF-defined YANG nodels, is tied to XM. encoded data, and has a
very limted schema.

The registry inplenentation could be as sinple as a netadata database
that reflects the proposed catal og schema, along with neans for
online access and viewing. A key requirenment for the online registry
woul d be a robust query capability that allows users to search for
modul es nmeeting a variety of selection criteria, along with an easy
way to retrieve nodul es (where applicable).
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3.

3.

Model catal og schema

We propose a schema for the nodel catal og defined using YANG (see the
nmodul es in Section 7). The YANG nodules in the catal og are organi zed
at the top level by the publishing organization and its associ ated
contact information. The catalog structure is shown bel ow.

+--rw organi zati ons
+--rw organi zati on* [ name]
+--rw nane string
+-rw type? i dentityref
+--rw contact? string
+--rw nodul es
+--rw nodul e* [ nane]

+--rw nane string
+--rw namespace? string
+--rw prefix? string
+--rw revision? string
+--rw sunmary? string
+--rw nodul e-ver si on? string

+--rw nodul e- hi erarchy
L-—rw cI éssi fication
I+--rw débendenci es
I+--rw ﬁﬁdul e- usage

+--rw i npl enentations

In this nodel, each organization publishes a list of available
nmodul es, each nodul e havi ng associ ated data describing its
classification, dependencies, usage information, and inplenentation
information. In addition, some of the basic nodule netadata is
included in the catal og, e.g., namespace, prefix, and revision.

1. Modul e i nfornati on

Each nodul e has several types of information associated with it.
These are described bel ow.

The basic information includes nodul e netadata as nentioned above and
al so the location of nodule in its own dependency chain. The nodul e-
hi erarchy contai ner indicates whether the nodule is a subnodul e of
anot her nodule, and has a reference to its parent nodul e.
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The classification data is neant to capture sonme base information but
| eave the taxonomy largely to nodel publishers. The category and
subcategory |l eaves are identities that are expected to be augnented
with additional values. The classification also includes a status to
i ndi cate the devel opnent or deploynent status of the nodule, e.g.
whether it is purely experinmental, or mature enough for production
use. The classification data is shown bel ow

+--rw nodul e* [ nane]
+--rw classification

+--rw status? i dentityref
+--rw cat egory? i dentityref
+--rw subcat egory? i dentityref

In this initial version of the catal og schema, the nodul e
dependenci es are represented as a sinple list of references to co-
requi site nodul es. The nodel assunes that required nodul es are al so
represented in the catalog, and that only the first-Ieve
dependencies are included in the list. That is, each of the listed
nmodul es can be exanmined to determne its dependenci es.

The usage data contains information required to retrieve and validate
the nodule. Specifically, it includes authentication and validation
data to ensure the origin and integrity of the nodule, respectively.
The aut hentication information will be further devel oped in future
revi sions of the document; in the current version, these can be

consi dered pl acehol ders. This section also includes a URI for
nodul es that can be downl oaded directly. This part of the schema is
shown bel ow

+--rw nodul e* [ nane]
+--rw nodul e- usage
+--rw aut henti cati on? string
+--rw nd5- hash? string
+--rw access-uri? i net:uri

The i npl ement ati on contai ner provides information about known

i mpl ement ati ons of the nodule, for exanple by network devices or
other servers. This data is structured as a list to account for
multiple inplenentations of a nodule, e.g., by different vendors. It
i ncl udes sone basic information about the platformon which the
nmodul e i s supported, and the status of the inplenentation, but it is
expected that details and linitations of the inplenentation wll
require consulting the inplenentor. The inplenentation informtion
in the catalog is shown bel ow
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4.

+--rw nodul e* [ nane]
+--rw i npl enent ations
+--rw inplenmentation* [inplenentation-id]

+--rw inplenentation-id string
+--rw description? string
+--rw reference? uni on
+--rw i npl ement or - nanme? string
+--rw pl atfornf string
+--rw pl atformversion? string
+--rw i npl enment ati on-status? i dentityref

Modul e conposition with bundles

From an operational perspective, the utility of a single nodule is
quite limted. Mst, if not all, use cases require multiple nodul es
that work together coherently. Managing a network device typically
requires configuration and operational state nodels for device-w de
services, network protocols, virtual instances, etc. Network
services, such as those delivered by many service providers, require
not only infrastructure-|level managenent nodels, such as devices and
protocol s, but also service-level nodels that describe service
paraneters

The nodel catalog and registry provides a common way to define
service bundles, or recipes, that describe the set of nodul es
required for realizing the feature or service. For exanple, a Layer
3 VPN bundle would list its required configuration and state nodels,
including VRFs, interfaces, BGP, policy, ACLs, and QS. Simlar
bundl es can be defined for other services or use cases, for exanple,
basic I nternet operations such as addi ng new peers or custoners, or
setting up Layer 2 VPNs. Note these bundl e definitions conpl enent
actual configuration nodels for such services, which may focus on
provi ding an abstracted set of configuration or operational state
vari abl es. These variables would then be nmapped onto device |eve
vari abl es. W | eave discussion of such napping nechanisns to future
revisions.

Bundl e definitions are particularly useful for organizations that
identify and validate a set of nodels that are used to build a
service, and then define an approved bundl e based on that set. Users
within the organi zation can be assured that the correspondi ng bundl es
are known to work together to support the desired service. Another
use case for bundle definitions is for third-party testing or
certification organizations to provide services to validate a set of
nmodul es and mai ntain the bundl e.
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4.1. Schema for npdul e bundl es

We propose an initial YANG defined schema for describing a service
bundl e for building conposite services and functions (shown bel ow).

+--rw bundl e

+--rw nanme? string
+--rw version? string
+--rw description? string
+--rw category? string

+--rw subcat egory? string
+--rw nodul es
+--rw nodul e* [ nodul e-type]
+--rw nodul e-type string
+--rw cat al og-reference? -> /cat:organi zations/.../nodul e/ nanme
+--rw appl i cation-sequence? uint8

Each bundl e includes basic informati on such as the nane of the
feature or service, the bundle version, and its category and

subcat egory. The nodul es conprising the bundle are contained in the
modul es list with a reference to the nodule in the catal og. The
appl i cation sequence nunber can be used to indicate an ordering of
the nodules in realizing the service, for exanple, device or elenent
configuration nodul es foll owed by service configuration nodels. The
application sequence is a high level indication; a conplete
realization of the service would require a detailed definition of the
mappi ng between nodul e variables at different |evels as discussed in
Section 4.

5. Security Considerations

The nmodel catalog and registry described in this docunent do not
define actual configuration and state data, hence are not directly
responsi ble for security risks.

However, since the nodel catalog is intended to be an authoritative
and aut henti cated dat abase of published nodul es, there are security
consi derations in securing the catal og (both contents and access),
and al so in authenticating organi zations that deposit data into the
cat al og.

6. | ANA Consi derations
The YANG nodel catalog is intended to conpl enment the | ANA XM
Regi stry. YANG nodul es defined in this docunent may be entered in

the XML registry if they are placed or redirected for the standards
track, with an appropriate nanespace URI.
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7.  YANG nodul es
The nmodel catal og and associ ated types nodules are |isted bel ow.

<CODE BEG NS> fil e openconfi g-nodul e-cat al og. yang
nmodul e openconfi g- nodul e-catal og {

yang-version "1";

/'l nanmespace
nanespace "http://openconfig.net/yang/ nodul e-cat al og"

prefix "cat";

/1 inmport some basic types

inmport ietf-inet-types { prefix inet; }
i mport openconfig-catal og-types { prefix cat-types; }

/1 neta
organi zati on "OpenConfi g working group”
cont act
"OpenConfig working group
www. openconfi g. net";
description
"This nodul e provides a schema for catal oging and descr bi ng
YANG nodel s published across various organi zations.";
revision "2015-10-18" {
description
"Initial revision";
reference "TBD';

}

/| extension statements
/] feature statenents
/1 identity statenents
/] typedef statenents
/1 grouping statements

groupi ng nodul e-i npl ementation-information {
description
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"Data describing any avail abl e inplenmentations”;

cont ai ner inplenmentations {
description
"Cont ai ner for nodul e i npl enentation infornation”

list inplementation {
key inpl ementation-id,
description
"List of available inplenentations, keyed by an identifier
provi ded by either the inplenentor or the nodul e
mai ntai ner. Such a key avoi ds needing a conpl ex conposite
key to uniquely identify an inplenentation."”;

| eaf inplenentation-id {

type string;

description
"An identifier for the inplenmentation, provided by the
i mpl ementor or the nodule nmaintainer. This id should
uniquely identify a specific inplementation of the
nmodul e, e.g., based on the vendor, platform and platform
version.";

}

| eaf description {
type string;
description
"A text summary of inportant information about the
i mpl enent ati on";

}

| eaf reference {
type union {
type string;
type inet:uri;

description
"A URl or text reference to nore detailed information
about the inplementation.”;

}

| eaf inplenmentor-nane {
type string;
description
"Name of the vendor or entity providing the nodul e
i mpl enent ati on";
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| eaf platform{
type string;
description
"Name of the server platformon which the inplenentation
is available -- this could be the nodel name of a network
device, a server OS, etc.";

}

| eaf platformversion {

type string;

description
"I npl enent or - defi ned version name or number for the
nodul e i npl ement ation, corresponding to the platform
This could be the firnmware version of a network device
such as a router, OS version, or other server platform
version.";

}

| eaf inplenmentation-status {
type identityref {
base cat-types:inpl enentati on-status-type
}
description
"Indicates the status of the inplenentation, e.g.
compl ete, partial, in-progress, etc. |Inplenentors
may define additional values for the base identity";
}
}
}
}

groupi ng nodul e- dependency-information {
description
"I nformati on about nodul e dependenci es"

cont ai ner dependenci es {
description
"Cont ai ner for information about nodul e dependenci es";

| eaf-1ist required-nodul e {
type leafref {
path "../../nanme";
}

description
[/ TODO. should this list be complete, or only the first-
/11 evel dependencies?
"A sinple list of nodules that are prerequisites for the
current nmodule. It is expected that each of the required
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modul es would in turn list their dependencies. The Ilist
val ues shoul d be references to other nodules in the
catal og.";
}
}
}

groupi ng nodul e-cl assification-information {
description
"Data describing the nodule’'s classification(s)";

contai ner classification {
description
"Cont ai ner for data describing the nodule’ s classification”;

| eaf status {
type identityref {
base cat-types: nodul e-status-type
}

description
"Status of the nmodule -- experinmental, standards-track
production, etc.";

}

| eaf category {
type identityref {
base cat-types: nodul e- cat egory- base
}

description
"Cat egorization of the nodul e based on identities defined
by the publishing organizations.";

}

| eaf subcategory {
type identityref {
base cat-types: nodul e- subcat egory- base
}

description
"Sub-cat egori zation of the nodule based on identities
defined by the publishing organi zations."
}
}
}

groupi ng nodul e-usage-i nformation {
description
"Data pertaining to retrieval and usage of the nodul e";
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cont ai ner nodul e- usage {
description
"Container for data pertaining to retrieval and usage of the
nodul e";

| eaf authentication {
[/ TODO. requires nmore detailed nodel for different types
[/l of authentication / validation schenes
type string;
description
"Aut hentication information to all ow
users to verify that the nodel originates from
stated organi zation, e.g., X. 509 certificate";

}

| eaf nd5- hash {
type string;
description
"MD5 hash of the nodule file, used by users to validate
data integrity";
}

| eaf access-uri {
type inet:uri;
description
"URI where nodul e can be downl oaded. Mdul es may be
made avail able fromthe catal og nmaintainer, or directly
fromthe publisher";
}
}
}

groupi ng nodul e-base-information {
description
"Basic information describing the nodule, e.qg.
YANG net adata in the nodul e preface.”;

, the

| eaf nane {
type string;
description
"The nodul e nane, as defined in the YANG nodule file.";
}

| eaf nanespace {
[ltype inet:uri;
type string;
description
"Publ i shed nanespace of nodul e";
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}

| eaf prefix {
type string;
description "Published prefix of nodule";

}

| eaf revision {
type string;
description
"Date in the revision statenent of the nodul e";

}

| eaf summary ({

type string;

description
"Brief summary of the nodul e description”

}

| eaf nodul e-version {
type string;
description
"Optional version nunber for the nodule, in addition to the
YANG revi sion statement”;

}

cont ai ner nodul e- hi erarchy {

description
"YANG nodul e hi erarchy specification"

| eaf nodul e- hi erarchy-1evel {
type uint8 {
range 1..5;

}
defaul t 1;
description
"Mbdul e hierarchy level. If this is a sub-nodul e,
it is set to > 1, depending
on the hierarchy | evel of the sub-nodul e";

}
| eaf nodul e-parent {
when "../nodul e-hierarchy-level > "'1'" {
description "Only applicable to sub-nodul es”;

}
type leafref {
path "../../nanme";
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}

description
"Parent nodule, if this is a sub-nodul "
}

} // nmodul e- base-i nformation

groupi ng organi zation-information {
description
"Dat a describing the publisher of the nodul e";

| eaf nane {
type string;
description
"Name of Organization defining YANG Modul e: ™
+ "Standards Body exanpl es:"

+ " ietf, ieee, opendaylight, etc.
+ "Commercial entity exanples:"
+ " AT&T"
+ "Nanme of industry forum exanples:"
+ " openconfig, other"”;
}
| eaf type {
type identityref {
base cat-types: organi zation-type
}
description
"YANG nodul es publication authority";
}
| eaf contact {
type string;
description
"Contact information for the publishing organization"
}

groupi ng nodul e-catal og-top {
description
"Top level structure of the nodul e catal og"
cont ai ner organi zations {

description
"Li st of organizations owni ng nodul es";
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list organization {

key "nane";

description
"List of organizations defining the YANG Mdul es";

uses organi zation-information
cont ai ner nodul es {
description
"Mbdul es published by this organization"
l'ist nodule {
key nane;
description
"Li st of published nodul es fromthe organization”
uses nodul e-base-information;
uses nodul e-cl assification-information
uses nodul e- dependency-i nformati on

uses nodul e-usage-i nfornation
uses nodul e-i npl enent ati on-i nformati on;

/] data definition statenents
uses nodul e- cat al og-top

/] augnent statenents

[l rpc statements

/1 notification statenents
}
<CODE ENDS>
<CODE BEG NS> fil e openconfig-catal og-types. yang

nmodul e openconfi g-catal og-types {

yang-version "1";

2015
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/'l namespace
nanespace "http://openconfig.net/yang/ catal og-types”

prefix "cat-types";

/1 inmport some basic types

/1 neta
organi zati on "OpenConfi g working group"

cont act
"OpenConfi g working group
www. openconfi g. net";

description
"This nodul e defines types and identities used by the OpenConfig
YANG nodul e cat al og nodel . ";

revision "2015-10-18" {
description
"Initial revision";
reference "TBD';

}

/] extension statenents
/|l feature statenents
/1 identity statenments

identity inplenmentation-status-type {
description
"Indications of the status of a nodule’'s inplenentation on a
devi ce or server";

}

identity in-progress {
base i npl enent ati on- st at us-type
description
"Impl enentation is in progress"”
}

identity planned {
base i npl enent ati on- st at us-type
description
"I'mpl enentation is planned"”
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identity conplete {
base i npl enent ati on- st at us-type
description
"I'nmpl enentation is conplete and fully supports the nodel"

}

identity partial {
base i npl enent ati on- st at us-type
description
"Inmpl enentation is conplete, but only supports the nodel
partially";
}

identity nodul e-status-type {
description
"I ndi cates the depl oynent status of the nodul e";

}

identity experinental {
base nodul e- st at us-type
description
"Mbdul e shoul d be consi dered experinental, not deployed in
production settings";

}

identity production {
base nodul e- st at us-type
description
"Modul e is suitable for use in production, or has been
depl oyed in production”;

}

i dentity nodul e-cat egory-base {
description
"Base identity for the nodule category. It is expected that
publ i shing organi zations will define additional derived
identities to describe their categorization schene.";

}

i dentity nodul e-subcat egory-base {
description
"Base identity for the nodul e subcategory. It is expected that
publ i shing organi zations will define additional derived
identities to describe their categorization schene.";

}

identity organi zation-type {
description
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"Publ i shing organi zation type for the set of nodul es"

}

identity standards {
base organi zation-type
description
" St andar ds devel opnent organi zation (SDO) publisher type"
}

identity industry {
base organi zation-type
description
"Industry forumor other industry group"
}

identity comercial {
base organi zation-type
description
"Commercial entity, conpany, etc.";
}

identity individual {
base organi zation-type
description
"For nodul es published by an individual"

/] typedef statenents
t ypedef yang- nodel - publi sher
{
type enuneration {
enum " st andar ds";

enum "conmerci al "
enum "forunt;

}
/1 grouping statenents
/] data definition statenents
/] augnent statenents
[/l rpc statenents

/'l notification statenents
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}
<CODE ENDS>

The feature bundle nodule is |listed bel ow

<CCODE BEG NS> fil e openconfi g-feature-bundl e. yang
nmodul e openconfi g-feature-bundl e {

/'l nanmespace
/[l TODO change to an ietf or other nore generic nanespace
nanespace "http://openconfig. net/yang/feature-bundle";

prefix bundl e;
i mport openconfi g-nodul e-catalog { prefix cat; }

Il neta
organi zati on "OpenConfig working group"

cont act
" OpenConfi g working group
net openconfi g@oogl egr oups. cont';

description
"This nodul e can be used to build network features using
publ i shed YANG Mbdel s. "

revision "2015-10-18" {
description
"Initial Revision";
reference "TBD';

}
groupi ng bundl e-information {

description
"Tenpl at e defining the bundle";

| eaf nane {
type string;
description "Published name of bundle, for exanple:
I 3vpn, |2vpn, internet-access"

}

| eaf version {
type string;
description "bundl e version nunber";
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}

| eaf description {
type string;
description "User defined information about bundle";

}

| eaf category {
type string;
description
"Cat egorization of bundle such as:
networ k, service, oam experinmental, other";

}

| eaf subcategory {
type string;
description
" Sub- Cat egori zation of bundle such as:
protocol, operational, other";

}
} //bundl e-tenpl ate

groupi ng bundl e-ingredients {
description "Mdul e ingredients used in bundle";
cont ai ner nodul es {

description
"Mbdul es that conprise the bundle";

Iist nodule {
key "nodul e-type"

description
"Li st of nodul es from yang-nodul e-catal og conpri si ng
t he bundl e";

| eaf nodul e-type {
type string;
description
"A user-define type of the nodul e";

}

| eaf catal og-reference {
type leafref {
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path "/cat:organi zati ons"
+ "/cat:organization"
+ "/ cat: nodul es”
+ "/cat: nodul e"
+ "/cat: nane";

escription
"Link to a nodul e defined by a standards body";

f application-sequence {
type uint8;
description
"Sequence nunber indicating order of application of
nodul e";

} //nodul e-info

} //bun
} //bundl

cont ai ner

descrip
" Bui |

uses bu
uses bu
} //bundl

}
<CODE ENDS>
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