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Abst ract

Thi s docunment defines YANG nodels to add support for classifying
traffic received on interfaces as Ethernet/VLAN franed packets to
sub-interfaces based on the fields available in the Ethernet/VLAN
frane headers. Prinmarily the classification is based on VLAN
identifiers in the 802. 1Q VLAN tags, but the nodel al so has support
for matching on sonme other layer 2 frame header fields and is
designed to be easily extensible to match on other arbitrary header
fields.

The nodel differs froman | EEE 802. 1Q bridge nodel in that the
configuration is interface/sub-interface based as opposed to being
based on nmenbership of a 802.1Q VLAN bri dge.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 21, 2016.
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1. Introduction

Thi s docunent defines two YANG RFC 6020 [ RFC6020] nodul es that
augrment the encapsul ati on choice YANG el enent defined in Interface
Extensions YANG [I-D.wi |l ton-netnod-intf-ext-yang] and the generic
interfaces data nodel defined in RFC 7223 [ RFC7223]. The two nodul es
provi de configuration nodes to support classification of Ethernet/
VLAN traffic to sub-interfaces, that can have interface based feature
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and service configuration applied to them |In the case of layer 2
Et hernet services, the flexible encapsul ati on nodul e al so supports
flexible rewiting of the VLAN tags contained the in frame header

For reference, a conparison between the sub-interface based YANG
nodel documented in this draft and an | EEE 802. 1Q bri dge nodel is
descri bed in Appendi x A

In sunmmary, the YANG nodul es defined in this internet draft are:

if-13-vlan.yang - Defines the nodel for basic classification of
VLAN tagged traffic to L3 transport services

fl exi bl e-encapsul ation.yang - Defines the nodel for flexible
classification of Ethernet/VLAN traffic to L2 transport services

In addition, the yang nodul e dot 1g-tag-types.yang, that provides
definitions for common ways of identifying franes using fields from
the 802.1Q VLAN tag, is included in this draft as a tenporary
reference. This nodule may be standardi zed t hrough | EEE 802.1 and
subsequently referenced fromthis draft rather than included in it.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Sub-interface: A sub-interface an a small augnentation of a regul ar
interface in the standard YANG nodul e for |nterface Managenent that
represents a subset of the traffic handled by its parent interface.
As such, it supports both configuration and operational data using
any ot her YANG nodel s that augnent or reference interfaces in the
normal way. It is defined in Interface Extensions YANG
[1-D.wilton-netnod-intf-ext-yang].

1.2. Tree Diagrans
A simplified graphical representation of the data nodel is used in
this docunent. The neaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite), and "ro" neans state data (read-only).
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0 Synbols after data node names: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list or leaf-list.

o Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2. (Objectives

The aim of of the YANG nodels contained in this draft is to provide
the core nodel that is required to inplenment VLAN transport services
on router based devices.

The secondary aimis to nake the nodel cleanly extensible, both to
handl e greater depths of VLAN tag stacks if required, and also to
al | ow vendors to extend the nodel to include additional forms of tag
matching and rewiting if desired.

However, the intention is that it should not be necessary to have any
vendor specific extensions to any of the YANG nodels defined in this
docunent to inplenent standard Et hernet and VLAN services.

3. L3 Interface VLAN Mbdel

The L3 Interface VLAN nodel provides appropriate |eaves for

term nation of an 802.1Q VLAN tagged segnent to a sub-interface based
L3 service. It allows for ternmination of traffic with up to two

802. 1Q VLAN t ags.

The "if-13-vlan" YANG nodul e has the follow ng structure:

augnent /if:interfaces/if:interface/if-cm:encapsul ation/
i f-cm: encaps-type:
+--: (vl an)
+--rw vl an
+--rw tags
+--rw tag* [index]
+--rw i ndex uint8
+--rw dot 1g-tag
+--rw tag-type dot 1g-tag-type
+--rw vlan-id dot 1g-vl an-id
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4. Fl exi ble Encapsul ati on Mde

The Fl exi bl e Encapsul ation nodel is designed to allow for the
flexible provisioning of layer 2 services. |t provides the
capability to classify Ethernet/VLAN franes received on an Ethernet
trunk interface to sub-interfaces based on the fields available in
the layer 2 headers. Once classified to sub-interfaces, it provides
the capability to selectively nodify fields within the |layer 2
headers before the frame is handed off to the appropriate forwarding
code for further handling.

The nodel supports a common core set of |ayer 2 header matches based
on the 802.1Q tag type and VLAN |Ids contained within the header up to
a tag stack depth of two tags.

The nodel supports flexible rewites of the layer 2 frane header for
data franmes as they are processed on the interface. It defines a set
of standard tag mani pul ations that allow for the insertion, renoval,
or rewite of one or two 802.1Q VLAN tags. The expectation is that
mani pul ations are generally inplenented in a symetrical fashion

i.e. if a mnipulation is performed on ingress traffic on an
interface then the reverse manipulation is always performed on egress
traffic out of the sane interface. However, the nodel also allows
for asymmetrical rewites, which may be required to inplenment some
forwardi ng nodels (such as E-Tree).

The structure of the nodel is currently limted to matching or
rewiting a maxi rumof two 802.1Q tags in the frane header but has
been designed to be easily extensible to matching/rewiting three or
nmore VLAN tags in future, if required.

The final aimfor the nodel design is for it to be cleanly extensible
to add in additional match and rewite criteria of the |layer 2
header, such as matching on the source or destination MAC address,
PCP or DElI fields in the 802.1Q tags, or the EtherType of the frane
payl oad. Rewites can also be extended to allow for nodification of
other fields within the layer 2 frane header.

The "fl exi bl e-encapsul ati on" YANG nodul e has the follow ng structure:

augrment /if:interfaces/if:interface/if-cm:encapsul ation/
i f-cm: encaps-type:
+--:(flexible) {flexible-encapsulation-rewites}?
+-rw flexible
+--rw mat ch
| +--rw (match-type)
| +--:(default)
| | +--rw default? enpty
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| +--: (unt agged)
| | +--rw untagged? enpty
| +--:(priority-tagged)
[ | +--rwopriority-tagged
| | +-rw tag-type? dot 1g: dot 1g-t ag-type
| +--: (vl an-tagged)
| +--rw vl an-t agged
| +--rw tag* [index]
| | +--rwindex uint8
[ | +--rw dotlg-tag
| | +-rw tag-type dot 1g-tag-type
| | +--rw vlan-id uni on
| +--rw mat ch- exact-tags? enpty
+-rwrewite {flexible-rewites}?
+--rw (direction)?
+--:(symmetrical)
|  +--rw symmetrical
+-rwtag-rewite {tag-rewrites}?

I

| +--rw pop-tags? uint8

| +--rw push-tags* [index]

| +--rw i ndex uint8

[ +--rw dot 1g-tag

| +-rw tag-type dot 1g-tag-type
| +--rw vlan-id dot 1g-vl an-id
+--:(asymetrical) {asymetric-rewites}?

+--rw ingress
+--rwtag-rewite {tag-rewites}?

+--rw pop-tags? uint8
+--rw push-tags* [index]

+--rw dot 1g-tag
+--rw tag-type dot 1g-tag-type
+--rwvlan-id dot 1g-vl an-id
+--rw egress
+-rwtag-rewite {tag-rewites}?

|
I
I
| +--rw i ndex uint8
I
I
|

+--rw pop-tags? uint8
+--rw push-tags* [index]
+--rw i ndex uint8

+--rw dot 1g-t ag
+-rw tag-type dot 1g-tag-type
+-rwvlan-id dot1g-vlan-id
augrment /if:interfaces/if:interface:
+--rw fl exi bl e-encapsul ati on
+--rw |l ocal -traffic-default-encaps
+--rw tag* [index]
+--rw i ndex uint8
+--rw dot 1g-tag
+--rw tag-type dot 1g-tag-type
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+--rw vlan-id dot 1g-vl an-id
5. L3 Interface VLAN YANG Modul e

Thi s YANG nodul e augnents the encapsultion container defined in
Interface Extensions YANG [|-D. wilton-netnod-intf-ext-yang].

<CODE BEG NS> file "if-I3-vlan@015-10-19. yang"
modul e if-13-vlan {
nanespace "urn:ietf:parans: xm:ns:yang:if-13-vlan"
prefix if-I3-vlan;

inmport ietf-interfaces {
prefix if;

}

import iana-if-type {
prefix ianaift;

}

i mport dot 1g-tag-types {
prefix dot1lg-tag;
}

i mport interfaces-common {
prefix if-cm,;

}

organi zati on
"Cisco Systens, Inc.
Cust oner Servi ce

Postal: 170 W Tasman Drive
San Jose, CA 95134

Tel : +1 1800 553- NETS
E-mail : cs-yang@i sco. conf';

cont act
"Robert Wlton - rwilton@isco.coni;

description
"Thi s YANG nodul e nodel s L3 VLAN sub-interfaces

revision 2015-10-19 {
description "Latest revision";
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reference "Internet-Draft draft-wlton-netnod-intf-vlan-yang-01";

}

feature | 3-vlan-sub-interfaces {
description
"This feature indicates that the device supports L3 VLAN
sub-interfaces"”;

}

/*

* Add support for the 802.1Q VLAN encapsul ation syntax on |ayer 3

* term nated VLAN sub-interfaces

*/

augrment "/if:interfaces/if:interface/if-cmm:encapsulation/" +
"if-cm:encaps-type" {

when "../../if:type = "ianaift:l2vlan’ and
../..lif-crm:transport-layer = 'layer-3 " {
description "Applies only to VLAN sub-interfaces that are
operating at |ayer 3";

if-feature | 3-vlan-sub-interfaces;
description "Augrment the generic interface encapsulation with an
encapsul ati on for layer 3 VLAN sub-interfaces"”;

/*
* Matches a VLAN, or pair of VLAN Ids to classify traffic
* into an L3 service.
*/
case vlan {
cont ai ner vlan {
description
"Match VLAN tagged franes with specific VLAN Ids";
contai ner tags {
description "Matches franes tagged with specific VLAN |ds"
list tag {
key "index";
m n-el enents 1;
max- el enents 2;
description "The tags to match, with the outernost tag to
match with index 0";
| eaf index {

type uint8 {
range "0..1";

}

/*

* Only allow matching on an inner tag (at index 1), if
* also matching on the outer tag at the sane tine.
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*/
must "index = 0 or
count (../../tag[index = 0]/index) > 0" {
error-nessage
"An inner tag can only be nmatched on when al so
mat chi ng on an outer tag";
description
"Only allow matching on an inner tag, if also
mat ching on the outer tag at the sane tinme";
}
description
"The index into the tag stack, outernpst tag first";
}

uses dot 1g-tag: dot 1g-t ag;

}
<CODE ENDS>
6. Flexible Encapsul ati on YANG Modul e

Thi s YANG nodul e augnents the encapsultion container defined in
Interface Extensions YANG [|-D.wilton-netnod-intf-ext-yang].

Thi s YANG nodul e al so augnents the interface container defined in
RFC 7223 [ RFC7223].

<CODE BEG NS> file "fl exibl e-encapsul ati on@015-10-19. yang"
nmodul e fl exi bl e-encapsul ation {
nanespace "urn:ietf:parans: xnl :ns:yang: fl exi bl e-encapsul ati on”
prefix flex;

inmport ietf-interfaces {
prefix if;

}

i mport interfaces-common {
prefix if-cm;

}

i mport dot 1g-tag-types {
prefix dot1lg-tag;
}
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organi zati on
"Cisco Systens, Inc.
Cust omer Service

Postal: 170 W Tasman Dri ve
San Jose, CA 95134

Tel : +1 1800 553- NETS
E-mai |l : cs-yang@i sco. conf';

cont act
"Robert Wlton - rwilton@i sco. coni;

description
"Thi s YANG nodul e describes interface configuration for flexible
VLAN mat ches and rewites.";

revision 2015-10-19 {
description "Updated reference to new draft nane.";

ref erence
"Internet-Draft draft-wilton-netnod-intf-vlan-yang-01";

}

feature flexible-encapsul ation-rewites {
description
"This feature indicates whether the network el ement supports
flexi ble Ethernet encapsulation that allows for matching VLAN
ranges and perform ng i ndependent tag nani pul ati ons";

}

feature flexible-rewites {
description
"This feature indicates whether the network el ement supports
specifying flexible rewite operations"

}

feature asynmretric-rewites {
description
"This feature indicates whether the network el ement supports
specifying different rewite operations for the ingress
rewite operation and egress rewite operation."

}

feature tag-rewrites {
description
"This feature indicates whether the network el ement supports
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the flexible rewite functionality specifying flexible tag

rewites”;
}
/*
* flexible-match grouping.
*
* This grouping represents a flexible match.
* The rules for a flexible match are:
* 1. default, untagged, priority tag, or a stack of tags.
* - Bach tag in the stack of tags matches:
* 1. tag type (802.1Q or 802.1ad) +
* 2. tag val ue:
* i. single tag
* ii. set of tag ranges/val ues.
* iii. "any" keyword

/
groupi ng flexible-match {
description "Fl exible match";
choi ce match-type {
mandat ory true
description "Provides a choice of how the frames nmay be
mat ched";

case default {
description "Default match";
| eaf default {
type enpty;
description
"Default match. Matches all traffic not matched to any
ot her peer sub-interface by a nore specific
encapsul ation.";
} /] leaf default
} /] case default

case untagged {
description "Mtch untagged Ethernet franes only";
| eaf untagged {
type enpty;
description
"Unt agged match. Matches all untagged traffic.";
} /1 leaf untagged
} /] case untagged

case priority-tagged {
description "Match priority tagged Ethernet franes only";
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contai ner priority-tagged {
description "Priority tag match";
| eaf tag-type {
type dot 1g-tag: dot1g-tag-type;
description "The 802.1Q tag type of matched priority
t agged packets";
}

}
}

case vl an-tagged {
cont ai ner vl an-tagged {
description "Mtches VLAN tagged frames";
list tag {
key "index";
m n-el enents 1;
max-el enents 2;
description "The tags to match, with the outernpst tag to
mat ch assi gned i ndex 0";
| eaf index {
type uint8 {
range "0..1";
}
must "index = 0 or
count (../../tag[index = 0]/index) > 0" {
error-nessage "An inner tag can only be matched on
when al so matching on an outer tag";
description "Only allow matching on an inner tag, if
al so matching on the outer tags at the
sane tinme";
}

description
"The index into the tag stack, outernost tag first";
}

uses dot 1g-tag: dot 1g-t ag-ranges- or - any;

}

| eaf match-exact-tags {

type enpty;

description
"If set, indicates that all 802.1Q VLAN tags in the
Et hernet frame header nust be explicitly matched, i.e.
the EtherType following the matched tags nust not be a
802.1Q tag EtherType. |If unset then extra 802.1Q VLAN
tags are allowed.";
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}

}
} /'] encaps-type
}

/*
* Gouping for tag-rewite that can be expressed either
* symmretrically, or in the ingress and/or egress directions
* independently.
*/
grouping tag-rewrite {
description "Flexible rewite";
| eaf pop-tags {
type uint8 {
range 1..2;
}
description "The nunber of tags to pop (or translate if used in
conjunction with push-tags)";
}

list push-tags {
key "index";
max- el enents 2;
description "The nunber of tags to push (or translate if used
in conjunction with pop-tags)";
/*
* Server should order by increasing index.
*/
| eaf index {
type uint8 {
range O0..1;
}

/*
* Only allow a push of an inner tag if an outer tag is al so
* bei ng pushed.
*/
must "index != 0 or
count (../../push-tags[index = 0]/index) > 0" {
error-nessage "An inner tag can only be pushed if an outer
tag is al so specified";
description "Only allow a push of an inner tag if an outer
tag is al so being pushed”;
}
description "The index into the tag stack";

}

uses dot 1g-tag: dot 1g-t ag;
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}
}
/*
* Gouping for all flexible rewites of fields in the L2 header
* This currently only includes flexible tag rewites, but is
* designed to be extensible to cover rewites of other fields in
* the L2 header if required.

/
grouping flexible-rewite {
description "Flexible rewite";

* Tag rewite.

* All tag rewites are forned using a conbination of pop-tags
* and push-tags operations.
*/
container tag-rewite {
if-feature tag-rewites
description "Tag rewite. Translate operations are expressed
as a conbination of tag push and pop operations."
uses tag-rewite;
}
}

augnent "/if:interfaces/if:interface/if-cmm:encapsulation/" +
"if-cmm: encaps-type" {
when "../../if:if-com = "if-cm: ethSublnterface’ and
..l..lif-corm:transport-layer = 'layer-2'" {
description "Applies only to Ethernet sub-interfaces that are
operating at transport |ayer 2";
}

description
"Add flexible match and rewrite for VLAN sub-interfaces”

/*
* A flexible encapsulation allows for the matching of ranges and
* sets of VLAN Ids. The structure is also designed to be
* extended to allow for nmatching/rewiting other fields within
* the L2 frame header if required.
*/
case flexible {

if-feature flexible-encapsulation-rewites;

description "Flexible encapsulation and rewite";

contai ner flexible {

description "Fl exible encapsulation and rewite";
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contai ner match {
description
"The match used to classify frames to this interface"
uses flexi bl e-nmatch;

}

container rewite {
if-feature flexible-rewites;
description "L2 frame rewite operations”
choice direction {
description "Wiether the rewite policy is symmetrical or
asymetrical ";
case symmetrical {
contai ner symretrical {
uses flexible-rewite;
description
"Symmetrical rewite. Expressed in the ingress
direction, but the reverse operation is applied
to egress traffic";

}
}

/*
* Allow asymetrical rewites to be specified.
*/
case asymetrical {
if-feature asymetric-rewites;
description "Asymmetrical rewite";
contai ner ingress {
uses flexible-rewite;
description "lngress rewite";
}
cont ai ner egress {
uses flexible-rewite;
description "Egress rewite";

}
}
}
}
}
}
}
augrment "/if:interfaces/if:interface" {
when "if:type = "if-cm: et hSubl nterface’ and
if-crm:transport-layer = 'layer-2"" {
description "Any L2 Ethernet sub-interfaces";
}
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Wt on,

description "Add flexible encapsul ati on configuration for VLAN
sub-interfaces"”;

/*
* Al flexible encapsul ati on specific interface configuration
* (except for the actual encapsulation and rewrite) is contained
* by a flexible-encapsul ation container on the interface.
*/
cont ai ner fl exibl e-encapsulation {
description
"Al'l per interface flexible encapsulation related fields";

/*
* For encapsul ations that match a range of VLANs (or Any),
* allow configuration to specify the default VLAN tag val ues
* to use for any traffic that is locally sourced froman
* interface on the device.
*/
contai ner local-traffic-default-encaps {
description "The VLAN tags to use by default for locally
sourced traffic";
list tag {
key "index";
max- el enents 2;

description
"The VLAN tags to use by locally sourced traffic";

| eaf index {

type uint8 {
range "0..1";

}

/*

* Only allow an inner tag to be specified if an outer

* tag has al so been specified.

*/

must "index = 0 or

count (../../tag[index = 0]/index) > 0" {
error-nessage "An inner tag can only be specified if an
outer tag has al so been specified"

description "Ensure that an inner tag cannot be

specified without an outer tag

}

description "The index into the tag stack, outernpst tag
assigned index 0";
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uses dot 1g-tag: dot 1g-t ag;
}
}
}
}

}
<CODE ENDS>
7. 802.1Q Types YANG Mbdul e
Thi s YANG nodul e has no external inports

The expectation is that the raw 802.1Q VLAN tag fields types wll
eventual ly be standardized in | EEE rather than | ETF. They are
i ncluded here to make the nodel conpl ete.

The groupings that can be used to generally identify franes based on
the fields in the 802.1Q tag nmay be defined here or in | EEE dependi ng
on where is deenmed appropriate after discussion with | EEE 802.1

<CODE BEG NS> file "dot 1g-tag-types@015-10-19. yang"
nodul e dot 1g-tag-types {
nanespace "urn:ieee: parans: xnl : ns:yang: dot 1g-tag-types"
prefix dotlq;

i mport ieee-types {
prefix ieee-types;

}

i mport ieee-dotlg-types {
prefix dot 1g-types;
}
organi zati on
"Cisco Systens, Inc.
Cust oner Service

Postal: 170 W Tasman Drive
San Jose, CA 95134

Tel : +1 1800 553- NETS
E-mai |l : cs-yang@i sco. conf';

cont act
"Robert Wlton - rwilton@isco.coni;

description
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"This nodul e contains a collection of generally useful YANG types
that are specific to 802.1Q VLANs that can be usefully shared
bet ween mul ti pl e nodel s.

Terns and Acronyns
802.1Q | EEE 802. 1Q VLANs

VLAN (vlan): Virtual Local Area Network

revision 2015-10-19 {
description "Latest revision, references |EEE types";

reference "Currently defined in:
Internet-Draft draft-wlton-netnod-intf-vlan-yang-01,
but may be standardized in | EEE 802. 1";

}
typedef PCP {
type uint8 {
range "0..7";
}
description
"Priority Code Point. PCP is a 3-bit field that refers to the
class of service applied to an 802.1Q VLAN tagged frame. The
field specifies a priority value between 0 and 7, these val ues
can be used by quality of service (QS) to prioritize
different classes of traffic.";
reference "I EEE 802. 1Q (2014)";
}
/*

* Defines the supported | EEE 802.1Q types that can be used for
* VLAN tag matching.
*/
identity dotlg-tag-vlan-type {
description "Base identity fromwhich all 802.1Q VLAN tag types
are derived front;
}

identity c-vlan {
base dot 1g-tag-vl an-type;
description
"An 802.1Q Custoner-VLAN tag, normally using the 0x8100
Et hertype";
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identity s-vlan {
base dot 1g-tag-vl an-type;
description
"An 802.1Q Service-VLAN tag, using the 0x88a8 Ethertype
originally introduced in 802.1ad, and incorporated into
802.1Q (2011)";

typedef dot1lg-tag-type {
type identityref {
base "dot 1g-tag-vl an-type";
}
description "ldentifies a specific 802.1Q tag type";
reference "I EEE 802.1Q (2014)";

}

/*
* A grouping which represents an 802.1Q VLAN tag, matching both
* the tag Ethertype and a single VLAN Id. The PCP and DEl fields
* in the 802.1Q tag are ignored for tag matching purposes.
*/
groupi ng dot 1g-tag {
description "Grouping to allow configuration to identify a single
802. 1Q VLAN tag";
cont ai ner dotl1qg-tag {
description "ldentifies an 802.1Q VLAN tag with an explicit
tag-type and a single VLAN Id";
| eaf tag-type {
type dot 1g-tag-type;
mandat ory true;
description "VLAN tag type";

| eaf vlian-id {
type ieee-types:vlanid,
mandat ory true;
description "VLAN | d";
}
}
}

/*

* A grouping which represents an 802.1Q VLAN tag, matching both

* the tag Ethertype and a single VLAN Id or "any" to match on any
* VLAN Id. The PCP and DElI fields in the 802.1Q tag are ignored
* for tag matchi ng purposes.

*/

groupi ng dot 1g-tag-or-any {
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description "Grouping to allow configuration to identify a single
802. 1Q VLAN tag or the "any’ value to match any VLAN
Id not matched by a nore specific VLAN Id match”;
contai ner dotlqg-tag {
description "ldentifies an 802.1Q VLAN tag with an explicit
tag-type and a single VLAN Id, or 'any’ VLAN Id";
| eaf tag-type {
type dot 1g-tag-type;
mandat ory true;
description "VLAN tag type";

| eaf vlian-id {
type union {
type ieee-types:vlanid,
type enuneration {
enum "any" {
val ue 4096;
description
"Matches "any’ VLANtag in the range 1 to 4094 that
is not maitched by a nore specific VLAN Id match";

}
}
}
mandat ory true;
description "VLAN Id or any";
}

}
}

/*
* A grouping which represents an 802.1Q tag that natches a range
* of VLAN Ids. The PCP and DElI fields in the 802.1Qtag are
* jgnored for tag matchi ng purposes.
*/
groupi ng dot 1g-t ag-ranges {
description "Grouping to allow configuration to identify an
802. 1Q VLAN tag that matches any VLAN Id within a
set of non overlapping VLAN Id ranges";
cont ai ner dotl1qg-tag {
description "ldentifies an 802.1Q VLAN tag with an explicit
tag-type and and a range of VLAN |ds";
| eaf tag-type {
type dot1g-tag-type;
mandat ory true;
description "VLAN tag type";

| eaf vlan-ids {
type dot 1g-types: vid-range;
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mandat ory true;
description "VLAN |ds";
}
}
}

* A groupi ng which represents an 802. 1Q VLAN tag, matching both
* the tag Ethertype and a single VLAN Id, ordered |list of ranges,
* or "any" to match on any VLAN Id. The PCP and DElI fields in the
* 802.1Qtag are ignored for tag matchi ng purposes.
*/
groupi ng dot 1g-t ag-ranges-or-any {
description "Gouping to allow configuration to identify an
802. 1Q VLAN tag that matches any specific VLAN Id
within a set of non overl apping VLAN Id ranges, or
the "any’ value to nmatch any VLAN Id";
contai ner dotlqg-tag {
description "ldentifies an 802.1Q VLAN tag with an explicit
tag-type, an ordered list of VLAN Id ranges, or
"any’ VLAN |d";
| eaf tag-type {
type dot 1g-tag-type;
mandat ory true;
description "VLAN tag type";
}
| eaf vlian-id {
type union {
type dot 1g-types: vi d-range;
type enuneration {
enum "any" {
description "Matches "any’ VLAN tag in the range 1 to
4094";
}

}

mandat ory true;
description "VLAN Ids or any";

}
}
}

}
<CODE ENDS>
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Thi s docunent defines several new YANG nodul e and the authors
politely request that | ANA assigns uni que nanes to the YANG nodul e
files contained within this draft, and also appropriate URIs in the
"I ETF XML Regi stry".

10. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol RFC 6241 [RFC6241]. The |owest NETCONF | ayer is
the secure transport |ayer and the mandatory to inplenment secure
transport is SSH RFC 6242 [ RFC6242]. The NETCONF access contro

nmodel RFC 6536 [ RFC6536] provides the neans to restrict access for
particul ar NETCONF users to a pre-configured subset of all available
NETCONF pr ot ocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e which
are witable/creatable/deletable (i.e. config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g. edit-config) to
these data nodes w thout proper protection can have a negative effect
on network operations. These are the subtrees and data nodes and
their sensitivity/vulnerability:

10.1. if-13-vlan.yang
The nodes in the if-13-vlan YANG nodul e are concerned w th matching
particul ar frames received on the network device to connect themto a
| ayer 3 forwarding instance, and as such addi ng/ nodi fyi ng/ del eting
t hese nodes has a high risk of causing traffic to be | ost because it
is not being classified correctly, or is being classified to a
separate sub-interface. The nodes, all under the subtree
linterfaces/interface/encapsul ation/vlan, that are sensitive to this
are:
o tags
o tags/index
o tags/index/tag-type

o tags/index/vlan-id
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10.

2. flexible-encapsul ation.yang

There are many nodes in the flexible-encapsul ati on YANG nodul e t hat
are concerned with matching particular frames recei ved on the network
devi ce, and as such addi ng/ nodi fyi ng/ del eting these nodes has a high
risk of causing traffic to be |ost because it is not being classified
correctly, or is being classified to a separate sub-interface. The
nodes, all under the subtree

linterfaces/interface/encapsul ation/flexible/mtch, that are
sensitive to this are:

o default

0 untagged

o priority-tagged

o priority-tagged/tag-type

o vlan-tagged

o vl an-tagged/i ndex

o vl an-tagged/i ndex/dot1g-tag/ vl an-type

o vl an-tagged/i ndex/dot1qg-tag/vlan-id

o vl an-tagged/ mat ch-exact -t ags

There are also many nodes in the flexible-encapsul ati on YANG nodul e
that are concerned with rewiting the fields in the L2 header for
particul ar frames received on the network device, and as such

addi ng/ nodi fyi ng/ del eti ng these nodes has a high risk of causing
traffic to be dropped or incorrectly processed on peer network
devices, or it could cause |layer 2 tunnels to go down due to a

m smat ch in negotiated MIU. The nodes, all under the subtree
linterfaces/interface/encapsulation/flexible/rewite, that are
sensitive to this are

o0 symmetrical/tag-rewitel/pop-tags

o symmetrical/tag-rewite/push-tags

o symetrical/tag-rewite/push-tags/index

o symmetrical/tag-rewitel/push-tags/dotlg-tag/tag-type

o symetrical/tag-rewite/push-tags/dotlg-tag/vlan-id
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o asymmetrical/ingress/tag-rewite/pop-tags

o asymmetrical/ingress/tag-rewite/push-tags

o asymmetrical/ingress/tag-rewite/push-tags/index

o asymmetrical/ingress/tag-rewite/push-tags/dotlqg-tag/tag-type

o asymmetrical/ingress/tag-rewite/push-tags/dotlqg-tag/vlan-id

o asymmetrical/egress/tag-rewitel/pop-tags

o asymmetrical/egress/tag-rewite/push-tags

o asymmetrical/egress/tag-rewite/push-tags/index

o asymetrical/egress/tag-rewite/push-tags/dotlg-tag/tag-type

o asymmetrical/egress/tag-rewite/push-tags/dotlqg-tag/vlan-id

Nodes in the flexibl e-encapsul ati on YANG nodul e that are concerned

with the VLAN tags to use for traffic sourced fromthe network

el ement coul d cause protocol sessions (such as CFM to fail if they

are added, nodified or deleted. The nodes, all under the subtree

linterfaces/interface/flexible-encapsulation/local-traffic-default-

encaps that are sensitive to this are

o tag

o tag/index

o tag/dotlqg-tag/tag-type

o tag/dotlg-tag/vlan-id
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Appendi x A.  Conparison with the | EEE 802. 1Q Confi gurati on Model

In addition to the sub-interface based YANG nodel proposed here, the
| EEE 802. 1Q working group is al so devel oping a YANG nodel for the
configuration of 802.1Q VLANs. This raises the valid question as to
whet her the nodel s overlap and whether it is necessary or beneficial
to have two different nodels for superficially sinmilar constructs.
This section ainms to answer that question by summari zi ng and
comparing the two nodel s.

A.1. Sub-interface based configuration nodel overview

The key features of the sub-interface based configuration nodel can
be sunmarized as:

o The nodel is primarily designed to enable layer 2 and | ayer 3

services on Ethernet interfaces that can be defined in a very
flexible way to neet the varied requirenments of service providers.
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o Traffic is classified froman Ethernet-like interface to sub-
interfaces based on fields in the layer 2 header. This is often
based on VLAN Ids contained in the frane, but the nodel is
extensible to other arbitrary fields in the frame header

0 Sub-interfaces are just a type of if:interface and hence support
any feature configurati on YANG nodel s that can be applied
generally to interfaces. For exanple, QS or ACL nodel s that
reference if:interface can be applied to the sub-interfaces, or
the sub-interface can be used as an Access Circuit in L2VPN or
L3VPN nodel s that reference if:interface.

o0 In the sub-interface based configuration nodel, the classification
of traffic arriving on an interface to a given sub-interface,
based on fields in the layer 2 header, is conpletely independent
of howthe traffic is forwarded. The sub-interface can be
referenced (via references to if:interface) by other nodels that
specify how traffic is forwarded; thus sub-interfaces can support
mul tiple different forwarding paradigns, including but not limted
to: layer 3 (IPv4/1Pv6), layer 2 pseudowi res (over MPLS or |P)
VPLS i nstances, EVPN instance.

o The nodel is flexible in the scope of the VLAN Identifier space.
|.e. by default VLAN Ids can be scoped locally to a single
Et hernet-like trunk interface, but the scope is deternined by the
forwardi ng paradigmthat is used.

A. 2. |1EEE 802.1Q Bridge Configurati on Mbdel Overview

The key features of the | EEE 802.1Q bri dge configuration nodel can be
summari zed as:

o Each VLAN bridge conponent has a set of Ethernet interfaces that
are nenbers of that bridge. Sub-interfaces are not used, nor
required in the 802.1Q bridge nodel

0o Wthin a VLAN bridge conponent, the VLAN tag in the packet is
used, along with the destinati on MAC address, to determ ne how to
forward the packet. O her forwarding paradi gns are not supported
by the 802.1Q nodel .

0 Cassification of traffic to a VLAN bridge conmponent is based only
on the Ethernet interface that it arrived on

0 VLAN Identifiers are scoped to a VLAN bridge conponent. Oten

devices only support a single bridge conponent and hence VLANs are
scoped globally within the device.
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0 Feature configuration is specified in the context of the bridge,
or particular VLANs on a bridge.

A. 3. Possible Overlap Between the Two Mbdel s

Both nodel s can be used for configuring sinilar basic |ayer 2
forwardi ng topol ogi es. The 802.1Q bridge configuration nodel is
optinmised for configuring Virtual LANs that span across enterprises
and data centers.

The sub-interface nodel can al so be used for configuring equival ent
Virtual LAN networks that span across enterprises and data centers,
but often requires nore configuration to be able to configure the
equi val ent constructs to the 802.1Q bridge nodel

The sub-interface nodel really excels when inplenenting flexible L2
and L3 services, where those services nay be handl ed on the sane
physi cal interface, and where the VLAN Identifier is being solely
used to identify the custonmer or service that is being provided
rather than a Virtual LAN. The sub-interface nodel provides nore
flexibility as to howtraffic can be classified, how features can be
applied to traffic streans, and how the traffic is to be forwarded.

Conversely, the 802.1Q bridge nodel can also be use to inplenment L2
services in sone scenarios, but only if the forwardi ng paradi gm bei ng
used to inplement the service is the native Ethernet forwarding
specified in 802.1Q - other forwarding paradi gns such as pseudowi res
or VPLS are not supported. The 802.1Q bridge nodel does not

i mpl ement L3 services at all, although this can be partly nitigated
by using a virtual L3 interface construct that is a separate |ogica
Et hernet-like interface which is a nmenber of the bridge

In conclusion, it is valid for both of these nodels to exist since
they have different deploynent scenarios for which they are
optinized. Devices may choose which of the nodels (or both) to
i mpl ement dependi ng on what functionality the device is being
desi gned for.
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