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Abst r act

Thi s docunent defines a YANG extension statement that allows for
defining metadata annotations in YANG nodul es. The docunent al so
specifies XML and JSON encodi ng of annotations and other rules for
annot ati ng i nstances of YANG data nodes.
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1. Introduction

There is a need to be able to annotate instances of
YANG [I-D.ietf-netnod-rfc6020bis] data nodes with netadata. Typica
use cases are:

0 Conpl enenting regular data nodel information with instance-
specific netadata, comments etc.

o0 Providing information about data rendering in user interfaces.
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o Deactivating a subtree in a configuration datastore while keeping
the data in place

0 Network managenent protocols often use netadata annotations for
vari ous purposes in both operation requests and responses. For
exanpl e, the <edit-config> operation in the NETCONF protocol (see
section 7.2 of [RFC6241]) uses annotations in the formof XM
attributes for identifying the location in a configuration
datastore and the type of the operation

However, netadata annotations could potentially lead to
interoperability problens if they are used in an ad hoc fashion by
different parties and/or w thout proper docunmentation. A sound
nmet adata framework for YANG should therefore satisfy these
requirenents:

1. The set of annotations nmust be extensible in a decentralised
manner so as to allow for defining new annotations without
running into the risk of collisions with annotations defined and
used by ot hers.

2. Syntax and senmantics of annotations nust be docunented and the
docunent ati on nust be easily accessible.

3. dients of network managenment protocols such as NETCONF [ RFC6241]
or RESTCONF [I-D.ietf-netconf-restconf] nust be able to discover
al |l annotations supported by a given server and identify each of
them correctly.

4. Annotations sent by a server should not break clients that don't
support them

Thi s docunment proposes a systematic way for defining netadata
annotations. For this purpose, YANG extension statenment "annotation"
is defined in the nodule "ietf-yang-netadata" (Section 7). Oher
YANG nmodul es inporting this nodul e can use the "annotation" statenent
for defining one or nore annotations.

The benefits of defining the netadata annotations in a YANG nodul e
are the foll ow ng:

o Each annotation is bound to a YANG nodul e name, nanespace URl and
prefix. This makes its encoding in instance docunents (both XM
and JSON) straightforward and consistent with the encodi ng of YANG
dat a node instances.

0 Annotations are indirectly registered through 1ANA in the "YANG
Modul e Names" registry [ RFC6020].
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0 Annotations are included in the data nodel. YANG conpilers and
tool s supporting a certain annotation can thus take theminto
account and nodify their behavior accordingly.

0 Semantics of an annotation are defined in the "description" and
"reference" statenents.

0 An annotation can be declared as conditional by using the "if-
feature" statement.

0 Values of annotations are not linmted to strings; any YANG built-
in or derived type nmay be used for them

In the XML encoding, XML attributes are a natural instrument for
attachi ng annotations to data node instances. This docunent

del i berately adopts sone restrictions in order to remain conpatible
with the XML encodi ng of YANG data node instances and linitations of
XML attributes. Specifically,

0 annotations are scal ar val ues and cannot be further structured,

0 annotations cannot be attached to a whole list or |leaf-Iist
instance, only to individual list of leaf-list entries.

2. Term nol ogy
2.1. Keywords
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
2.2. Terns Defined in G her Docunents
The following terns are defined in [ RFC6241]:
0 capability,
o client,
o datastore,
0 nessage

0 protocol operation

0O server.
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The following terns are defined in [I-D.ietf-netnod-rfc6020bis]:
o0 action,

0 anydat a,

o anyxm,

0 data type,

0 container,

o data nodel,

o data node,

0o data tree,

0 extension,

o |eaf,

o leaf-list,

o |list,

0 nodul e,

0 RPC input and output.

The following terns are defined in [WBC REC xnl -i nfoset -20040204] :
o attribute,

o docunent,

o elenent.

The following ternms are defined in [WBC. REC xm - nanes11-20060816] :
o |ocal namne,

0 nanmespace nane,

o prefix,

o qualified nane.
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The following terns are defined in [ RFC7159]:

o array,
o nenber,
0 object,

0O primtive type
Nanespaces and Prefixes
In the followi ng text, XM el enment nanmes and YANG extension

statenments are always witten with explicit namespace prefixes that
are assuned to be bound to URI references as shown in Table 1.

I . +
| Prefix | URl Reference [
oo - TS +
| elm | http://exanple.org/ exanpl e-1 ast-nodified

| nd | urn:ietf:paranms: xm:ns:yang:ietf-yang-netadata

| rng | http://relaxng.org/ns/structure/1.0 [
Fommnaann . +

Tabl e 1: Used nanespace prefixes and correspondi ng URl references
Definitions of New Terns

0 annotation: a single itemof netadata that is attached to YANG
data node instances.

o nmetadata: additional information that conplenents a data tree

0 netadata object: an object in JSON encoding that contains al
annot ati ons attached to a given data node instance.

Defi ni ng Annotations in YANG

Met adat a annot ati ons are defined by YANG ext ension statenent
"md: annotation”. This YANG | anguage extension is defined in the
nmodul e "i etf-yang-netadata” (Section 7).

Subst atements of "nd:annotation"” are shown in Table 2. They are al
core YANG statenments, and the nunbers in the second colum refer to
the corresponding section in [I-D.ietf-netnod-rfc6020bis] where each
statement is described
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I T . +
| substatenent | RFC 6020bis section | cardinality |
S e e e e e e e e o TSRS +
| description | 7.21.3 | 0..1 [
| if-feature | 7.20.2 | 0..n |
| reference | 7.21.4 | 0..1 [
| status | 7.21.2 | 0..1 |
| type | 7.6.3 | 1 |
| units | 7.3.3 | 0..1 |
S Fom e e e e oo oo e e e - +

Tabl e 2: Substatenents of "nd:annotation"

Using the "type" statenment, a type is specified for the annotation
val ue according to the same rules as for YANG "l eaf" type.

An annotation can be nade conditional by using one or nore "if-
feature" statements; the annotation is then supported only by servers
that advertise the corresponding feature.

The semantics and usage rules for an annotation SHOULD be fully
specified in "description", "reference" and "units" statenents.

An annotation MJST NOT change the data tree semantics defined by
YANG. For exanple, it is illegal to define and use an annotation
that allows for overriding uniqueness of leaf-list entries.
The "status" statenment can be used exactly as for YANG data nodes.
A YANG nodul e containing one or nore "md:annotation" extension
statements SHOULD NOT be used for defining data nodes or groupings.
Al so, derived types, identities and features SHOULD NOT be defined in
such a nmodul e unl ess they are used by the definitions of annotations
in that nodul e.

3.1. Exanple Definition

The followi ng nodul e defines the "last-nodified" annotation
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4.

nmodul e exanpl e-| ast-nodi fied {
nanespace "http://exanpl e.org/ exanpl e-1 ast-nodi fi ed";
prefix "elnf;
i mport ietf-yang-types {
prefix "yang";
}
i mport ietf-yang-metadata {
prefix "md";
}
nd: annot ation |last-nodified {
type yang: date-and-ti ne;
description
"Thi s annotation contains date and tinme when the
annot ated i nstance was | ast nodified (or created).";

Usi ng Annot ati ons

By advertising a YANG nodul e in which a netadata annotation is
defined using the "nd: annotation” statenment, a server indicates that
it is prepared to handl e that annotati on anywhere in any data tree
that is a part of the server’'s data nodel (configuration, state data,
RPC operation/action input or output). That is, an annotation
advertised by the server may be attached to any instance of a data
node defined in any YANG nodule that is also advertised by the
server.

Depending on its semantics, an annotation nay have an effect only in
certain data trees and/or on instances of specific data nodes types.
If such an annotation appears el sewhere, it is syntactically valid
but the annotation is ignored.

A client MJUST NOT use an annotation in protocol operations if the
server didn't advertise it.

Annot ations nodify the schena of datastores and/ or managenent

prot ocol messages, and may al so change their semantics. Therefore
due care has to be exercised when introduci ng annotations in network
managenent systens in order to avoid interoperability problens and
software failures. The follow ng aspects should be taken into
account:

o Aclient may not not be able to parse or validate protoco
messages contai ni ng annot ati ons.

0o Aclient may not understand senantics of an annotation set by the
server or other clients.
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Generally, it is safe for a server to use annotations in the
foll owi ng cases, provided that the client is able to parse them and
di scard those that it doesn’t understand or support:

0 An annotation is an integral part of a built-in or negotiated
protocol capability.

0 An annotation contains optional information that is not critica
for protocol operation.

o The client explicitly asks the server, e.g., via a paraneter of a
protocol operation request, for including an annotation in the
response.

5.  The Encodi ng of Annotations

XM. attributes are a natural choice for encoding netadata in XM

i nstance docunments. For JSON [ RFC7159], there is no generally

est abli shed nethod for encodi ng netadata. This docunent thus

i ntroduces a special encoding nethod that is consistent with the JSON
encodi ng of YANG data node instances as defined

in [I-D.ietf-netnod-yang-json].

5.1. XM Encodi ng

Met adat a annot ati ons are added to XM.- encoded i nstances of YANG data
nodes as XM. attributes according to these rules:

o The local nane of the attribute SHALL be the sane as the nane of
the annotation specified in the argument of the corresponding
"nd: annot ati on" st atenent.

0 The nanespace of the attribute SHALL be identified by the UR that
appears as the argunent of the "nanespace" statenent in the YANG
nodul e where the annotation is defined. It is RECOMVENDED t hat
the prefix specified by the "prefix" statement in the sanme nodul e
is used in the qualified nane of the attribute.

o The attribute value SHALL be encoded in the same way as the val ue
of a YANG | eaf instance having the sanme type,
see [I-D.ietf-netnod-rfc6020bis], sec. 9.

For exanple, the "last-nodified" annotation defined in Section 3.1
may be encoded as foll ows:
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5.

5.

2

2

<foo xm ns:el m="http://exanpl e. or g/ exanpl e-1 ast - nodi fi ed"
el mlast-nodified="2015-09-16T10: 27: 35+02: 00" >

</f66>
JSON Encodi ng

The JSON net adata encoding defined in this section has the foll ow ng
properties:

1. The encoding of YANG data node instances as defined in
[I-D.ietf-netnod-yang-json] does not change.

2. Nanespaces of netadata annotations are encoded in the sanme way as
nanespaces of YANG data node instances, see
[1-D.ietf-netnod-yang-json].

1. Metadata bject and Annotations

Al'l metadata annotations assigned to a YANG data node instance are
encoded as nenbers (nane/value pairs) of a single JSON object,
henceforth denoted as the netadata object. The placenent and nane of
this object depends on the type of the data node as specified in the
fol |l owi ng subsecti ons.

The nane of a netadata annotation (as a nenber of the netadata
object) has the follow ng ABNF syntax [ RFC5234], where the production
for "identifier" is defined in sec. 13 of

[1-D.ietf-netnod-rfc6020bi s]

annotation-nane = identifier ":" identifier

where the left identifier is the name of the YANG nodule in which the
annotation is defined, and the identifier on the right is the nane of
the annotation specified in the argunent of the correspondi ng

"md: annot ati on" statenent.

Not e that unlike nmenber nanes of YANG data node instances in JSON
encoding (see sec. 4 in [I-D.ietf-netnod-yang-json]), for annotations
the explicit nanespace identifier (nodule nane) nust always be
present.

The val ue of a netadata annotati on SHALL be encoded in exactly the
same way as the value of a YANG | eaf node having the same type as the
annotation, see [I-D.ietf-netnod-yang-json], sec. 6.
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5.2.2. Adding Annotations to Anydata, Container and List Entries

For a data node instance that is encoded as a JSON object (i.e., a
container, list entry, or anydata node), the netadata object is added
as a new nenber of that object with the name "@.

Exanpl es:
0 "cask" is a container or anydata node:

"cask": {
"@: |
"exanpl e- | ast - nodi fi ed: | ast-nodi fi ed"
"2015-09-16T10: 27: 35+02: 00"
}l

}

0 "seq" is a list whose key is "nane", annotation "last-nodified" is
added only to the first entry:

"seq": [
ll@-

".xanple-last-nndified:last-nndified'
"2015-09- 16T10: 27: 35+02: 00"

anme": "one
} 
{
"nane": "two",
}

5.2.3. Adding Annotations to Anyxml and Leaf I|nstances

For an anyxm or |eaf instance, the netadata object is added as a

si bling nane/val ue pair whose nane is the synbol "@ concatenated
with the nane of the leaf or anyxml nenber that is being annotated.
The nanespace part (nodule nane) is included if and only if it is in
the name of the annotated nenber.

Exanpl es:
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o "flag" is a |l eaf node of the "bool ean" type defined in nodul e
"foo", and we assune the nanespace nane has to be expressed in its
JSON encodi ng:

"foo:flag": true
"@oo:flag": {
"exanpl e- | ast - nodi fi ed: | ast-nodi fi ed"
"2015-09-16T10: 27: 35+02: 00"

}

o "stuff" is an anyxm node:
"stuff": [1, null, "three"],
"@tuff": {

"exanpl e-| ast-nodi fi ed: | ast-nodi fied":
"2015-09-16T10: 27: 35+02: 00"
}

5.2.4. Adding Annotations to Leaf-list Entries

For a leaf-list entry, which is represented as a JSON array with
values of a primtive type, annotations nmay be assigned to one or
nore entries by adding a nane/array pair as a sibling of the |eaf-
list entry, where the name is synbol "@ concatenated with the nane
of the leaf-list that is being annotated, and the value is a JSON
array whose i-th elenment is the nmetadata object with annotations
assigned to the i-th entry of the leaf-list entry, or null if the
i-th entry has no annotations.

Trailing null values in that array, i.e., those follow ng the |ast
non-nul | metadata object, MAY be omtted.

For exanple, in the following leaf-list instance with four entries,
the "last-nodified" annotation is added to the second and third entry
in the followi ng way:

"biblionmod: folio": [6, 3, 7, 8],
" @i blionmod: folio": [
nul |,
{ "exanpl e-l ast-nodified: | ast-nodified"
"2015- 06- 18T17: 01: 14+02: 00"
{ "exanpl e-l ast-nodified:|ast-nodified"
"2015-09- 16T10: 27: 35+02: 00"
}

]
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6

Representing Annotations in DSDL Schenas

[ RFC6110] defines the standard mappi ng of YANG data nodels to
Docunent Schena Definition Languages (DSDL) [ISO 19757-1]. This
section specifies the mapping for the extension statenent

"md: annot ati on" (Section 7), which enables validation of XM instance
docunent s contai ni ng nmetadata annot ati ons.

The first step of the DSDL mappi ng procedure, i.e., the
transformati on of the YANG data nodel to the hybrid schema (see
sec. 6 in [RFC6110]), is nodified as foll ows:

1. If the data nodel contains at |east one "nd:annotation"
statement, then a RELAX NG naned pattern definition MJST be added
as a child of the root <rng:grammar> elenent in the hybrid
schena. It is RECOWENDED to use the nane "__yang netadata_ "
for this naned pattern.

2. Areference to the naned pattern described in item1 MJIST be
included as a child of every <rng:el ement> pattern that
corresponds to an anydata, container, leaf, leaf-list or |ist
dat a node

3. Every netadata annotation definition in the form
md: annot at i on ARGUMVENT {
} c.
is mapped to the followi ng RELAX NG pattern

<rng: opti onal >
<rng: attri bute nanme="PREFI X: ARGUVENT" >

</rng:attribute>
</rng: opti onal >

where PREFI X is the prefix bound to the nanespace URI of the YANG
modul e that contains the "nd:annotation” statenent. The above
pattern SHALL be inserted as a child of the naned pattern
described in item 1.

4. Substatenments of "nd:annotation" SHALL be mapped to children of
the "rng:attribute" pattern exactly as described in sec. 10 of
[ RFC6110] .

For exanple, the named pattern (item 1), when constructed only for
the "l ast-nodified" annotation, will have the follow ng definition
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<rng: defi ne name="__yang netadata__ ">
<rng: opti onal >
<rng:attribute name="elm| ast-nodified">
<rng:ref nane="ietf-yang-types_date-and-tine"/>
</rng:attribute>
</rng: opti onal >
</rng: define>

Every "rng: el ement” pattern that corresponds to an anydat a,
container, leaf, list or leaf-list data node will then contain a
reference to the above naned pattern, for exanple

<rng: el ement nane="f oo: bar">
<rng:ref name="__yang netadata__"/>

</rng: el emrent >
Note that it is not necessary to use such a reference for
"rng: el erent" patterns correspondi ng to anyxm data nodes because
they already permt any XM. attributes to be attached to their
i nst ances.
The second step of the DSDL nmapping procedure, i.e., the
transformation of the hybrid schema to RELAX NG Schenatron and DSRL
schenmas, is unaffected by the inclusion of "nd:annotation"
7. Metadata YANG Modul e

RFC Editor: In this section, replace all occurrences of 'XXXX wth
the actual RFC number and all occurrences of the revision date bel ow
with the date of RFC publication (and renove this note).
<CODE BEG NS> file "ietf-yang-netadata@015-09-17.yang"
nmodul e i etf-yang-nmetadata {

nanespace "urn:ietf:parans: xnl:ns:yang:ietf-yang-netadata";

prefix "md";

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"W Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <nmailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
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<mai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai |l to: ] . schoenwael der @ acobs- uni versity. de>

WG Chair: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >

Edi t or: Ladi sl av Lhot ka
<mai | t o: | hot ka@i c. cz>";

description
"Thi s YANG nodul e defines an extension statenent that allows for
defini ng netadata annot ati ons.

Copyright (c) 2015 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the I ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

The key words 'MJUST', 'MJUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT’, ’SHOULD , ' SHOULD NOT', ' RECOMWENDED , ' MAY', and
"OPTIONAL’ in the nodule text are to be interpreted as descri bed
in RFC 2119 (http://tools.ietf.org/htm/rfc2119).

This version of this YANG nodule is part of RFC XXXX
(http://tools.ietf.org/htm/rfcXXXX); see the RFC itself for

full legal notices."”;

revision 2015-09-17 {
description
"Initial revision.";
reference
"RFC XXXX: Defining and Using Metadata with YANG'

}

extension annotation {
argunent nare;
description
"This extension allows for defining netadata annotations in
YANG nodul es. The 'nd: annotation’ statenent can appear only at
the top level of a YANG nodul e.
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The argument of the ’nd:annotation’ statenent defines the nane
of the annotation. Syntactically it is a YANG identifier as
defined in RFC 6020bi s, sec. 6.2.

An annotation defined with this extension statenent inherits
t he nanespace and ot her context fromthe YANG nodul e in which
it is defined.

Data type of the annotation value is specified in the same way
as for a | eaf data node using the 'type' statenent.

Semantics of the annotation and other documentation can be
specified using the foll owing standard YANG substatenents (al
are optional): ’'description’, 'if-feature', ’'reference’
"status’, and 'units’

A server announces support for a particular annotation by

i ncluding the nmodule in which the annotation is defined anong
the advertised YANG nodul es (e.g., in NETCONF hell o nmessage or
yang-library). The annotation then can be attached to any

i nstance of data node defined in any YANG nodule that is
advertised by the server.

XML and JSON encodi ng of annotations is defined in
RFC XXXX. ";

}
}

<CODE ENDS>

8. | ANA Consi derations
RFC Editor: In this section, replace all occurrences of "XXXX wth
the actual RFC nunber and all occurrences of the revision date bel ow
with the date of RFC publication (and renobve this note).
This docunent registers a URl in the "I ETF XM registry" [RFC3688].

Following the format in RFC 3688, the follow ng registration has been
made.

URI: urn:ietf:parans: xnm :ns:yang:ietf-yang-netadata
Regi strant Contact: The NETMOD W5 of the | ETF.

XM.: NA, the requested URI is an XM. nanespace
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Thi s docunent registers a YANG nodul e in the "YANG Modul e Names"
registry [ RFC6020] .

nane: i etf-yang-netadata

nanespace: urn:ietf:paranms: xm :ns:yang:ietf-yang-netadata
prefix: md

ref erence: RFC XXXX

9. Security Considerations

Thi s docunent introduces a nechani smfor defining netadata

annot ati ons in YANG nodul es and attaching themto instances of YANG
data nodes. By itself, this mechanismrepresents no security threat.
Security inplications of a particular annotation defined using this
mechani sm MUST be duly consi dered and docunmented in the the
annotation’s definition.

An annot ation SHOULD be subject to the same or stricter access
control rules as the data node instance to which the annotation is
at t ached.
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Appendi x A. Change Log

RFC Editor: Renove this section upon publication as an RFC

A 1.

(0]

Lhot ka

Changes Between Revisions -01 and -02

The "type" statenent becanme nmandatory.

Term nol ogy section was extended.

The annotation "inactive" defined in the exanpl e nodul e was
replaced with "l ast-nodified" that is supposedly |ess

controversi al

Introduction now states limtation due to XML attribute
porperties.

A reconmendati on was added to define annotations in a nodul e by
t hensel ves

Section "Using Annotations" was added.

An exanple for "anyxm " was added.

RFC 6241 was noved to informative references

Changes Between Revisions -00 and -01

Defi ne JSON encoding for annotations attached to 'anydata’ nodes.

Changes Between draft-I| hot ka- net nod- yang- net adat a-01 and draft-
i etf-netnod-yang- net adat a- 00

Ref erences to RFC 6020 were changed to the 6020bis |-D

Text about RFC 2119 key words was added to "ietf-yang-netadata"
nodul e descri ption.

Changes Between draft-1| hot ka- net nod- yang- net adat a- 00 and -01
Encodi ng of annotations for anyxml nodes was changed to be the

same as for leafs. This was necessary because anyxnm val ue now
needn’'t be an object.
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o It is stated that "nd:annotation" statenent defines only the
syntax of an annotati on.
o Allowed "if-feature" as a substatenent of "nd:annotation".
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