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Abst ract

The QAuth 2.0 bearer token specification, as defined in RFC 6750,
all ows any party in possession of a bearer token (a "bearer") to get
access to the associated resources (w thout denonstrating possession
of a cryptographic key). To prevent m suse, bearer tokens nust be
protected fromdisclosure in transit and at rest.

Sone scenari os demand additional security protection whereby a client
needs to denonstrate possession of cryptographic keying material when
accessing a protected resource. This docunment notivates the

devel opment of the QAuth 2.0 proof-of-possession security nechanism

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 9, 2017.
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1. Introduction

The QAuth 2.0 protocol famly ([RFC6749], [RFC6750], and [ RFC6819])
offer a single token type known as the "bearer" token to access
protected resources. RFC 6750 [ RFC6750] specifies the bearer token
mechani sm and defines it as foll ows:

"A security token with the property that any party in possession
of the token (a "bearer") can use the token in any way that any
other party in possession of it can. Using a bearer token does
not require a bearer to prove possession of cryptographic key
material ."

The bearer token nmeets the security needs of a nunber of use cases
the QAuth 2.0 protocol had originally been designed for. There are,
however, other scenarios that require stronger security properties
and ask for active participation of the QAuth client in form of
crypt ographi ¢ conput ati ons when presenting an access token to a
resource server.

Thi s docunment outlines additional use cases requiring stronger
security protection in Section 3, identifies threats in Section 4,
proposes different ways to mitigate those threats in Section 6
outlines an architecture for a solution that builds on top of the
existing QAuth 2.0 franework in Section 7, and concludes with a
requirenents list in Section 5.

2. Term nol ogy

The key words 'MUST', 'MUST NOT', 'REQUIRED , 'SHALL', ' SHALL NOT',
"SHOULD , ' SHOULD NOT', ' RECOWWENDED , 'MAY', and 'OPTIONAL' in this
specification are to be interpreted as described in [RFC2119], with
the inportant qualification that, unless otherw se stated, these
terns apply to the design of the protocol, not its inplenentation or
application.

3. Use Cases

The main use case that notivates inprovenent upon "bearer” token
security is the desire of resource servers to obtain additiona
assurance that the client is indeed authorized to present an access
token. The expectation is that the use of additional credentials
(symmetric or asymetric keying material) will encourage devel opers
to take additional precautions when transferring and storing access
token in conbination with these credentials.
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Addi tional use cases listed bel ow provide further requirenents for
the solution devel opnment. Note that a single solution does not
necessarily need to offer support for all use cases.

3.1. Preventing Access Token Re-Use by the Resource Server

In a scenario where a resource server receives a valid access token
the resource server then re-uses it with other resource server. The
reason for re-use may be malicious or may well be legitimte. 1In a
legitimate case, the intent is to support chaining of conputations
whereby a resource server needs to consult other third party resource
servers to conplete a requested operation. |In both cases it may be
assuned that the scope and audi ence of the access token is
sufficiently defined that to all ow such a re-use. For exanple,

i magi ne a case where a conpany operates email services as well as

pi cture sharing services and that conpany had decided to issue access
tokens with a scope and audi ence that all ows access to both services.

Wth this use case the desire is to prevent such access token re-use.
This also inplies that the legitimte use cases require additiona
enhancenents for request chai ning.

3.2. TLS and DTLS Channel Bi ndi ng Support

In this use case we consider the scenario where an QAuth 2.0 request
to a protected resource is secured using TLS or DILS (see [RFC4347]),
but the client and the resource server demand that the underlying
TLS/ DTLS exchange is bound to additional application |ayer security
to prevent cases where the TLS/ DTLS connection is terminated at a
TLS/ DTLS internmediary, which splits the TLS/ DTLS connection into two
separate connecti ons.

In this use case additional information should be conveyed to the
resource server to ensure that no entity entity has tanpered with the
TLS/ DTLS connecti on

3.3. Access to a Non-TLS Protected Resource

This use case is for a web client that needs to access a resource
that makes data available (such as videos) without offering integrity
and confidentiality protection using TLS. Still, the initial
resource request using QAuth, which includes the access token, nust
be protected agai nst various threats (e.g., token replay, token
nmodi fi cation).

While it is possible to utilize bearer tokens in this scenario with

TLS protection when the request to the protected resource is nade, as
described in [RFC6750], there nay be the desire to avoid using TLS
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between the client and the resource server at all. 1In such a case
the bearer token approach is not possible since it relies on TLS for
ensuring integrity and confidentiality protection of the access token
exchange since otherwi se replay attacks are possible: First, an
eavesdropper nmay steal an access token and present it at a different
resource server. Second, an eavesdropper nmay steal an access token
and replay it against the same resource server at a later point in
time. In both cases, if the attack is successful, the adversary gets
access to the resource owners data or may perform an operation

sel ected by the adversary (e.g., sending a nessage). Note that the
adversary may obtain the access token (if the recommendati ons in

[ RFC6749] and [ RFC6750] are not followed) using a nunber of ways,

i ncl udi ng eavesdr oppi ng the comruni cation on the wireless |ink

Consequently, the inportant assunption in this use case is that a
resource server does not have TLS support and the security sol ution
should work in such a scenario. Furthernore, it nmay not be necessary
to provide authentication of the resource server towards the client.

3.4. Ofering Application Layer End-to-End Security

In Web depl oynents resource servers are often placed behind | oad

bal ancers, which are depl oyed by the same organi zati on that operates
the resource servers. These |oad balancers may terninate the TLS
connection setup and HTTP traffic is transmtted without TLS
protection fromthe | oad bal ancer to the resource server. Wth
application layer security in addition to the underlying TLS security
it is possible to allow application servers to performcryptographic
verification on an end-to-end basis.

The key aspect in this use case is therefore to offer end-to-end
security in the presence of | oad bal ancers via application |ayer
security. Enterprise networks al so depl oy proxies that inspect
traffic and thereby break TLS

4. Security and Privacy Threats

The following Iist presents several common threats agai nst protocols
utilizing sone formof token. This list of threats is based on N ST
Speci al Publication 800-63 [ NI ST800-63]. W exclude a di scussion of
threats related to any formof identity proofing and authentication
of the resource owner to the authorization server since these
procedures are not part of the QAuth 2.0 protocol specification
itself.

Token manuf acture/ nodi fication:
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An attacker may generate a bogus token or nodify the token content
(such as authentication or attribute statements) of an existing
token, causing resource server to grant inappropriate access to
the client. For exanple, an attacker may nodify the token to
extend the validity period. A client, which MAY be a nornal
client or MAY be assuned to be constrained (see [ RFC7252]), may
nodi fy the token to have access to information that they should
not be able to view

Token di scl osur e:

Tokens nmay contain personal data, such as real nanme, age or
bi rt hday, paynent information, etc.

Token redirect:

An attacker uses the token generated for consunption by the
resource server to obtain access to another resource server

Token reuse:

An attacker attenpts to use a token that has already been used
once with a resource server. The attacker nay be an eavesdropper
who observes the conmuni cati on exchange or, worse, one of the
communi cati on end points. A client may, for exanple, |eak access
t okens because it cannot keep secrets confidential. A client may
al so reuse access tokens for some other resource servers.

Finally, a resource server nmay use a token it had obtained froma
client and use it with another resource server that the client
interacts with. A resource server, offering relatively

uni nportant application services, nay attenpt to use an access
token obtained froma client to access a high-val ue service, such
as a paynent service, on behalf of the client using the sane
access token.

Token repudi ation

Token repudi ation refers to a property whereby a resource server
is given an assurance that the authorization server cannot deny to
have created a token for the client.

5. Requirenments

RFC 4962 [ RFC4962] gives useful guidelines for designers of

aut henti cation and key managenent protocols. Wile RFC 4962 was
witten with the AAA framework used for network access authentication
in mnd the offered suggestions are useful for the design of other
key managenment systenms as well. The follow ng requirements |ist
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applies QAuth 2.0 ternminology to the requirements outlined in RFC
4962.

These requirenents include
Crypt ographi c Al gorithm | ndependent:

The key managenent protocol MJST be cryptographic al gorithm
i ndependent .

Strong, fresh session keys:

Sessi on keys MJST be strong and fresh. Each session deserves an
i ndependent session key, i.e., one that is generated specifically
for the intended use. |In context of QAuth this means that keying
material is created in such a way that can only be used by the
conbi nation of a client instance, protected resource, and

aut hori zati on scope.

Limt Key Scope:

Fol l owi ng the principle of |east privilege, parties MJIST NOT have
access to keying naterial that is not needed to performtheir
role. Any protocol that is used to establish session keys MJST
specify the scope for session keys, clearly identifying the
parties to whomthe session key is avail abl e.

Repl ay Detection Mechani sm

The key nmanagenent protocol exchanges MJST be replay protected.
Repl ay protection allows a protocol nessage recipient to discard
any nessage that was recorded during a previous legitimte

di al ogue and presented as though it bel onged to the current

di al ogue.

Aut henticate Al Parties:

Each party in the key managenent protocol MJST be authenticated to
the other parties with whomthey conmuni cate. Authentication
mechani sne MJUST nmintain the confidentiality of any secret val ues
used in the authentication process. Secrets MJST NOT be sent to
anot her party wi thout confidentiality protection.

Aut hori zati on:
Client and resource server authorization MIST be perfornmed. These

entities MJUST denonstrate possession of the appropriate keying
material, without disclosing it. Authorization is REQUJ RED
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whenever a client interacts with an authorization server
Aut hori zation checking prevents an elevation of privilege attack
Keying Material Confidentiality and Integrity:

Whi | e preserving al gorithmindependence, confidentiality and
integrity of all keying material MJST be maintai ned.

Confirm Cryptographic Al gorithm Sel ection
The selection of the "best" cryptographic algorithns SHOULD be
securely confirmed. The mechani sm SHOULD detect attenpted roll -
back attacks.

Uni

quel y Naned Keys:

Key managenent proposals require a robust key naning schene,
particularly where key caching is supported. The key nane
provides a way to refer to a key in a protocol so that it is clear
to all parties which key is being referenced. Objects that cannot
be nanmed cannot be managed. All keys MJST be uni quely naned, and
the key name MUST NOT directly or indirectly disclose the keying
mat eri al

Prevent the Dom no Effect:

Conpromi se of a single client MJUST NOT conprom se keying materia
hel d by any other client within the system including session keys
and | ong-term keys. Likew se, conproni se of a single resource
server MJST NOT conprom se keying nmaterial held by any other
Resource Server within the system In the context of a key

hi erarchy, this means that the conpromi se of one node in the key
hi erarchy nust not disclose the information necessary to
conprom se ot her branches in the key hierarchy. Gbviously, the
conpromnmi se of the root of the key hierarchy will conpronise all of
t he keys; however, a conpronise in one branch MJST NOT result in
the conproni se of other branches. There are many inplications of
this requirement; however, two inplications deserve highlighting.
First, the scope of the keying material mnust be defined and
understood by all parties that communicate with a party that holds
that keying material. Second, a party that hol ds keying nmateria
in a key hierarchy nust not share that keying material with
parties that are associated with other branches in the key

hi er ar chy.

Bind Key to its Context:
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Keyi ng material MJST be bound to the appropriate context. The
context includes the follow ng.

*  The manner in which the keying material is expected to be used.

*  The other parties that are expected to have access to the
keying material .

* The expected lifetime of the keying material. Lifetime of a
child key SHOULD NOT be greater than the lifetine of its parent
in the key hierarchy.

Any party with legitinmate access to keying material can determ ne

its context. |In addition, the protocol MJST ensure that all
parties with legitimte access to keying material have the sane
context for the keying material. This requires that the parties

are properly identified and authenticated, so that all of the
parties that have access to the keying material can be deterni ned.
The context will include the client and the resource server
identities in nore than one form

Aut hori zation Restriction

@

If client authorization is restricted, then the client SHOULD be
made aware of the restriction.

ient ldentity Confidentiality:

A client has identity confidentiality when any party other than
the resource server and the authorization server cannot
sufficiently identify the client within the anonymity set. In
comparison to anonymty and pseudonymity, identity confidentiality
is concerned with eavesdroppers and internediaries. A key
managenent protocol SHOULD provide this property.

Resource Omner ldentity Confidentiality:

Col

Hunt ,

Resource servers SHOULD be prevented from knowi ng the real or
pseudonymous identity of the resource owner, since the

aut hori zation server is the only entity involved in verifying the
resource owner’s identity.

| usi on:
Resource servers that collude can be prevented from using
information related to the resource owner to track the individual

That is, two different resource servers can be prevented from
determining that the same resource owner has authenticated to both
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of them Authorization servers MJST bind different keying
material to access tokens used for resource servers fromdifferent
origins (or simlar concepts in the app world).

AS-to- RS Rel ati onshi p Anonynity:

For solutions using asymetric key cryptography the client MAY
conceal information about the resource server it wants to interact
with. The authorization server MAY reject such an attenpt since
it may not be able to enforce access control decisions.

Channel Bi ndi ng:

A sol ution MJST enabl e support for channel bindings. The concept
of channel binding, as defined in [RFC5056], allows applications
to establish that the two end-points of a secure channel at one
network | ayer are the sane as at a higher | ayer by binding

aut hentication at the higher layer to the channel at the | ower

| ayer.

There are performance concerns with the use of asynmmetric
cryptography. Although symmetric key cryptography offers better
performance asynmetric cryptography offers additional security
properties. A solution MJST therefore offer the capability to
support both symretric as well as asymetric keys.

There are threats that relate to the experience of the software
devel oper as well as operational practices. Verifying the servers
identity in TLS is discussed at length in [ RFC6125].

A number of the threats listed in Section 4 demand protection of the
access token content and a standardi zed sol ution, for exanple, in the
formof a JSON-based format, is available with the JW [ RFC7519].

6. Threat Mtigation

A large range of threats can be nmitigated by protecting the content
of the token, for exanple using a digital signature or a keyed
message digest. Alternatively, the content of the token could be
passed by reference rather than by value (requiring a separate
message exchange to resolve the reference to the token content).

To sinplify discussion in the follow ng exanple we assune that the
token itself cannot be nodified by the client, either due to
cryptographic protection (such as signature or encryption) or use of
a reference value with sufficient entropy and associ ated secure

| ookup. The token remains opaque to the client. These are
characteristics shared with bearer tokens and nore information on
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best practices can be found in [RFC6819] and in the security
consi derations section of [RFC6750].

To deal with token redirect it is inportant for the authorization
server to include the identifier of the intended recipient - the
resource server. A resource server nust not be allowed to accept
access tokens that are not meant for its consunption.

To provide protection agai nst token disclosure two approaches are
possi ble, nanely (a) not to include sensitive information inside the
token or (b) to ensure confidentiality protection. The latter
approach requires at |least the conmunication interaction between the
client and the authorization server as well as the interaction
between the client and the resource server to experience
confidentiality protection. As an exanple, TLS with a ciphersuite
that offers confidentiality protection has to be applied as per

[ RFC7525]. Encrypting the token content itself is another
alternative. In our scenario the authorization server would, for
exanpl e, encrypt the token content with a symmetric key shared with
the resource server.

To deal with token reuse nore choi ces are avail abl e.
6.1. Confidentiality Protection

In this approach confidentiality protection of the exchange is

provi ded on the conmmuni cation interfaces between the client and the
resource server, and between the client and the authorization server
No eavesdropper on the wire is able to observe the token exchange.
Consequently, a replay by a third party is not possible. An

aut hori zati on server wants to ensure that it only hands out tokens to
clients it has authenticated first and who are authorized. For this
pur pose, authentication of the client to the authorization server
will be a requirenment to ensure adequate protection against a range
of attacks. This is, however, true for the description in

Section 6.2 and Section 6.3 as well. Furthernore, the client has to
make sure it does not distribute (or |Ieak) the access token to
entities other than the intended the resource server. For that
purpose the client will have to authenticate the resource server
before transmtting the access token

6.2. Sender Constraint

I nstead of providing confidentiality protection, the authorization
server could also put the identifier of the client into the protected
token with the following semantic: 'This token is only valid when
presented by a client with the following identifier.’” Wen the
access token is then presented to the resource server how does it
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know that it was provided by the client? It has to authenticate the
client! There are many choices for authenticating the client to the
resource server, for exanple by using client certificates in TLS

[ RFC5246], or pre-shared secrets within TLS [ RFC4279]. The choi ce of
the preferred authenticati on nechani smand credential type nay depend
on a nunber of factors, including

0O security properties

o available infrastructure

o library support

o credential cost (financial)

o performance

0 integration into the existing IT infrastructure

o operational overhead for configuration and distribution of
credential s

This long list hints to the challenge of selecting at | east one
mandat ory-to-inpl ement client authentication mechanism

6.3. Key Confirmation

A variation of the nmechani sm of sender authentication, described in
Section 6.2, is to replace authentication with the proof-of-
possession of a specific (session) key, i.e., key confirmation. In
this nodel the resource server would not authenticate the client
itself but would rather verify whether the client knows the session
key associated with a specific access token. Exanples of this
approach can be found with the QAuth 1.0 MAC token [ RFC5849], and
Ker beros [ RFC4120] when utilizing the AP_REQ AP_REP exchange (see

al so [|-D. hardj ono-oaut h- kerberos] for a conpari son between Kerberos
and QAut h).

To illustrate key confirmation, the first exanple is borrowed from
Ker beros and use symmetric key cryptography. Assune that the

aut hori zati on server shares a long-termsecret with the resource
server, called K(Authorization Server-Resource Server). This secret
woul d be established between them out-of-band. When the client
requests an access token the authorization server creates a fresh and
uni que session key Ks and places it into the token encrypted with the
| ong term key K(Authorization Server-Resource Server). Additionally,
the authorization server attaches Ks to the response nessage to the
client (in addition to the access token itself) over a
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confidentiality protected channel. Wen the client sends a request
to the resource server it has to use Ks to conpute a keyed nessage
di gest for the request (in whatever formor whatever |ayer). The
resource server, when receiving the nessage, retrieves the access
token, verifies it and extracts K(Authorization Server-Resource
Server) to obtain Ks. This key Ks is then used to verify the keyed
message di gest of the request message.

Note that in this exanple one could i magi ne that the mechanismto
protect the token itself is based on a synmetric key based nechani sm
to avoid any formof public key infrastructure but this aspect is not
further el aborated in the scenario.

A simlar mechani smcan al so be designed using asynmetric
cryptography. Wen the client requests an access token the

aut hori zati on server creates an epheneral public / privacy key pair
(PK/' SK) and pl aces the public key PK into the protected token. Wen
the aut hori zation server returns the access token to the client it
al so provides the PK/ SK key pair over a confidentiality protected
channel . Wen the client sends a request to the resource server it
has to use the privacy key SK to sign the request. The resource
server, when receiving the nessage, retrieves the access token
verifies it and extracts the public key PK. 1t uses this epheneral
public key to verify the attached signature.

6.4. Summary

As a high level nessage, there are various ways the threats can be
mtigated. Wiile the details of each solution are sonewhat
different, they all acconplish the goal of mtigating the threats.

The three approaches are:
Confidentiality Protection:

The weak point with this approach, which is briefly described in
Section 6.1, is that the client has to be careful to whomit

di scl oses the access token. What can be done with the token
entirely depends on what rights the token entitles the presenter
and what constraints it contains. A token could encode the
identifier of the client but there are scenarios where the client
is not authenticated to the resource server or where the
identifier of the client rather represents an application class
rather than a single application instance. As such, it is
possi bl e that certain depl oynents choose a rather |iberal approach
to security and that everyone who is in possession of the access
token is granted access to the data.

Hunt, et al. Expi res January 9, 2017 [ Page 13]



Internet-Draft QAuth 2.0 PoP Architecture July 2016

Sender Constraint:

The weak point with this approach, which is briefly described in
Section 6.2, is to setup the authentication infrastructure such
that clients can be authenticated towards resource servers.
Additionally, the authorization server nust encode the identifier
of the client in the token for later verification by the resource
server. Depending on the chosen layer for providing client-side
aut hentication there may be additional chall enges due to Wb
server | oad bal ancing, |ack of APl access to identity infornmation
etc.

Key Confirmation:

The weak point with this approach, see Section 6.3, is the
i ncreased conplexity: a conplete key distribution protocol has to
be defi ned.

In all cases above it has to be ensured that the client is able to
keep the credentials secret.

7. Architecture

The proof - of - possessi on security concept assunes that the

aut hori zation server acts as a trusted third party that binds keys to
access tokens. These keys are then used by the client to denonstrate
the possession of the secret to the resource server when accessing
the resource. The resource server, when receiving an access token
needs to verify that the key used by the client matches the one
included in the access token

There are slight differences between the use of symetric keys and
asymmetric keys when they are bound to the access token and the
subsequent interaction between the client and the authorization
server when denonstrating possession of these keys. Figure 1 shows
the symmetric key procedure and Figure 2 illustrates how asymetric
keys are used. Wiile symmetric cryptography provides better
performance properties the use of asymmetric cryptography allows the
client to keep the private key locally and never expose it to any

ot her party.

For exanple, with the JSON Wb Token (JWI) [RFC7519] a standardi zed
format for access tokens is available. The necessary elenments to
bi nd synmretric or asymmetric keys to a JW are described in
[1-D.ietf-oauth-proof -of - possessi on] .

Not e: The negotiation of cryptographic al gorithns between the client
and the authorization server is not shown in the exanpl es bel ow and
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assuned to be present in a protocol solution to neet the requirenents
for crypto-agility.

7.1. dient and Authorization Server Interaction

7.1.1. Symmetric Keys

B +
g |
/1 | Authorization |
/ | Server |
Il I I
/ I I
() 11 R R TR +
Access / /1
Token / /
Request // /1 (11) Access Token
+Par ans / / +Symetric Key
11 11
/ v
Fom e e e e - - + Fom e e o +
I I I I
[ [ | Resource [
| dient | | Server |
I I I I
I I I I
Fom e e e e - - + Fom e e o +

Figure 1: Interaction between the Cient and the Authorization Server
(Symmetric Keys).

In order to request an access token the client interacts with the

aut hori zati on server as part of the a normal grant exchange, as shown
in Figure 1. However, it needs to include additional information

el ements for use with the PoP security nechanism as depicted in
message (I). |In nessage (Il) the authorization server then returns
the requested access token. In addition to the access token itself,
the symmetric key is cormmunicated to the client. This symmetric key
is a unique and fresh session key with sufficient entropy for the
given lifetinme. Furthernore, information within the access token
ties it to this specific synmmetric key.

Note: For this security mechanismto work the client as well as the
resource server need to have access to the session key. \Wile the
key transport mechanismfromthe authorization server to the client
has been explained in the previous paragraph there are three ways for
communi cating this session key fromthe authorization server to the
resource server, nanely
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Enbeddi ng the symetric key inside the access token itself. This
requires that the symretric key is confidentiality protected.

The resource server queries the authorization server for the
symretric key. This is an approach envisioned by the token
i ntrospection endpoint [ RFC7662].

The aut hori zation server and the resource server both have access
to the same back-end database. Smaller, tightly coupled systens
m ght prefer such a depl oynent strategy.

7.1.2. Asymmetric Keys

|
Access Token Req. // | Authorization
+Par aneters / | Server |
+[ Fingerprint] // [ [
/ I

(1) 11 R R TR +
/ I
/ / (rr)
11 /'l Access Token
/ / +[ ephener al
/11 11 asymmetric key pair]
/ v
Fom e e e e - - + Fom e e o +
I I I I
| | | Resource |
| dient | | Server |
I I I I
I I I I
Fom e e e e - - + Fom e e o +

Figure 2: Interaction between the Cient and the Authorization Server
(Asymetric Keys).

The use of asymmetric keys is slightly different since the client or
the server could be involved in the generation of the epheneral key
pair. This exchange is shown in Figure 1. |If the client generates
the key pair it either includes a fingerprint of the public key or
the public key in the request to the authorization server. The

aut hori zation server would include this fingerprint or public key in
the confirmation claiminside the access token and thereby bind the
asymmetric key pair to the token. |If the client did not provide a
fingerprint or a public key in the request then the authorization
server is asked to create an epheneral asymetric key pair, binds the
fingerprint of the public key to the access token, and returns the

Hunt, et al. Expi res January 9, 2017 [ Page 16]



Internet-Draft QAuth 2.0 PoP Architecture July 2016

asymetric key pair (public and private key) to the client. Note
that there is a strong preference for generating the private/public
key pair locally at the client rather than at the server

7.2. dient and Resource Server |Interaction

The specification describing the interaction between the client and
the authorization server, as shown in Figure 1 and in Figure 2, can
be found in [I-D.ietf-oauth-pop-key-distribution].

Once the client has obtained the necessary access token and keyi ng
material it can start to interact with the resource server. To
demonstrate possession of the key bound to the access token it needs
to apply this key to the request by conputing a keyed nessage di gest
(i.e., a symetric key-based cryptographic primtive) or a digita
signature (i.e., an asymmetric cryptographic conputation). Wen the
resource server receives the request it verifies it and decides

whet her access to the protected resource can be granted. This
exchange is shown in Figure 3.
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I I
| Authorization |
| Server [
I I
I I

T +
Request
e + + Signature/MAC (a) +------------ +
| R CEEEE TR P EEEERP T >| |
[ | [+Access Token] | Resource
| dient | | Server |
| | Response (b) [ [
| | <o |
e + [+ Signature/ MAC| R +
AN AN
I I
| |
Symmetric Key Symmetric Key
or or
Asymretric Key Pair Public Key (dient)
+ +
Par anet er s Par anet er s

Figure 3: dient Denonstrates PoP

The specification describing the ability to sign the HITP request
fromthe client to the resource server can be found in
[I-D.ietf-oauth-signed-http-request].

7.3. Resource and Authorization Server Interaction (Token
I ntrospection)

So far the exanpl es tal ked about access tokens that are passed by
val ue and allow the resource server to nmake authorization decisions
i medi ately after verifying the request fromthe client. |In sone
depl oynents a real -tinme interacti on between the authorization server
and the resource server is envisioned that owers the need to pass
sel f-contai ned access tokens around. 1In that case the access token
merely serves as a handle or a reference to state stored at the

aut hori zation server. As a consequence, the resource server cannot
aut ononously nmake an aut hori zati on deci sion when receiving a request
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10.

froma client but has to consult the authorization server. This can
for exanple, be done using the token introspection endpoint (see
[ RFC7662]). Figure 4 shows the protocol interaction graphically.
Despite the additional token exchange previous descriptions about
associating symretric and asymetric keys to the access token are

still applicable to this scenario.
B +
Access N |
Token Req. // | Authorization |#
(1) / | Server | V' (1V) Token
11 [ | \ Introspection Req.
/ | | \ +Access
/1 R T + \ Token
/ 11 (1) \ \\
/ / Access \ \
11 11 Token \' (V)
/ / \ Resp. \
11 11 \ \
/ % \% \
e + Request +Signature/ MACH+------------ +

[ | (I'll) +Access Token | [
| [-----mmmmm e >| Resource |
| dient | (VI) Success or | Server

[ Failure [ [
I I

Fi gure 4: Token Introspection and Access Token Handl es.
Security Considerations

The purpose of this docunent is to provide use cases, requirenents,
and notivation for devel oping an QAuth security sol ution extending
Bearer Tokens. As such, this docunent is only about security.
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