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Abstract

RADI US specifications have used data types for two decades without
defining themas nanaged entities. During this tinme, RAD US

i mpl enent ati ons have naned the data types, and have used themin
attribute definitions. This docunent updates the specifications to
better follow established practice. W do this by naming the data
types defined in RFC 6158, which have been used since at |east the
publication of RFC 2865. W provide an | ANA registry for the data
types, and update the RADIUS Attribute Type registry to include a
"Data Type" field for each attribute. Finally, we recommend that
aut hors of RADI US specifications use these types in preference to
exi sting practice. This docunment updates RFC 2865, 3162, 6158, and
6572.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmi .

This Internet-Draft will expire on May 18, 2017.
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1.

1.

I nt roducti on

RADI US specifications have historically defined attributes in terns
of nane, value, and data type. O these three pieces of information
the nane is recorded by IANA in the RADIUS Attribute Type registry,
but not otherw se managed or restricted, as discussed in [ RFC6929]
Section 2.7.1. The value is managed by | ANA, and recorded in that
registry. The data type is not managed or recorded in the RADIUS
Attribute Type registry. Experience has shown that there is a need
to create well known data types, and have them managed by | ANA

Thi s docunent defines an | ANA RADI US Data Type registry, and updates
the RADIUS Attribute Type registry to use those newy defined data
types. It recommends how both specifications and inpl enentations
shoul d use the data types. It extends the RADI US Attribute Type
registry to have a data type for each assigned attribute.

In this section, we review the use of data types in specifications
and inpl ementations. \he highlight anbiguities and inconsistencies.
The rest of this docunent is devoted to resolving those problens.

1. Specification Problens with Data Types

When attributes are defined in the specifications, the terns "Val ue"
and "String" are used to refer to the contents of an attribute.
However, these nanmes are used recursively and inconsistently. W
suggest that defining a field to recursively contain itself is

probl emati c.

A nunber of data type nanes and definitions are given in [ RFC2865]
Section 5, at the bottom of page 25. These data types are named and
clearly defined. However, this practice was not continued in |ater
speci fications.

Specifically, [RFC2865] defines attributes of data type "address" to
carry | Pv4 addresses. Despite this definition, [RFC3162] defines
attributes of data type "Address" to carry |Pv6 addresses. W
suggest that the use of the word "address" to refer to disparate data
types is problematic.

O her failures are that [ RFC3162] does not give a data type nane and
definition for the data types | Pv6 address, Interface-1d, or |Pv6
prefix. [RFC2869] defines Event-Tinestanp to carry a time, but does
not re-use the "time" data type defined in [ RFC2865]. Instead, it
just repeats the "tine" definition. [RFC6572] defines multiple
attributes which carry I Pv4 prefixes. However, an "IPv4 prefix" data
type is not naned, defined as a data type, or called out as an
addition to RADIUS. Further, [RFC6572] does not followthe
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recomendat i ons of [RFC6158], and does not explain why it fails to
foll ow those recomendati ons.

These anbi guities and inconsistencies need to be resol ved.
1.2. Inplementation Problens with Data Types

RADI US i npl enent ati ons often use "dictionaries" to map attribute
nanes to type values, and to define data types for each attribute.
The data types in the dictionaries are defined by each

i mpl ementation, but correspond to the "ad hoc" data types used in the
speci fications.

In effect, inplenentations have seen the need for well-defined data
types, and have created them It is tine for RADIUS specifications
to follow this practice.

1.3. No Mandat ed Changes

Thi s docunment mandates no changes to any RADI US i npl enent ation, past,
present, or future. It instead docunents existing practice, in order
to sinplify the process of witing RAD US specifications, to clarify
the interpretati on of RADI US standards, and to inprove the

communi cati on between specification authors and | ANA

Thi s docunment suggests that inplenmentations SHOULD use the data types
defined here, in preference to any "ad hoc" data types currently in
use. This suggestion should have m ninmal effect on inplenentations,
as nost "ad hoc" data types are conpatible with the ones defined
here. Any difference will typically be limted to the name of the
data type

Thi s docunent updates [RFC6158] to permt the data types defined in
the "Data Type registry" as "basic data types", as per Section 2.1 of
that document. The recomendations of [RFC6158] are otherw se
unchanged.

1.4. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Use of Data Types

The Data Types can be used in two places: specifications, and
i npl ementations. This section discusses both uses, and gives
gui dance on using the data types.

2.1. Specification Use of Data Types

In this section, we give recommendati ons for how specifications
should be witten using data types. W first describe how attribute
field nanes can be consistently naned. W then describe how
attribute definitions should use the data types, and deprecate the
use of "ASCI| art" for attribute definitions. W suggest a fornmat
for new attribute definitions. This format includes recomended
fields, and suggestions for how those fields should be descri bed.

Finally, we nmake reconmendations for how new data types should be
defi ned.

2.1.1. Field Names for Attribute Val ues

Previ ous specifications used inconsistent and conflicting nanes for
the contents of RADIUS attributes. For exanple, the term"Value" is
used in [RFC2865] Section 5 to define a field which carries the
contents of attribute. It is then used in later sections as the sub-
field of attribute contents. The result is that the field is defined
as recursively containing itself. Simlarly, "String" is used both
as a data type, and as a sub-field of other data types.

We correct this ambiguity by using context-specific nanes for various

fields of attributes and data types. It then becones clear that, for
exanple, that a field called "VSA-Data" nust contain different data
than a field called "EVS-Data”. Each new nane is defined where it is
used.

W al so define the following term
Attr-Data

The "Value" field of an Attribute as defined in [ RFC2865]
Section 5. The contents of this field MIST be of a valid data
type as defined in the RADI US Data Type registry.

We consistently use "Attr-Data" to refer to the contents of an

attribute, instead of the nore anbi guous nane "Value". It is

RECOMVENDED t hat new specifications follow this practice.

We consistently use "Value" to refer to the contents of a data type,
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where that data type is sinple. For exanple, an "integer" can have a
"Value". In contrast, a Vendor-Specific attribute carries conpl ex
i nformati on, and thus cannot have a "Val ue"

For data types which carry conplex information, we name the fields
based on the data type. For exanple, a Vendor-Specific attribute is
defined to carry a "vsa" data type, and the contents of that data
type are described herein as "VSA-Data".

These terns are used in preference to the term"String”, which was
previously used in anbi guous ways. It is RECOVMMENDED that future
speci fications use type-specific nanes, and the same nami ng schene
for new types. This use will maintain consistent definitions, and
hel p to avoid anbiguities.

2.1.2. Attribute Definitions using Data Types

New RADI US speci fications MJUST define attributes using data types
fromthe RAD US Data Type registry. The specification may, of
course, define a new data type update the "Data Types" registry, and
use the new data type, all in the same docunent. The guidelines
given in [ RFC6929] MJST be foll owed when defining a new data type.

Attributes can usually be conpletely described via the Attribute Type
val ue, name, and data type. The use of "ASCII art" is then linited
only to the definition of new data types, and for conplex data types.

Use of the new extended attributes [RFC6929] nmamkes ASCI| art even
nore problematic. An attribute can be allocated fromany of the
extended spaces, with nore than one option for attribute header
format. This allocation decision is nade after the specification has
been accepted for publication. As the allocation affects the format
of the attribute header, it is essentially inmpossible to create the
correct ASCII art prior to final publication. Allocation fromthe

di fferent spaces al so changes the value of the Length field, also
making it difficult to define it correctly prior to final publication
of the document.

It is therefore RECOWENDED that "ASCI| art" diagrans not be used for
new RADI US attribute specifications.

2.1.3. Format of Attribute Definitions
When defining a new attribute, the following fields SHOULD be given

Description
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A description of the neaning and interpretation of the
attribute

Type

The Attribute Type value, given in the "dotted nunber" notation
from[RFC6929]. Specifications can often |eave this as "TBD'
and request that IANA fill in the allocated val ues.

Length

A description of the length of the attribute. For attributes
of variable Iength, a maxi mum|ength SHOULD be given. Since
the Length may depend on the Type, the definition of Length may
be affected by | ANA all ocati ons.

Data Type
One of the named data types fromthe RADI US Data Type registry.
Val ue

A description of any attribute-specific Iimtations on the
val ues carried by the specified data type. |If there are no
attribute-specific limtations, then the description of this
field can be onitted, so long as the Description field is
sufficiently explanatory.

Where the values are limted to a subset of the possible range,
val id range(s) MJST be defi ned.

For attributes of data type "enunmt, a list of enunerated val ues
and nanes MJST be given, as with [ RFC2865] Section 5. 6.

Using a consistent format for attribute definitions helps to nake the
definitions clearer.

2.1.4. Defining a New Data Type

When a specification needs to define a new data type, it SHOULD
follow the format used by the definitions in Section 3 of this
docunent. The text at the start of the data type definition MJST
describe the data type, including the expected use, and why a new
data type is required. That text SHOULD include lints on expected
val ues, and why those linmts exist. The field s "Nane", "Value"
"Length", and "Format", MJST be given, along with val ues.

The "Nane" field SHOULD be a single nanme, all |ower-case.
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Contractions such as "ipv4addr" are RECOWENDED where they add
clarity.

We note that the use of "Value" in the RADIUS Data Type registry can
be confusing. That nane is also used in attribute definitions, but
with a different neaning. W trust that the neaning here is clear
fromthe context.

The "Value" field SHOULD be given as to be determned or "TBD" in
specifications. That nunber is assigned by | ANA

The "Format" field SHOULD be defined with "ASCI| art" in order to
have a precise definition. Machine-readable formats are al so
RECOMVENDED.

The definition of a new data type should be done only when absol utely
necessary. W do not expect a need for a |large nunber of new data
types. Wien defining a new data type, the guideliness of [ RFC6929]
with respect to data types MJST be foll owed.

It is RECOWENDED that vendors not define "vendor specific" data
types. As discussed in [ RFC6929], those data types are rarely
necessary, and can cause interoperability problens.

Any new data type MJST have unique nane in the RADI US Data Type
registry. The nunber of the data type will be assigned by | ANA

2.2. Inplenentation Use of Data Types

| mpl enent ati ons not supporting a particular data type MJST treat
attributes of that data type as being of data type "string", as
defined in Section 3.6. It is RECOWENDED that such attributes be
treated as "invalid attributes”, as defined in [ RFC6929] Section 2.8.

Where the contents of a data type do not match the definition

i npl ementations MJUST treat the the enclosing attribute as being an
"invalid attribute". This requirement includes, but is not linted
to, the follow ng situations:

* Attributes with values outside of the allowed range(s) for the
data type, e.g. as given in the data types "integer", "ipvdaddr",
"ipv6addr", "ipvédprefix", "ipvéprefix", or "enuni.

* "text" attributes where the contents do not match the required
format,

* Attributes where the length is shorter or |longer than the all owed
I ength(s) for the given data type
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The requirements for "reserved" fields are nore difficult to

quantify. [Inplenmentati ons SHOULD be able to receive and process
attributes where "reserved" fields are non-zero. W do not, however,
define any "correct" processing of such attributes. |Instead,

speci fications which define new neaning for "reserved" fields SHOULD
descri be how the new nmeaning is conpatible with ol der

i npl ementations. W expect that such descriptions are derived from
practice. |Inplenmentations MIST set "reserved" fields to zero when
creating attributes.
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3.

Data Type Definitions

This section defines the new data types. For each data type, it
gives a definition, a nane, a nunber, a length, and an encodi ng
format. \Where relevant, it describes subfields contained within the
data type. These definitions have no inpact on existing RAD US

i npl ementations. There is no requirenment that inplenentations use

t hese nanes.

Wher e possible, the name of each data type has been taken from
previous specifications. |In sonme cases, a different nane has been
chosen. The change of nane is sonetines required to avoid anbiguity
(i.e. "address" versus "Address"). Oherw se, the new nane has been
chosen to be compatible with [ RFC2865], or with use in comon

i npl ementations. In sone cases, new names are chosen to clarify the
interpretation of the data type.

The nunbers assigned herein for the data types have no nmeani ng ot her
than to pernit themto be tracked by I ANA. As RADI US does not encode
i nformati on about data types in a packet, the nunbers assigned to a
data type will never occur in a packet. It is RECOVWENDED that new

i npl ement ati ons use the names defined in this docunent, in order to
avoi d confusion. Existing inplenentations nay choose to use the
names defined here, but that is not required.

The encodi ng of each data type is taken from previ ous specifications.
The fields are transmitted fromleft to right.

Where the data types have inter-dependencies, the sinplest data type
is given first, and dependent ones are given |later

We do not create specific data types for the "tagged" attributes
defined in [ RFC2868]. That specification defines the "tagged"
attributes as being backwards conpatible with pre-existing data
types. In addition, [RFC6158] Section 2.1 says that "tagged"
attributes should not be used. There is therefore no benefit to
defining additional data types for these attributes. W trust that
i mpl ementors will be aware that tagged attributes must be treated
differently from non-tagged attributes of the sane data type.

Simlarly, we do not create data types for sone attributes having
compl ex structure, such as CHAP- Password, ARAP-Features, or Location-
Information. W need to strike a balance between correcting earlier
m st akes, and making this docunent nore conplex. |n some cases, it
is better to treat conmplex attributes as being of type "string", even
though they need to be interpreted by RADI US i npl enentations. The
gui delines given in Section 6.3 of [ RFC6929] were used to nake this
det ermi nati on.
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3.1. integer

The "integer"” data type encodes a 32-bit unsigned integer in network
byte order. Were the range of values for a particular attribute is
limted to a sub-set of the val ues, specifications MJST define the
valid range. Attributes with Values outside of the allowed ranges
SHOULD be treated as "invalid attributes".
Name

i nt eger
Val ue

1
Length

Four octets

For mat

0 1 2 3

01234567890123456789012345678901
R e e T e i o R S et S
[ Val ue [
B i S S T s i S T st i S S S S S S S S i

3.2. enum
The "enunt' data type encodes a 32-bit unsigned integer in network
byte order. It differs fromthe "integer” data type only in that it
is used to define enunerated types, such as Service-Type (Section 5.6
of [RFC2865]). Specifications MJST define a valid set of enunerated
val ues, along with a unique nanme for each value. Attributes with
Val ues outside of the allowed enunerations SHOULD be treated as
"invalid attributes".
Name

enum

Val ue

Length
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Four octets

For mat

0 1 2 3
01234567890123456789012345678901
R e e T e i o R S et S
[ Val ue [
B i S S T s i S T st i S S S S S S S S i

3.3. tine

The "tinme" data type encodes tinme as a 32-bit unsigned value in
network byte order and in seconds since 00:00: 00 UTC, January 1,

1970. We note that dates before the year 2016 are likely to indicate
configuration errors, or lack of access to the correct tine.

Note that the "time" attribute is defined to be unsigned, which neans
it is not subject to a signed integer overflow in the year 2038.

Length
Four octets
For mat

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S
| Ti me |
B T S T T S T S S S e S e &

3.4. text
The "text" data type encodes UTF-8 text [RFC3629]. The maxi num
Il ength of the text is given by the encapsulating attribute. Were

the range of lengths for a particular attribute is Iinmted to a sub-
set of possible lengths, specifications MIST define the valid
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range(s). Attributes with length outside of the all owed val ues
SHOULD be treated as "invalid attributes”.

Attributes of type "text" which are allocated in the standard space
(Section 1.2 of [RFC6929]) are limted to no nore than 253 octets of
data. Attributes of type "text" which are allocated in the extended
space can be longer. In both cases, these limts are reduced when
the data is encapsul ated inside of an another attribute.

Where the text is intended to carry data in a particular format,
(e.g. Franed-Route), the format MJST be given. The specification
SHOULD descri be the format in a machi ne-readabl e way, such as via
Augnent ed Backus- Naur Form (ABNF) [ RFC5234]. Attributes with val ues
not matching the defined format SHOULD be treated as "invalid
attributes”.

Note that the "text" data type does not terminate with a NUL octet
(hex 00). The Attribute has a Length field and does not use a
term nator. Texts of length zero (0) MJST NOT be sent; omit the
entire attribute instead.
Name
t ext
Val ue
4
Length
One or nore octets.
For mat
0
01234567
B e e e
| Val ue
e T T S it o
3.5. string
The "string" data type encodes binary data, as a sequence of
undi stingui shed octets. Were the range of lengths for a particular

attribute is limted to a sub-set of possible | engths, specifications
MUST define the valid range(s). Attributes with |ength outside of
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the all owed val ues SHOULD be treated as "invalid attributes”

Attributes of type "string" which are allocated in the standard space
(Section 1.2 of [RFC6929]) are limted to no nore than 253 octets of
data. Attributes of type "string" which are allocated in the

ext ended space can be longer. |n both cases, these lints are
reduced when the data is encapsul ated inside of an another attribute.

Note that the "string" data type does not termnate with a NUL octet
(hex 00). The Attribute has a Length field and does not use a
termnator. Strings of length zero (0) MJST NOT be sent; onit the
entire attribute instead. a Wiere there is a need to encapsul ate
compl ex data structures, and TLVs cannot be used, the "string" data
type MIUST be used. This requirenent includes encapsul ati on of data
structures defined outside of RADI US, which are opaque to the RADI US
infrastucture. It also includes encapsul ation of sone data
structures which are not opaque to RADIUS, such as the contents of
CHAP- Passwor d.

There is little reason to define a new RADIUS data type for only one
attribute. However, where the conplex data type cannot be
represented as TLVs, and is expected to be used in many attributes, a
new data type SHOULD be defi ned
These requirenents are stronger than [ RFC6158], which makes the above
encapsul ation a "SHOULD'. This docunment defines data types for use
in RADIUS, so there are few reasons to avoid using them
Name

string
Val ue

5
Length

One or nore octets.
For mat

0

01234567

L e e o

| Cctets
B e i SR R R S
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3.6. concat

The "concat" data type permts the transport of nore than 253 octets
of data in a "standard space" [RFC6929] attribute. It is otherw se
identical to the "string" data type

If multiple attributes of this data type are contained in a packet,
all attributes of the sane type code MIST be in order and they MJIST
be consecutive attributes in the packet.

The amobunt of data transported in a "concat" data type can be no nore
than the RADI US packet size. 1In practice, the requirenment to
transport multiple attributes nmeans that the Iimt may be
substantially smaller than one RADI US packet. As a rough guide, is
RECOMVENDED that this data type transport no nore than 2048 octets of
dat a.

The "concat" data type MAY be used for "standard space" attributes.
It MUST NOT be used for attributes in the "short extended space" or
the "l ong extended space". It MJST NOT be used in any field or
subfields of the followi ng data types: "tlv", "vsa", "extended"
"l ong- ext ended", or "evs".
Name

concat
Val ue

6
Length

One or nore octets.
For mat

0

01234567

e T T S it o

| Octets

Rl i T N R S

3.7. ifid

The "ifid" data type encodes an Interface-1d as an 8 octet |Pv6
Interface Identifier network byte order
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3. 8.

Name

ifid
Val ue

7
Length

Ei ght octets
For mat
0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s
[ Interface-1D ...
T S T i i S T iy S S S S S

Interface-1D

B i S S T s i S T st i S S S S S S S S i
i pv4addr
The "ipvdaddr" data type encodes an | Pv4 address in network byte
order. \Where the range of address for a particular attribute is
limted to a sub-set of possible addresses, specifications MJST
define the valid range(s). Attributes with Addresses outside of the
al | oned range(s) SHOULD be treated as "invalid attributes"
Name

i pvdaddr
Val ue

8
Length

Four octets
For mat

0 1 2 3

01234567890123456789012345678901
T I T S S T i T S S M T s
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| Addr ess |
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

3.9. ipv6addr

The "ipv6addr" data type encodes an | Pv6 address in network byte
order. \Where the range of address for a particular attribute is
limted to a sub-set of possible addresses, specifications MJST
define the valid range(s). Attributes with Addresses outside of the
al | owed range(s) SHOULD be treated as "invalid attributes".

Nane
i pv6addr
Val ue
9
Length
Si xteen octets
For mat

0 1 2 3
01234567890123456789012345678901
T g S S

| Address ..

T T S S e B R S
Addr ess ..

B i S S T s i S T st i S S S S S S S S i
Address ..

T g S S
Addr ess

T T o T T

3.10. ipvéprefix

The "ipveprefix" data type encodes an | Pv6 prefix, using both a
prefix length and an | Pv6 address in network byte order. \Were the
range of prefixes for a particular attribute is linmted to a sub-set
of possible prefixes, specifications MIST define the valid range(s).
Attributes with Addresses outside of the all owed range(s) SHOULD be
treated as "invalid attributes".
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Attributes with a Prefix-Length field having value greater than 128
MUST be treated as "invalid attributes”.

Nanme

i pv6prefix
Val ue

10
Lengt h

At | east two, and no nore than eighteen octets.
For mat

0 1 2 3

01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| Reserved | Prefix-Length | Prefix ...

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
Prefix ...

B i i i e R S e S i s e e S T g e S I T i st S TR I S S
Prefix ...

B T T i I T T o S S S e b S S S
Prefix

B T i S S i S T h T i S S S S e
Subfi el ds
Reserved

This field, which is reserved and MJST be present, is always
set to zero. This field is one octet in |ength.

Prefix-Length

The length of the prefix, in bits. At least 0 and no |arger
than 128. This field is one octet in |ength.

Prefix

The Prefix field is up to 16 octets in length. Bits outside of
the Prefix-Length, if included, MJST be zero.

The Prefix field SHOULD NOT contain nore octets than necessary
to encode the Prefix.
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3.11. ipvdprefix
The "ipv4prefix" data type encodes an | Pv4 prefix, using both a
prefix length and an | Pv4 address in network byte order. \Were the
range of prefixes for a particular attribute is linmted to a sub-set
of possible prefixes, specifications MIST define the valid range(s).
Attributes with Addresses outside of the allowed range(s) SHOULD be
treated as "invalid attributes".

Attributes with a Prefix-Length field having value greater than 32
MUST be treated as "invalid attributes".

Nane
i pvdprefix
Val ue
11
Length
Six octets
For mat
0 1 2 3

01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

[ Reserved | Prefix-Length | Prefix ..
i T e e e o i e S S e e S E CEC R e o
Prefix |

B i S S S i i T S N S
Subfi el ds
Reserved

This field, which is reserved and MJST be present, is always
set to zero. This field is one octet in |ength.

Note that this definition differs fromthat given in [ RFC6572].
See Prefix-Length, below, for an explanation

Prefix-Length

The length of the prefix, in bits. The values MJST be no
larger than 32. This field is one octet in |ength.
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Note that this definition differs fromthat given in [ RFC6572].

As conpared to [ RFC6572], the Prefix-Length field has increased
in size by two bits, both of which nust be zero. The Reserved
field has decreased in size by two bits. The result is that
both fields are aligned on octet boundaries, which renoves the
need for bit masking of the fields.

Since [ RFC6572] required the Reserved field to be zero, the
definition here is conpatible with the definition in the
original specification

Prefix
The Prefix field is 4 octets in length. Bits outside of the
Prefix-Length MJUST be zero. Unlike the "ipv6prefix" data type,

this field is fixed length. |If the address is all zeros (i.e.
"0.0.0.0", then the Prefix-Length MJST be set to 32

3.12. integer64

The "integer64" data type encodes a 64-bit unsigned integer in
network byte order. Where the range of values for a particul ar
attribute is limted to a sub-set of the values, specifications MJST
define the valid range(s). Attributes with Values outside of the
al | oned range(s) SHOULD be treated as "invalid attributes”
Name

i nt eger 64
Val ue

12
Length

Ei ght octets
For mat

0 1 2 3

01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Val ue ..
B i i S S i I e i S S R L e e e e
Val ue
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T I T S i T i S S S i T i S S S S S S S

3.13. tlv

The "tlv" data type encodes a type-length-value, as defined in
[ RFC6929] Section 2. 3.

13
Length

Three or nore octets
For mat

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| TLV- Type | TLV-Length | TLV-Data ...

B i S S T s i S T st i S S S S S S S S i

Subfi el ds
TLV- Type

This field is one octet. Up-to-date values of this field are
specified according to the policies and rules described in

[ RFC6929] Section 10. Values of 254-255 are "Reserved" for use
by future extensions to RADIUS. The value 26 has no speci al
nmeani ng, and MJUST NOT be treated as a Vendor Specific
attribute.

The TLV-Type is neaningful only within the context defined by
"Type" fields of the encapsulating Attributes, using the
dott ed- number notation introduced in [ RFC6929].

A RADI US server MAY ignore Attributes with an unknown "TLV-
Type".

A RADIUS client MAY ignore Attributes with an unknown "TLV-
Type".
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A RADI US proxy SHOULD forward Attributes with an unknown "TLV-
Type" verbatim

TLV-Length

The TLV-Length field is one octet, and indicates the | ength of
this TLV including the TLV-Type, TLV-Length and TLV-Val ue
fields. It MJST have a val ue between 3 and 255. |If a client
or server receives a TLV with an invalid TLV-Length, then the
attribute which encapsul ates that TLV MJST be considered to be
an "invalid attribute", and handl ed as per [ RFC6929] Section
2. 8.

TLVs having TLV-Length of two (2) MJST NOT be sent; onit the
entire TLV instead.

TLV- Dat a
The TLV-Data field is one or nore octets and contains
information specific to the Attribute. The format and | ength
of the TLV-Data field is determ ned by the TLV-Type and TLV-
Length fields.
The TLV-Data field MJUST contain only known RADI US data types.
The TLV-Data field MJUST NOT contain any of the followi ng data
types: "concat", "vsa", "extended", "long-extended", or "evs".
3.14. vsa
The "vsa" data type encodes Vendor-Specific data, as given in
[ RFC2865] Section 5.26. It is used only in the Attr-Data field of a
Vendor - Specific Attribute. It MJST NOT appear in the contents of any
ot her data type.
Where an inplenentation determ nes that an attribute of data type
"vsa" contains data which does not match the expected format, it
SHOULD treat that attribute as being an "invalid attribute".
Name
vsa
Val ue

14

Length
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Five or nore octets
For mat

0 1 2 3
01234567890123456789012345678901
R R s s o e i e i S e e s
| Vendor -1 d [
B S T S T S i i S s S S S S

| VSA-Data ...
R s o T S R i i S SN N SR RS

Subfi el ds
Vendor-1d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order

VSA- Dat a

The VSA-Data field is one or nore octets. The actual format of
the information is site or application specific, and a robust

i mpl enent ati on SHOULD support the field as undi stingui shed
octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification

The "vsa" data type SHOULD contain as a sequence of "tlv" data
types. The interpretation of the TLV-Type and TLV-Data fields
are dependent on the vendor’s definition of that attribute.
The "vsa" data type MJUST be used as contents of the Attr-Data

field of the Vendor-Specific attribute. The "vsa" data type
MUST NOT appear in the contents of any other data type.

3.15. extended
The "extended" data type encodes the "Extended Type" format, as given
in [RFC6929] Section 2.1. It is used only in the Attr-Data field of
an Attribute allocated fromthe "standard space". |t MJST NOT appear
in the contents of any other data type.

Name

ext ended
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Val ue

15
Length

Two or nore octets
For mat

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Extended-Type | Ext-Data ..
B i S S T s i S T st i S S S S S S S S i

Subfi el ds
Ext ended- Type

The Extended-Type field is one octet. Up-to-date val ues of
this field are specified according to the policies and rules
described in [ RFC6929] Section 10. Unlike the Type field
defined in [ RFC2865] Section 5, no values are allocated for
experinental or inplenmentation-specific use. Values 241-255
are reserved and MJUST NOT be used.

The Extended-Type is neaningful only within a context defined
by the Type field. That is, this field may be thought of as
defining a new type space of the form "Type. Ext ended- Type".
See [ RFC6929] Section 2.5 for additional discussion

A RADI US server MAY ignore Attributes with an unknown
"Type. Ext ended- Type"

A RADIUS client MAY ignore Attributes with an unknown
"Type. Ext ended- Type"

Ext - Dat a
The contents of this field MUST be a valid data type as defined
in the RADIUS Data Type registry. The Ext-Data field MJUST NOT
contain any of the followi ng data types: "concat", "vsa"
"ext ended", "long-extended", or "evs".

The Ext-Data field is one or nobre octets.

| mpl ement ati ons supporting this specification MIUST use the
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Identifier of "Type.Extended-Type" to determine the
interpretation of the Ext-Data field.

3.16. | ong-extended

The "l ong-extended" data type encodes the "Long Extended Type"
format, as given in [RFC6929] Section 2.2. It is used only in the
Attr-Data field of an Attribute. It MJST NOT appear in the contents
of any other data type.
Name

| ong- ext ended
Val ue

16
Length

Three or nore octets

For mat

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

| Extended-Type |M T| Reserved | Ext-Data ..
B E e r e s i s i o T T s S S S S 2

Subfi el ds
Ext ended- Type

This field is identical to the Extended-Type field defined
above in Section 3.15.

M ( More)

The More field is one (1) bit in length, and indicates whether
or not the current attribute contains "nore" than 251 octets of
data. The More field MIST be clear (0) if the Length field has
val ue less than 255. The Mire field MAY be set (1) if the
Length field has val ue of 255.

If the More field is set (1), it indicates that the Ext-Data
field has been fragnmented across nultiple RAD US attri butes.
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When the More field is set (1), the attribute MJST have a
Length field of value 255; there MJST be an attribute foll ow ng
this one; and the next attribute MJST have both the same Type
and Extended Type. That is, multiple fragnents of the sane

val ue MUST be in order and MJUST be consecutive attributes in
the packet, and the last attribute in a packet MJUST NOT have
the Mre field set (1).

That is, a packet containing a fragnmented attri bute needs to
contain all fragnments of the attribute, and those fragnents
need to be contiguous in the packet. RADI US does not support
i nter-packet fragmentation, which means that fragmenting an
attribute across nultiple packets is inpossible.

If aclient or server receives an attribute fragment with the
"More" field set (1), but for which no subsequent fragnment can
be found, then the fragnented attribute is considered to be an
"invalid attribute", and handl ed as per [ RFC6929] Section 2. 8.

T (Truncati on)

This field is one bit in size and is
called "T" for Truncation. It
indicates that the attribute is
intentionally truncated in this
chunk and is to be continued in the
next chunk of the sequence. The
conbination of the Mflag and the T
flag indicates that the attribute is
fragmented (Mflag) but that all the
fragments are not available in this
chunk (T flag). Proxies

i mpl ementing [ RFC6929] will see
these attributes as invalid (they
will not be able to reconstruct
them), but they will still forward
them as Section 5.2 of [RFC6929]

i ndi cates that they SHOULD forward
unknown attri butes anyway.

Pl ease see [ RFC7499] for further
di scussion of the uses of this flag.

Reserved
This field is 6 bits long, and is

reserved for future use
I mpl ement ati ons MUST set it to zero
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(0) when encoding an attribute for
sending in a packet. The contents
SHOULD be ignored on reception.

Future specifications nmay define
addi tional nmeaning for this field.

I mpl ement ati ons therefore MJUST NOT
treat this field as invalid if it is
non- zero.

Ext - Dat a

The contents of this field MUST be a
valid data type as defined in the
RADI US Data Type registry. The Ext-
Data field MJUST NOT contain any of
the follow ng data types: "concat",
"vsa", "extended", "Ilong-extended"
or "evs".

The Ext-Data field is one or nore
oct et s.

| mpl enent ati ons supporting this
speci ficati on MIST use the
Identifier of "Type.Extended- Type"
to determne the interpretation of
the Ext-Data field.

The length of the data MJUST be taken
as the sumof the lengths of the
fragments (i.e. Ext-Data fields)
fromwhich it is constructed. Any
interpretation of the resulting data
MUST occur after the fragnments have
been reassenbled. |If the
reassenbl ed data does not match the
expected format, each fragment MJST
be treated as an "invalid
attribute", and the reassenbl ed data
MUST be di scar ded.

We note that the maxi num size of a
fragmented attribute is [imted only
by the RADI US packet |ength
limtation. |Inplenmentations MJST be
able to handl e the case where one
fragmented attribute conpletely
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fills the packet.

3.17. evs

The "evs" data type encodes an "Extended Vendor-Specific" attribute,
as given in [RFC6929] Section 2.4. The "evs" data type is used
solely to extend the Vendor Specific space. It MAY appear inside of
an "extended" or a "long-extended" data type. It MJST NOT appear in
the contents of any other data type.

Where an inplenentation determ nes that an attribute of data type
"evs" contains data which does not match the expected format, it
SHOULD treat that attribute as being an "invalid attribute".
Name
evs
Val ue
17
Length
Six or nore octets
For mat
0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| Vendor-1d |
B T i S S i S T h T i S S S S e
| Vendor- Type | EVS-Data ...
T S i S R i T i S S
Subfi el ds
Vendor -1 d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.
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EVS- Dat a
The EVS-Data field is one or nore octets. It SHOULD
encapsul ate a previously defined RADI US data type. Non-
standard data types SHOULD NOT be used. W note that the EVS-
Data field may be of data type "tlv".
The actual format of the information is site or application
specific, and a robust inplementati on SHOULD support the field
as undi stingui shed octets. W recogni se that Vendors have
conpl ete control over the contents and format of the Ext-Data
field, while at the sanme tinme recomendi ng that good practices
be foll owed.
Furt her codification of the range of allowed usage of this
field is outside the scope of this specification
4. Updated Registries
This section defines a new | ANA registry for RADI US data types, and
then updates the existing RADIUS Attribute Type registry to use the
data types fromthe new registry.
4.1. Create a Data Type Registry
This section defines a new registry |ocated under "RAD US Types"
called "Data Type". The "Registration Procedures"” for the Data Type
registry are "Standards Action”
The Data Type registry contains three colums of data, as follows.
Val ue

The nunber of the data type. The value field is an artifact of
the registry, and has no on-the-w re neani ng.

Name

The nane of the data type. The nane field is used only for the
regi stry, and has no on-the-w re neaning.

Ref er ence
The specification where the data type was defi ned.

The initial contents of the registry are as foll ows.
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4. 2.

Val ue Description Ref er ence

1 integer [ RFC2865], TBD
2 enum [ RFC2865], TBD
3 tine [ RFC2865], TBD
4 text [ RFC2865], TBD
5 string [ RFC2865], TBD
6 concat TBD

7 ifid [ RFC3162], TBD
8 ipv4addr [ RFC2865], TBD
9 ipv6addr [ RFC3162], TBD
10 ipveprefix [ RFC3162], TBD
11 i pvéprefix [ RFC6572], TBD
12 integer64 [ RFC6929], TBD
13 tlv [ RFC6929], TBD
14 evs [ RFC6929], TBD

Data Types in RADI US

18 Cctober 2016

15 extended [ RFC6929], TBD
16 |long-extended [RFC6929], TBD

Updates to the Attribute Type Registry

This section updates the RADIUS Attribute Type registry to have a new
columm, which is inserted in between the existing "Description" and
"Reference" colums. The new columm is naned "Data Type". The
contents of that colum are the name of a data type, corresponding to
the attribute in that row, or blank if the attribute type is

unassi gned. The nane of the data type is taken fromthe RADI US Dat a
Type registry, as defined above.

The existing registration requirenments for the RADIUS Attribute Type
registry are otherw se unchanged.

NOTE TO RFC EDI TOR: Before the docunment is published, please renove this

not

DeKok, Al an

e, and the following text in this section
The updated registry follows in CSV fornmat.

Val ue, Descri ption, Data Type, Ref erence
1, User - Nane, t ext, [ RFC2865]

2, User - Passwor d, string, [ RFC2865]

3, CHAP- Passwor d, st ri ng, [ RFC2865]

4, NAS- | P- Addr ess, i pv4addr, [ RFC2865]

5, NAS- Port , i nt eger, [ RFC2865]

6, Servi ce- Type, enum [ RFC2865]

7, Framed- Pr ot ocol , enum [ RFC2865]

8, Franed- | P- Addr ess, i pv4addr, [ RFC2865]
9, Franed- | P- Net mask, i pv4addr, [ RFC2865]
10, Framed- Rout i ng, enum [ RFC2865]
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11, Filter-1d,text, [ RFC2865]

12, Framed- MU, i nt eger, [ RFC2865]

13, Fr amed- Conpr essi on, enum [ RFC2865]

14, Logi n- | P- Host , i pv4addr, [ RFC2865]

15, Logi n- Servi ce, enum [ RFC2865]

16, Logi n- TCP- Port , i nt eger, [ RFC2865]

17, Unassi gned, ,

18, Repl y- Message, t ext, [ RFC2865]

19, Cal | back- Number , t ext, [ RFC2865]

20, Cal | back-1d, t ext, [ RFC2865]

21, Unassi gned, ,

22, Franed- Rout e, t ext, [ RFC2865]

23, Franed- | PX- Net wor k, i pv4addr, [ RFC2865]
24, St ate, string, [ RFC2865]

25, d ass, string, [ RFC2865]

26, Vendor - Speci fi ¢, vsa, [ RFC2865]

27, Sessi on-Ti meout, i nt eger, [ RFC2865]

28, 1 dl e- Ti neout, i nt eger, [ RFC2865]

29, Termi nati on- Acti on, enum [ RFC2865]

30, Cal | ed- Station-1d, text, [ RFC2865]

31, Calling-Station-Id,text, [ RFC2865]

32, NAS- I dentifier,text, [ RFC2865]

33, Proxy-State, string, [ RFC2865]

34, Logi n- LAT- Servi ce, t ext, [ RFC2865]

35, Logi n- LAT- Node, t ext, [ RFC2865]

36, Logi n- LAT- G oup, stri ng, [ RFC2865]

37, Franed- Appl eTal k- Li nk, i nt eger, [ RFC2865]
38, Fr aned- Appl eTal k- Net wor k, i nt eger, [ RFC2865]
39, Franed- Appl eTal k- Zone, t ext , [ RFC2865]
40, Acct - St at us- Type, enum [ RFC2866]

41, Acct - Del ay- Ti ne, i nt eger, [ RFC2866]

42, Acct - I nput - Cct et s, i nt eger, [ RFC2866]
43, Acct - Qut put - Cct et s, i nt eger, [ RFC2866]
44, Acct - Sessi on-1d, t ext, [ RFC2866]

45, Acct - Aut henti ¢, enum [ RFC2866]

46, Acct - Sessi on-Ti e, i nt eger, [ RFC2866]
47, Acct - I nput - Packet s, i nt eger, [ RFC2866]
48, Acct - Qut put - Packet s, i nt eger, [ RFC2866]
49, Acct - Ter mi nat e- Cause, enum [ RFC2866]
50, Acct-Mil ti-Session-1d,text, [ RFC2866]
51, Acct - Li nk- Count , i nt eger, [ RFC2866]

52, Acct - | nput - G gawor ds, i nt eger, [ RFC2869]
53, Acct - Qut put - G gawor ds, i nt eger, [ RFC2869]
54, Unassi gned, ,

55, Event - Ti mest anp, ti e, [ RFC2869]

56, Egr ess- VLANI D, i nt eger, [ RFC4675]

57,1 ngress-Filters, enum [ RFC4675]

58, Egr ess- VLAN- Nan®, t ext , [ RFC4675]
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59, User-Priority-Tabl e, string, [ RFC4675]
60, CHAP- Chal | enge, stri ng, [ RFC2865]

61, NAS- Port - Type, enum [ RFC2865]

62, Port-Lint,integer, [ RFC2865]

63, Logi n- LAT- Port, text, [ RFC2865]

64, Tunnel - Type, enum [ RFC2868]

65, Tunnel - Medi um Type, enum [ RFC2868]

66, Tunnel - Cl i ent - Endpoi nt, t ext, [ RFC2868]
67, Tunnel - Ser ver - Endpoi nt, t ext, [ RFC2868]
68, Acct - Tunnel - Connecti on, t ext, [ RFC2867]
69, Tunnel - Passwor d, stri ng, [ RFC2868]

70, ARAP- Passwor d, st ri ng, [ RFC2869]

71, ARAP- Feat ur es, st ri ng, [ RFC2869]

72, ARAP- Zone- Access, enum [ RFC2869]

73, ARAP- Securi ty, integer, [ RFC2869]

74, ARAP- Security-Dat a, t ext, [ RFC2869]

75, Passwor d- Retry, i nt eger, [ RFC2869]

76, Pronpt, enum [ RFC2869]

77, Connect -1 nf o, t ext, [ RFC2869]

78, Confi gur ati on- Token, t ext, [ RFC2869]

79, EAP- Message, concat , [ RFC2869]

80, Message- Aut henti cat or, stri ng, [ RFC2869]
81, Tunnel - Pri vat e- Group- | D, t ext, [ RFC2868]
82, Tunnel - Assi gnment - | D, t ext , [ RFC2868]

83, Tunnel - Pref er ence, i nt eger, [ RFC2868]

84, ARAP- Chal | enge- Response, stri ng, [ RFC2869]
85, Acct-Interimlinterval,integer, [ RFC2869]
86, Acct - Tunnel - Packet s- Lost, i nt eger, [ RFC2867]
87, NAS- Port-1d,text, [ RFC2869]

88, Fr aned- Pool , t ext, [ RFC2869]

89, CUl, string, [ RFC4372]

90, Tunnel -Cl i ent-Auth-1D, text, [ RFC2868]
91, Tunnel - Server - Aut h-1 D, t ext, [ RFC2868]
92, NAS-Fil ter-Rul e, text, [ RFC4849]

93, Unassi gned,

94, Ori gi nati ng- Li ne-1nfo, string, [ RFC7155]
95, NAS- | Pv6- Addr ess, i pvbaddr, [ RFC3162]

96, Franed-Interface-1d,ifid, [ RFC3162]

97, Franed- 1 Pv6- Prefi x, i pvéprefix, [ RFC3162]
98, Logi n- |1 Pv6- Host , i pv6addr, [ RFC3162]

99, Franed- | Pv6- Rout e, t ext, [ RFC3162]

100, Franed- | Pv6- Pool , t ext, [ RFC3162]

101, Error-Cause Attribute, enum [ RFC3576]
102, EAP- Key- Nane, string, [ RFC4072] [ RFC7268]
103, Di gest - Response, t ext, [ RFC5090]

104, Di gest - Real m t ext, [ RFC5090]

105, Di gest - Nonce, t ext, [ RFC5090]

106, Di gest - Response- Aut h, t ext , [ RFC5090]
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107, Di gest - Next nonce, t ext, [ RFC5090]

108, Di gest - Met hod, t ext, [ RFC5090]

109, Di gest - URI, t ext, [ RFC5090]

110, Di gest - Qop, t ext, [ RFC5090]

111, Di gest- Al gorithmtext, [ RFC5090]

112, Di gest - Enti t y- Body- Hash, t ext, [ RFC5090]

113, Di gest - CNonce, t ext , [ RFC5090]

114, Di gest - Nonce- Count , t ext, [ RFC5090]

115, Di gest - User nane, t ext, [ RFC5090]

116, Di gest - Opaque, t ext, [ RFC5090]

117, Di gest - Aut h- Par am t ext , [ RFC5090]

118, Di gest - AKA- Aut s, t ext, [ RFC5090]

119, Di gest - Donai n, t ext, [ RFC5090]

120, Di gest - St al e, t ext, [ RFC5090]

121, Di gest - HAL, t ext, [ RFC5090]

122, SI P- AOR, t ext , [ RFC5090]

123, Del egat ed- 1 Pv6- Prefi x, i pv6prefix, [ RFC4818]
124, M P6- Feat ur e- Vect or, stri ng, [ RFC5447]

125, M P6- Home- Li nk- Prefi x, i pvéprefix, [ RFC5447]
126, Oper at or - Nane, t ext , [ RFC5580]

127, Locati on-I nformation, string, [ RFC5580]

128, Locati on- Dat a, stri ng, [ RFC5580]

129, Basi c- Locati on-Pol i cy- Rul es, string, [ RFC5580]
130, Ext ended- Locati on- Pol i cy- Rul es, string, [ RFC5580]
131, Locat i on- Capabl e, enum [ RFC5580]

132, Request ed- Locat i on- I nf o, enum [ RFC5580]

133, Fr aned- Managenent - Pr ot ocol , enum [ RFC5607]

134, Managenent - Tr ansport - Prot ecti on, enum [ RFC5607]
135, Managenent - Pol i cy-1d, text, [ RFC5607]

136, Managenent - Pri vi | ege- Level , i nt eger, [ RFC5607]
137, PKM SS- Cert, concat , [ RFC5904]

138, PKM CA- Cert, concat, [ RFC5904]

139, PKM Confi g- Setti ngs, string, [ RFC5904]

140, PKM Crypt osui t e- Li st, string, [ RFC5904]

141, PKM SAI D, t ext , [ RFC5904]

142, PKM SA- Descri ptor, string, [ RFC5904]

143, PKM Aut h- Key, stri ng, [ RFC5904]

144, DS- Li t e- Tunnel - Nane, t ext, [ RFC6519]

145, Mobi | e- Node-1dentifier,string, [ RFC6572]

146, Servi ce-Sel ection, text, [ RFC6572]

147, PM P6- Horre- LMA- | Pv6- Addr ess, i pv6addr, [ RFC6572]
148, PM P6- Vi si t ed- LMA- | Pv6- Addr ess, i pv6addr, [ RFC6572]
149, PM P6- Horre- LMA- | Pv4- Addr ess, i pv4addr, [ RFC6572]
150, PM P6- Vi si t ed- LMA- | Pv4- Addr ess, i pv4addr, [ RFC6572]
151, PM P6- Home- HN- Pref i x, i pv6prefi x, [ RFC6572]

152, PM P6- Vi sited- HN- Prefi x, i pvbprefi x, [ RFC6572]
153, PM P6- Horre- I nterface-1D,ifid, [ RFC6572]

154, PM P6- Vi sited-Interface-I1D,ifid, [ RFC6572]
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155, PM P6- Home- | Pv4- HoA, i pv4prefi x, [ RFC6572]

156, PM P6- Vi si t ed- | Pv4- HoA, i pv4prefi x, [ RFC6572]
157, PM P6- Horre- DHCP4- Ser ver - Addr ess, i pv4addr, [ RFC6572]
158, PM P6- Vi si t ed- DHCP4- Ser ver - Addr ess, i pv4addr, [ RFC6572]
159, PM P6- Horre- DHCP6- Ser ver - Addr ess, i pv6addr, [ RFC6572]
160, PM P6- Vi si t ed- DHCP6- Ser ver - Addr ess, i pv6addr, [ RFC6572]
161, PM P6- Horre- | Pv4- Gat eway, i pv4addr, [ RFC6572]
162, PM P6- Vi si t ed- | Pv4- Gat eway, i pv4addr, [ RFC6572]
163, EAP- Lower - Layer, enum [ RFC6677]

164, GSS- Accept or - Ser vi ce- Nane, t ext, [ RFC7055]

165, GSS- Accept or - Host - Nane, t ext, [ RFC7055]

166, GSS- Accept or - Ser vi ce- Speci fi cs, text, [ RFC7055]
167, GSS- Accept or - Real m Nane, t ext, [ RFC7055]

168, Fr amed- | Pv6- Addr ess, i pv6addr, [ RFC6911]

169, DNS- Ser ver - | Pv6- Addr ess, i pv6addr, [ RFC6911]
170, Rout e- | Pv6- I nformati on, i pveprefix, [ RFC6911]
171, Del egat ed- | Pv6- Prefi x- Pool , t ext, [ RFC6911]
172, St at ef ul -1 Pv6- Addr ess- Pool , t ext, [ RFC6911]
173, 1 Pv6-6rd- Configuration,tlv, [ RFC6930]

174, Al | owed- Cal | ed- St ation-1d,text, [ RFC7268]

175, EAP- Peer -1d, string, [ RFC7268]

176, EAP- Server-1d, string, [ RFC7268]

177, Mobi I i ty-Domai n-1d, i nteger, [ RFC7268]

178, Pr eaut h- Ti meout , i nt eger, [ RFC7268]

179, Net wor k- | d- Name, st ri ng, [ RFC7268]

180, EAPoL- Announcenent , concat , [ RFC7268]

181, WLAN- HESSI D, t ext , [ RFC7268]

182, WLAN- Venue- | nf 0, i nt eger, [ RFC7268]

183, WLAN- Venue- Language, stri ng, [ RFC7268]

184, WLAN- Venue- Name, t ext , [ RFC7268]

185, WLAN- Reason- Code, i nt eger, [ RFC7268]

186, WLAN- Pai rwi se- G pher, i nt eger, [ RFC7268]

187, WLAN- Gr oup- Gi pher, i nt eger, [ RFC7268]

188, WLAN- AKM Sui t e, i nt eger, [ RFC7268]

189, WLAN- Gr oup- Mgnt - Ci pher, i nt eger, [ RFC7268]

190, WLAN- RF- Band, i nt eger, [ RFC7268]

191, Unassi gned,

192- 223, Experi mental Use,, [ RFC3575]

224- 240, | npl ement ati on Specific,, [ RFC3575]

241, Ext ended- Attri but e- 1, ext ended, [ RFC6929]

241. 1, Frag- Stat us, i nt eger, [ RFC7499]

241. 2, Proxy- St at e- Lengt h, i nt eger, [ RFC7499]

241. 3, Response- Lengt h, i nt eger, [ RFC7930]

241. 4, Ori gi nal - Packet - Code, i nt eger, [ RFC7930]

241. {5- 25}, Unassi gned,

241. 26, Ext ended- Vendor - Speci fi c- 1, evs, [ RFC6929]
241.{27- 240}, Unassi gned,

241. { 241- 255}, Reserved, , [ RFC6929]
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242, Ext ended- At tri but e- 2, ext ended, [ RFC6929]
242.{1- 25}, Unassi gned,

242. 26, Ext ended- Vendor - Speci fi c- 2, evs, [ RFC6929]
242.{27- 240}, Unassi gned,
242.{241- 255}, Reserved, , [ RFC6929]

243, Ext ended- At tri but e- 3, ext ended, [ RFC6929]
243. {1- 25}, Unassi gned,

243. 26, Ext ended- Vendor - Speci fi c- 3, evs, [ RFC6929]
243.{27- 240}, Unassi gned,

243. { 241- 255}, Reserved, , [ RFC6929]

244, Ext ended- At tri but e- 4, ext ended, [ RFC6929]
244. {1- 25}, Unassi gned,

244. 26, Ext ended- Vendor - Speci fi c- 4, evs, [ RFC6929]
244 {27- 240}, Unassi gned,

244. {241- 255}, Reserved, , [ RFC6929]

245, Ext ended- At tri but e- 5, | ong- ext ended, [ RFC6929]
245.{1- 25}, Unassi gned,

245. 26, Ext ended- Vendor - Speci fi c- 5, evs, [ RFC6929]
245. { 27- 240}, Unassi gned,

245. {241- 255}, Reserved, , [ RFC6929]

246, Ext ended- Attri but e- 6, | ong- ext ended, [ RFC6929]
246.{ 1- 25}, Unassi gned,

246. 26, Ext ended- Vendor - Speci fi c- 6, evs, [ RFC6929]
246. { 27- 240}, Unassi gned,
246.{241- 255}, Reserved, , [ RFC6929]

247- 255, Reserved, , [ RFC3575]

5. Security Considerations

This specification is concerned solely with updates to | ANA
registries. As such, there are no security considerations with the
docunent itself.

However, the use of inconsistent nanmes and poorly-defined entities in
a protocol is problematic. Inconsistencies in specifications can
lead to security and interoperability problens in inplenmentations.
Furt her, having one canonical source for the definition of data types
means an i npl enmentor has fewer specifications to read. The

i mpl ementation work is therefore sinpler, and is nore likely to be
correct.

The goal of this specification is to reduce anbiguities in the RADI US

protocol, which we believe will lead to nore robust and nore secure
i mpl enent ati ons.
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6. | ANA Consi derati ons

IANA is instructed to create one new registry as descri bed above in
Section 4.1. The "TBD' text in that section should be replaced with
the RFC nunber of this docunent when it is published.

IANA is instructed to update the RADIUS Attribute Type registry, as
descri bed above in Section 4. 2.

IANA is instructed to require that all allocation requests in the
RADI US Attribute Type registry contain a "Data Type" field. That
field is required to contain one of the "Data Type" nanmes contai ned
in the RADIUS Data Type registry.

IANA is instructed to require that updates to the RAD US Data Type
registry contain the following fields, with the associ ated
i nstructions:

* Value. I1ANA is instructed to assign the next unused integer in
sequence to new data type definitions.

* Name. IANA is instructed to require that this name be uni que
in the registry.

* Reference. I1ANA is instructed to update this field with a
reference to the docunment which defines the data type.
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