Net wor k Wor ki ng Group S. Hartman
I nternet-Draft Pai nl ess Security
Updates: 6613, 6614 (if approved) Cct ober 19, 2015
I ntended status: Experinental

Expires: April 21, 2016

Larger Packets for RADI US over TCP
draft-ietf-radext-bigger-packets-04.txt

Abst ract

The RADI US over TLS experiment described in RFC 6614 has opened

RADI US to new use cases where the 4096-octet maximumsize linmt of
RADI US packet proves problematic. This specification extends the
RADI US over TCP experinent (RFC 6613) to permt |arger RAD US
packets. This specification conplinments other ongoing work to pernmit
fragmentati on of RADIUS authorization information. This docunent
regi sters a new RADI US code, an action which requires | ESG approval .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 21, 2016.
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Renote Authentication Dialln User Service (RAD US) over TLS

[ RFC6614] experiment provides strong confidentiality and integrity
for RADI US [ RFC2865]. This enhanced security has opened new
opportunities for using RADIUS to convey additional authorization
information. As an exanple, [I-D.ietf-abfab-aaa-sam] describes a
mechani smfor using RADIUS to carry Security Assertion Markup
Language (SAM.) nessages in RADIUS. Many attributes carried in these
SAML nmessages will require confidentiality or integrity such as that
provi ded by TLS

These new use cases involve carrying additional information in RADI US
packets. The maxi num packet |ength of 4096 octets is proving
insufficient for some SAML nessages and for other structures that may
be carried in RADIUS.

One approach is to fragnment a RADI US nessage across nultiple packets
at the RADIUS | ayer. RADIUS Fragnentation [ RFC7499] provides a
mechanismto split authorization information across nultiple RAD US
messages. That mechanismis necessary in order to split

aut hori zation informati on across existing unnodified proxies.

However, there are sone significant disadvantages to RADI US
fragmentation. First, RADIUS is a | ock-step protocol, and only one
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fragment can be in transit at a tine as part of a given request.

Al so, there is no current nechanismto discover the path Maxi mum
Transmi ssion Unit (MIU) across the entire path that the fragnent will
travel. As aresult, fragnentation is likely both at the RAD US

| ayer and at the transport layer. When TCP is used, nuch better
transport characteristics can be achieved by fragnentation only at
the TCP layer. This specification provides a nmechanismto achieve
these better transport characteristics when TCP is used. As part of
this specification, a new RADIUS code is registered

This specification is published as an experinental specification
because the TCP extensions to RADIUS are currently experimental. The
need for this specification arises fromoperational experience with
the TCP extensions. However, this specification introduces no new
experinmental evaluation criteria beyond those in the base TCP
specification; this specification can be evaluated al ong with that
one for advancenent on the standards track

1.1. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Changes to Packet Processing

The maxi num | ength of a RADI US nmessage is increased from4096 to
65535. A RADIUS Server inplenenting this specification MIST be able
to receive a packet of maxi numlength. Servers MAY have a nmaxi mum
size over which they choose to return an error as discussed in
Section 5 rather than processing a received packet; this size MIST be
at | east 4096 octets.

Clients inplenmenting this specification MIJST be able to receive a
packet of naximumlength; that is clients MJST NOT cl ose a TCP
connection sinply because a | arge packet is sent over it. dCients
MAY i ncl ude the Response-Length attribute defined in Section 6 to
i ndi cate the maxi mum size of a packet that they can successfully
process. Clients MAY silently discard a packet greater than some
configured size; this size MIST be at |east 4096 octets. dients
MUST NOT retransnit an unnodi fi ed request whose response is |arger
than the client can process as subsequent responses will Ilikely
continue to be too |arge.

Proxi es MUST be able to receive a packet of maxi mum | ength wi thout
cloing the TCP connection. Proxies SHOULD be able to process and
forward packets of naxi mumlength. Wen a proxy receives a request
over a transport with a 4096-octet maxi mum | ength and the proxy
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forwards that request over a transport with a | arger nmaxi num | ength,
the proxy MJST include the Response-Length attribute with a val ue of
4096.

2.1. Status-Server Considerations

This section extends processing of Status-Server nmessages as
described in section 4.1 and 4.2 of [RFC5997].

Clients inplementing this specification SHOULD i nclude the Response-
Length attribute in Status-Server requests. Servers are already
required to ignore unknown attributes received in this nessage. by
including the attribute the client indicates how |large of a response
it can process to its Status-Server request. It is very unlikely
that a response to Status-Server is greater than 4096 octets.

However the client also indicates support for this specification

whi ch triggers server behavi or bel ow.

If a server inplenenting this specification receives a Response-
Length attribute in a Status-Server request, it MJST include a
Response-Length attribute indicating the maxi num size request it can
process in its response to the Status-Server request.

3. Forward and backward Conpatibility

An inmplenentation of [RFC6613] will silently discard any packet

| arger than 4096 octets and will close the TCP connection. This
section provides guidelines for interoperability with these

i npl ementations. These guidelines are stated at the SHOULD | evel
In sone environnents support for |arge packets will be inportant
enough that roam ng or other agreenments will nandate their support.
In these environnents, all inplementations might be required to
support this specification renoving the need for interoperability
with RFC 6613. It is likely that these guidelines will be relaxed to
the MAY | evel and support for this specification nade a requirenent
if RADIUS over TLS and TCP are noved to the standards track in the
future.

Clients SHOULD provide configuration for the maxi num size of a
request sent to each server. Servers SHOULD provi de configuration
for the maxi num si ze of a response sent to each client. |[|f dynanic
di scovery nechani sns are supported, configurati on SHOULD be provided
for the maxi mum si ze of clients and servers in each dynami c di scovery
cat egory.

If a client sends a request larger than 4096 octets and the TCP

connection is closed without a response, the client SHOULD treat the
request as if a request too big error (Section 5) specifying a

Har t man Expires April 21, 2016 [ Page 4]



Internet-Draft RADI US Large Packets Cct ober 2015

maxi mum si ze of 4096 is received. Cdients or proxies sending

mul tiple requests over a single TCP connection w thout waiting for
responses SHOULD i npl ement capability discovery as discussed in
Section 3. 2.

By default, a server SHOULD not generate a response |arger than 4096
octets. The Response-Length attribute MAY be included in a request
to indicate that |arger responses are acceptable. Oher attributes
or configuration MAY be used as an indicator that |arge responses are
likely to be acceptable.

A proxy that inplements both this specification and RAD US
Fragnment ati on [ RFC7499] SHOULD use RADI US fragnentati on when the
followi ng conditions are net:

1. A packet is being forwarded towards an next hop whose
configuration does not support a packet that |arge.

2. RADIUS Fragnentation can be used for the packet in question
3.1. Rationale

The interoperability chall enge appears at first significant. This
speci fication proposes to introduce behavior where new
i mpl ementations will fail to function with existing inplenentations.

However, these capabilities are introduced to support new use cases.
If an inplenmentation has 10000 octets of attributes to send, it
cannot in general trimdown the response to sonething that can be
sent. Under this specification a |arge packet woul d be generated
that will be silently discarded by an existing inplenentation
Wthout this specification, no packet is generated because the
required attributes cannot be sent.

The biggest risk to interoperability would be if requests and
responses are expanded to include additional information that is not
strictly necessary. So, avoiding creating situations where |arge
packets are sent to existing inplenmentations is nostly an operationa
matter. Interoperability is nost inpacted when the size of packets
in existing use cases is significantly increased and | east inpacted
when | arge packets are used for new use cases where the deploynent is
likely to require updated RADI US i npl enent ati ons.

There is a special challenge for proxies or clients with high request
vol ume. When an RFC 6613 inpl enentation receives a packet that is
too large, it closes the connection and does not respond to any
requests in process. Such a client would | ose requests and ni ght
find distinguishing request-too-big situations fromother failures
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difficult. 1n these cases, the discovery mechani sm described in
Section 3.2 can be used.

Al so, RFC 6613 is an experinent. Part of running that experinent is
to eval uate whether additional changes are required to RADIUS. A

| ower bar for interoperability should apply to changes to
experinental protocols than standard protocols.

This specification provides good facilities to enable inplenmentations
to understand packet size when proxying to/from standards-track UDP
RADI US.

3.2. Discovery

As discussed in Section 2.1, a client MAY send a Status-Server
message to di scover whether an authentication or accounting server
supports this specification. The client includes a Response-Length
attribute; this signals the server to include a Response-Length
attribute indicating the maxi mum packet size the server can process.
In this one instance, Response-Length indicate the size of a request
that can be processed rather than a response.

4., Protocol-Error Code

Thi s docunent defines a new RADI US code, TBDCODE (I ANA), called
Protocol -Error. This packet code may be used in response to any
request packet, such as Access-Request, Accounting-Request, CoA-
Request, or Disconnect-Request. It is a response packet sent by a
server to a client. The packet indicates to the client that the
server is unable to process the request for sonme reason

A Protocol -Error packet MJST contain a Oiginal - Packet - Code
attribute, along with an Error-Cause attribute. Oher attributes MAY
be included if desired. The Oi ginal - Packet-Code contains the code
fromthe request that generated the protocol error so that clients
can di sanbi guate requests with different codes and the sane |D.
Regardl ess of the original packet code, the RADI US server cal cul ates
the Message-Aut henticator attribute as if the original packet were an
Access- Request packet. The identifier is copied fromthe origina
request.

Clients processing Protocol -Error MJST ignore unknown or unexpected
attributes

This RADIUS code is hop-by-hop. Proxies MJST NOT forward a Protocol -
Error packet they receive
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5. Too Big Response

When a RADI US server receives a request that is larger than can be
processed, it generates a Protocol -Error response as foll ows:

The code is Protocol -Error.

The Response-Length attribute MJST be included and its value is
the maxi num si ze of request that will be processed.

The Error-Cause attribute is included with a value of TOOBI GIBD.
The Oiginal - Packet-Code attribute is copied fromthe request.

Clients will not typically be able to adjust and resend requests when
this error is received. In some cases the client can fall back to
RADI US Fragnentation. In other cases this code will provide for
better client error reporting and will avoid retransnitting requests
guaranteed to fail.

6. | ANA Consi der ations

A new RADI US packet type code is registered in the RAD US packet type
codes registry discussed in section 2.1 of RFC 3575 [RFC3575]. The
name is "Protocol -Error" and the code is TBDCODE. The IESGis
requested to approve this registration along with approving
publication of this docunent.

The following RADIUS attribute type val ues [ RFC3575] are assi gned.
The assignment rules in section 10.3 of [RFC6929] are used.

o e e e e e e e e e oo B Fom e m e e e e e e e e e e e e am o +
| Nane | Attribute | Description |
Fom e e e e oo [ S o e e m e e e e e e e e e e — e oo +
| Response-Length | TBD | 2-octet unsigned integer [
[ [ | maxi mum response | ength [
I I I I
| Original-Packet-Code | TBD2 | An integer attribute |
| | | containing the code froma |
[ [ | packet resulting in a [
| | | Protocol-Error response. |
o e e e e e e aa oo Fom e e oo - oo e e e e e e e e eee— oo s +

The Response-Length attribute MAY be included in any RADI US request.
In this context it indicates the maxi numlength of a response the
client is prepared to receive. Values are between 4096 and 65535.
The attribute MAY also be included in a response to a Status-Server
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9.

message. In this case the attribute indicates the maxi mum si ze
RADI US request that is permtted.

A new Error-Cause value is registered in the registry at
http://ww. iana. org/assi gnnents/radi us-types/radi us-

types. xht m #radi us-types-18 for "Response Too Big" with val ue
TOOBI GTBD.

Security Considerations
This specification updates RFC 6613 and will be used with [ RFC6614].
When used over plain TCP, this specification creates new
opportunities for an on-path attacker to inpact availability. These

attacks can be entirely mtigated by using TLS. |If these attacks ar
acceptable, then this specification can be used over TCP.
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