ROLL Worki ng G oup M Robl es

I nternet-Draft Eri csson
I ntended status: |nformational M Ri chardson

Expires: April 21, 2016 SSW
P. Thubert

Ci sco

Cct ober 19, 2015

Wien to use RFC 6553, 6554 and | Pv6-in-1Pv6
draft-robl es-roll-useofrplinfo-02

Abst ract

This docunment states different cases where RFC 6553, RFC 6554 and
| Pv6-in-1Pv6 encapsulation is required to set the bases to help
defining the conmpression of RPL routing information in LLN

envi ronment s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of

Robl es, et al. Expires April 21, 2016 [ Page 1]



Internet-Draft Useof 6553 Cct ober 2015

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction .
2. Term nol ogy and Reqw remants Language .
3. Sanpl e/reference topol ogy . .
4. Use cases .
5. Storing node
5.1 Exanpl e of Flow from RPL-aware-|eaf to root
5.2 Exanpl e of Flow fromroot to RPL-aware-| eaf
5.3 Exanpl e of Flow fromroot to not-RPL-aware-| eaf
5.4. Exanple of Flow from not-RPL-aware-|eaf to root
5.5. Exanple of Flow from RPL-aware-|eaf to Internet
5.6 Exanpl e of Flow fromInternet to RPL-aware-| eaf
5.7 Exanpl e of Flow from not-RPL-aware-leaf to Int ernet
5.8 Exanpl e of Flow fromInternet to not-RPL-aware-| eaf
5.9. Exanple of Flow from RPL-aware-|eaf to RPL-aware-I eaf
5.10. Exanple of Flow from RPL-aware-|eaf to non-RPL-aware-| eaf
5.11. Exanple of Flow from not-RPL-aware-|eaf to RPL-aware-| eaf
5.12. Exanple of Flow from not-RPL-aware-|eaf to not-RPL-aware-
| eaf
6. NonStoringrmde
6.1. Exanple of Flow from RPL- awar e-1 eaf to root
6.2. Exanple of Flow fromroot to RPL-aware-| eaf
6.3. Exanple of Flow fromroot to not-RPL-aware-| eaf
6.4. Exanple of Flow fromnot-RPL-aware-|leaf to root
6.5. Exanple of Flow from RPL-aware-leaf to |Internet
6.6. Exanple of Flow fromlInternet to RPL-aware-| eaf
6.7. Exanple of Flow from not-RPL-aware-leaf to Inter net
6.8. Exanple of Flow fromlInternet to not-RPL-aware-| eaf
6.9. Exanple of Flow from RPL-aware-|eaf to RPL-aware-| eaf
6. 10. Exanple of Flow from RPL-aware-|eaf to not-RPL-aware-| eaf
6. 11. Exanple of Flow from not-RPL-aware-|eaf to RPL-aware-| eaf
6.12. Exanple of Flow from not-RPL-aware-|eaf to not-RPL-aware-
| eaf . .
7. Future RPL vvork .o
8. | ANA Considerations .
9. Security Considerations .
10. Acknow edgnents .
11. References

il. 1. Nornmtive Ref erences
11. 2. I nformati ve References .
Aut hors’ Addr esses

OO WWw

10

11
11
12
13
14
15
16

17

18
19
19

20
21
22
23
24
25
26

26
27
27
27
27

28
28
29

Robl es, et al. Expires April 21, 2016 [ Page 2]



Internet-Draft Useof 6553 Cct ober 2015

1.

I nt roducti on

RPL [ RFC6550] is a routing protocol for constrained networks. RFC
6553 [ RFC6553] defines the "RPL option", carried within the |IPv6 Hop-
by- Hop header to quickly identify inconsistencies in the routing
topol ogy. RFC 6554 [ RFC6554] defines the "RPL Source Route Header",
an | Pv6 Extension Header to deliver datagranms within a RPL routing
domai n.

Several discussions in the ROLL/6lo/6Ti SCH Mailing Lists took place
focusing in the definition of howto conpress RPL Information in
constrai ned environment. ROLL Virtual Interim Meeting (02-2015)
concluded that there is a need to define howto use [ RFC6553],

[ RFC6554] and | Pv6-in-1Pv6 encapsul ation to be able to set the
correct environment for conpression. A Routing Header Dispatch for
6LoWPAN (6LORH) [I-D.thubert-6lo-routing-dispatch] defines a nethod
to conpress RPL Option infornmation and Routing Header type 3
(RFC6554) and an efficient IP-in-1P technique.

This docunment is going to be focused in data plane nmessages and how
can be transmitted within the above nenti oned RFCs.

Term nol ogy and Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Term nol ogy defined in [ RFC7102]
Sanpl e/ ref erence topol ogy

A RPL network is conposed of a 6LBR (6LoWPAN Border Router), Backbone
Router (6BBR), 6LR (6LOWPAN Router) and 6LN (6LoWPAN Node) as | eaf

| ogically organized in a DODAG structure (Destination Oiented
Directed Acyclic G aph).

RPL defines the RPL Control nessages (control plane ), a new | CMPv6
message with Type 155. DI'S, DI O and DAO nessages are all RPL Control
messages but with different Code val ues.

RPL supports two nodes of Downward traffic: in storing node, it is
fully stateful or an in non-storing, it is fully source routed. A
RPL I nstance is either fully storing or fully non-storing, i.e. a RPL
Instance with a conbination of storing and non-storing nodes is not
supported with the current specifications.
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Figure 2: A reference RPL Topol ogy.

This docunent is in part notivated by the work that is ongoing at the
6Ti SCH wor ki ng group. The 6Ti SCH architecture
[I-D.ietf-6tisch-architecture] draft explains the network
architecture of a 6Ti SCH network. This architecture is used for the
remai nder of this docunent.

The scope of the 6Ti SCH Architecture is a Backbone Link that
federates multiple LLNs (nesh) as a single IPv6 Milti-Link Subnet.
Each LLN in the subnet is anchored at a Backbone Router (6BBR). The
Backbone Routers interconnect the LLNs over the Backbone Link and
emul ate that the LLN nodes are present on the Backbone thus creating
a so-called: Miulti-Link Subnet. An LLN node can nove freely from an
LLN anchored at a Backbone Router to another LLN anchored at the sane
or a different Backbone Router inside the Milti-Link Subnet and
conserve its addresses.
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Figure 3: RPL domain architecture
4. Use cases

In data plane context a conbinati on of RFC6553, RFC6554 and | Pv6-in-
| Pv6 encapsul ation is going to be analyzed for the following traffic
flows:

-Fl ow from RPL- aware-| eaf to root

-Flow fromroot to RPL-aware-| eaf

-Fl ow from not - RPL- awar e-| eaf to root

-Flow fromroot to not-RPL-aware-| eaf

-Fl ow from RPL-aware-|eaf to Internet

-Flow fromlInternet to RPL-aware-| eaf

-Fl ow from not - RPL-aware-| eaf to |nternet

-Flow fromInternet to not-RPL-aware-| eaf

Robl es, et al. Expires April 21, 2016 [ Page 6]



Internet-Draft Useof 6553 Cct ober 2015

-Fl ow from RPL-awar e-| eaf to RPL-aware-| eaf

-Fl ow from RPL-awar e-| eaf to not-RPL-aware-| eaf

-Fl ow from not- RPL- awar e-| eaf to RPL-aware-| eaf

-Fl ow from not - RPL- awar e-| eaf to not-RPL-awar e-| eaf

Thi s docunent assunes a rule that a Header cannot be inserted or
renoved on the fly inside an | Pv6 packet that is being routed.

- This means that an internediate router that needs to add a header
must encapsul ate the packet in an outer |P header where the new
header can be pl aced.

- This al so neans that a Header can only be renobved by an
intermediate router if it is placed in an encapsul ating | Pv6 Header
and in that case, the whole encapsul ati ng header must be renoved - a
repl acenent nay be added.

Thi s docunment recogni zes that sone headers such as a Routing Header
or a Hop-by-Hop header may be nodified by routers on the path of the
packet without the need to add to renobve an encapsul ati ng header

The RPL RH and the RPL option are nutable but recoverable .

RPI should be present in every single RPL data packet. There is an
exception in non-storing node, when a packet is going down fromthe
route: the entire route is witten, so there are no | oops of
confusi on about which table to use (purpose of instancel D).

The applicability for storing (RPL-SN) and non-Storing (RPL-NSN)
nmodes for the previous cases is showed as foll ows:

aware-leaf to

o e oo Homm e Homm e TS Fom e e e oo Fom e e e oo TS +
| Use Case | RPL- | RPL- | RPL-SN | RPL- | RPL- | RPL-NSN |
[ | SN | SN | IP-in- | NSN | NSN | IP-in- |
[ | RPI | RH3 | IP | RPI | RH3 | IP [
I | (RFC | (RFC | I I I I
[ | 6553 | 6554 | [ [ [ [
I | ) | ) I I I I I
o e oo Fom e e Fom e e TR o m e e oo o m e e oo TR +
| RPL-aware- | Yes | No | No | Yes | No | No [
| leaf to root | | | | | | |
| root to RPL- | Yes | No | No | Yes | Yes | No |
| aware-| eaf I I I I I I I
| not-RPL- | Yes | No | Yes | Yes | No | Yes |
I I I I I I I I
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r oot [
root to not- |
RPL- awar e- |
| eaf [
RPL- awar e- |
leaf to |
I nt er net |
Internet to |
RPL- awar e- |
| eaf [
not - RPL- |
aware-| eaf to |
I nt er net |
Internet to |
not - RPL- |
awar e- | eaf [
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I

Yes Yes Yes Yes Yes

Yes Yes Yes Yes

Yes Yes Yes Yes Yes

Yes Yes Yes Yes

Yes Yes Yes Yes Yes

RPL- awar e- Yes Yes Yes Yes
|eaf to RPL-
awar e- | eaf
RPL- awar e-

| eaf to not-
RPL- awar e-

| eaf

not - RPL-
aware-leaf to
RPL- awar e-

| eaf

not - RPL-
aware-|leaf to
not - RPL-

awar e- | eaf

Yes Yes Yes Yes Yes

Yes Yes Yes Yes Yes

Yes Yes Yes Yes Yes

Table 1: Posibility to transnmit in Storing or Non-Storing node: RPI,
RH3, I P-in-1P encapsul ation

5. Storing node

5.1. Exanple of Flow from RPL-aware-|eaf to root
As states in Section 16.2 of [RFC6550] a RPL-aware-|eaf node does
not generally issue Dl O nessages, a |leaf node accepts Dl O nessages
(I'n inconsistency a | eaf node generates DIOwith infinite rank, to

fix it). It may issue DAO and DI S nmessages though it generally
i gnores DAO and DI S nessages.
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In storing node is suitable the use of RFC 6553 to send RPL
I nformation through HBH field checking the routing table to find out
where to send t he nessage

In this case the flow conprises

RPL- awar e-1 eaf (6LN) --> 6LR --> 6LR,... -->root (6LBR) Note: In
this docunment 6LRs, 6LBR are always full-fledge RPL routers

The 6LN inserts the RPI header, and send the packet to 6LR which
decrenent the rank in RPlI and send the packet up. Wen the packet
arrives to 6LBR, the RPI is renpved and the packet is processed.

) +----- Fomm - - - Fomm - - - +
| Header | 6LN | 6LR | 6LBR |
S +-- - - - Homm - - - Homm - - - +
| I'nserted headers | RPI | -- | -- |
| Renoved headers | -- | -- | RPI |
| Re-added headers | -- | -- | -- |
| Modified headers | -- | RPI | --

| Untouched headers | -- | -- | -- |
S +-- - - - Homm - - - Homm - - - +

Storing: Summary of the use of headers from RPL-aware-|eaf to root
5.2. Exanple of Flow fromroot to RPL-aware-| eaf

In this case the flow conprises

root (6LBR)--> 6LR --> RPL-aware-leaf (6LN)

In this case the 6LBR insert RPI header and send the packet down, the

6LR is going to increment the rank in RPl (exam nes instancelD for
multiple tables), the packet is processed in 6LN and RPI renoved.

e e e e oo Fom e e Fom e e Fom e e +
| Header | 6LBR | 6LR | 6LN |
) Fomm - - - Fomm oo - Fomm - - - +
| I'nserted headers | RPI | -- | -- |
| Renoved headers | -- | -- | RPI |
| Re-added headers | -- | -- | -- |
| Modified headers | -- | RPI | -- [
| Untouched headers | -- | -- | -- |
) Fomm - - - Fomm oo - Fomm - - - +

Storing: Summary of the use of headers fromroot to RPL-aware-| eaf
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5.3. Exanple of Flow fromroot to not-RPL-aware-| eaf
In this case the fl ow conprises
root (6LBR)--> 6LR --> not-RPL-aware-|eaf (6LN)

It includes IPv6-in-1Pv6 encapsulation to transnit information not
related with the RPL domain. In the 6LBR the RPI header is inserted
into an I Pv6-in-1Pv6 header addressed to the |ast 6LR, which renoves
t he header before pass the packet to the | Pv6 node.

| Inserted headers | | | |
| Renoved headers | | | |
| Re-added headers | -- | -- | -- |
| Mbdified headers | | | |
| Untouched headers | | | |

Storing: Summary of the use of headers fromroot to not-RPL-aware-
| eaf
5.4. Exanple of Flow fromnot-RPL-aware-|eaf to root
In this case the flow conprises
not - RPL- awar e-1 eaf (6LN) --> 6LR --> root (6LBR)
When the packet arrives from|Pv6 node to 6LR.  This router insert

the RPI encapsul aded in a | Pv6-in-1Pv6 header addressed to the root.
The root renoves the header and process the packet

| Inserted headers | | | -- |
| Renoved headers | | | |
| Re-added headers | -- | -- | -- |
| | | | |
| | | | |

Modi fi ed headers
Unt ouched headers

Storing: Summary of the use of headers from not-RPL-aware-|eaf to
r oot
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5.5. Exanple of Flow from RPL-aware-|eaf to Internet

RPL information from RFC 6553 should not go out to Internet. The
router should take this informati on out before send the packet to
Internet. The HBH Option is going to be analyzed in each node to the
r oot .

In this case the flow conprises:
RPL- awar e-| eaf (6LN) --> 6LR --> root (6LBR) --> Internet

6LN insert RPlI in a IPv6-in-1Pv6 in a outer header, and send the
packet to 6LR which nodified the rank in the RPI. Wen the packet
arrives to 6LBR, the RPlI is renoved.

| I'nserted |
| headers |
| Renoved |
| headers |
| Re-added |
| headers |
| Modified |
| headers |
| Untouche |
| d I
| headers |

Storing: Summary of the use of headers from RPL-aware-leaf to
I nt er net

5.6. Exanple of Flow fromInternet to RPL-aware-| eaf
In this case the flow conprises:
Internet --> root (6LBR) --> 6LR --> RPL-aware-|eaf (6LN)
When the packet arrives frominternet to 6LBR the RPI header is added
in a outer |IPv6-in-IPv6 header and send to 6LR, which nodifies the

rank in the RPI. \When the packet arrives 6LN the RPI header is
renoved and the packet processed.
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| I'nserted |
| headers |
| Renoved |
| headers |
| Re-added |
| headers |
| Modified |
| headers |
| Untouche |
| d I
| headers |

Storing: Summary of the use of headers fromlInternet to RPL-aware-
| eaf
5.7. Exanple of Flow from not-RPL-aware-|leaf to Internet
In this case the flow conpri ses:

not - RPL- awar e-| eaf (6LN) = | Pv6 node --> 6LR --> root (6LBR) -->
I nt er net

In the 1 Pv6 node the flow | abel is assuned to be zero, the packet is
transmited to 6LR which encapsule the RPI header in an outer |Pv6-in-
| Pv6 header and send to 6LBR, which renoves this header and send the
packet to Internet and night set the flow | abel field.
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| I'nserted |
| headers |
| Reroved |
| headers |
| Re-added
| headers |
| Modified
| headers |
| Untouche
| d I
| headers |

Storing: Sunmmary of the use of headers from not-RPL-aware-|eaf to
I nt er net

5.8. Exanple of Flow fromInternet to not-RPL-aware-| eaf
In this case the flow conprises
Internet --> root (6LBR) --> 6LR --> not-RPL-aware-|eaf (6LN)
6LBR get the packet fromInternet and add a RPI header encapsul ated
in a |IPv6-in-1Pv6 header addressed to 6LR and send the packet down.
The flow | abel is set to zero on inner IP. The |last 6LR renoves the

RPI header. The |IPv6 node night set the flow | abel since may arrive
with zero val ue.
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5.

9.

| I'nserted |
| headers |
| Reroved |
| headers |
| Re-added
| headers |
| Modified
| headers |
| Untouche
| d I
| headers |

Storing: Summary of the use of headers fromlInternet to not-RPL-
awar e- | eaf

Exanpl e of Flow from RPL-aware-| eaf to RPL-aware-| eaf

In [ RFC6550] RPL all ows a sinple one-hop P2P optim zation for both
storing and non-storing networks. A node may send a P2P packet
destined to a one-hop neighbor directly to that node. Section 9 in
[ RFC6550] .

In this case the flow conprises

6LN --> 6LR --> comon parent (6LR) --> 6LR --> 6LN
This case is assunmed in the same RPL Domain. |In the comon parent,

the direction of RPI is changed (fromincreasing to decreasing the
rank) .
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I nserted
header s
Renoved
headers
Re- added

Modi fi ed
header s

Unt ouched

I
I
I
I
|
| headers
I
I
I
I
|

headers

Storing: Sunmary of the use of headers for
awar e- | eaf
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par ent)

RPI
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r ank)
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----- Fomme e+
6LR | 6LN |
| dst |
----- o m e+
-] - I
I I
- | RPL|
I I
-] - |
I I
-] - I
I I
I I
-] - I
| |
----- o m e+

RPL- awar e-| eaf to RPL-

Exanpl e of Flow from RPL-aware-|eaf to non-RPL-aware-| eaf

In this case the flow conprises

6LN --> 6LR --> comon parent (6LR)

Sonehow,

the sender has to know that the receiver

--> 6LR --> not-RPL-aware 6LN

is not RPL awar e,

and needs to know 6LR, and not even the root knows where the 6LR is
(in storing node).
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| r | | | parent) | | 6 |
| Pv6-in-
| Pv6(RPI)

| Pv6-i n-
| Pv6( RPI )

| Pv6-i n-
| Pv6( RPI )

| Pv6-i n-
| Pv6( RPI )

Storing: Summary of the use of headers from RPL-aware-leaf to not-
RPL- awar e- | eaf

5.11. Exanple of Flow from not-RPL-aware-|eaf to RPL-aware-| eaf
In this case the flow conprises:
not - RPL- aware 6LN --> 6LR --> comon parent (6LR) --> 6LR --> 6LN
The 6LR that get the packet from|Pv6 node, insert the RPI header
encapsul ated in | Pv6-in-1Pv6 header with destination to 6LN, the

common parent change the direction of RPl and finally it is renoved
by 6LN.
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| Heade | IP | 6LR | common | 6LR | 6LN |
| r | v6 | | parent [ [ [

I I I | (6LR) I I I
== | 1Pv6-in-
| Pv6( RPI )

| Pv6-i n-
| Pv6( RPI)

| Pv6-in-
| Pv6( RPI)

| Pv6-in-
| Pv6( RPI)

Storing: Summary of the use of headers from not-RPL-aware-|eaf to
RPL- awar e- | eaf

5.12. Exanple of Flow from not-RPL-aware-|eaf to not-RPL-aware-| eaf
In this case the flow conprises:

not - RPL- aware 6LN --> 6LR --> root (6LBR) --> 6LR --> not-RPL-aware
6LN

The problemto solve is how to indicate where to send the packet when
get into LLN
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6

6

I nserte | Pv6-in-
d
headers
Renoved
header s
Re-
added

I I
I I
I I
| | | Pv6-in-
I I
I I
I I
| headers |
I I
| |
I I
I I
I I
I I

| Pv6( RPI )

Modi fi e
d
header s
Unt ouch
ed
headers

Storing: Summary of the use of headers from not-RPL-aware-leaf to
not - RPL- awar e- | eaf
Non Storing node
1. Exanple of Flow from RPL-aware-|eaf to root
In non-storing node the | eaf node uses Hop-By-Hop option (RFC 6553)
to indicate the routing information to send nessages to the DODAG
root, this nmessage is going to be analyzed in each node until arrive

t he DODAG r oot .

In this case not need to use | Pv6-in-1Pv6 because no header is not
going to be renoved, neither RH3, the flow conprises

RPL- awar e-1 eaf (6LN) --> 6LR --> root (6LBR)

This case is the sane case as storing node
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T e e e +
| Header | 6LN | 6LR | 6LBR |
B H-- - - - Homm - - Homm - - +
| I'nserted headers | RPI | -- | -- [
| Renoved headers | -- | -- | RPI |
| Re-added headers | -- | -- | -- |
| Modified headers | -- | RPl | -- [
| Untouched headers | -- | -- | -- |
B H-- - - - Homm - - Homm - - +

Non Storing: Sumary of the use of headers from RPL-aware-leaf to
r oot

.2. Exanple of Flow fromroot to RPL-aware-| eaf
In this case the flow conpri ses:
root (6LBR)--> 6LR --> RPL-aware-leaf (6LN)

6LBR might instert RPI header, and the rute is indicated in RH3. 6LR
updat ed RH3 and 6LN renove these headers.

| I'nserted headers | | | |
| Renpbved headers | -- | | |
| Re-added headers | -- | -- | -- |
I I I I I
I I I I I

Modi fi ed headers
Unt ouched headers

Non Storing: Summary of the use of headers fromroot to RPL-aware-
| eaf

6.3. Exanple of Flow fromroot to not-RPL-aware-| eaf

In this case the flow conprises:
root (6LBR)--> 6LR --> not-RPL-aware-|eaf (IPv6 node)

In 6LBR the RH3 is added, and nodified in 6LR where is fully
consumed, but left there. |If the RPI is present, the | Pv6 node which
does not understand it will drop it. To avoid it the RPlI should be
renoved before reach 1Pv6 node or it is recommended that RPlI be
omtted. An |IPv6-in-1Pv6 header should be necessary in this case.
The DAO from 6LR about |Pv6 could say if that the final I1Pv6 is not
RPL (RPI) capabl e.
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Fom e e e e oo [ S, +--- - - [ S, +
| Header | 6LBR | 6LR | IPv6 |
B Homm - - H-- - - - Homm - - +
| I'nserted headers | RH3 | -- | -- [
| Renoved headers | -- | -- | -- |
| Re-added headers | -- | -- | -- |
| Modified headers | -- | RH3 | --

| Untouched headers | -- | -- | -- |
B Homm - - H-- - - - Homm - - +

Non Storing: Sumary of the use of headers fromroot to not-RPL-
awar e- | eaf

6.4. Exanple of Flow fromnot-RPL-aware-|leaf to root
In this case the flow conprises
| Pv6-node --> 6LRL --> 6LR2 --> root (6LBR)

In this case the RPI is encapsulated in the first 6LR and is not
nmodi fied in the foll ow ngs 6LRs.

I nserted | |
header s | |
Renoved [ [
header s | |
Re- added | -- | --
header s | [
Modi fi ed [ [
header s | |
Unt ouched [ [
header s | |

Non Storing: Summary of the use of headers from not-RPL-aware-leaf to
r oot

6.5. Exanple of Flow from RPL-aware-leaf to |Internet
In this case the flow conprises
RPL- awar e-| eaf (6LN) --> 6LR --> root (6LBR) --> Internet

This case requires that the network is awareness of what is externa
to the LLN. Internet node never sees RPlI or |Pv6-in-1Pv6 header. In
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the 6LBR the flow label is conputed if it is zero. RPlI renains
unnodi fi ed.

| I'nserted |
| headers |
| Renoved |
| headers |
| Re-added |
| headers |
| Modified |
| headers |
| Untouche |
| d I
| headers |

Non Storing: Summary of the use of headers from RPL-aware-leaf to
I nt er net

6.6. Exanple of Flow fromlInternet to RPL-aware-| eaf
In this case the flow conprises:
Internet --> root (6LBR) --> 6LR --> RPL-aware-|eaf (6LN)
If the last RH3 entry is the 6LR then the IPv6-in-1Pv6 will be

removed there, if the last entry is the 6LN, then the RH3 will go all
the way to the leaf. |In 6LBR the flow |abel should be set to zero.
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I oo T T e +
| Header | Intern | 6LBR | 6LR | 6LN |
I | et I I I I
Fomm e - Hom e e oo - o m e e e e e oo oo e e e e +-- - - - +
| I'nserte | -- | IPv6-in- | -- | --
| d [ | 1Pv6(RH3, optional :RPlI) | [ [
| headers | | | | |
| Reroved | -- | -- | I'Pv6-in-I1Pv6 | --
| headers | | | can be rempved | |
I I I | if RH3 I I
| | | | consuned | |
| Re- ] .- ] -- | -- |-
| added | I I I I
| headers | | | | |
| Modifie | -- | -- | 1Pv6-in- | -- |
| d I I | I Pv6(RH3) I I
| headers | | | | |
| Untouch | -- | -- | -- | -- |
| ed I I I I I
| headers | | | | |
Fomm e o Fom e e e - - o e e e e e e e e oo S H-- - - - +

Non Storing: Sumary of the use of headers fromlInternet to RPL-
awar e- | eaf

6.7. Exanple of Flow from not-RPL-aware-|eaf to Internet
In this case the flow conpri ses:
not - RPL- awar e-| eaf (6LN) --> 6LR --> root (6LBR) --> I|nternet
In this case the flow | abel is recommended to be zero in the | Pv6
node. no RPL headers are added in the I Pv6 node, since it is ignorant

of RPL. Internet node does not see special headers. 1In 6LBR the
flow label is conputed if it is zero.
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| I'nserted |
| headers |
| Reroved |
| headers |
| Re-added |
| headers |
| Modified |
| headers |
| Untouche |
| d I
| headers |

Non Storing: Summary of the use of headers from not-RPL-aware-|eaf to
I nt er net

6.8. Exanple of Flow fromlInternet to not-RPL-aware-| eaf
In this case the flow conpri ses:
Internet --> root (6LBR) --> 6LR --> not-RPL-aware-|eaf (6LN)

In this case the flow | abel in 6LBR should be set zero in 6LBR, where
RH3 is inserted and optionally RHI. RH3 nust end at 6LR

Robl es, et al. Expires April 21, 2016 [ Page 23]



Internet-Draft Useof 6553 Cct ober 2015

| Header | Intern | 6LBR | 6LR | 1Pv6 |
| | et | | | |

| Pv6-in-
| Pv6( RH3, opti onal : RPI)

I nserte
d

headers
Renoved
headers

| Pv6-in-
| Pv6( RH3,
RPI )

I I
I I
I I
I I
| |
I I
| Re- I
| added |
| headers |
| Modifie |
| d |
| headers |
| Untouch |
| ed I
| headers |

NonStoring: Sunmmary of the use of headers fromlInternet to not-RPL-
awar e- | eaf
6.9. Exanple of Flow from RPL-aware-|eaf to RPL-aware-| eaf
In this case the flow conprises:
6LN --> 6LR --> root (6LBR) --> 6LR --> 6LN
This case conprises in the sane RPL Domain. 1In the 6LN the RPI

header is inserted. In the 6LBR the RH3 header is inserted in a
| Pv6-in-1Pv6 header and renoved at the 6LN destination.
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R [ S, Fom e e e oo +--- - - Fom e e +
| Header | 6LN | 6LBR | 6LR | 6LN dst |
| | src | | | |
[ S Homm - - - Fom e e e e oo oo +-- - - - e e e e e e oo oo +
I nserted RPI | Pv6-in-1Pv6(RH3 to -- --
header s 6LN)

I I I I I I
I I I I I I
I I | {I'P,RPI, payl oad} I I I
| Rernoved | | -- | | IPv6-in-1Pv6(RH3) |
| headers | | | | {1P, RPI, payl oad} |
| Re-added | -- | -- | -- | -- [
| headers | | | | |
| Modified | | | I I
| headers | | | | |
| Untouched | | | | |
| | | | | |

headers

Non Storing: Summary of the use of headers for RPL-aware-|eaf to RPL-
awar e- | eaf

6.10. Exanple of Flow from RPL-aware-|eaf to not-RPL-aware-| eaf
In this case the flow conprises
6LN --> 6LR --> root (6LBR) --> 6LR --> not-RPL-aware 6LN

The 6LN insert the RPI in a | Pv6-in-1Pv6 header, which is addressed
to 6LBR  The 6LBR renpve this RPI header and insert a RH3 header
with an optional RPI. These headers are renoved by 6LR before send
the packet to the | Pv6 node.

I nserted
header s
Renoved
headers
Re- added

| | | Pl P( RH3,
I I
I I
I I
| |
| headers [
I I
I I
I I
I I

opt RPI)
| PI P(RPI) | Pl P( RH3,

opt RPI)

Modi fi ed
header s
Unt ouched
headers

Non Storing: Sumary of the use of headers from RPL-aware-leaf to
not - RPL- awar e- | eaf
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In this case the flow conprises:

not - RPL- aware 6LN --> 6LR --> root (6LBR)

RPI

is added in 6LR until

added and renoved at destination.

| I'nserted headers
| Renoved headers

| Re-added headers
| Modified headers
| Untouched headers

______ e
| Pv6 | 6LR

______ i,
- | IPIP(RPI)
-~ | IPIP(RPI)
- - I - -

- - | - -

- - | - -

______ i,

the root and then renoved,

Cct ober

Exanpl e of Flow from not - RPL- awar e-| eaf to RPL-aware-| eaf

--> 6LR --> 6LN

then RH3 is
o m e e oo o m e e oo
| 6LBR | 6LN
o o
| TPIP(RH3) | --
| -- | 1PIP(RH3)
|- |-
| - | -
| -- | --
o o

2015

Non Storing: Summary of the use of headers from not-RPL-aware-|leaf to

6.12.

RPL- awar e- | eaf

In this case the flow conprises:

not - RPL- aware 6LN --> 6LR --> root (6LBR)

Exanpl e of Flow from not-RPL-aware-|eaf to not-RPL-aware-| eaf

--> 6LR --> not-RPL-aware

6LN
RPI is added in 6LR until the root and then m ght be renoved, then
RH3 is added. These headers are renoved at 6LR before go to
destinati on.
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10.

I nserted
header s
Renoved
headers
Re- added

[ | PI P( RH3)
I
I
I
I
headers |
I
I
I
I

| PI P(RPI) | Pl P( RH3,
opt RPI)

Modi fi ed
header s
Unt ouched
headers

Non Storing: Summary of the use of headers from not-RPL-aware-leaf to
not - RPL- awar e- | eaf

Future RPL work

There are cases from above that are not clear how to send the
information. It requires furhter analysis on how to proceed to send
the information from source to destination.

From t he above cases, we have in storing node:

- Flow from RPL-awar e-1 eaf to non-RPL-aware-|eaf: Sonehow, the sender
has to know that the receiver is not RPL aware, and needs to know
6LR, and not even the root knows where the 6LR is | ocated.

- Flow from not-RPL-aware-1eaf to not-RPL-aware-|eaf: The problemto
solve is howto indicate where to send the packet when get into LLN

| ANA Consi derations
There are no | ANA considerations related to this docunent.
Security Considerations
TODO.
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