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Abst ract

In support of Segment Routing (SR) routing protocols advertise a
variety of identifiers used to define the segnents which direct
forwardi ng of packets. In cases where the information advertised by
a given protocol instance is either internally inconsistent or
conflicts with advertisenents from anot her protocol instance a neans
of achi eving consistent forwardi ng behavior in the network is

requi red. This docunment defines the policies used to resolve these
occurrences.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 16, 2016.
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1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14
I nt roducti on

Segnent Routing (SR) as defined in [SR-ARCH wutilizes forwarding
instructions called "segnents" to direct packets through the network
Dependi ng on the forwardi ng plane architecture in use, routing
protocol s advertise various identifiers which define the perm ssible
val ues whi ch can be used as segnents, which values are assigned to
specific prefixes, etc. Were segnents have global scope it is
necessary to have non-conflicting assignnents - but given that the
advertisenents may originate fromnmultiple nodes the possibility

exi sts that advertisenments may be received which are either
internally inconsistent or conflicting with advertisenents origi nated
by other nodes. In such cases it is necessary to have consistent
resol ution of conflicts network-wide in order to avoid forwarding

| oops.

The problemto be addressed is protocol independent i.e., segnent

rel ated advertisenments nmay be originated by nultiple nodes using
different protocols and yet the conflict resolution MJST be the sane
on all nodes regardl ess of the protocol used to transport the
adverti senments.

The remai nder of this docunent defines conflict resolution policies
whi ch neet these requirenents. Al protocols which support SR MJST
adhere to the policies defined in this docunent.

SR d obal Bl ock | nconsistency

In support of an MPLS dat apl ane routing protocols advertise an SR

G obal Bl ock (SRGB) which defines a set of |abel ranges reserved for
use by the advertising node in support of SR The details of how
protocol s advertise this information can be found in the protoco
specific drafts e.g., [SRROSPF] and [SR-IS-I1S]. However the protoco
i ndependent semantics are illustrated by the foll ow ng exanpl e:
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The originating router advertises the follow ng ranges:

Range 1: (100, 199)
Range 2: (1000, 1099)
Range 3: (500, 5990

The receiving routers concatenate the ranges and build the Segnent
Routing d obal Block (SRGB) as follows:

SRGB = (100, 199)
(1000, 1099)
(500, 599)

The i ndexes span mnultiple ranges:
i ndex=0 neans | abel 100

ihdex 99 neans | abel 199
i ndex 100 neans | abel 1000
i ndex 199 neans | abel 1099

ihdex 200 neans | abel 500

Note that the ranges are an ordered set - what |abels are mapped to a
gi ven i ndex depends on the placenent of a given | abel range in the
set of ranges adverti sed.

For the set of ranges to be usable the ranges MJST be disjoint. The
question then arises what receiving routers should do if they receive
an SRGB whi ch includes overl apping ranges. |n such a case the
following rule is defined

Each range is exanmined in the order it was advertised. |If it does
not overlap with any advertised range which preceded it the
advertised range is used. |If the range overlaps with any precedi ng

range it MJST NOT be used and all ranges advertised after the first
encount ered overl appi ng range al so MUST NOT be used.

Consi der the foll owi ng exanpl e:

G nsberg, et al. Expires April 16, 2016 [ Page 4]



Internet-Draft sr-conflict-resolution Cct ober 2015

The originating router advertises the follow ng ranges:

Range 1: (100, 199]
Range 2: (1000, 1099)
Range 3: (100, 599)
Range 4: (2000, 2099)

Range 3 overlaps with Range 1.

Only Ranges #1 and #2 are usabl e.

Ranges #3 and #4 are ignored.

Not e that Range #4 is not used even though it does not overlap
with any of the other ranges.

3. Segment ldentifier Conflicts

In support of an MPLS dat apl ane Segnent identifiers (SIDs) are
advertised and associated with a given prefix. SIDs may be
advertised in the prefix reachability advertisenments originated by a
routing protocol. SIDs may al so be advertised by a Segment Routing
Mappi ng Server (SRMVS).

A generalized nmapping entry can be represented using the foll ow ng
definitions:

Pi - Initial prefix

Pe - End prefix

L - Prefix length

Lx - Maximum prefix length (32 for | Pv4, 128 for |Pv6)

Si - Initial SID value
Se - End SID val ue
R - Range val ue

Mapping Entry is then the tuple: (Pi/L, Si, R
Pe = (Pi + ((R1) << (Lx-L))
Se =S + (R1)

Note that the SID advertised in a prefix reachability advertisenent
can be nore generally represented as a mapping entry with a range
of 1.

Conflicts in SID advertisenents may occur as a result of

m sconfiguration. Conflicts may occur either in the set of

adverti senents originated by a single node or between advertisenents
originated by different nodes. Wen conflicts occur, it is not

possi ble for routers to know which of the conflicting advertisenents
is "correct". |If a router chooses to use one of the conflicting
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entries forwardi ng | oops and/ or bl ackholes may result unless it can
be guaranteed that all other routers in the network nmake the same
choi ce. Making the sane choice requires that all routers have

i dentical sets of advertisenments and that they all use the sane

sel ection al gorithm

3.1. Conflict Types
Various types of conflicts may occur
3.1.1. Prefix Conflict

When different SIDs are assigned to the sanme prefix we have a "prefix
conflict". Consider the followi ng set of advertisenents:

(192.0.2.120/32, 200, 1)
(192.0.2.120/32, 30, 1)

The prefix 192.0.2.120/32 has been assigned two different SIDs - 200
by the first advertisement - 30 by the second advertisenent.

Prefix conflicts may al so occur as a result of overlapping prefix
ranges. Consider the follow ng set of advertisenents:

(192.0.2.1/32, 200, 200)
(192.0.2.121/32, 30, 10)

Prefixes 192.0.2.121/32 - 192.0.2.130/32 are assigned two different
SIDs - 320 through 329 by the first advertisenent - 30 through 39 by
the second adverti senent.

The second exanple illustrates a conplication - only part of the
range advertised in the first advertisenment is in conflict. It is
logically possible to isolate the conflicting portion and try to use
the non-conflicting portion(s) at the cost of increased

i mpl ement ation conplexity. The algorithmdefined here does NOT
attenpt to support use of a partial range.

A variant of the overlapping prefix range is a case where we have
overl apping prefix ranges but no actual SID conflict.

(192.0.2.1/32, 200, 200)
(192.0.2.121/32, 320, 10)

Al though there is prefix overlap between the two entries the sane SID
is assigned to all of the shared prefixes by the two entries. It is
possible to utilize both entries but it conplicates the

i npl enmentation of the database required to support this. See
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Appendi x A for a nmore conpl ete discussion of this case. An
alternative is to ensure at the nodes which originate these

adverti senents that no such overlap is allowed to be configured

Such overl aps can then be considered as a conflict if they are
received. This allows a sinpler and nore efficient inplenentation of
the database. This is the approach assuned in this docunent.

G ven two mapping entries:
(P1/L1, S1, R1) and (P2/L2, S2, R2)
a prefix conflict exists if all of the follow ng are true:

1) The prefixes are in the sane address famly.
2)L1 == L2
3)((P1L < P2) && (Ple >= P2)) || ((P2 < P1) && (P2e >= P1))

3.1.2. SID Conflict

When the sane SID has been assigned to nmultiple prefixes we have a
"SID conflict". Consider the foll owi ng exanpl e:

(192.0.2.1/32, 200, 1)
(192.0.2.222/32, 200,1)

SI D 200 has been assigned to 192.0.2.1/32 by the first advertisenent.
The second advertisenent assigns SID 200 to 192.0. 2. 222/ 32

SID conflicts may al so occur as a result of overlapping SID ranges.
Consi der the follow ng set of advertisements:

(192.0.2.1/32, 200, 200)
(192.1.2.1/32, 300, 10)

SIDs 300 - 309 have been assigned to two different prefixes. The
first advertisenment assigns these SIDs to 192.0.2.101/32 -

192. 0. 2.110/32. The second advertisenent assigns these SIDs to
192.1.2.1/32 - 192.1.2.10/32

The second exanple illustrates a conplication - only part of the
range advertised in the first advertisenment is in conflict. It is
logically possible to isolate the conflicting portion and try to use
the non-conflicting portion(s) at the cost of increased

i mpl ementation conplexity. The algorithmdefined here does NOT
attenpt to support use of a partial range.

G nsberg, et al. Expires April 16, 2016 [ Page 7]



Internet-Draft sr-conflict-resolution Cct ober 2015

SID conflicts are independent of address-fanmily and i ndependent of
prefix len. A SID conflict occurs when a mapping entry which has
previ ously been checked to have no prefix conflict assigns one or
nore SIDs that are assigned by another entry which also has no prefix
conflicts.

3.2. Processing conflicting entries
Two general approaches can be used to process conflicting entries.
1. Conflicting entries can be ignored

2. A standard preference algorithmcan be used to choose which of
the conflicting entries will be used

The follow ng sections discuss these two approaches in nore detail.

Not e: This docunent does not discuss any inplenentation details i.e.
what type of data structure is used to store the entries (trie, radix
tree, etc.) nor what type of keys may be used to perform | ookups in

t he dat abase.

3.2.1. Ignore conflicting entries

In cases where entries are in conflict none of the conflicting
entries are used i.e., the network operates as if the conflicting
advertisenments were not present.

| kpl enentation requires identifying the conflicting entries and
ensuring that they are not used. The occurrence of conflicts is
easily di agnosed fromthe behavior of the network as the forwarding
of traffic which would, in the absence of conflicts, utilize segnents
no | onger does so. \Vhich prefixes are inpacted is easily seen and
therefore the entries which are msconfigured are easily identified.
Uni ntended traffic flow will never occur.

The downsi de of ignoring conflicting entries is that forwarding of
all packets with destinations covered by the conflicting entries wll
al ways be negatively inpacted.

3.2.2. Preference Al gorithm
For entries which are in conflict properties of the advertisenent
(e.g. prefix value, prefix length, SID value, etc.) are used to

determ ne which of the conflicting entries are used in forwardi ng and
whi ch are ignored
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Thi s approach requires that conflicting entries first be identified
and then eval uated based on the preference rule. Based on which
entry is preferred this in turn may inpact what other entries are
considered in conflict i.e. if Aconflicts with B and B conflicts
with C- it is possible that A does NOT conflict with C. Hence if as
a result of the evaluation of the conflict between A and B, entry B
is not used the conflict between B and C will not be considered.

As at least sonme of the traffic continues to be forwarded after the
conflict is detected, the presence of the conflict nay be harder to
di agnose based on traffic fl owthan when using the ignore policy.
The upside of the preference algorithmis that in sone cases
forwarding of traffic may continue to be correct despite the
exi stence of the conflict. |If the preference algorithm happens to
prefer the intended configuration traffic will still be successfully
delivered. Wether this will occur is a random outcone since the
preference al gorithm cannot know which of the conflicting entries is
the "correct" entry.

3.2.3. Candidate Preference Al gorithm

The following algorithmis proposed. Evaluation is made in the order
speci fi ed.

1. I1Pv4d entry wins over |Pv6 entry
2. Smaller prefix length wns

3. Smaller starting address (considered as an unsigned integer
val ue) w ns

4. Smaller starting SID w ns
5. Snaller range w ns

6. non-attached entries preferred over attached entries (SRVS
attached fl ag)

3.2.4. Exanpl e Behavior

Consider the following sinple case. The followi ng nmapping entries
exi st:

1. (192.0.2.1/32, 100, 200)

2. (192.0.2.200/32, 150, 300) !Prefix conflict with entry #1
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3.

2

3. (193.3.3.3/32, 400, 100) !'SID conflict with entry #2

Using the Ignore conflicts behavior we would not use any of the above
entries.

Using a preference rule which favors smaller prefixes, entries #1 and
#3 woul d be used.

o Entry #1 would be used as 192.0.200.1 is less than 192.0. 2. 200.

o Entry #3 would be used because once Entry #2 has been excl uded,
entry #3 no longer conflicts with any entry which is being used.
(An exanple of lack of transitivity of conflicts)

If we now add
4, (192.0.1.1/32, 50, 100) ! Prefix conflict with #1

Using ignore policy still none of the entries would be used.

Using a preference rule which favors smaller prefixes , entries #4
and #2 woul d be used.

o Entry #4 would be used in preference to entry #1 because 192.0.1.1
< 192.0.2.1.

o Entry #2 would be used because once Entry #1 is excluded entry #2
no longer has a prefix conflict with any active entry.

o Entry #3 woul d NOT be used because once Entry #2 becones active
entry #3 loses due to the SID conflict with Entry #2 since the
latter has a smaller prefix.

5. Oher Preference Factors to consider
Prefix to SID mapping is based on a variety of sources.

0 SIDs can be configured locally for prefixes assigned to interfaces
on the router itself

0 SIDs can be received in prefix reachability advertisenents from
protocol peers. These advertisements nay originate from peers
local to the area or be | eaked from other areas and/or
redistributed fromother routing protocols

0 SIDs can be received from SRVMS adverti senents - these
advertisenents can originate fromrouters local to the area or
| eaked from ot her areas
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SIDs configured locally for prefixes associated with interfaces on

the router itself are only used by the originating router in prefix
advertisenents - they are not installed in the forwardi ng pl ane

|l ocally. Therefore, they do not need to be considered in conflict

resol ution.

For other sources, It may seemintuitive to assign priority based on
point of origination (e.g. intra-area preferred over inter-area,
prefix reachability advertisenments preferred over SRMS

adverti senents, etc.). However, any such policy nmakes it nore likely
that inconsistent choices will be made by routers in the network and
i ncrease the |ikelihood of forwarding | oops or blackholes. The

al gorithms defined in this docunment assune that prefix reachability
adverti senents are part of the set of entries considered when
determning conflicts and conflict resolution and no preference is
associated with prefix reachability adverti sements over SRVB

adverti senments.

It is conmon to use the identity of the advertising source router
(e.g. router ID) as a tie breaker. However, in the case of SID
advertisenents it is possible that the source IDis not known. For
exanpl e, when | eaki ng SRVM5 advertisenents the source |ID nay appear to
be the Area Border Router (ABR) which perfornmed the | eaking. But
this means that the relative preference of the SIDs associated with
the | eaked advertisements will have a different priority in different
areas. Therefore router IDis not used in the algorithms discussed
above.

4. | ANA Consi derations
None.

5. Security Considerations
TBD

6. Acknow edgenents

The authors would like to thank Martin Pilka for sharing his
know edge of al gorithminpl enentati on and conpl exity.

7. Ref er ences

7. 1. Nor mat i ve Ref erences

G nsberg, et al. Expires April 16, 2016 [ Page 11]



Internet-Draft sr-conflict-resolution Cct ober 2015

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997
<http://ww.rfc-editor.org/info/rfc2119>

7.2. Informational References

[ SR-ARCH] "Segnent Routing Architecture, draft-ietf-spring-segnent-
routing-05(work in progress)”, Septenber 2015.

[SR- IS 18]
"I S-1S Extensions for Segnent Routing, draft-ietf-isis-
segment - rout i ng- ext ensi ons- 05(work in progress)", June
2015.

[ SR-OSPF] " OSPF Extensions for Segment Routing, draft-ietf-ospf-
segment - rout i ng- ext ensi ons-05(work in progress)"”, June
2015.

Appendix A Alternate Prefix Conflict Al gorithm

It is possible when encountering overl apping prefix ranges to allow
use of such entries when there is no actual SID conflict. This case
can be avoided if configuration of such entries is blocked at the
source - which allows a far sinpler inplenmentation when processing
received entries. The latter nodel is what is described in the body
of this docunent. What is described belowis the algorithmand
consequences of trying to use overlappi ng ranges when the SID

assi gnnents do not conflict.

The algorithmused to deternine if two entries are in conflict is as
fol | ows.

G ven two nmapping entries:

(P1/L1, S1, R1) and (P2/L2, S2, R2)

a prefix conflict exists if all of the following are true:

1) The prefixes are in the sane address famly.

2)L1 == L2

3)(P1 < P2) && (Ple >= P2) && (((P2-Pl)>>(Lx-L)) + S1) != S2)

| |
(P2 < P1) && (P2e >= P1) && (((Pl-P2)>>(Lx-L)) + S2) != S1)
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From an i npl enentati on standpoint, the conplexity cones in supporting
| ookup of the SID for a given prefix in the presence of overl apping
ranges which are in use. Consider the foll ow ng sinple exanple:

Entry #1: (192.0.2.1/32, 100, 250)
Entry #2: (192.0.2.101/32, 200, 10)
Entry #3: (192.0.2.201/32, 300, 100)

Using the conflict detection algorithmdescribed in this section
there is no conflict in the three ranges since all prefixes which
overlap between the entries are assigned the same SID in all ranges.

If however we want to find the SID for the prefix 192.0.2.150, here
are the steps one nmight go through:

1)Find the entry with the largest value of starting prefix which is
I ess than or equal to 192.0.2.150. 1In the exanple this would be
Entry #2 above.

2)Determine if the range covers 192.0.2.150. In the exanple the
answer to this would be "no".

If we were not required to support overlapping entries at this point
we woul d be done and conclude that no SID was assigned. But because
we know that we may have overl apping entries we have to wal k
backwards (conceptually) and | ook at all of the entries with starting
prefixes (of prefix length 32) which are less than 192.0.2. 150 and
check if their range is large enough to include that prefix. In the
presence of a large # of entries this would be very slow. To avoid
this problemwe could build a I ocal entry which contained all of
overlapping entries (in this exanple all three of the entries shown)
and use that in our actiuve database to do the |lookups. In this
exanpl e we woul d generate:

(192.0.2.1/32, 100, 300)

Then we coul d use steps #1 and #2 above and be confident in the
answer we get.

However, since we are no longer using the entries we received in our
active database we would need to maintain a |link between the
generated entry and the set of overlapping entries we received which
caused its generation so that if one of those entries was renoved or
nodi fi ed we coul d properly update our active database.
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