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Abst ract

Despite growi ng adoption of TLS [ RFC5246], a significant fraction of
TCP traffic on the Internet remmins unencrypted. The persistence of
unencrypted traffic can be attributed to at |east two factors.
First, sone |egacy protocols lack a signaling nmechanism (such as a
"STARTTLS" command) by which to convey support for encryption, making
i ncrenental depl oynent inpossible. Second, |egacy applications

t hensel ves cannot al ways be upgraded, requiring a way to inpl enment
encryption transparently entirely within the transport |layer. The
TCP Encryption Negotiation Option (TCP-ENO addresses both of these
probl ens through a new TCP option kind providing out-of-band, fully
backwar d- conpati bl e negoti ati on of encryption

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 2, 2016
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I nt roducti on

Many applications and protocols running on top of TCP today do not
encrypt traffic. This failure to encrypt lowers the bar for certain
attacks, harming both user privacy and system security.

Counteracting the problemdenmands a mininally intrusive, backward-
conmpati bl e mechanism for increnentally deploying encryption. The TCP
Encryption Negotiation Option (TCP-ENO specified in this docunent
provi des such a mechani sm

Wil e the need for encryption is immediate, future devel opnents coul d
alter trade-offs and change the best approach to TCP-|evel encryption
(beyond i ntroduci ng new ci pher suites). For exanple:

0 Increased option space in TCP [I-D.ietf-tcpmtcp-edo][I-D.briscoe-
tcpm i nspace- node-tcpbi s][I-D.touch-tcpmtcp-syn-ext-opt] could
reduce round trip tines and sinplify protocols.

0 APl revisions to socket interfaces [ RFC3493] could benefit from
integration with TCP-1evel encryption, particularly if conbined
wi th technol ogi es such as DANE [ RFC6394] .

0o The forthcoming TLS 1.3 [I-D.ietf-tls-tl1s13] standard could reach
nore applications given an out-of-band, backward-conpatible
nmechani sm for enabling encryption

o TCP fast open [RFC7413], as it gains nore w despread adoption and
m ddl ebox acceptance, could potentially benefit fromtailored
encryption support.

o Cryptographic devel opnments that either shorten or |engthen the
m ni mal key exchange messages required could affect how such
messages are best encoded in TCP segnents.

I ntroduci ng TCP options, extending operating systeminterfaces to
support TCP-level encryption, and extending applications to take
advant age of TCP-level encryption will all require effort. To the
greatest extent possible, this effort ought to remain applicable if
the need arises to change encryption strategies. To this end, it is
useful to consider two questions separately:

1. How to negotiate the use of encryption at the TCP | ayer, and
2. Howto performencryption at the TCP | ayer.
Thi s docunent addresses question 1 with a new option called TCP- ENO

TCP-ENO provides a framework in which two endpoi nts can agree on one
anong nultiple possible TCP encryption specs . For future

Bittau, et al. Expires April 2, 2016 [ Page 3]



Internet-Draft t cpeno Sept enber 2015

compatibility, encryption specs can vary widely in terns of wire
format, use of TCP option space, and integration with the TCP header
and segnentation. A compani on docunent, the TCPI NC encryption spec,
addresses question 2. TCPINC enables TCP-level traffic encryption
today. TCP-ENO ensures that the effort invested to deploy TCPI NC can
benefit future encryption specs should a different approach at sone
poi nt be preferable.

At a lower |evel, TCP-ENO was designed to achieve the foll ow ng
goal s:

1. Enable endpoints to negotiate the use of a separately specified
encryption _spec_.

2. Transparently fall back to unencrypted TCP when not supported by
bot h endpoi nts.

3. Provide signaling through which applications can better take
advant age of TCP-1level encryption (for instance by inproving
aut henti cati on mechani sms in the presence of TCP-Ievel
encryption).

4. Provide a standard negotiation transcript through which specs can
def end agai nst tanpering w th TCP- ENO

5.  Make parsinonious use of TCP option space.

6. Define roles for the two ends of a TCP connection, so as to nane
each end of a connection for encryption or authentication
pur poses even following a synmetric sinultaneous open.

3. The TCP- ENO option

TCP-ENO is a TCP option used during connection establishnent to
negotiate how to encrypt traffic. As an option, TCP-ENO can be

depl oyed increnentally. Legacy hosts unaware of the option sinply
ignore it and never send it, causing traffic to fall back to
unencrypted TCP. Simlarly, mddl eboxes that strip out unknown
options including TCP-ENO wi I | downgrade connections to pl aintext

wi t hout breaking them O course, downgradi ng makes TCP- ENO

vul nerabl e to active attackers, but appropriately nodified
applications can protect thenselves by considering the state of TCP-
I evel encryption during authentication, as discussed in Section 7.

The ENO option takes two fornms. In TCP segnents with the SYN fl ag
set, it acts as a container for a series of one or nore suboptions,
| abeled "Opt _0", "Opt_1", ... in Figure 1. 1In non-SYN segnents, ENO
conveys only a single bit of information, namely an acknow edgnent
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that the sender received an ENO option in the other host’s SYN
segrment. (Such acknow edgnents enabl e graceful fallback to
unencrypted TCP in the event that a niddl ebox strips ENO options in
one direction.) Figure 2 illustrates the non-SYN form of the ENO
option. Encryption specs MAY include extra bytes in a non-SYN ENO
option, but TCP-ENO itself MJUST ignore them In accordance with TCP
[ RFCO793], the first two bytes of the ENO option always consi st of
the kind (ENO and the total length of the option

byt e 0 1 2 3 2+ 3+ ... N1
R R R R e e e-- -t
| Ki nd=] Len= | Opt _0] Opt _1]| | Opt _i | Opt _i
| ENO| N | I I I | data I
Fomm - - Fomm - - Fomm - - Fomm - - Fom e B

Figure 1: TCP-ENO option in SYN segnent (MJST contain at |east one

subopti on)
byt e 0 1 0 1 2 N1
+----- +----- + +----- +----- +----- I
| Ki nd=| Len= | | Ki nd=| Len= | ignored
| ENO| 2 | or | ENO| N | by TCP-ENO |
+--- o= +--- o= + +--- o= +--- o= +--- o= e

Fi gure 2: non-SYN TCP-ENO option in segment w thout SYN fl ag

Every suboption starts with a byte of the formillustrated in
Figure 3. The seven-bit value "cs" specifies the neaning of the
suboption. Each value of "cs" either specifies general paraneters
(discussed in Section 3.3) or indicates the willingness to use a
specific encryption spec detailed in a separate docunent.

bi t 7 6 5 4 3 2 1 0
S
| v | cs I
S

v - 1 when suboption followed by variable-length data
cs - global configuration option or encryption spec identifier

Figure 3: Fornmat of suboption byte

The high bit "v" in a suboption’s first byte specifies whether or not
the suboption is followed by variable-length data. If "v" is 0, the
suboption consists of only the one byte shown in Figure 3. If "v" is
1, then the suboption is followed by variable-length data. Suboption
data MAY be used for session caching, cipher suite negotiation, key
exchange, or other purposes, as determ ned by the value of "cs"
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Every suboption but the last in an ENO opti on MJUST be a one-byte
suboption (with "v" = 0). The |last suboption MAY be a vari abl e-

| ength suboption. Its length is determ ned by the total |ength of
the TCP option. In Figure 1, "Opt_i" is the variable-length option
its total size is N-(2+i) bytes--one byte for "Opt _i" itself and
N-(3+i) bytes for additional data. Miltiple suboptions with data may
be included in a single TCP SYN segnent by repeating the ENO option

Table 1 summari zes the allocation of values of "cs". Values under
0x10 are assigned to _general suboptions_ whose neani ng applies
across encryption specs, as discussed in Section 3.3. Values greater

than or equal to 0x20 will be assigned to _spec identifiers . Values
in the range 0x10-0x1f are reserved for possible future genera
options. Inplementations MJST ignore all unknown subopti ons.
[ S o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo +
| cs | Meaning |
oo o m e e e oo +

| Ox00-0x0f | General options (see Section 3.3) [
| Ox10-0x1f | Reserved for possible use by future general options
| Ox20-0x7f | Used to designate encryption specs |

Table 1: Allocation of c¢s bits in TCP-ENO suboptions
3.1. TCP-ENO roles

TCP- ENO uses abstract roles to distinguish the two ends of a TCP
connection: One host plays the "A" role, while the other host plays
the "B" role. Following a normal three-way handshake, the active
opener plays the A role and the passive opener plays the Brole. An
active opener is a host that sends a SYN segnment w thout the ACK fl ag
set (after a "connect"” systemcall on socket-based systens). A
passi ve opener’s SYN segnent al ways contains the ACK flag (and
follows a "listen" call on socket-based systens).

Rol es are abstracted fromthe active/passive opener distinction to
deal with sinultaneous open, in which both hosts are active openers.
For simultaneous open, the general suboptions discussed in

Section 3.3 define a tie-breaker bit "b", where the host with "b = 1"
plays the B role, and the host with "b = 0" plays the Arole. I|f two
active openers have the sane "b" bit, TCP-ENO fails and reverts to
unencrypted TCP

More precisely, the above rol e assignnent can be reduced to conparing
a two-bit role priority for each host, shown in Figure 4. The nost
significant bit, "p", is 1 for a passive opener and 0 for an active
opener. The least-significant bit "b" is the tie-breaker bit. The
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host with the lower priority assumes the A role; the host with the
hi gher priority assunes the Brole. 1In the event of a tie, TCP-ENO
fails and MJUST continue with unencrypted TCP as if the ENO options
had not been present in SYN segnents.

bi t 1 0
Foe e oo+
| p b

S

or active opener, 1 for passive opener

p-O0f
b bit from general suboptions sent by host

b -
Figure 4: Role priority of an endpoint

Encryption specs SHOULD refer to TCP-ENO s A and B roles to specify
asymetric behavior by the two hosts. For the remainder of this
docunent, we will use the terms "host A" and "host B" to designate
the hosts with role A and B respectively in a connection

3. 2. TCP- ENO handshake

The TCP-ENO option is intended for use during TCP connection
establishnent. To enable increnental deploynent, a host needs to
ensure both that the other host supports TCP-ENO and that no

m ddl ebox has stripped the ENO option fromits own TCP segnments. In
the event that either of these conditions does not hold,

i npl ement ati ons MJUST i medi ately cease sendi ng TCP- ENO options and
MUST continue with unencrypted TCP as if the ENO option had not been
present.

More precisely, for negotiation to succeed, the TCP- ENO opti on MJST
be present in the SYN segnent sent by each host, so as to indicate
support for TCP-ENO. Additionally, the ENO option MJST be present in
the first ACK segnment sent by each host, so as to indicate that no

m ddl ebox stripped the ENO option fromthe ACKed SYN. Dependi ng on
whet her a host is an active or a passive opener, the first ACK
segment may or may not be the sane as the SYN segment. Specifically:

0 An active opener begins with a SYN-only segnent, and hence nust
send two segnents containing ENO options. The initial SYN-only
segrment MJUST contain an ENO option with at |east one suboption, as
pictured in Figure 1. |If ENO succeeds, the active opener’s first
ACK segnment MJST subsequently contain a non-SYN ENO option, as
pictured in Figure 2.

0 A passive opener’s first transmtted segnent has both the SYN and
ACK flags set. Therefore, a passive opener sends an ENO option of
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the type shown in Figure 1 in its single SYN-ACK segnment and does
not send a non- SYN ENO option

A spec identifier in one host’'s SYN segnent is valid_if it is
conpatible with a suboption in the other host’s SYN segnent. Two
suboptions are _conpatible_ when they have the same "cs" value (>=
0x20) and when the particular conbination of "v" bits and suboption
data in suboptions of the two SYN segnments is well-defined by the
correspondi ng encryption spec. Specs MAY all ow or disallow any
conbi nation of values of "v" in the two SYN segnents.
Once the two sides have exchanged SYN segnents, the _negotiated spec_
is the last valid spec identifier in the SYN segment of host B (that
is, the passive opener in the absence of simultaneous open). In
other words, the order of suboptions in host B s SYN segnent

determi nes spec priority, while the order of suboptions in host A's
SYN segnent has no effect. Hosts nust disable TCP-ENO if there is no
valid spec in host B's SYN segnment. Note that negotiation
prioritizes the last rather than the first valid suboption so as to
favor the spec with suboption data, if there is one.

When possi bl e, host B SHOULD send only one spec identifier (suboption
in the range 0x20-0xff), and SHOULD ensure this option is valid.
However, sending a single valid spec identifier is not required, as
doing so could be inmpractical in some cases, such as simnultaneous
open or library-level inplenentations that can only provide a static
TCP- ENO option to the kernel

A host MJST disable ENOif any of the follow ng conditions holds:

1. The host receives a SYN segnent without an ENO option

2. The host receives a SYN segnent that contains no valid encryption
specs when paired with the SYN segnent that the host has al ready
sent or woul d ot herw se have sent,

3. The host receives a SYN segnment contai ni ng general suboptions
that are inconpatible with the SYN segnent that it has al ready
sent or woul d otherw se have sent, or

4. The first ACK segnent received by a host does not contain an ENO
option.

After disabling ENO, a host MJUST NOT transmt any further ENO options
and MUST fall back to unencrypted TCP

Conversely, if a host receives an ACK segnent containing an ENO
option, then encryption MJST be enabled. Fromthis point the host
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MUST follow the encryption protocol of the negotiated spec and MJST
NOT present raw TCP payl oad data to the application. |In particular,
data segnents MUST contain ciphertext or key agreenent nessages as
determ ned by the negotiated spec, and MJST NOT contain pl ai nt ext
application data.

3.2.1. Handshake exanpl es

(1) A->B SYN ENO<X, Y>
(2) B-> A SYNACK ENOXY>
(3) A->B ACK ENO<>

[rest of connection encrypted according to spec for V]
Figure 5: Three-way handshake wi th successful TCP-ENO negoti ation

Figure 5 shows a three-way handshake with a successful TCP-ENO
negotiation. The two sides agree to follow the encryption spec
identified by suboption Y.

(1) A->B SYN ENC<X, Y>

(2) B-> A SYNACK

(3) A->B ACK

[rest of connection unencrypted | egacy TCP]

Fi gure 6: Three-way handshake with failed TCP- ENO negoti ati on
Figure 6 shows a failed TCP-ENO negotiation. The active opener (A
i ndi cates support for specs corresponding to suboptions X and Y.
Unfortunately, at this point one of thee things occurs:

1. The passive opener (B) does not support TCP-ENO

2. B supports TCP-ENO but supports neither of specs X and Y, and so
does not reply with an ENO option, or

3. The network stripped the ENO option out of A's SYN segnent, so B
did not receive it.

Wi chever of the above applies, the connection transparently falls
back to unencrypted TCP.

(1) A->B: SYN ENO<X, Y>
(2) B-> A SYNACK ENOX> [ ENO stri pped by m ddl ebox]
(3) A->B ACK

[rest of connection unencrypted | egacy TCP]

Figure 7: Failed TCP-ENO negotiation because of network filtering
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Fi gure 7 Shows anot her handshake with a failed encryption
negotiation. |In this case, the passive opener B receives an ENO
option fromA and replies. However, the reverse network path fromB
to A strips ENO options. Hence, A does not receive an ENO option
fromB, disables ENO and does not include the required non-SYN ENO
option when ACKi ng the other host’s SYN segnent. The lack of ENO in
A's ACK segnment signals to B that the connection will not be
encrypted. At this point, the two hosts proceed with an unencrypted
TCP connecti on

(1) A-> B SYN ENOXY, X>
(2) B-> A SYN ENO<0x01, X, Y, Z>
(3) A->B SYNACK ENOXY, X>

(4) B-> A SYNACK ENO<0OxO01, XY, Z>
[rest of connection encrypted according to spec for Y]

Fi gure 8: Sinmultaneous open with successful TCP-ENO negoti ation

Fi gure 8 shows a successful TCP-ENO negotiation with simultaneous
open. Here the first four segnents MJST contain an ENO option, as
each side sends both a SYN-only and a SYN-ACK segnment. The ENO
option in each hosts’s SYNNACK is identical to the ENO option in its
SYN-only segnent, as otherw se connection establishnent could not
recover fromthe loss of a SYN segnment. Note the use of the tie-
breaker bit in general suboption 0x0l assigns Bits role, as

di scussed in Section 3.3. The last valid spec in B's ENO option is
Y, so Y is the negotiated spec.

General suboptions
Subopti ons 0x00-0xOf are used for general conditions that apply

regardl ess of the negotiated encryption spec. A TCP segnent MJST
i nclude at nost one ENO suboption whose high nibble is 0. The val ue

of the low nibble is interpreted as a bitmask, illustrated in
Fi gure 9.
bi t 7 6 5 4 3 2 1 o0

B T S T, +---+

| O 0 0 0 z aa b

B LI g i S +---+

z - Zero bit (reserved for future use)

aa - Application-aware bits

b - Tie-breaker bit for sinmultaneous open

Figure 9: Format of the general option byte

The fields of the bitmask are interpreted as foll ows:
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z The "z" bit is reserved for future revisions of TCP-ENO. Its
val ue MUST be set to zero in sent segnents and ignored in received
segment s.

aa The two application-aware bits indicate that the application on
the sending host is aware of TCP-ENO and has been extended to
alter its behavior in the presence of encrypted TCP. There are
four possible values, as shown in Table 2. The default, when
appl i cations have not been nodified to take advantage of TCP- ENO
MUST be 00. However, inplenentations SHOULD provi de an API
t hrough which applications can set the bits to other values and
query for the other host’s application-aware bits. The value 01
i ndicates that the application is aware of TCP-ENO  The val ue 10
(binary) is reserved for future use. It MIST be interpreted as
the application being aware of TCP-ENO, but MJST never be sent.

Val ue 11 (binary) indicates that an application is aware of TCP-
ENO and requires application awareness fromthe other side. |If
one host sends value 00 and the other host sends 11, then TCP- ENO
MUST be disabled and fall back to unencrypted TCP. Any other
combi nation of values (including the reserved 10) is conpatible
with enabling encryption. A possible use of value 11 is for
applications that performlegacy encryption and wi sh to disable
TCP- ENO unl ess hi gher-1ayer encryption can be di sabl ed.

| | Application is not aware of TCP- ENO |
| | Application is aware of TCP-ENO |
[ 10 | Reserved but interpreted as ENO aware [
| | Application awareness is mandatory for use of TCP- ENO |

+

Tabl e 2: Meaning of the two application-aware bits

b This is the tie-breaker bit in role priority, discussed in
Section 3. 1.

A SYN segnent without an explicit general suboption has an inplicit
general suboption of 0x00.

3.4. Negotiation transcript
To defend agai nst attacks on encryption negotiation itself,

encryption specs need a way to reference a transcript of TCP-ENO s
negotiation. In particular, an encryption spec MJST fail with high
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probability if its selection resulted fromtanpering with or forging
initial SYN segnents.

TCP-ENO defines its negotiation transcript as a packed data structure
consisting of a series of TCP-ENO options (each including the ENO and
| ength bytes, as they appeared in the TCP header). Specifically, the
transcript is constructed fromthe followi ng, in order

1. Every TCP-ENO option in host A's SYN segnent, including the kind
and length bytes, in the order the options appeared in that SYN
segnent .

2. A mnimal two-byte ENO option, as shown on the left in Figure 2

3. EBvery TCP-ENO option in host B s SYN segnent, including the kind
and length bytes, in the order the options appeared in that SYN
segnent .

4. A nminimal two-byte ENO option, as shown on the left in Figure 2

Note that 2 and 4 nerely serve as delinmiters to separate the two
hosts’ options fromeach other and fromany data that follows the
transcript. Note further that any ignored data in non-SYN ENO
options does not appear in the transcript. Because parts 2 and 4 are
al ways exactly two bytes and SYN segnments MJUST NOT contain two-byte
ENO options, this encoding i s unanbi guous.

For the transcript to be well defined, hosts MJST NOT alter ENO
options in retransnmitted segnments, or between the SYN and SYN- ACK
segnents of a sinmultaneous open, except that an active opener MAY
renove the ENO option altogether froma retransmtted SYN-only
segrment and di sabl e TCP-ENO. Such renoval could be useful if

m ddl eboxes are droppi ng segnents with the ENO option

4. Requirenents for encryption specs

TCP- ENO was designed to afford encryption spec authors a | arge amount
of design flexibility. Nonetheless, to fit all encryption specs into
a coherent franmework and abstract nost of the differences away for
application witers, all encryption specs claimng ENO "cs" nunbers
MUST satisfy the follow ng properties.

0 Specs MIST protect TCP data streanms with authenticated encryption
0 Specs MIST define a session |ID whose value identifies the TCP
connection and, with overwhel ming probability, is unique over al

time if either host correctly obeys the spec. Section 4.1
describes the requirenments of the session IDin nore detail.
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0 Specs MJUST NOT pernmit the negotiation of any encryption algorithns
with significantly less than 128-bit security.

0 Specs MUST NOT all ow the negotiation of null cipher suites, even
for debuggi ng purposes. (Inplenentations MAY support debuggi ng
nodes that allow applications to extract their own session keys.)

0 Specs MUST NOT allow the negotiation of encryption nodes that do
not provide forward secrecy sone bounded, short tinme after the
cl ose of a TCP connection

0 Specs MJST protect and authenticate the end-of-file marker
traditionally conveyed by TCP's FIN flag when the renote
application calls "close" or "shutdown". However, end-of-file NMAY
be conveyed though a mechani sm other than TCP FIN. Moreover
specs MAY pernit attacks that cause TCP connections to abort, but
such an abort MJST raise an error that is distinct froman end-of -
file condition.

0 Specs MAY disallow the use of TCP urgent data by applications, but
MUST NOT al |l ow attackers to mani pul ate the URG fl ag and urgent
pointer in ways that are visible to applications.

4.1. Session |Ds

Each spec MUST define a session ID that uniquely identifies each
encrypted TCP connection. |Inplenentations SHOULD expose the session
IDto applications via an APl extension. Applications that are aware
of TCP- ENO SHOULD i ncorporate the session |ID value and TCP-ENO rol e
(A or B) into any authentication nmechanisns |ayered over TCP
encryption so as to authenticate actual TCP endpoints.

In order to avoid replay attacks and prevent authenticated session

I Ds from being used out of context, session |IDs MJST be uni que over
all tinme with high probability. This uniqueness property MJST hol d
even if one end of a connection maliciously mani pul ates the protoco
in an effort to create duplicate session IDs. |In other words, it
MUST be infeasible for a host, even by deviating fromthe encryption
spec, to establish two TCP connections with the same session ID to
renot e hosts obeying the spec.

To prevent session |IDs from being confused across specs, all session
I Ds begin with the negotiated spec identifier--that is, the |ast
valid spec identifier in host B s SYN segnent. |If the "v" bit was 1
in host B's SYN segnent, then it is also 1 in the session ID
However, only the first byte is included, not the suboption data.

Fi gure 10 shows the resulting format. This format is designed for
spec authors to conpute unique identifiers; it is not intended for
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applications authors to pick apart session IDs. Applications SHOULD
treat session IDs as nonolithic opaque val ues and SHOULD NOT di scard
the first byte to shorten identifiers.

byt e 0 1 2 N1 N
Foomo - oo e mmm e me oo +
| sub-| collision-resistant hash
| opt | of connection information |

Figure 10: Format of a session ID

Though specs retain considerable flexibility in their definitions of
the session ID, all session |IDs MJST neet certain nininum
requirenents. In particular

0 The session ID MJST be at |east 33 bytes (including the one-byte
suboption), though specs nmay choose | onger session |Ds.

0 The session I D MIJST depend in a collision-resistant way on fresh
data contributed by both sides of the connection

0 The session I D MJST depend in a collision-resistant way on any
public keys, public Diffie-Hellnman paraneters, or other public
asymetric cryptographic paraneters that are enployed by the
encryption spec and have corresponding private data that is known
by only one side of the connection

0 Unless and until applications disclose information about the
session ID, all but the first byte MJUST be conputationally
i ndi stinguishable fromrandombytes to a network eavesdropper

o Applications MAY chose to nmake session IDs public. Therefore,
specs MUST NOT place any confidential data in the session ID (such
as data permitting the derivation of session keys).

0 The session I D MJST depend on the negotiation transcript specified
in Section 3.4 in a collision-resistant way.

4.2. Option kind sharing

This draft does not specify the use of ENO options in any segnents
other than the initial SYN and ACK segnents of a connection
Moreover, it does not specify the content of ENO options in an
initial ACK segnent that has the SYN flag clear. As a result, any
use of the ENO option kind after the SYN exchange will not conflict
with TCP-ENO. Therefore, encryption specs that require TCP option
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space MAY re-purpose the ENO option kind for use in segnents after
the initial SYN

5. APl extensions

| mpl enent ati ons SHOULD provi de APl extensions through which
applications can query and configure the behavior of TCP-ENO
including retrieving session IDs, setting and readi ng application-
aware bits, and specifying which specs to negotiate. The specifics
of such an APl are outside the scope of this docunent.

6. Open issues

Thi s docunment has experinental status because of several open issues.
Sone questions about TCP-ENO s viability depend on m ddl ebox behavi or
that can only be determ ned a posteriori. Hence, initial deploynent
of ENOw |l be an experinent. |In addition, a few design questions
exi sts on which consensus is not clear, and hence for which greater
di scussion and justification of TCP-ENO s design may be hel pful

6.1. Experinents

One of the primary open questions is to what extent niddl eboxes will
permt the use of TCP-ENO Once TCP-ENO is deployed, we will be in a
better position to gather data on two types of failure:

1. M ddl eboxes downgradi ng TCP- ENO connections to unencrypted TCP
This can happen if niddl eboxes strip unknown TCP options or if
they term nate TCP connections and relay data back and forth.

2. M ddl eboxes causing TCP- ENO connections to fail conpletely. This
can happen if applications perform deep packet inspection and
start dropping segnents that unexpectedly contain ciphertext.

The first type of failure is tolerable since TCP-ENO is designed for
i ncrenental depl oynent anyway. The second type of failure is nore
problematic, and, if prevalent, will require the devel opnent of
techni ques to avoid and recover from such failures.

6.2. Sinmultaneous open

Si nul t aneous open is the only way to establish a TCP connection
between TCP hosts in certain NAT configurations [RFC5382]. The
principle challenge in sinultaneous open is breaking TCP s symetry
for both sides to agree on the assignnent of the A and B roles.

Rel ying on TCP/I P header fields such as the |IP address, port nunber,
and initial sequence nunber is problematic as these val ues nay be
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nodi fied by niddl eboxes, nmeaning a sender does not know what val ues
the recipient will see for these fields.

The aut hors | ack data on how preval ent sinultaneous open is in the
wild. The use of sinultaneous open has been specified for | CE

[ RFC6544], but the highest profile inplementation (the firefox
browser) currently prefers UDP over TCP when permitted by firewalls.
Mor eover, applications of ICE typically already encrypt data and
woul d di sabl e TCP-ENO to avoid double encryption. It is therefore
uncl ear what | evel of support TCP-ENO shoul d provide for sinultaneous
open, or at what cost such support is justified. The working group
has di scussed four |evels of support with no clear consensus:

1. Require applications to break the tie out of band and assign
thenselves A and B roles. |If applications do not assign the
roles properly, the TCP connection fails entirely.

2. As above, require applications to specify roles, but if they do
so incorrectly fall back to unencrypted TCP

3. Require applications to declare that they are using sinultaneous
open, but do not require themto negotiate roles. Leave it to
TCP-ENO break the tie and negotiate rol es.

4. Design TCP-ENO so that it works conpletely transparently in
conjunction wth sinultaneous open, with no application
i nvol venent required

This sinplest and cheapest solution is obviously #1. This docunent
currently enbraces design point #2, at the cost of an extra bit (the
"b" bit in the general suboption) for hosts to check whether roles
were properly assigned. Solution #3 would likely consune 4-8

addi tional bytes of option space in the case of a sinmultaneous open,
so as to include a randomtie-breaker value. Solution #4 woul d
consune 4-8 additional bytes of option space in every SYN segnent, as
current APls make it inpossible to distinguish a "connect" cal

i ntended for a sinultaneous open fromone intended for a three-way
handshake.

6.3. Miltiple Session |IDs

Though currently specs nust output a single session ID, it night
alternatively be useful to define nultiple identifiers per
connection. As an exanple, a public session ID m ght be used to
aut henticate a connection, while a private session ID could be used
as an authentication key to |ink out-of-band data (such as another
TCP connection) to the original connection

Bittau, et al. Expires April 2, 2016 [ Page 16]



Internet-Draft t cpeno Sept enber 2015

6.4. Suboption data

TCP-ENO currently optimzes for the case that a single suboption per
SYN segnent contains suboption data. This design was chosen in
expectation that the following two use cases will be the nost conmon:

0 An active opener advertises support for multiple specs using one-
byt e suboptions. The passive opener picks one of the advertised
specs and replies with a single suboption, possibly using
suboption data for options within the negoti ated spec. Such spec-
specific options m ght convey supported elliptic curves or public
key ciphers.

0 An active opener advertises support for nultiple specs as above,
but al so includes a single |onger suboption containing a session
caching cookie with which the hosts may be able to avoid the cost
of public key cryptography. |In this case, the server either
accepts the cookie or reverts to picking one of the other specs as
in the previous case.

Both of these use cases require at nost one nulti-byte suboption per
SYN segnent. To optimze for this case, TCP-ENO relies on the TCP
option length byte to specify the length of the nulti-byte suboption
implicitly. Segments with nore than one nulti-byte suboption nust
repeat the ENO kind byte, |osing one byte of precious TCP SYN option
space.

An alternative would be for each nulti-byte suboption to be followed
by its owmn length field. This would cost an extra byte of SYN option
space in the two cases above, but save one byte for each additiona
mul ti-byte suboption.

As an exanple, in the current ENO design, a SYN segment w th ENO
suboption containing 2 bytes of data consunmes 5 bytes (the ENO ki nd,
the TCP option length, the spec identifier, and 2 bytes of suboption
data). An ENO option with two 2-byte suboptions requires double
this, or 10 bytes. By contrast, in a design with a suboption |length
byte, one 2-byte suboption would cost 6 bytes (ENO kind, TCP option

| engt h, suboption, suboption length, and 2 bytes of option data), but
two 2-byte suboptions could be packed together, w thout repeating the
ENO kind byte, in only 9 bytes of option space.

In the event that the above two use cases are not the nost preval ent,
it my be worth revisiting ENO s choice of optinized case.
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7

10.

10.

Security considerations

An obvi ous use case for TCP-ENO i s opportunistic encryption.

However, if applications do not check and verify the session ID, they
will be open to man-in-the-niddle attacks as well as sinple downgrade
attacks in which an attacker strips off the TCP-ENO option. Hence,
wher e possi ble, applications SHOULD be nodified to fold the session
IDinto authentication nechanisns, and SHOULD enpl oy the application-
aware bits as needed to enabl e such negotiation in a backward-
conpati bl e way.

Because TCP-ENO enables nmultiple different encryption specs to
coexist, security could potentially be only as strong as the weakest
avai l abl e encryption spec. For this reason, it is crucial for
session I Ds to depend on the TCP-ENO transcript in a strong way.
Hence, encryption specs SHOULD conpute session IDs using only well -
studi ed and conservative hash functions. Thus, even if an encryption
spec is broken, and even if people deprecate it instead of disabling
it, and even if an attacker tanpers with ENO options to force

negoti ati on of the broken spec, it should still be intractable for
the attacker to induce identical session IDs at both hosts.

| npl enent ati ons MUST not send ENO options unless encryption specs
have access to a strong source of randommess or pseudo-randommess.
W thout secret unpredictable data at both ends of a connection, it is
i mpossi bl e for encryption specs to satisfy the confidentiality and
forward secrecy properties required by this docunent.

| ANA Consi derations
A new TCP option kind nunber needs to be assigned to ENO by | ANA

In addition, IANA will need to maintain an ENO suboption registry
mappi ng suboption "cs" values to encryption specs.
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