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Abst r act

This docunents describe a technique called A-PAWS which can provide
protection against old duplicates segnments |ike PAWS. Wile PAWS
requires TCP to set timestanp options in all segments in a TCP
connection, A-PAWS supports the sanme feature wi thout using
tinmestanps. A-PAWS is designed to be used conplenentary with PAWS
TCP needs to use PAWS when it is necessary and activates A-PAWS only
when it is safe to use. Wthout inpairing the reliability and the
robust ness of TCP, A-PAWS can provide nore option space to other TCP
ext ensi ons.
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This Internet-Draft is submtted in full conformance with the
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1. Introduction

PAWS ( Protect Against Wapped Sequences) defined in [ RFC1323] is a
techni que that can identify old duplicate segnents in a TCP
connection. An old duplicate segnment can be generated when it has
been del ayed by queueing, etc. |If such a segnment has the sequence
number which falls within the receiver’s current w ndow, the receiver
will accept it without any warning or error. However, this segnent
can be a segnent created by an old connection that has the sane port
and address pair, or a segments sent 2**32 bytes earlier on the sane
connection. Although this situation rarely happens, it inpairs the
reliability of TCP

PAWS utilizes timestanp option in [RFC1323] to provide protection
against this. It is assuned that every received TCP segnent contains
a tinestanp. PAWS can identify old duplicate segnments by conparing
the tinestanp in the received segnments and the tinmestanps from ot her
segnments received recently. |If both TCP endpoints agree to use PAW5,
all segnments belong to this connection should have tinestanp. Since
PAWS is the only standardi zed protection against old duplicate
segnments, it has been inplenented and used in nost TCP
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i mpl enment ati ons. However, as some TCP extensions such as [ RFC2018],
[ RFC5925] and [ RFC6824] al so requires a certain anount of option
space in non- SYN segnents, using 10-12 bytes length in option space
for tinestanp in all segnents tends to be considered expensive in
recent discussions.

In addition, although PAWS is necessary for connections which
transmt nore than 2**32 bytes, it is not very inportant for other
connections since [RFC0793] already has protection agai nst segments
fromold connections by using tiners. Mreover, sone research
results indicates that nost of TCP flows tend to transmt snall
anount of data, which neans only small fraction of TCP connections
really need PAWS [ Q AN11]. Tinestanp option is also used for RTTM
(Round Trip Time Measurenent) in [ RFC1323]. Gathering many RTT
samples fromthe tinestanp in every TCP segnent | ooks useful approach
to inprove RTO estination. However, sone research results shows the
nunber of sanples per RTT does not affect the effectiveness of the
RTO [ MALLMAN99]. Hence, we can think if PAWS is not used, sending a
few timestanps per RTT will be sufficient.

Based on these observations, we propose a new techni que call ed A PAWS
whi ch can archive sinilar protection against old duplicates segnents.
The basic idea of AA-PAWS is to attain the sane protection against old
all duplicate segments as PAWS while reducing the use of TS options
in segnents. A-PAWS is designed to be used conplenmentary with PAWS
This means an inpl enentati on that supports A-PAW5 is still required
to supports PAWS. A-PAWS is activated only when it is safe to use.
This sounds the applicability of AA-PAWs is |imted, however, we
believe TCP will have a |lot of chances to save the option space if it
uses A- PAWS

There are sone discussions that PAW can al so be used to enhance
security, however, we still believe that A-PAW5 can naintain the same
| evel of security as PAWS. Detailed discussions on this point are
provided in Section 5. A-PAWS is an experinmental idea yet, but we
hope it will contribute to facilitating the use of TCP option space.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. The A-PAWS Design
A- PAWS assunes PAWS as it is designed to be used conplenentary with

PAWS. Hence, a node which supports A-PAWS MUST support PAWS. The
foll owi ng mechani sms are required in TCP in order to perform A- PAWS
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3.1. Signaling Methods

An endpoi nt that supports A-PAWS can use the foll ow ng signaling
met hods to activate A-PAWS | ogic.

1) Option Exchange in SYN
This method uses a new experinental TCP option defined in
[ RFC6994] and exchanges it during SYN negotiation. The format of
the option is depicted in Figure 1. The option does not have any
content as it sinply indicates the endpoint supports A-PAWS. In
this signaling nethod, when an endpoint wants to use A-PAWS, it
MUST put A-PAWS option in SYN or SYN-ACK segnent. |f an endpoint
does not find A-PAWS option in received SYN or SYN ACK segnent,
it MJUST not send segnents with A-PAWS5 |ogic in Section 3. 3.
However, it MJST activate A-PAWS receiver logic in Section 3.4 if
it has sent A-PAWS option in SYN or SYN-ACK segnent. This is
because sone m ddl eboxes may renove A- PAWS option in SYN or SYN
ACK segnment. A-PAWS receiver logic in Section 3.4 can interact
with both A-PAWS and PAWS sender. This signaling requires
addi tional option space in SYN segnents, hence non- SYN segnent
signaling should be used when there is not enough space in SYN
option space.

2) Option Exchange in non- SYN Segnents
This method uses the option in Figure 1 as well as the SYN
segment signaling. However, the options are not exchanged during
SYN negotiation. Wen a endpoint sets A-PAWS option in the
segnents, it indicates that it can receive the segnents from
A- PAWS senders. Hence, it MJST activate A-PAWS receiver logic in
Section 3.4 if it sends the options. However, it MJST not send
segments with A-PAWS logic in Section 3.3 until it receives
A- PAWS options. This approach does not require extra option
space or special tinmestanp value in SYN segnents. However,
negotiating features in non-SYN segnents will require to address
further argunents such as when to send the options or howto
retransmts the options. W discuss these points in the next
section and provide sone recomended rules for inplenmentations.

1 2 3
01234567890123456789012345678901
o m e oo e - o m e oo e - oo e e e eeeeoaaoo +
| Kind =254 | Length =4 | 16-bit ExID = TBD |
oo oo o e e e meee e —aaa- +

Fi gure 1: A-PAWS option fornmat

Ni shi da Expires April 19, 2016 [ Page 4]



Internet-Draft Al ternative PAWS Cct ober 2015

3.2. A-PAWS5 Negotiation Logic for non-SYN Segnent Signaling

One inportant characteristic for AAPAWS is its signaling mechani sm
does not require tight synchronization between endpoi nts since A-PAWS
receivers can interact with both A-PAWS senders and PAWS senders.
This allow us not to invent another three-way handshake |ike
mechani sms for non- SYN segnents. This approach will require drastic
changes in the current TCP semantics. |nstead, we propose a
relatively sinple and easy nmechani smfor feature negotiation by using
the follow ng rules on A-PAWS endpoi nts.

Rule 1: An endpoint MJUST activate A-PAWS receiver logic in
Section 3.4 before it sends A-PAWS option

Rul e 2: An endpoint MJST not send segnents with A-PAWS5 logic in
Section 3.3 until it receives A-PAWS option fromthe other
endpoi nt .

These rul es can avoid situations where an endpoi nt sends segments by
A-PAVWS | ogic to an endpoint that doesn’'t use A-PAWS | ogic.

Anot her di scussion point for this signaling nmethod is when to set

A- PAWS option in segnents. As A-PAWS enpl oys asynchronous signaling,
bot h endpoints basically can set A-PAWS option in segnents anytinme
they want. However, it is recommended to use the following rules for
setting A-PAWS options.

Rul e 3: An endpoint SHOULD use a data segnent when it sets A-PAWS
option in a segnent.

Rul e 4: \WWen an endpoi nt receives a data segnent with A PAWS
option, it SHOULD set A-PAWS option for its ACK segnent.

Rul e 5: An endpoint MAY use A-PAWS options in retransnitted
segment s.

These rul es all ow endpoints to have | oose synchroni zed signaling so
that they can at | east solicit responses fromtheir peers. O
course, even an endpoint solicit a response by setting A-PAWS option
in a data segnent, it might not receive A-PAWS option in the ACK
segnment. This can be caused by the | ost of the ACK segnent or

m ddl eboxes that renove unknown options. |n order to address these
cases, the followi ng rules can be used.

Rule 6: As long as an endpoint does not violate the other rules,

it MAY set A-PAWS option in nultiple data segnents with a certain
interval in case no A-PAWS options has been sent fromthe peer
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This rule can address the cases where A-PAWS options has been renoved
by mi ddl eboxes or segments with A-PAWS options has been | ost.

3.3. Sendi ng Behavi or

A- PAWS enabl ed TCP transnits segnents, it needs to follow the rules
bel ow.

1. TCP needs to check how many bytes has been transnmitted in a
connection. If the transnitted bytes exceeds 2**32 -
"Sender. O fset’, TCP migrates PAWS node and MJST set tinestanp
option in all segnents to be transmitted. The value for
"Sender. O fset’ is discussed in Section 5.

2. If the nunmber of bytes transmitted in a TCP connection does not
exceeds 2**32 - 'Sender.COffset’, TCP MAY onit tinestanp option in
segnents as long as it does not affect RTTM This draft does not
define how much TCP can onit tinmestanps because it should be
determined by RTTM

3.4. Receiving Behavior

A- PAWS enabl ed TCP receives segnents, it needs to follow the rules
bel ow.

1. TCP needs to check how many bytes has been received in a TCP
connection. If it exceeds 2**32 bytes, A-PAWS nodes SHOULD
di scard the received segnents which does not have tinestanp
option. TCP MJST perform PAWS check when received bytes exceeds
2**32 byt es.

2. If the nunber of bytes received in a TCP connection does not
exceeds 2**32 bytes, A-PAWS nodes SHOULD accept the segnents even
if it does not have tinmestanp option. A-PAWS nodes MAY skip PAWS
check until the received bytes exceeds 2**32 bytes.

4. \When To Activate A-PAWS

In basic principal, A PAW capabl e nodes can al ways use A-PAWS | ogic
as long as the peers agree with them However, the follow ng cases
require special considerations to enabl e A-PAWS.

1. As "Wen To Keep Quiet" section in [ RFCO793] suggests, it is
recomrended that TCP keeps quiet for a MSL upon starting up or
recovering froma crash where nmenory of sequence nunbers has been
| ost. However, if timestanps are being used and if the tinestanp
cl ock can be guaranteed to be increased nonotonically, this quiet
time may be unnecessary. Because TCP can identify the segnents
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fromold connections by checking the timestanp. W think sone
TCP i npl ement ati ons nmay di sable the quiet time because of using
timestanps fromthis reason. However, since A-PAWS nodes does
not set tinestanp options in all segnents, TCP cannot rely on
this approach. To avoid decreasing the robustness of TCP
connection, TCP MJUST NOT use A-PAWS for a MSL upon starting up or
recovering froma crash

2. Various TCP inplementations provide APls such as setsockopt ()
that can set SO REUSEADDR flag on TCP connections. |If this flag
is set, the TCP connection allows to reuse the sane |ocal port
without waiting for 2 MSL period. Wile this option is useful
when users want to relaunch applications inmrediately, it makes
the TCP connection a little vul nerable as TCP stack m ght receive

duplicate segnents fromearlier incarnations. It has been said
that PAWS can contribute to nmitigate this risk by checking the
tinmestanps in segnments. |In order to keep the sane | evel of

protection, TCP SHOULD NOT send A- PAWS option when SO REUSEADDR
flag is set. This rule prevents the peer from sendi ng segnents
to this node with A-PAWS | ogic. However, the node can send
segments with A-PAWS logic as long as it received A-PAWS option
fromthe peer.

5. Di scussion

As A-PAWS is an experimental |logic, the followi ng points need to be
consi dered and di scussed.

5.1. Protection Against Early Incarnations

There are some discussions that tinestanp can enhance the robustness
agai nst early incarnations. Since A-PAWS does not set tinmestanps in
all segnments, sonme may say that it degrades the robustness of TCP
We believe that the degradation caused by A-PAWS on this point is
negligible. As long as TCP limts the usage of A-PAWS as descri bed
in Section 4, duplicate segnents fromearly incarnations should not
be received by TCP

5.2. Protection Against Security Threats

A TCP connection can be identified by a 5-tuple: source address,
destination address, source port number, destination port nunmber and
protocol. Crackers need to guess all these paraneters when they try
mal i ci ous attacks on the connection. PAWS can enhance the protection
for this as it additionally requires tinmestanp checking. However, we
think the effect of PAWS against nmalicious attacks is limted due to
the sinplicity of PAWS check. |In PAW5 a segnent can be considered
as an old duplicate if the tinmestanp in the segnent |ess than sone
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ti mestanps recently received on the connection. The "less than" in
this context is determ ned by processing tinmestanp values as 32 bit
unsigned integers in a nodul ar 32-bit space. For exanple, if t1 and
t2 are tinmestanp values, t1 <t2 is verified when 0 < (t2 - tl1) <
2**31 conputed in unsigned 32-bit arithmetic. Hence, if crackers set
a randomvalue in the tinmestanp option, there will be 50% chance for
themto trick PAWS check. Moreover, there will be nore chances if
they send multiple segnments with different tinestanps, which will not
be difficult to perform

In addition, we think there mght be a case where using PAVWS

i ncreases security risks. PAWS reconmends to increase tinmestanp over
a system when TCP waives the "quiet tine" described in [ RFC0793].
However, if timestanps are generated froma gl obal counter, it may

| eak sone information such as systemuptine as di scussed in

[ SI LBERSACKO5]. A-PAWS night be able to allows TCP to use random

ti mestanp val ues per connections.

5.3. M ddl ebox Consi derations

A-PAVWS is designed to be robust against mddl eboxes. This nmeans that
endpoints will not be nessed up even if m ddl eboxes di scard A- PAWS
option. This is because A-PAWS sender logic is activated only when
TCP receives a segnment with A-PAWS options. A-PAWS receiver logic
does not need to know whether the sender is using PAWS or A-PAWS
Activating A-PAWS receiving logic for PAWS sender ni ght be redundant
as it requires additional overheads. However, we believe the
overhead will be acceptable in nost cases because of the sinplicity
of A-PAWS | ogi c.

Anot her concern on niddl eboxes is that they can insert or delete sone
bytes in TCP connections. |If a middlebox inserts extra bytes into a
TCP connections, there mght be a situation where an A- PAW5S sender
can transmt segnments without tinestanp, while an A-PAWS recei ver
perform PAWS check on themas it already has received 2**32 bytes.

In order to avoid discarding segnments unnecessarily, we reconmend

t hat A- PAW5S sender should have a certain amount of offset bytes in
order to m grate PAWS npde before the receiver receives 2**32 bytes.
We call this protocol paraneter ’'Sender.Ofset’. The proper val ue
for *Sender. O fset’ needs to be discussed.

5.4. Aggressive Mde in A-PAWS

The current A-PAWS requires TCP to nigrate PAW node after sending/
receiving 2**32 bytes. However, if both nodes check if 2 MSL has
al ready passed during sending/receiving 2**32 bytes, it is safe to
continue using A-PAWs. W call this Aggressive node. The use of
Aggressive node will be explored in future versions.
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6.

8.

8.

8.

Security Considerations

We bel i eve A-PAWS can maintain the sane | evel of security as PAWS
does, but further discussions will be needed. Sonme security aspects
of A-PAWS are discussed in Section 5.

| ANA Consi der ati ons

Thi s docunment uses the Experinental Option Experinment ldentifier. An
application for this codepoint in the | ANA TCP Experinental Option
ExID registry will be submitted.
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