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Abst ract

Thi s docunment proposes to increase the current max w ndow si ze
allowed in TCP. It describes the current logic that limts the
maxi mum wi ndow si ze and provides a rationale to relax the limtation
as well as the negotiation nmechanismto enable this feature safely.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 3, 2017
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1. Introduction

TCP throughput is determned by two factors: Round Trip Tine and
Recei ve Wndow size. |t can never exceed Receive Wndow size divided
by RTT. This inplies larger window size is inportant to achi eve
better performance. Oiginal TCP s nmaxi mum wi ndow si ze defined in
RFC793 [ RFC0793] is 2716 -1 (65,535), however, RFC7323 [ RFC7323]
defines TCP W ndow Scal e option which allows TCP to use | arger w ndow
size. Wndow Scal e uses a shift count stored in 1-byte field in the
option. The receiver of the option uses left-shifted wi ndow size

val ue by the shift count as actual w ndow size. Wen Wndow Scale is
used, TCP can extend maxi nrum wi ndow size to 2730 - 2714
(1,073,725,440). This is because the maxi num shift count is 14 as
described in the Section 2.3 of RFC7323 [ RFC7323]. However, since

TCP' s sequence nunber space is 2"32, we believe it is still possible
to use larger wi ndow size than this while careful design of the logic
that can identify segnents inside the windowis required. 1In this

docunent, we propose to increase the maxi mumshift count to 15, which
extend wi ndow size to 2731 - 2715.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Increasing Maxi rum W ndow Si ze

RFC7323 requires maxi num wi ndow size to be |less than 27230 as
descri bed bel ow

TCP deternmines if a data segnment is "old" or "new' by testing whether
its sequence nunber is within 2731 bytes of the left edge of the

wi ndow, and if it is not, discarding the data as "old". To insure
that new data is never m stakenly considered old and vice versa, the
| eft edge of the sender’s wi ndow has to be at nost 2731 away fromthe
right edge of the receiver’s window The sane is true of the
sender’s right edge and receiver’s left edge. Since the right and

|l eft edges of either the sender’s or receiver’s wi ndow differ by the
wi ndow si ze, and since the sender and receiver w ndows can be out of
phase by at nobst the w ndow size, the above constraints inply that
two times the maxi mrum wi ndow size nust be | ess than 2731, or

max w ndow < 2730

However, TCP does not necessarily need to determine if a segnent is
old or new Because inportant point is to determine if a receive
segnent is inside of the window or not. It basically does not matter
if a segment is too old (left side of the window) or too new (right
side of the window) as long as it is outside of the window. Based on
this viewpoint, we propose to extend maxi mum w ndow to 2731 - 2715,
whi ch can be attained by increasing maxi rumshift count to 15.

To denonstrate the feasibility of the proposal, we would like to use
the foll owi ng worst case exanpl e where the sender and the receiver

wi ndows are conpletely out of phase. 1In this exanple, we define S as
the sender’s |l eft edge of the wi ndow and Was the sender’s w ndow
size. Hence, the sender’s right edge of the windowis S+tW Al so,
the receiver’'s left edge of the windowis S+W1 and the right edge of
the window is S+t2W1, as they are out of phase. This situation can
happen when the sender sent all segnents in the w ndow and the

recei ver received all segnents while no ACK has been received by the
sender yet. Now, we presunme a segnent that contains sequence nunber
S has arrived at the receiver. This segnent should be excl uded by
the receiver, although it can easily happen when the sender
retransmts segnents.

In case of W2731, the receiver cannot exclude this segnent as S+t2W =
S. It is considered inside of the window (StWl < S < S+2W1)
However, our proposed w ndow size is W2731-X, where X is 2*15. In
this case, when segnent S has arrived, the follow ng checks will be
performed. First, TCP checks it with the |left edge of the w ndow and
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it considers the segnent is left side of the left edge. (S < StW1
Not e: WE2731-X) Second, TCP checks it with the right edge of the

wi ndow and it considers the segnent is right of the right edge. (S >
S+2Wt1) You mght notice that the result of the second check is not
expected one as the segnent S is actually an old segnent. This is
the problemthat the referred paragraphs from RFC7323 [ RFC7323]
describe. However, the segnent is properly excluded by the receiver
as both checks indicate it is outside of the window It should be
noted that the principle of TCP requires to accept the segnent S only
when it has passed both checks successfully, which neans S nust
satisfy the foll ow ng condition.

S >=left edge & S <= ri ght edge

As we have shown in the exanple, our proposed maxi num w ndow si ze:
We2131- 2715 does not affect this principle.

Using the | arger window size inplies that the sequence nunber space
can wrap around in less than 3 RTTs. This can pose problens to

di stinguish old retransmtted packets from new packets solely using
the sane sequence nunber. Because of this, a sender using the |arger
wi ndow si ze defined in this specification is recommended to use

Prot ecti on Agai nst Wapped Sequences (PAWS) as defined in RFC7323

[ RFC7323] .

4. Updating the Wndow Scal e Option

As shown in Figure 1, the Wndow Scale Option (W50) defined in

[ RFC7323] has three 1-byte fields, the Kind field (which specifies
the option type), the Length field (set to 3 because the WSO is 3
bytes long) and the shift.cnt field (which specifies the shift count
applied to the window to scale it).

Figure 1: Wndow Scale Option (W0 fornmat

RFC7323 [ RFC7323] defines that the shift.cnt field can have a maxi mum
val ue of 14 and upon reception of a larger value in this field, the
recei ver must proceed as if it had received a shift.cnt of 14.

This specification updates the shift.cnt field definition. Figure 2

represents the new format of the shift.cnt field. The eight bits
contained in the shift.cnt field are fornatted as " SSSSLRRR".
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Figure 2: New shift.cnt field format
These bits are parsed as follows:

o0 The four leftnost bits "SSSS" express the shift-count, as in
RFC7323 [ RFC7323], only that now the maxi num shift count val ue
al l oned is 15.

o The "L" bit expresses if the sender supports the |arge w ndow
defined in this specification i.e. the bit is set if the sender
supports this specification

0 The three rightnost bits "RRR' are reserved for future use and
MJUST be set to zero

This new format for the shift.count field allows an updated client to
initiate a TCP connection and express that it supports the |arger

wi ndow by setting the "L" bit, while still conveying information
about the shift count that it wants to use for its owm RCV.VWD in the
four leftnmost bits "SSSS" (which do not necessarily have to be set to
15). A server that supports this specification that receives a SYN
with the WBO with the "L" bit set knows that it can reply using a
shift count of 15. A |egacy server that receives the WSO with the
"L"" bit set will interpret it using the RFC7323 format and will then
read it as a shift count value larger than 14. As per RFC7323 the
server MJST then assunme a shift count of 14. The |egacy server wll
then reply with a WSO with the "L" bit set to zero, so the client
knows that the server does not support this specification and that
the server will assume a shift count of 14 for the client’'s receive
wi ndow.

5. Use Cases, Benefits to Explore Maxi mum W ndow Si ze

One of the use cases of the extended maxi num wi ndow si ze is high

vol unme data transfer over paths with |ong RTT del ays and hi gh

bandwi dth, called long fat pipes. The proposed extension inproves
and doubl es at nost the maxi mum t hroughput when bandw dt h-1 at ency
product is greater than 1 GB. As propagation delay in an optica
fiber is around 20 cmins, RTT will be over 100 milliseconds when the
di stance of the transmission is nore than 10000km This distance is
not extraordinary for trans-pacific communications. |In this case,

t he maxi mum t hroughput will be linmted to 80 Gops with the current
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9.

maxi mum wi ndow si ze, al though network technol ogies for nore than 100
Gops are beconi ng conmon these days.

As the current TCP sequence nunber space is limted to 32 bits, it
will not be possible to increase nmaxi mum w ndow si ze any further.
However, TCP may eventually have other extensions to increase
sequence nunber space, for exanple, [RFC7323] and [ RFC1263] mention
about increasing sequence nunber space to 64 bits. W believe the
information in this docunent will be useful when such extensions are
proposed as they need to define new naxi rum wi ndow si ze.
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Security Considerations

It is knowmn that an attacker can have nore chances to insert forged
packets into a TCP connection when | arge wi ndow size is used. This
is not a specific problemof this proposal, but a generic problemto
use |larger window. Using PAWS can mitigate this problem however, it
is recomended to consult the Security Considerations section of
RFC7323 [ RFC7323] to check its inplications.

| ANA Consi der ati ons

I f approved, this docunent overrides the definition of the WSO option
defined in RFC7323 and so the | ANA registry should be update
accordingly (at least to add a pointer to this specification as
reference for the WSO in the | ANA registry).
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