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Abstract

Thi s docunent describes an idea "Sharp C ose" that elimnates or
mnimzes TIME-WAIT state of TCP connecti ons.

In the current TCP specification ([RFC0793]), there are some
i nappropriate or not up-to-date functions. Here we focus and
di scuss on TCP TIME-WAIT state function.

TIME-WAIT is the | ast state of TCP connections of Active C ose side
nodes. After TCP connections are effectively closed, state of them
move to TIME-WAIT state. After TIME-WAIT state is finished,
resources of connections are released. This neans that even if
connections are effectively finished, resources of connections are
NOT rel eased. The TIME-WAIT state prevents fromrel easi ng them

From the vi ewpoi nts of current high-speed and high-multiplicity
communi cation styles, it is thought that TIME-WAIT state is one of
evil functions.

In order to provide efficient conmmunications that natch current
styles, an idea "Sharp Close" that elininates or mnimzes Tl M-
WAI T state of TCP connections is proposed.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with
the provisions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress.”
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1. Introduction

Thi s docunent describes an idea "Sharp C ose" that elimnates or
mninmzes TIME-WAIT state of TCP connecti ons.

In the current TCP specification ([ RFC0793]), there are sone
i nappropriate or not up-to-date functions. Here we focus and
di scuss on TCP TIME-WAIT state function.

TIME-WAIT is the |ast state of TCP connections of Active dose side
nodes. After TCP connections are effectively closed, state of them
move to TIME-WAIT state. [ RFC0793] defines that the connections
stay there 2MSL( Maxi mum Segnent Lifetinme) seconds. (2MsL = 240
sec.)
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After TIME-WAIT state is finished, resources of connections are
rel eased. This neans that even if connections are effectively
finished, resources of connections are NOT rel eased. The TIME-WAI T
state prevents fromrel easing them

From the vi ewpoi nts of current high-speed and high-multiplicity
conmuni cation styles that require highly resource recycling, it is
thought that TIME-WAIT state is one of evil functions.

In order to provide efficient conmunications that natch current
styles, an idea "Sharp Close" that elininates or mnimzes Tl M-
WAI T state of TCP connections is proposed.

In the follow ng sections, analysis of current TIME-WAIT state and
design of "Sharp Cl ose" etc. are descri bed.

2. Analysis of current TIME-WAIT state

ACTI VE CLOSE  PASSI VE CLCSE

si de si de
|
ESTABLI SH ESTABLI SH
_ FIN
\
\
\__
FI N-WAIT-1 \
]
[ ACK CLOSE-WAI' T
_
_ N
FI'N
FI N-WAI T-2 /-
_ LAST- ACK
\ _ACK

L TIMEWAIT

CLOSED

P

I I
I I
I I
I I
I I
I _l
I I
I I
I |
I I
I I
| I
I I
I I
I I
I I
I _l
I I
I I
I I
I I
I I
CLOSED | |
I I

Fig. 1 Current ACTIVE-PASSIVE O ose Sequence
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ACTI VE CLOSE  ACTI VE CLOSE

si de si de
|
ESTABLI SH | | ESTABLI SH
| _ FIN |
| FI'N |
I \_ /|
FINNWAIT-1 | _ X | FINWAIT-1
— \_|
| _/ _
| \_ACK /ACK |
CLOSING |  _ \/_ | CLOSING
| _/ \
I I \_|
| | | |
I I I I
2MBL  TIME-VWAIT | | |
| | | TIME-WAIT 2MSL
I I I I
I I I I
_V | | |
I I V__
CLCSED | |
| | CLOSED
I I

Fig. 2 Current ACTIVE-ACTIVE O ose Sequence

Fig. 1 and Fig. 2 show O ose Sequence that is defined by current

specification [ RFC0O793]. TCP connecti ons on ACTI VE CLCSE node (that

initiates sending FIN) side reach TIME-WAIT as a | ast state. They
stay there 2MSL seconds.

Table 1 Actual 2MSL val ues used by major OS inplenentation.

. I TR +
| RFC/ICS | 2MSL val ue|
+ + +
| [RFCO793] [ 240 sec. |
e e e - [ S +
| W ndows2000 | 240 sec. |
. N +
| W ndows | |
| (after W n2K) | 120 sec. |
TSRS Fom e e e e - - +
| Unix/Linux | 60 sec. |
. N +
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Table 1 shows actual 2MSL val ues that are surveyed by authors.

[ RFCO793] says "For this specification the MSL is taken to be 2
m nutes. "

Since 240 sec. ([RFCO793]) is long tinme, recent nmaj or OSes adopt
rat her shorter tine.

However, fromthe viewpoints of current conmunication styles that
require highly resource recycling, TIME-VWAIT tinme is still too
| ong.

Now, it is alnpbst thought that staying at TIME-WAIT state is waste
of tine.

3. Wy TIME-WAIT state i s needed?
Basically, TIME-WAIT state is designed for !fail-safe! purpose.

If it is assuned that packets transferring order is not changed,
all of !data! packets froma correspondi ng node are recei ved when
FIN-WAIT-2 state is finished (responding FIN packet is received)
and no !data! packets will not be received after that.

At TIME-WAIT state, an ACTIVE CLOSE node waits for a 'resending’
Icontrol! packet FIN only fromthe correspondi ng node for the case
of the sent ACK (for the FIN) is lost. (No !datal packets are

wai ted for.)

Only when the last sent ACK fromthe ACTIVE CLOCSE node is |ost,
"resending’ control packet FIN fromthe correspondi ng node is
i ssued.

It is rare case to happen this event at current stable network
envi ronment .

Since all data fromthe corresponding node is received by the
ACTI VE CLCOSE node, it is less significant issue to wait for
"resendi ng’ FI N packet.

If "resending’ FINis NOT waited at ACTI VE CLOSE node and
"resending’ FINis issued fromthe correspondi ng node, significant
problemw ||l NOT be happened, only RST packet (to notify receiving
unexpect ed packet) will be issued fromthe ACTI VE CLOSE node.
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4. Design of "Sharp Cose" (elinination of TIME-WAIT state)

ACTI VE CLOSE  PASSI VE CLCSE

(NO TIME-WAI T

CLGSED

si de si de
I
ESTABLI SH | | ESTABLI SH
| _ FIN |
| \__ I
I \__ I
I \ |
FINWAIT-1 | \
I 1
| __IACK | CLOSE-WAIT
— _l
| _/ _1
| /FIN |
FINWAIT-2 | [ |
| | LAST- ACK
I I
I I
I I
I I
I I
I I
I I

Fig. 3 (Proposed) Sharp ACTI VE- PASSI VE C ose Sequence

ACTI VE CLOSE  ACTI VE CLCSE

si de si de

ESTABLI SH | | ESTABLI SH
| _ FIN |
| v\ FI'N |
I \_ _ /|

FINNWAIT-1 | _ X | FINWAIT-1
— \_|
| _/ |
| \_ACK /ACK |

CLOSI NG | \/_ | CLGCSI NG

I I
I I
I I
I I
I I

Fig. 4 (Proposed) Sharp ACTIVE-ACTIVE O ose Sequence
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It is easy to design "Sharp O ose" function. "Sharp C ose" function
is achieved by elimnating or mnimzing TIME-WAIT state of TCP
connecti ons.

Fig. 3 and Fig. 4. show Cl ose Sequence that is defined by "Sharp
Cl ose" function

5. Elimnate TIME-WAIT state by setsockopt ()

Under current inplementation, TIME-WAIT (close()) action can be
controll ed by setsockopt() function.

SO LI NGER option of setsockopt() can elimnate TIME-WAIT state and
cl ose connections i medi ately.

Concrete procedures how to elimnate TI ME-WAIT:
Fig. 5 shows struct socket in <sys/socket.h>

struct linger {
int | _onoff; /* linger active */
int |_linger; /* how many seconds to linger for */

i
Fig. 5. struct linger

By using the followi ng shown procedures, TIME-VWAIT state is
el i nated and connections are closed i nmedi ately.

1: makes linger active(on)
| _onoff = on;

2: sets linger tine to O
I _linger =0 ;

It is possible to elininate TIME-WAIT state by these procedures.
However, this behavior is "NOT default"” operation. In order to
utilize this feature, it is necessary to nodify huge nunber of
conmuni cati on applications.

Furthernmore, this feature is not inplenmented on every existing CSes

and it is not always possible to elimnate TIME-WAIT state on every
CSes.
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6. Security Considerations
Goal s of the proposed idea ("Sharp Cose") are to elimnate or
mnimze TIME-WAIT state by default on OGS kernel |evel. From
functional viewpoints, the sane concept to elinmnate TIME-WAIT
state is already inplenented by using LI NGER option of setsockopt()
function. It is not default operation, however it has already
i mpl enment ed and wor ked.

So, there are no new Security Consideration issues that should be
di scussed here.

7. | ANA Consi derations
Thi s docunment does not require any resource assignnents to | ANA
Acknow edgnent
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Appendi x A. | npl enentations

Currently, above described "Sharp C ose" functions have been
i npl emented and verified under the follow ng OS

Ubuntu 13.04 (kernel 3.8.13.8)
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