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Abst ract

When using a TURN relay, |ICE connectivity checks require an explicit
perm ssion or channel binding to be established for each peer address
to be checked. This requires the answerer to send its candi date
addresses to the offerer via the rendezvous server, which can inpose
a |l atency penalty when the rendezvous server is centrally |ocated.
Thi s docunent defines a new type of TURN permission that will allow
any | CE connectivity check nessage that contains the offerer’s ufrag
value to be accepted on a relay address for delivery over the

associ ated TURN tunnel

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 16, 2016
Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Tabl e of Contents

1. Introduction

2. Term nol ogy .

3 Uf rag Perni ssion Usage

Formi ng a CreatePermi ssi on Request

Processing a CreatePerni ssion Request

Server Backward Compatibility .

Processi ng a Channel Bi nd Request . .
Processi ng a Message on the Rel ay Transport Address .
Processing a Data Indication

4 ICEInteractrons .

5. Security Considerations .

6. | ANA Consi derations .
7
8.

cuhwNE

Acknowl edgenent s
Nor mat i ve Ref er ences
Aut hors’ Addr esses

OO NNNNOOOOOUTAN

1. Introduction

Interactive Connectivity Establishnment (1CE) [ RFC5245] provides a
connectivity checki ng nechanismthat peers can use to determ ne how
to comunicate directly with each other (e.g. which network | ayer
protocol to use, which network address and transport port to use,
etc.). The peers gather their sets of candidate addresses and
exchange themvia a rendezvous server using an of fer/answer protocol.
After gathering the addresses, the peers then send connectivity
checks between address pairs to find a suitable |ocal/renote adress
pair to use for conmunication.

Successful direct connectivity checks between the peers is the
si mpl est scenari o.
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The of ferer sends an offer with its candi date addresses to the
rendezvous server (1), the rendezvous server forwards the offer to
the answerer (2), and the answerer is able to send a connectivity
check directly to the offerer (3) at the sane tine that it sends its
answer back to the offerer via the rendezvous server.

Successful connectivity checks for a relayed candidate with Traversa
Usi ng Rel ays around NAT (TURN) [ RFC5766] is nore conplicated and tine
consum ng, partially due to the requirenment for the |ocal peer to
explicitly notify the relay server about every permtted renote

addr ess.
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In this case, the offerer first issues an allocation request to the
rel ay server (not pictured) before sending an offer that includes the
assigned relay address to the rendezvous server (1), which forwards
the offer to the answerer (2). |If the answerer sends a connectivity
check to the relay address inmrediately, the relay will reject the
message because there is no pernission established for the answerer’s
address yet. Instead, the answerer nust send its answer along with
its candidate list to the rendezvous server (3), which relays the
answer to the offerer (4). Only now can the offerer send a

perm ssion request to the relay (5) and then send a connectivity
check nessage to the relay (6) to be forwarded to the answerer (7).
Since the answer nust be delivered before the necessary TURN

perm ssions can be established, successful connectivity checks via
the offerer’s relay require an extra half round trip tine via the
rendezvous server as conpared to direct host-to-host connectivity
checks. This could be a significant penalty in the common case of a
renotely | ocated rendezvous server

The | atency penalty for the relay use case could be mitigated by
permitting all | CE connectivity check nessages to be delivered by the
rel ay, regardl ess of whether there is an active perm ssion for the
sender. However, doing so would nean that use of the relay opens up
the client to potential attacks from anywhere on the Internet. TURN
permissions limt the risk by requiring the attacker to first

di scover an address associated with an active permnission. This may
be trivial to acconplish for an attacker who is on-path between the
answerer and the relay, but would be nore difficult for an off-path
att acker.

Wen ICE is in use, the offer and answer nessages each contain an

i ce-ufrag value, which is used in connectivity check nmessages as part
of the usernanme for Session Traversal Utilities for NAT (STUN)

[ RFC5389]. This document describes a new TURN permni ssion type that
all ows any | CE connectivity check nmessage to be relayed to TURN
client if it has the expected renote ufrag (RFRAG value in the STUN
usernane attribute. This mechanismallows | CE connectivity checks to
the offerer’s relayed candidate to succeed w thout having to wait for
the answer to arrive at the offerer, while at the sane tine
continuing to require an attacker to |learn sone information about an
active pernmission in order to construct packets that will be accepted
by the relay dor delivery to the client.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. U rag Permi ssion Usage

To all ow successful connetivity checks fromthe answerer, the offerer
regi sters a new type of perm ssion, known as a ufrag permission, wth
the relay server. |Instead of using an XOR- PEER- ADDRESS attri bute to
identify the the renote peer, a ufrag pernission specifies the
offerer’s ufrag as the value for a LOCAL- UFRAG attribute. A ufrag
perm ssion allows any |ICE connectivity check froma renote peer to be
accepted by the relay if the RFRAG in that nessage matches the ufrag
specified for the permssion. Note that the LOCAL-UFRAG attribute is
only allowed for TURN pernission requests. Channel Bi nd requests
cannot nmake use of this type of perm ssion.

Message flow for successful connectivity checks using ufrag
perm ssions |ooks fairly simlar to the direct connectivity case
where timng of the first successful check is concerned.
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The offerer first establishes a TURN allocation with the relay (not
pictured) to learn its relay candidate(s). At the point when the

of ferer sends the offer to the rendezvous server (1), it also sends a
ufrag perm ssion request to the relay (1'). The rendezvous server
forwards the offer to the answerer (2), at which point the answerer
can i medi ately send | CE connectivity checks (3) that can be accepted
by the relay and forwarded to the offerer (4). Provided that the
relay is fairly close to the offerer or at least inline between the
of ferer and the answerer, the primary difference in | atency between
direct and relay connectivity checks is the tine required for
candidate gathering (i.e. the allocation request).
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3.1. Forming a CreatePernmi ssion Request

A ufrag perm ssion request is formed in the same general way as a
perm ssion associated with an | P address, with the only exception
being that it contains a LOCAL- UFRAG attribute to provide the ufrag
value. As with any other CreatePernission request, multiple

permi ssions may be established using a single CreatePermn ssion
request, meaning that a conbination of one or nore XOR- PEER- ADDRESS
attributes and one or nore LOCAL-UFRAG attributes may be present in a
single request, with each resulting in a separate perm ssion.

The LOCAL- UFRAG attribute is an understanding required attribute with
the type TBD, and it contains a single value, which is the sender’s
ufrag value. This is allowed to be from4 to 256 bytes in | ength.

NOTE: The authors considered two alternatives: providing the ufrag in
ei ther an XOR- PEER- ADDRESS or a USERNAME attribute. In both cases,
it this change would nodify the semantics for the attribute enough
that it seemed better to defined a new attribute type.

3.2. Processing a CreatePerm ssion Request

When the server receives a CreatePerm ssion request, it processes it
as per [RFC5766]. The rest of this section describes processing for
cases where the request contains a LOCAL-UFRAG attri bute.

If the server understands but does not support ufrag addresses, it
rejects the request with a 403 (Forbidden) error.

If the request is valid, then the server installs or refreshes a
perm ssion for the ufrag contained in the LOCAL- UFRAG attribute. The
server then responds with a CreatePerm ssion success response.

NOTE: Careful consideration of the ufrag permssion's lifetine is
required. It needs to be I ong enough to be useful for its intended
pur pose but short enough to limt security exposure. A future
revision of the draft will cover this in nore detail.

3.3. Server Backward Conpatibility

A server that does not recognize the LOCAL- UFRAG attribute wll
reject the request and send a 420 (Unknown Attribute) error response
and ot herwi se ignore the request.

If the request sent by the client contained | P address XOR- PEER-
ADDRESS attributes in addition to a LOCAL- UFRAG attribute, the client
MAY resend the request without the LOCAL- UFRAG attribute in order to
retry registration of the |IP address pernmnissions.
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3.4. Processing a Channel Bi nd Request

A Channel Bi nd request received on the server MJST be consi dered
invalid if it contains a LOCAL-UFRAG attribute. The server MJST
reject such a request with a 403 (Forbi dden) error

3.5. Processing a Message on the Relay Transport Address

When a nessage is received on the relay transport address, the server
first checks whether the allocation has a matching | P/ I Pv6

permi ssion. |If it does not have a matching I P/1Pv6 perm ssion but it
does have one or nore ufrag pernissions, the server exam nes the
nmessage to determine whether it is an | CE connectivity check nessage,
meaning: it is a STUN Binding request that contains all of the
required atrributes: FINGERPRI NT, PRI ORTY, |CE-CONTROLLED or | CE-
CONTROLLI NG, USERNAME, and MESSACGE-I NTEGRITY. |If the nessage is not
a structurally valid I CE connectivity check, the server MJST discard
the message if there is no | P/1Pv6 permission that applies.

If the message is an | CE connectivity check with no matching | P/ I Pv6
perm ssion, the server then parses the value of the USERNAME
attribute to extract the RFRAG val ue, which is the second col on-
separated field. |If a ufrag perm ssion exists for the RFRAG val ue,
the relay server generates a Data indication for the nessage. The
Data indication is then sent to the TURN client.

NOTE: TURN- TCP [ RFC6062] shoul d be di scussed in this docunent if/when
it noves forward

3.6. Processing a Data Indication
When the client receives a structurally valid Data indication, the

client first checks whether the XOR- PEER- ADDRESS attri bute val ue
contains an | P address with which the client believes there is an

active permission. |If there is no such perm ssion and the nessage is
not a structurally valid | CE connectivity check, the client SHOULD
di scard the nessage. |If the nmessage is a structurally valid ICE

connectivity check, the client parses, validates, and responds to the
message as per standard | CE behavi or

4, | CE Interactions

The foll owi ng subjects have been identified that should be discussed
in greater detail:

0o Interaction with ice-lite.

o Interactions with vanilla ice.
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o Interactions with trickle ice.

In particular, this section should discuss setting |IP address
perm ssions as a result of receiving a valid | CE connectivity check
and/ or learning the true candi dates via the answer.

5. Security Considerations

The follow ng subjects have been identified that nust be discussed in
greater detail:

0 An open port could be used to provide an unauthorized service. At
this time, this is the primary security concern identified by the
aut hors and sone suitable mitigations should be discussed in this
docunent .

o Awvalid ICE connectivity check could be replayed by an attacker
This risk is shared by existing address-based perm ssions and so
is not a significant concern for this draft.

0o An invalid ICE connectivity check using a snooped ufrag val ue
could be forwarded to the client. This risk is also shared by
exi sting address-based pernissions and so is not a significant
concern for this draft.

o Ohers?

6. | ANA Consi derations

[ Paragraphs bel ow in braces should be renoved by the RFC Editor upon
publi cati on]

[ The LOCAL- UFRAG attribute requires that | ANA allocate a value in the
"STUN attributes Registry" fromthe conprehensi on-required range
(0x0000-0x7FFF), to be replaced for TBD throughout this docunent]
Thi s docunent defines the LOCAL- UFRAG attri bute, described in
Section 3.1. | ANA has allocated the conprehension-required codepoint
TBD for this attribute.
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