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Status of this Memo

   By submitting this Internet-Draft, each author represents that any
   applicable patent or other IPR claims of which he or she is aware
   have been or will be disclosed, and any of which he or she becomes
   aware will be disclosed, in accordance with Section 6 of BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups.  Note that
   other groups may also distribute working documents as Internet-
   Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on March 12, 2008.

Copyright Notice

   Copyright (C) The IETF Trust (2007).

Lindem, et al.           Expires March 12, 2008                 [Page 1]

https://datatracker.ietf.org/doc/html/bcp79#section-6
http://www.ietf.org/ietf/1id-abstracts.txt
http://www.ietf.org/shadow.html


Internet-Draft       OSPF Multi-Instance Extensions       September 2007

Abstract

   OSPFv3 includes a mechanism for supporting multiple instances on the
   same link.  OSPFv2 could benefit from such a mechanism in order to
   support multiple routing domains on the same subnet.  The OSPFv2
   instance ID is reserved for support of separate OSPFv2 protocol
   instances.  This is different from OSPFv3 where it could be used for
   other purposes such as putting the same link in multiple areas.
   OSPFv2 supports this capability using a separate subnet or the OSPF
   multi-area adjacency capability.
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1.  Introduction

   OSPFv3 [OSPFV3] includes a mechanism for supporting multiple
   instances on the same link.  OSPFv2 [OSPFV2] could benefit from such
   a mechanism in order to support multiple routing domains on the same
   subnet.  The OSPFv2 instance ID is reserved for support of separate
   OSPFv2 protocol instances.  This is different from OSPFv3 where it
   could be used for other purposes such as putting the same link in
   multiple areas.  OSPFv2 supports this capability using a separate
   subnet or the OSPF multi-area adjacency capability [MULTI-AREA].

1.1.  Requirements notation

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in [RFC-KEYWORDS].
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2.  OSPFv2 Instance Packet Encoding

   OSPFv2 currently doesn't offer a mechanism to differentiate packets
   for different instances sent and received on the same interface.  In
   support of this capability, this document introduces a modified
   packet header format when the Authentication Type field is split into
   an instance ID and type.

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |   Version #   |     Type      |         Packet length         |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                         Router ID                             |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                          Area ID                              |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |          Checksum             |  Instance ID  |  AuType       |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                     Authentication                            |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                     Authentication                            |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                         The OSPFv2 Packet Header

   Version #
      The OSPFv2 version number - 2

   Type
      The OSPFv2 packet type as specified [OSPFV2].

   Packet length
      The length of the OSPF protocol packet in bytes.  This length
      includes the standard OSPF header.

   Router ID
      The Router ID of the packet's source.

   Area ID
      A 32-bit number identifying the area corresponding the packet as
      specified in [OSPFV2].
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   Checksum
      OSPFv2 standard checksum calculation as specified in specified in
      [OSPFV2].

   Instance ID
      Enables multiple instances of OSPF to be run over a single link.
      Each protocol instance would be assigned a separate Instance ID;
      the Instance ID has local subnet significance only.  Received
      packets whose Instance ID is not equal to the receiving
      interface's Instance ID are discarded.

   AuType
      OSPFv2 authentication type as specified in specified in [OSPFV2].

   Authentication
      A 64-bit field for Authentication type dependent authentication
      data.
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3.  OSPF Interface Instance ID

   OSPF [OSPFV2] describes the conceptual interface data structure in
section 9.  The OSPF Interface ID will be added to this structure.

   The Interface Instance ID will default to 0.  Its setting to a non-
   zero value may be accomplished through configuration or implied by
   some usage beyond the scope of this document.

3.1.  Sending and Receiving OSPF packets

   When sending OSPF packets, if the interface instance ID has a non-
   zero value, it will be set in the OSPF packet header.  When receiving
   OSPF packets, the OSPFv2 Header Instance ID will be used to aid in
   demultiplexing the packet and routing it to the correct OSPFv2
   instance.
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4.  Backward Compatibility and Deployment Considerations

   When there are OSPF routers that support this capability on the same
   broadcast capable link as those that do not, packets with non-zero
   Instance IDs will be received by those legacy routers.  Since the
   authentication type will be unknown to them they will not process the
   packet.  This is what is desired.  However, the impact varies by
   implementation and some implementations may log every single
   authentication type mismatch.

4.1.  Separate Multicast Addresses for Backward Compatibility

   Another way to avoid the backward compatibility problem would be to
   use new IPv4 multicast addresses for OSPF multicast packets with non-
   zero instance IDs.  We would need to reserve two, one for
   AllSPFRouters and another for ALLDRouters.  This would have the added
   benefit that the OSPF routers not supporting this specification would
   not receive the packet or at least drop it silently at an earlier
   junction.  However, it isn't clear whether this is justified simply
   for migration.

4.2.  Separate Protocol ID for Backward Compatibility

   Another way to avoid the backward compatibility problem would be to
   use a different IPv4 header protocol ID for OSPF packets with non-
   zero instance IDs.  This approach would have the added benefit of
   allowing all packets associated with a non-zero Instance ID to be
   identified at the IP layer.  This may be desirable for some
   applications utilizing multiple instances.
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5.  Security Considerations

   The enhancement described herein doesn't add any additional security
   considerations to OSPFv2.  Security considerations for OSPFv2 are
   described in [OSPFV2].

   Given that only three OSPFv2 authentication types have been
   standardized, it seems reasonable to reduce the OSPF packet header
   field to 8 bits.
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6.  IANA Considerations

   A new registry will be added for OSPF Instance IDs.  The allocation
   is TBD.

   Dependent on the approach, two new multicast addresses from the IPv4
   Multicast Addresses registry would need to be allocated.

   Dependent on the approach, a new protocol ID may need to be allocated
   from the Protocol Numbers registry.
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