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Abstract
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Leighton-Micali Hash-Based Signatures (HSS/LMS), the eXtended Merkle
Signature Scheme (XMSS), and XMSS Multi-Tree (XMSSAMT). In addition,
DNSKEY and RRSIG record formats for the signature algorithms are
defined and new algorithm identifiers are described.
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1.

Introduction

The Domain Name System Security Extensions (DNSSEC), which are
broadly defined in [RFC4033], [RFC4034], and [RFC4035], use
cryptographic keys and digital signatures to provide data origin
authentication and data integrity in the DNS. Popular digital
signature algorithms currently required or recommended for DNSSEC
[REC8624] include RSA [RFEC5702], the Elliptic Curve Digital
Signature Algorithm (ECDSA) [REC6605] and the Edwards-Curve Digital
Security Algorithm (EdDSA) [RFC8080].

This document describes how to use the following signature
algorithms with DNSSEC:

*Hierarchical Signature System/Leighton-Micali Hash-Based
Signatures (HSS/LMS) [RFC8554]

*eXtended Merkle Signature Scheme (XMSS) [RFC8391]
*XMSS Multi-Tree (XMSSAMT) [RFC8391]

In addition, algorithm identifiers, DNSKEY record formats and RRSIG
record formats are defined. The public key, signature and hash
lengths specified here-in are based on algorithm parameters that
specify 32-byte hashes. This length provides a desired minimum 128-
bit security level. Use of algorithm parameters specifying hashes of
lengths other than 32 will result in public key and signature
lengths that differ from the lengths specified here-in.

This document covers multi-tree variants of both LMS (HSS/LMS) and
XMSS (XMSSAMT). The single tree XMSS variant is also covered as
XMSSAMT does not provide for a single tree.

HSS/LMS, XMSS and XMSSAMT are variants of Merkle Tree Signatures
[MERKLE1979]. The multi-tree structures of HSS/LMS and XMSSAMT are
optimized for incremental one-time key pair generation, where the
desired number of one-time key pairs and signatures would make pre-
generation of all one-time key pairs impractical using a single tree
structure. HSS/LMS, XMSS and XMSSAMT also provide other
optimizations such as those enabled by use of the Winternitz one-
time signature scheme [MERKLE1989][HUELSING13].

Conventions Used in This Document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.




Double pipe characters, "||" are used in this document 1in
definitions of public keys to indicate concatenation of the elements
preceding and following the double pipe characters.

All numeric DNSKEY elements and RRSIG elements specified in this
document are unsigned integers in network byte order (big endian
order).

3. DNSKEY Resource Records
3.1. Algorithm Identifiers

Algorithms used in DNSSEC are identified by mnemonic identifiers and
corresponding numeric identifiers that are registered in
[DNSSECREGISTRY]. Per [RFC4034], the Algorithm field of DNSKEY RRs
is a numeric identifier that identifies the public key's
cryptographic algorithm and determines the format of the Public Key
field. The mnemonic algorithm identifiers proposed here-in for HSS/
LMS, XMSS and XMSSAMT are "HSSLMS", "XMSS", and "XMSSMT"
respectively. These identifiers are proposed for adoption into
[DNSSECREGISTRY] in the IANA Consideration section Section 7 of this
document. It is anticipated that corresponding numeric identifiers
will be assigned by IANA when the algorithms are registered into
[DNSSECREGISTRY]. Placeholder numeric identifiers are defined here-
in for use in examples Section 6.

3.2. HSS/LMS DNSKEY Resource Records

The DNSKEY HSS/LMS Public Key field consists of a 60-octet value of
an HSS/LMS public key generated using one of the parameter sets
associated with the HSS/LMS algorithm and identified in the IANA
"Leighton-Micali Signatures (LMS)" registry of [LMSREGISTRY]. The
public key of the HSS/LMS scheme consists of a concatenation of a 4-
octet value L specifying the number of tree levels, followed by the
elements of the public key for the top-level tree in the HSS/LMS
tree hierarchy. The DNSKEY HSS/LMS Public Key field can be described
as:

L || LMS-PUBLIC-KEY

where LMS_PUBLIC_KEY can be described as:

LMS-Type || LMS-0TS-Type || I || T[1])



where the elements are defined as follows:

*L: An unsigned 4-octet value specifying the number of tree levels
in the HSS/LMS tree hierarchy

*LMS-Type: A 4-octet identifier for the public key hashing
algorithm and Merkle tree parameters where the identifier MUST
match a Numeric Identifier for an algorithm Name listed in the
"Leighton-Micali Signatures (LMS)" registry of [LMSREGISTRY].

*LMS-0TS-Type: A 4-octet identifier for the one-time signature
(0TS) hashing algorithm and parameters where the identifier MUST
match a Numeric Identifier for an algorithm Name listed in the
"LMS-0TS Signatures" registry of [LMSREGISTRY].

*I: A 16-octet value that is the private key identifier; according
to Section 5.3 of [RFC8554], I is the value used for all
computations for the same LMS tree, which in the case of the
public key is the top-level Merkle Tree.

*T[1]: The hash that is the root node for the top level Merkle
Tree and which serves as the public key. The length of the hash
is defined based on the algorithm identified with the LMS-Type
field and will be at least 32 octets

The values of the LMS-Type and LMS-0TS-Type elements MUST specify
algorithms that create hashes with a length of at least 32 octets.
Given the minimum hash length of 32 octets, an HSS/LMS public key
field will have a minimum length of 60 octets.

3.3. XMSS and XMSSAMT DNSKEY Resource Records

The DNSKEY public key field of XMSS and XMSSAMT resource records
consists of an XMSS or XMSSAMT public key generated using a
parameter set listed in [XMSSREGISTRY]. The DNSKEY XMSS Public Key
field and the XMSSAMT Public Key field can both be described as:

0ID || T[1] || Seed

where the elements are defined as follows:

*0ID: A 4-octet Object Identifier (0ID) for the algorithm type
where 0ID identifies a signature algorithm applicable to either
the XMSS or XMSSAMT registry in [XMSSREGISTRY] and where the
algorithm number field of the DNSKEY RR determine which registry
is applicable. OID MUST match a Numeric Identifier for an
Algorithm Name listed in the applicable registry in
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[XMSSREGISTRY] as identified by the algorithm number field of the
DNSKEY RR.

*T[1]: An n-octet root node hash from the top-level Merkle Tree
where "n" is determined based on the algorithm type and MUST be
at least 32.

*Seed: An n-octet seed where "n" is determined based on algorithm
type and MUST be at least 32.

The total combined height of the tree levels and the number of tree
levels in an XMSSAMT tree hierarchy are determined based on the "h/
d" elements of the algorithm names where "h" is the total combined
height and "d" is the number of tree levels in the tree hierarchy.
All trees in an XMSSAMT tree hierarchy MUST be of height h/d per
section 4.2. of [REC8391].

The value of "n" for the length of the root node hash and the seed
MUST be equal and at least 32. The set of allowable 0IDs is
therefore limited to algorithm types that use a value of 32 or more
for "n". The length of the DNSKEY public key field can be determined
based on the value of "n". The minimum length of the DNSKEY Public
key field is 68 octets based on the minimum allowable value for "n"
being 32.

RRSIG Resource Records
1. HSS/LMS RRSIG Resource Records

HSS/LMS signatures consist of a sequence of octet values whose
length is dependent on the specific algorithm parameters used when
creating the signature. Signatures are encoded into the Signature
field of an RRSIG resource record as a simple octet string. HSS/LMS
signatures are composed of elements, as described in 6.2. of
[REC8554], and MUST be generated with an algorithm consistent with
6.2. of [RFC8554].

HSS/LMS signature lengths are determined based on parsing an HSS/LMS
signature and determining parameters associated with the LMS-Type
and LMS-0TS-Type elements found in the signatures as illustrated in
"Test Case 1 Signature" in Appendix F of [RFC8554]. The LMS-Type and
LMS-0TS-Type elements of the Public Key Field of the DNSKEY RR MUST
match the LMS-Type and LMS-0TS-Type for the top-level tree in the
HSS/LMS tree hierarchy. Table 1 of [RFC8554] illustrates LMS-0TS
signature lengths for various algorithm parameter sets. Table 3 of
[REC8554] illustrates HSS signature lengths for various algorithm
parameter sets.

HSS/LMS signature verification is performed using an algorithm
functionally equivalent to 6.3. of [RFC8554]. A signature 1is
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verified if the final hash calculated by the verification algorithm
matches the public key found in the DNSKEY RR applicable to the
signature.

2. XMSS and XMSS"MT RRSIG Resource Records

XMSS and XMSSAMT signatures consist of a sequence of octet values
whose length is dependent on the specific algorithm parameters used
when creating the signature. Signatures are encoded into the
Signature field of an RRSIG resource record as a simple octet
string. XMSS signatures are composed of elements as described in
4.1.8. of [RFC8391] and MUST be generated using an algorithm
consistent with 4.1.9. of [RFEC8391]. XMSSAMT signatures are composed
of elements as described in 4.2.3. of [RFC8391] and MUST be
generated using an algorithm consistent with 4.2.4. of [RFC8391].

XMSS and XMSSAMT signature lengths are determined based on
parameters associated with the XMSS or XMSSAMT algorithm identified
in [XMSSREGISTRY] by the OID element of the public key field of the
DNSKEY RR associated with the signature and with the Winternitz
parameter implicitly set to 16 per 5.2. of [REC8391]. Parameters
corresponding to an OID are defined as elements of algorithm names
corresponding to an OID as illustrated in Table 2 and Table 4 of
[REC8391]. Table 3 and Table 5 of [RFC8391] illustrate signature
lengths for various algorithm parameter sets.

XMSS signature verification is performed using an algorithm
functionally equivalent to 4.1.10. of [RFC8391]. XMSSAMT signature
verification is performed using an algorithm functionally equivalent
to 4.2.5. of [REC8391]. A signature is verified if the final hash
calculated by the verification algorithm matches the public key
found in the DNSKEY RR applicable to the signature.

Implementation Considerations
1. Interoperability Across Implementations

HSS/LMS, XMSS and XMSSAMT implementations for DNSSEC MUST be
implemented in conformance with [RFC8554] and [RFC8391].
Implementations subject to [NISTSP800171] MUST be implemented in
conformance with [NISTSP800208]. The specifications of the
algorithms herein (signature format and public key format) are
intended to be "compatible" with the uses of the same algorithms in
other protocols. Even though algorithm identifiers may vary by
protocol (DNSSEC registry here, object identifier in CMS), the
cryptographic inputs, operations and outputs are the same.
Implementations therefore SHOULD be interoperable with algorithm
implementations for other IETF-defined protocols such that the same
cryptographic libraries may be used across protocols. In addition to



being specified here-in, HSS/LMS has been specified in [RFC8708]
"Use of the HSS/LMS Hash-Based Signature Algorithm in the
Cryptographic Message Syntax (CMS)" and in [REC8778] "Use of the
HSS/LMS Hash-Based Signature Algorithm with CBOR Object Signing and
Encryption (COSE)". XMSS and XMSSAMT are not currently specified for
use in any protocols defined by IETF RFCs.

Algorithm numbers in DNSKEY records are specific to DNSSEC and are
registered in [DNSSECREGISTRY].

Both XMSS and XMSSAMT are covered here-in due to several factors.
XMSSAMT does not have a single tree level variant and therefore XMSS
is included for implementations that may wish to use a single Merkle
tree. Providing for both variants is also important because limiting
choice to the parameter sets for XMSSAMT would result in less
optimal tree and proof sizes for some implementations. This
contrasts with covering just HSS/LMS. LMS is not covered because
HSS/LMS provides for a single level Merkle tree with minimal
overhead compared to a single level LMS tree. This overhead consists
of an extra four bytes in both RRSIG RRs and DNSKEY RRs.

5.2. Trade-offs of Hierarchical Trees

The hierarchical tree structures of HSS/LMS and XMSSAMT allow
subordinate trees to be generated when needed. This provides
flexibility as the entire multi-tree does not need to be generated
at one time. This also supports distributed generation of
subordinate trees and distributed signing operations using
distributed subordinate trees. Distributing tree generation and
signing provides for fault tolerance and scalability that may be
desirable based on zone characteristics and operational
requirements.

Signatures from multi-level hierarchical tree structures are larger
than signatures from single tree structures capable of generating
the same number of signatures. This is primarily due to OTS
signatures from each level in the hierarchy being included in the
signature whereas a signature for a single tree with a height equal
to the cumulative height of a tree hierarchy will only have a single
OTS signature included in the signature.

5.3. Public Keys

Public keys MUST be created with a hash algorithm providing at least
a 128-bit security level. Algorithms for HSS/LMS MUST be selected
from the "Leighton-Micali Signatures (LMS)" registry [LMSREGISTRY].
Algorithms for XMSS and XMSSAMT MUST be selected from either the
"XMSS Signatures" or "XMSSAMT Signatures" registries found in
[XMSSREGISTRY].
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4. Operational Considerations

The larger signature sizes of HSS/LMS, XMSS and XMSSAMT will result
in DNS responses that are too big to fit within typical UDP MTUs,
due to the size of the included RRSIG RRs. While EDNS(0) makes it
possible to transport larger responses that exceed MTUs,
implementers often try to avoid the resulting fragmentation
[FUJIWARA], [FLAGDAY2020]. In the absence of EDNS(@), or in case the
size of a response exceeds the maximum accepted size, as indicated
in EDNS(0®) parameters, DNS responses over UDP will be truncated and
the requester will be asked to query again over TCP as described in
4, of [RFC7766].

The time needed for key generation and zone signing with stateful
hash-based signature algorithms may vary significantly based on the
parameter sets chosen for the algorithm per 6.4. of [REC8554] and
5.4.1 of [REC8391] with this having operational impact.

Methods for addressing the above-described operational
considerations are not within the scope of this document and should
be addressed in additional documents.

Examples
1. Examples Scope

The examples illustrate HSS/LMS and XMSSAMT public keys and
signatures applicable to the example MX RR illustrated below. The
example public keys may be used to verify the example signatures.
The example signatures were generated with the example OTS private
keys.

2. Example Scenario

The signature examples below are applicable to the following example
MX record:

MX 10 mail.example.com.

To facilitate creation of the examples, dummy IANA DNSSEC algorithm
identifiers are used. There is no intention that these algorithm
identifiers have any applicability other than for their use in the
examples, as future algorithm identifiers assigned by IANA may be
different than those used in the examples. Any overlap of these
identifiers with existing or planned IANA algorithm identifiers is
unintentional and not meant to supersede the existing or planned
identifier assignments. The algorithm identifiers used here-in have
the following values:



XMSSMT : 20
HSSLMS: 21
XMSS: 22

A ZSK for a zone is used to sign RRsets within the zone, producing
RRSIG RRs containing ZSK signatures on the RRsets. The RRSIG RRs
link the RRsets into the DNSSEC verification chain and provide for
verifying RRsets based on verification of the ZSK signatures.
Further details on DNSSEC verification can be found in [RFC4033],
[RFEC4034] and [RFC4035].

The OTS keys used in creating the example signatures are provided as
examples. They may be used for generating OTS signatures on the
example MX RR that should match the example OTS signatures.

6.3. HSS/LMS Examples

6.3.1. HSS/LMS ZSK
DNSKEY RR for ZSK in Presentation Format:

example.com. IN DNSKEY 256 3 21

AAAAAGAAAAYAAAAE20F4ZY0t5padNfYMpHE2P9V4aGCUzUr LNE/Z5aS1h7Xg0Ynx
J6pVAieUcpdVUHI9C

OTS Private Key Used in Signature Example in base64:

AAAAAAAAAABKZP///////zb1WjBP79a0R/y6rG8QB1+D0OhelP7+5PzHdF3+J41/8
20F4ZYO0Ot5padNTYMpHE2Pw==

6.3.2. HSS/LMS ZSK Public Key Field Elements in Hexadecimal
The Public Key field of the example HSS/LMS ZSK is broken out in

hexadecimal below to provide a more readable illustration of the
elements of an HSS/LMS Public Key Field.



L: 00000002

LMS-Type: 00000006 (for the LMS_SHA256_M32_H10 entry in
[LMSREGISTRY] which identifies the LMS algorithm will use: SHA256
for hashing; 32 bytes per node in the Merkle trees, and a height of
10 for the top-level tree)

LMS-0TS-Type: 00000004 (for the LMOTS_SHA256_N32_W8 entry in
[LMSREGISTRY] which identifies the OTS algorithm will use: SHA256
for hashes; 32 byte individual key values; a Winternitz parameter
value of 8)

I: d8el786583ade696b835760ca471363f

T[1] (root node):
d578686094cd4ach344fd9e5a4b587b5e03989f127aa55022794729755507f5¢C

6.3.3. HSS/LMS RRSIG on the example MX RR in Presentation Format

This example RRSIG corresponds to the example HSS/LMS public key. It
has an OTS signature on an MX RRset comprised of the example MX RR.
The OTS signature on the MX RRset was generated using the example
HSS/LMS ZSK OTS private key illustrated above. In wire format, the
signature is 2908 octets in length.



in.example.com. 3600 IN RRSIG MX 21 3 3600 20211203193730
20211105193730 63074 example.com. 7HN2/fuhh50MCmydidAhhl1Z0XLv4dUkfvIp5HNONAEEmMBuccW]j71xPxLdcc49QUPhTw61+SaVTKkTIhAP1SzG20Z1XxMImM8WNDGIdbTQQ
LUHSEXdsIw8IiAAAAAZJp9+1/ReMOhNXPX7CnjWSgvOKUULOO0X8ONIrLGnfN38DZ11tL
EpmZWcKuYT719wHmMEVIvaI4ZUY2K7m74LRGX/pN+ORWuk1WE4dEQGLNI7gguyCvsHZ6S
LpwWa+iUZ90onV0/IHkgz8nybMOjK6z9z3LrmNWTq7N/FnOTD1hwsSXKe2F/NafdFLI5d9
00+AUKSTFEHLKpIHipaJd3XY1OsALT7TEUBgz9HNj7sjhqSaSHsqwxxqDLDJclsxgkuYt
0X/ubpT/yJZpQcKJIOUBDse/HRGVPWMMIAjVkylRouSbXaAsvvf2RZ8Z7NXEYurstbhPJ
WLONMFLAZ1TRIfcm408pLN/nntC4gq9t9h+8IhmRV/0Y8/GXvhJ7Ar8buw99WU/Pcud+Q
ROvjrala2Qy8nJiiJCNJJITcXrVfi1Grs8u9jDRWAAAAYAAAAES/vXPT8SR7TK19goIwws
YMOVgBX2HhNXMUj /X5UYQf t zqW9rzFMUg/4Kj 7w+GZ9jAAAADAAAAARCEDUVUK rpU9wt
BXpONxp+gVGekNtsTggRxyLGOnydkcQpjr/rtFPWYH1RD/0zDumSmx+C6+7dRSNGeVgn
FAXKyADuUM60/mCJ2tN1axXoY]jFp29SdpHKqztaOwvTekmdTPNTB8LCc+3JTD8VIT1ADX8k
eCcTiP1rrDc52cRTgPNWDSt2NhdESZ1c43nk7Bsg1DDUR9AZPMmMMMTOW6aMyiDQt9Eb2t
tWtiBX03gzegmjXktbXmkSGINSK/00t F50CSPeX41pYK12r0ZQ80M/ jFASFjMpNHIQHT
14aP/qt1Sa+RD/ekRtz5Jx1rCgeE7n8fpP2iW/A7EXQf8bBxDZFgdMgh6tMf8/vpxPTg
ORFC1+f83bZ7Y+18Q/FxU+1NFijjHIrVb281XCWocivdLuI21XyOH5xwY7rMOTwNgUBZz
SDednZ9zIqpJI48SWEQDTO8ID7iBJIUK7S51pNrYm3jzetlziuLrQxnmfPmL13f5xdwhJ
JOQwcQB7/9I0s1N90bkzvff8PWROGSgLBYCczu@dPFOWwW/MVF1VKue/cVBR/ Im7AO9uUNA
V/i7iksb++CdpcpOpB8CDpdfYR1ITcWUGODhN/00e4VRQ1lujolicry+cM8yFciazDffzQ
N54mhTner/mHOko/ED95D03Gz897DmpMFmdxypP9UVSNUMS1m7Rx1PUJF5gHU2swzi4U
DMyQl+8q5r1PNx1mBXo+ylVnRLa4aRWb3us1PJUe3VZjQH4bO3XF2EOCOk1RVBrHZIQ1
7wHk3Q0S2CL2COYXXkr/uvQOqqREXiXzQY2vBUiXFa0qS228JEh6iVyQnolr@9cDodTZ
eVhJor5pGAT74pDzhJSJ91DhBbqI5wBUK/Y7s+NbF8XOUgSpBToyUvDo+i/BuulFrgM+
nfmSYSqItLVfpwWtRwzoQxaHYAbBC/OEdOsSUS8xxIUi2LB/Gs7hUKsL0OG2YQRp+jqSISm5
+VeocjvU6rbQPUB/BCOa2L5Xyvd3zdcDe09ZSD6svHEpgetp4AHdU1gBgxBVKVDfvInp
FXkez3s3F2fPgwAkAidadDH90pDeCDEJyMUhAmi1ln3hGaUqF5P0ob4RuGJI235wGpQSJInp



N/VilDYDualtN601bm2QswMlugfU/4v4afgkc2+htkU8ZiNVDUthirfgBf2+rnqtzFMS5
/CiCHpUE2hVvQ7LV2zUDX0/K+61QRHg+nycaQ9B6UnpeFQ8QS5u7T8VrasooTrZPSLTP
LafiTaJWdKFwmLFDXYQSas9gmDMRej10kLwMGWtL+UbsjrLCmds9W23TBqcteyaKxlva
01eNTCEsqip0aC553SnUiwp77ImWOMXIXVPQGh6h31X7P/8Kq5Xg/ayFKRVXKkI+I4ZmL
6Qk/SzkI3CvdssgyQAOUFSCRS64J1F5cZXVXdxy6HPATLFWYEP003S3jE1qVvDBCEYPYW
DXHEAbP1NzP17+Zqohzvi4JpHOgsndSHUHfndr7eoIwnY5BzkTr fAAAABNK1wPzZ1s6r
S4Xq/PWp6+55bQ3SRAwWbY1G5J4hXCZiYsYSznaor6R6PDYPYqoRFaFwFkS8f1QIqYuUql
Vk50xqjuVod+6DafgrSosIDsel jK11w3kXcUCLVTIMOQbeGXxzWGGWLR4UeImrDn4uShA
Ng5SvotYccWzbgak®GV8FUvzP37THWNqy3Ag52Bac3BqSvjjzz21pJRy/5yT4ap5b+Qs
OTCMwsHZCY7M/8iVtENd/gq2/Tn5JggvBjwH775qt TfujTWZjUS9JIZsHqj ITWUXG8VSV
3KUHbovGyr18RjSzgJ6UtStWh1TB8idCao0GGAORJXNK41+N9gpU3wWAOCVpXvy8zhcwF
cMWvoPvm31dN/EwSheFs4+t5sFQWZXeybfsVYLC/uNL8gRONLOBBeuzTCt JuMwObPAPJ
biUrajoc



6.3.4. HSS/LMS RRSIG on the example MX RR with Elements of Signature
Broken Out in Hexadecimal

The signature field of the example HSS/LMS RRSIG RR is broken out in
hexadecimal below to provide a more readable illustration of the
elements of an HSS/LMS signature.



Nspk (number of signed public keys in the key hierarchy = number of
tree levels minus one, as the top-level tree's public key is not
signed): 00000001

Index (index of the OTS key from the bottom level tree that was used
in creating the bottom level OTS signature): 00000000

LMS-0TS-Type: 00000004 (LMOTS_SHA256_N32_W8 - uses SHA256 for hashes
with 32-bit hash values for key elements and generated using a
Winternitz parameter of 8)

Random Seed (the random seed is used in signature generation to make
it harder to perform attacks on the signatures):
ca71dc7a88e0335f6bd5e61e4471076cdc52f9bd085e7d3ee63alba7d1dc4789

OTS Signature (1 row for each OTS signature element plus the
checksum):
€2c6a0007e5a11f4e8214dd3b83344a3b3c410c2aa78b3fce2f64b951F3444b5
fb8ee9eca72bc6900d378205bd727fd6ff12e5709aec81f1f90432f3744ee3ed
c60520eled70b5981a7ddasf4e722e6e79706ab124e82a98ccel58e43dell1df2
3c29d6ea3e6463d2f06c828a861969612ce2deadd0c3951929502h9%9a3b56ae3d
3f63e49abe9cf18841d76c4789317d529f29567¢c925643431b3df9¢c35828c994
6a705d900c500f3058dee495f7dd25b044e510aaka6f51a92d8a235ae70fb69e
adc8864069b2e1b067d75be7ecd4e7c09c1c07e794d7b4a45ddec13f9c6659560
b2c826de4192f7e1b775955969c7417bfabcchbb39e1281767e643d3967532099
2ch6ecc1931a72ee4671b8ee82d06ac40dad469798bb0f5799a241824ch3ef30
8995115a125e3149chfd80383df20d59ffae7d2el1e5dalc29d8679dd9db06178
673a405a4107e2f759ca6f2b755f2238ec8a3043a61c2d58225960f73a26395d
c860a220f1fbf204db6f0e26bd7aa34d51d911e86904f4a8d30b7blcddbf7ee8
61e743029hb27627408619593972efeld5247ef229e479f4340104981b9c71634
901dec04942ae87da4f3b9ch227b96890b7bTb1102f99fbb2a5aadeec0302ae8
4be9d6df58ce2d346108c73f589c93a900a86aal3cc865b8ec643206153424db
fac159b4b2c13520d8a7685a5e35alaelb242feea2448d358bh8d88e044a5c0e
06fcd074b1fb475433ae834daefc383bh62e9dd87149be66192b858486d83dbe3
ea24209b2e9e2bhdd3d5aa268731f773ac469f0ced70e00002f0a5912bT8c3046
3577a4ac7edad4ed4044bd6e8f0d9dc3bf22091210fdd42ef9af853¢c003267157b
dac5ebd5903a2982776cca98350fc37cec25efdcafe®bdf54455feal861b9d63
€63a90c349e0eb07c567a9h17e674dbcf996c5801961c2e589h9dabc7c86885c¢
€953f3f1a876d86b8a842d670fd5a2d88929062b9e0e0dd1791d1191ac53facc
b764ecc1d60477fb5223112b0dc9507527d9f9d5f0297bb7dee62188f408c9f
e51689a2d8e3d5e3edeb5b2de473d583aeblada®3aeacca69aba81d0d940dfe9
f74e5047118cebee884906587cObab46c38fddb530daba44858c4e93cf43eac9
0994835bda7db39936d99e€288df033a871ea0®1d92816161c748ec688d9af6980
fc7d3fd5dce48c9eabe41e30f37d3ad44a588a27ef72ae90el18a7c1d586a4f469
25b3bdca80e61c656611328272f58555dall14e70daff753662bbaf431dc2c20c
5c1218fdob8c366fc5edf10e8611ce23b04e2736becel607e5110eel5be644bc
00101d13884d2d16cf3c756c9da4f94e95803f0589bT7c37279ba5e8ac5c7h9a
aa4871709e92d645fh225cadcaeca79e4d57543f6ccfa2c2792aa705561ccOla



8f9b19cf87b4c89567915540010a21b9fa4490a27bf3cfd4cel7f650715407d6
d6d9d4201583a434fee834de9b98fbd713f12dd71ce3d4143e14f0ea5f926954
e44c98403f54b31b6d199713089bc58d0c621d6d34102d41d213176c230T0888

LMS-Type: 00000006 (LMS_SHA256_M32_H10 - Indicates the
LMS Tree uses 256-bit/32-byte hashes and has 10 levels in the
tree)

Authentication Path (1 row for each node - contains a sequence of
hashes within a path through the Merkle tree for the signature and
which is to be walked during signature verification):
49a7dfb5fd178ca213573d7ec29e359282fd0a52e2fd397f3437dachla77cddf
c0d9d75b4b12999959c2ae613ee2f701e611522f688e19518d8aeebef82d1197
fe937edl115ae925584e1d12a18b348ee082ec82bec1d9e922e959afa2519f689
d53bf207920cfc9f26cc3a32bacfdcf72eb98d593abb37f1673930f5870b125c¢C
a7b617f35a7dd14b23977dd28f8052449f1441cb2a92078a9689dd7625d2c00b
7fb4c4501833f47363eec8e1a926921eca96c71a832c325cd6cc6092e62d397F
ee6e94ffc8966941c289d14043b1lefc7446be958c308023564ch5468bb96d768
Ob2fbdfd9167c67b357118babb2d6e13c958bd0d9852ddce54d121f726e34129
2cdfe79ed0b8abdb7d87ef08866455fe863cfc65ef849ecOafcbeec3df5653f3
dcbb4f9044ebe3adas51ad90chc9c98a2242349253717ad57f51abb3cbbd8c347

LMS-Type: 00000006 (LMS_SHA256_M32_H10)
LMS-0TS-Type: 00000004 (LMOTS_SHA256_N32_W8)
Public Key Identifier: e7fbf13d3f1247b7cad7daa8230c2c60

Root Hash of lower-level tree (public key for the lower-level tree
which is signed with the OTS signature below):
cd158015761e13573148ff5f951841fb73a96f6bcc531483fe0a8fbc3e199f63

Index: 0OOOOOOC

LMS-0TS-Type: 00000004 (LMOTS_SHA256_N32 W8 - LMS_OTS Type MUST be
the same for all instances within a signature)

Random Seed:
5c103b95524ae953dc2d071a7d371a7e81519e90db6c4e0811c722¢c6f67¢c9d91

OTS Signature (1 row for each OTS signature element plus the
checksum)
c4298ebfebb453d6607d510ffd330ee9929b1f82ebeedd4523467958271785ca
c800ee33a3bf982276b4dd5a5e8623169dbd49da472aaced6b4c2f4de9267533
cd4c1fOb73edc94c3f15f53d400f1f2479c4e23f5aeb0dce767114e03e75834a
dd8d85d112675738de793b06c8350c3b91f4064132698c4ce5ba68cca20dOb7d
11bdadb56b620573b78337a09a35e4b5b5e€691218937c2bfa34b5fe740923de5
£896960ad76af4650f0e33f8df0397e33293479501dfd7868ffeab7549af910f
f7a446dcf927196b0a0784ee7f1fadfda2s5bf03b11741ff1b0710d916074c821
ead31ff3fbe9c4f4e039114297e7fcddb67b63e8bc43f17153e94d1628e31c8a



d56f6f255c25a8722bdd2ee236d57c8e1f9c7063bacc393c0d8140734837b49d
9f7322a2a49238f12584a834f4f0801fb88125493b4bh996936b626de3cdeb65ce2
b8bad0c6799f3e62f5ddfe7175684927443071007bffd228b2537d39b933bdf7
fc3d646819280b058733bb474f14e5b0fcchc59552ae7bf715051Fc99bb034F6
€9c057f8bbh8a4b1bfbe®9dascadead1f020e9757f611d53716506383867Fce39e
e15450d6e8e8d7572bcbe70cf3215c89acc37df650379e268539deaff987d24a
3f103f790e8dc6ecfcf7b0e6adc166771ca93fd51548db8c4b59bb47194F50917
9807536b30ce2e140ccc9097ef2aebbd4f371d66057a3ecab56744b6b869159b
deeb353c951edd5663407e1bd375c5d8439ca24d51541ac7648422ef01e4dd03
92d822f60b4c975ed4affbaf434aaad4445e25f3418daf05489715ad2a4b667c24
487a895c909e8d6bd3d08339d4d9795849a2be691804fbhe290f3849489f650el
05ba88e7005493f63bb3e35b17c5f45204a9053a3252f0e8fa2fclbae945ae03
3e9df992612a88h4b55fa56b51c33a10c5a1d801b0bf38474eb144bcc712148b
62c1fc6b3b8542ac2e81b662a469fa3a922129b9f957a8723bd4eab6d03d407f
042d1ad8be57caf777cdd7037b4f59483eachc7129a9eb69e001dd522a81ab10
552950dfbc89e€915791e677b371767cf83002402275a7431Ffd3a90de083109c8
€c5210268b59f7846694a85e4falbel1bh86276df9c06a504899e9371562943603
b9a96d37a3b56e6d90b30325ba07d4ff85787ea91cdbe86d91411988d54352d8
62adf8017f6fab9eab7314c4b9fdc8821e9504dal156f43b2d5db35035e8fcafb
a89044783e9f271a43d07a527a5e150f104b9bbb4fcs56b6aca284eb64f48b4cf
2da7e24da25674a17098b1435d84126acf609833117a3d4e90bcOc196b4bf946
ec8eb2c299db3d5b6dd306a72d7b268ac75bda3b578d4c212caa2a4e682e79dd
29d48b0a7bec8996f4cc48c553d019bealdf55fbh3fffeaab95e0fdac85291bd7
908188€1998be9093f4b3908dc2bddb2c832400a2e1520914bae®995fe5c6575
57771cbalcfel32df5afl10fafedd2de3125aaf0c10bac8f6160f11c401b3f537
33e5efe66aa2lcef8b82691f4aac9dd487b877e776bedead8c27639073913adf

LMS-Type: 00000006 (LMS_SHA256_M32_H10)

Authentication Path (1 row for each node):

72a5c0fcd9od6ceab4b85eafcf5a9ebee796d0dd2440c1b6251b9278857099898
b184b39daa2be91e8f0d83d8aa8445685c05912f1fd5022a614aa5564e74c6a8
ee56877ee8369182b4a8b080ec78hb8ca965¢c3791771408b553d4cd106delblcd
6186c0b47851e226ac39f8h92840360e52be8b5871c5996e06a4d0657¢c154bf3
3f7ed31f036ach7020e7605a73706a4af8e3cd9da5a49472ff9c93elaa796fe4
2cd1308cc2c1d9098eccffc895b4435dfe@ab6fd39f926082f063c07efbebabs
37ee8d35998d44bd259b07aa32135aec46f15b15dca5076e8bc6cabd7c4634b3
809e94b52b568654c1f227426a8a06180d118d734ae35f8df60a54dfO00e715a
57bf2f3385cc0570c5afadfbe6des574dfc4c1285e16ce3eb79b054166577b26d
fb1560b0bfb8d2fca9la®d2cef417aecd30ad26e330f5b3c03c96e252b6a3alc



6.4. XMSS"MT Examples
6.4.1. XMSSAMT ZSK

OTS Private Key used for the example signature below in base64:

AAAAAQAATIJIbk253wVxcPn3z6ztrGaoLgosugukEzj4EQPV1TfRSrbBiM1C3cvkrS/goOuE
0gx4ea0OxnUWNK9AxS8Pavutfemx4gI5f9LRt70MvtZG9fqzYJOI/60xbhwr5nwh7Mig2
mTzwEUZvQ+UZI9Jd8xYP4vbBzegvkIK5esy3pNjVBR8p

DNSKEY RR in Presentation Format:

example.com. IN DNSKEY 256 3 20
AAAAAT1A]1/0tG3s4y+1kb1+rNgnQj/o7FuHCvmfCHsyKDaZPPAS5m9D5Rkj013zFg/1
9sHN6C+Qgrl6zLek2NUFHyk=

6.4.2. XMSSMMT ZSK Public Key Field Elements in Hexadecimal

The Public Key field of the example XMSSAMT ZSK is broken out in
hexadecimal below to provide a more readable illustration of the
elements of an HSS/LMS Public Key Field.

OID: 00000001 (for the XMSSMT-SHA2_20/2_256 in [XMSSREGISTRY] which
identifies the algorithm will use: SHA256 for hashing, use aggregate
height of 20 with two levels of trees, each of height 10. Note that
XMSS and XMSSAMT both assume a Winternitz parameter of 16 for OTS
signatures)

T[1] (root node):
£8808e5ff4b46dece32fb591bd7eacd827423fe8ec5b870af99f087b32283699

Seed:
3cf012e66T43e51923d25df3160fe2f6clcde82f9082b97acch7a4d8d5051f29

6.4.3. XMSSMMT RRSIG on the example MX record in Presentation Format

This example RRSIG corresponds to the example XMSSAMT public key. It
has an OTS signature on an MX RRset comprised of the example MX RR.
The OTS signature on the MX RRset was generated using the example
XMSSAMT ZSK OTS private key illustrated above. In wire format the
signature would be 4963 octets in length.



in.example.com. 3600 IN RRSIG MX 20 3 3600 20211203193726
20211105193726 44758 example.com.
AABLykUnzyJ2awWKh8e9smKgzAI1ASWsKaPYjn9+sNU6y2e60QUKgfvt1jYtN/K8KBsgu
/CrA+ONX1Imiw3unYS47sN+J4/xIIWHOG+0jn+ZWeGQdPQ7M5i+cM9yytSymTmOz1c10q
EC1GdYJQgnHQ1lv/AErOVUFhDKIfh2UFh9bJuQD+zacpMYyIGUakfHBF/9wcw50HWD9Hd
gDtyiGygYQEzxgj5ZY6tC+nfLQHcCgjgMx9xudTuvcloyoDLW1CTiwgBzUuUh+5z57jqH
GafAGoV/Ympls3xbCGmwlSCHEdTeZD8BB9ZZtVVi20ame3cpvUC37NSegVrwlLqg/Gtdnk
MdRNUW4eSDEjoDQX+4Z3AtZ86bkG/asidXM581YovrjHTVXxNeoLd5dzEW47Eqs/YK2UT
08D8gm1wWiC094zHOgoKoFkRTmThaNioKlcoLbWpjCwMgqfmbhGko®Run®©lb6u36Dn5rJ3
06zAA6r3PXAM1ZrB8cwAn5h8Md/DLvcePwqVMB/330VatPsZbd9SDgnBTeKW7Gd7LQkb
WKS/XNVEIMgrrm9IspOxUzJIVdb/F5wwEWEZQVKdDURG6Jshtotbs21BY8vwWHX101KOCNS
jdjfiRhuQYNR6OMVVRRtHSZWHwW/N+FfbtVV4dIyP1RqwtfaxX8v1VZ3eHSREAoP1x877p
DEsWQddOXj88uphlUJKynmVsOr jPMArFzweoeGOjDHbmroSevUKfGO1DIOG8L1XEAk2t
gkHRv63+2xhBnWd6fw/0uH85WQS15tGZ2EnaCXdAh8UhP0Og2J0rbwXFIOf/QITDIKGt1
CtgcGUBU3axXBCGekufwvPSWCY9KyVptNBFS5awWjObUWLZaluYapUlS/JwlUjix8TwCaU
PNfVS41BgbUNP8fsM5P9pfnK17ZKD3q9RrK01b+Z08I9zIL7s4LqfKcD6WJIJeYFI79QD
f7upKRmmt jvahQp56BgFFON8pWxuhJH8FANKDS/e9/0DXTtD1sMgtTOMNbGBSYz+57hr
tvLV2wp6sh+AgdGKIH1vhaETHKE3DzqJKR2ZH/YNM/WIm/1+coplZgTLh2ZbW6t1YMfR
JIXXYOHMJFJHT1uHB7g1XSWiHOFCoSsTIcweTfSqO58LFIOVTCUQzZXNXWY1FXHjF65]jCcPZ
S1G3FQgi5MX+LgXBDXZuFC/WMOJDrNbuuwW9xZcB94uMB5IHNHPKS8d9svMQ+YUCEF9t4b
BONUS817AB7hwS/KellL4UhbX8QEU7P29uvAL+6/Us/fOA31etOG7MEYyhpf5FDKPXNARO
SOFtWMy+e6TM5GQ8BsSIHNYwEVPpazmwaZJIwHQi5wazZgOn31j1BWJiJTOAD2k+e21J40g
nU6vbCqJC1INcBa99kciVBmot22VvJOqfNpYGs6GhFObEMmM6E6/g3JIXe59WC1WZCp/hhcSz
V8s/Wrttoz4e3CIWof3C+CO20veofhHAC6E1SC4bRCTBNi0z6WSL3UE/rAYvf11h8x3B
8YyQ6PRVsyTAQQz8jXUDbNTNBe9/vgz5ZSH2IcSda/1TY2a4FKSiCMI9JIKODU5Qn5y Ju
M8321VBdxS4Swz/mhORJIQW3/Joqr4HWHG++zcXxc4d9KM+JIyrx5Ik1eSOxMmIGg24YdA
k2Uz8+mgb0OD5L4cyBgx3SMWzr 1DKO+LjNiCYSXuJfQ1l04Rt325efDIpokY1lixmic2c+i
eU+ZUB+CCRpht6pXw/nLSnk8Hda2LXz3zX5KEhW5A1m1gIN/XpMGK11uEBo4KhwaHYi9
T1sSsjRrMJIgRXMPATECB64wIR3NSZGjHKj1HO1VhDWANX6EX+wWbP24Pr/4tOmb1Wd1K7
fzA4AFPLKkWzWhgESGZYyYAgVw15EaweCMT5Dk7wA1QKD61AAPZ/ rOEPp1y0yLWhsfCKJIxXCH
DEMDIR/Rj62bUCutA5V02reA5HWUikCeS1CDNXMb02G9B2T/FFdWJIMQrokmEnemaHy0G
tMemdYPj6rNgkS4fnqd9rR3Q2sqP2AUQ3C3RE]j43ezt+A9dMiwXVcez8BDmMbEGSMNN1E INM+TOJIKrkTpLK2JRDFKG5bC2VvK7fvRsRpiQtmtvqg4K/Umyw94HhGaQiq6c4kw
2pV+IpJZuwPDOFytpyRtOU15bGBzM]jf7rsXqLpV/dEbp2TYGWgjkazZFFMQPxjj+tcVoe
6XIKQDMTNfHAVM5DU/UuYT+ZwbyukXkB40Gs4WBLMfKi3PgQeFWYbxBgtkdD7TsQKsP9+
bxf0/fsINgvxg80yOLnTL+Fuogtrsavlx6z7tYnnxvOodVCtcdNCnt3xwQzZgwMydJzP//
jIVBWdeS1B0O/Wc8924bZgH2A/BO3CP/HCc7HIcVQD2sIP5CMwnPoLuu8f+ahi7Te514K



thKGGFXEECRY0eQ9+XcJ5MH1qIpcySMjlk5wnodYylepQMh5AKYFc5D6yn0gJgMGkW+e
XCMF51ZRLXB3puaFutfV7gKWpgESVhNXE2FT/RHMXxDms5Ag2yNwxQDZTTxjiZhXXE5al
p3di5p09QGtPPfv1Y]jS1QezZ2R1TqXQhBdbwW7CLz/8WCXWdpNCKI7Rel1X6F6gP6YySRgwO®cloezZi5zBKRTP6bP9cgZo4KkdLUow+BKSOhrK51WcOAyLIrXet7g5CiKawyt
TUV5fxnuNiJvCjottu6QTS1ySAIJRO2uwpubY1BwLs1D9bRBeCZiCSO2nwuRHIox1Paov
6K04sdcW+/Cp5BTELyQfvViubgvywQzCBVHA1xktue3kGFBiB6ujez2xfVrul0e6VgKH
DmPjCyxQ/jv1J7V]jjwOOMIOnVvwS0gDoDqQedfkZF1sJdA7YvWim1lV4XyKwOH5FDkRfZt tBtAOFXXpWEjXMsCvXDOE/RQpy60ufLgB/KtPuSXvwe7Y/W6JjvvflGnbs38le+Yps
NjKFEgXXxipTi30gx0z//GWKw8WjaMyK94Em4UQXg2I7Hp/tDVOF7IW10YVHCHQEOtTNP
DmxNdueRXI83YgDYzqYW6dEJQSTBjYiBM97esSIjSvf7gkR11T4xZ0MoRogat9eTzKcv
c/kz+8Q/qVGTOD6OE64NM/dXRNXzsOjACznpEx6iaCIm3nIu/mMpAciSr+8elLgb7RYB+
XUeMonM20zd4D7H3b7pTipv6X0e9CUZ2NDK+s0yjfIcMmMWIOTSEG+BOfpMJIYYyVPOFTAk
4AxGjmw5damlzdz1iFB/mTjODQeLsWYBUM/v]jcfGI66M1SswfzopG9yiIJULkigMYSgJ2
D4EKINVKGB2hqO4YLNSgx4qNJEX/1GXdLWrYdSmjyPT41591+J0B9/SV1zX5xM1i5Rvy
6CUNONCWTOVRJIOYP23v12y/p7Gt3kXuxiBcGT+eSbHg5XYPkQguhcKdI7aYZGPo8dvJid
pbRYopgcqDp6UUw8NWVEBZrAoWskzZj7gL954XFNpvu968MeYUAUGLWOSwe1Q67V1eC3D
YV8+1x/NEzy/pR6cCUIMOEX++D4wWRZt2mbHgrjfh6V7JIDLmpO2CMebOURAfZNAY1q4VQ
1Cgo3W4ASky2drEcv/yh63GgDWR+ZOYmONCnAHOGcaSC/b504P1C/fo00QldYjRho/CU
nlfPc5FbPUgdlwYeuo3YYMPeRjeAO9vwz1ETb3eyvU7WOB8TVVTIZEIWAXVO823XDVOk
49/2Zxg87tgdjNvG12isZqoK8UCCNOQ7tuHcQCDMkMa®OWD5um9Me tAOUIN+z03yy+MEU
IgrwWOWNIrBH0881YdrssxEjv7HSMz+PLF28nSsIPd1HgRZABr/Vz6XE6/SOmum4NrNnV
hbI01Q9VvCXF35jiE/srqg6P5N1SwQWM1095i9cDynYa6c/VXFO2JTnD+bkM/OpjclS7y
kg631wGHeg®8BkxMomboCci7/1rYdVJIQdzOehESFrEuDgn+/0YmWGvymwWPD6scrttpil
5e4spXJIRumMMUGWgANKXWWIeRcoKehPOvwQUdVFmxoilBEanNcvvfPX2yFgiB8ETfdCP6h
NFWJInJWO0JQ6bN2spJFdCImoZpgmGQboH804gVPNOGP5wWEQjQCVITNTOUTM22Zzrqo2DFD
kXerHy+BZ1BI5w4gQnVKX5LJV8v+QRDgHRvVAPZHrBuc/9PHiMC9/WE08+Sxw4HgiHAML
vGZRYWDYLfZZIWUB2aQlmXJInAoir642qSelGge42DEStZfgScIs9cg0JqZSXWyNRjBIU
jPOunhttIQQFDg2J8DXaXBPpoxGlKwWh7elvJIHwUUdk7Xer/VtF+A/N8KskzMx1I99fi7
jaCgsy4TX04F8NCHAD7CWBLTtUIMNUF7vL5Dr 7bTEXNiDtOkazfYM530vzZsg79viGUF
XZZcIRD08Us03BODhV6RsOgQVMACSRSr7cYeVHbCabVDRXZ/vrECcTZMQcQTdLhO23D71
y1LESSjN43I8Jk0kc74fS1BWZ2zQVFRQ48ZtRF1GNF5bu622fYTNothuQ1leAJWCqIFyu
AMncNmF6k2aGsQaigA1WGzsjfDAol1BjRsWf5acfLX3eCFwBq5GQIyL+4xjrugD7tQyl
uI8LW/Kxj1GyiqyAs40Gdbvt7UrB5FNZaZcX6tmmvVDdIdDpNLYVYwm+PiGMMXmXGI8pFS



ZOKPTN7tfvcz4yB5G1Z229BVCpm1NVVOVTtqMOOZt TFWOzi8sDNLGUZEZ6LAYXRU/+tQ8
XOROSBCP8sS+E8OP7sWXNTr47Qk6hZfFNX/K1i0WRN2+hxjXx+K523bGwUitDxa®@IVvV2dDGm
9P5HKhipqyC/DOMGAXJebAAPFAMAAA4QYapx9mGFh/aulgdleGFtcGx1A2NvbQACaw4H
ZXhhbXBsZQNjb20AAABAAQAADhAAFAAKBG1lhaWwHZXhhbXBsSZQNjb20A



6.4.4. XMSS"MT RRSIG on the example MX Record with Elements of
Signature Broken Out in Hexadecimal

The signature field of the example XMSSAMT RRSIG RR is broken out in
hexadecimal below to provide a more readable illustration of the
elements of an XMSSAMT signature.



Index: 00004b (index of the OTS key from the bottom level tree that
was used in creating the bottom level OTS signature)

Random:
ca4527cf22766962al1f1ef6c98a833008940496b0a68f6239fdfac354eb2d9ee
(the random seed is used in signature generation to make it harder
to perform attacks on the signatures)

Reduced signature for bottom layer tree:

OTS signature:
a84142a07efb658d8h4dfcaf0a®6c82efdcac0f8e3579668b0dee9d84b8eec37
€e27811120858738678e8e719959€19074f43b3398be70cf72cad4b29939b4cf5
73532a2102d46758250aa71d0d6Tfc012b3955058432887e1d94161F5b26e403fF
b369ca4c63220651a91f1c117ff70730e4e1d60fd1dda83b72886ca0610133c6
08f9658ead0be9df2d01dc0ad8ea3d31f71b9d4eebdcd68ca80ch5a50938hb0as8l
cd4b9487ee73e63a8719a7c01a857f626a75b37c5b0869b095208711d4de643f
0107d659b55562db46a67b7729bd40b7ecd49e815af02eafc6b5d9e431d44d51
6€1e483123a03417fb867702d67ce9b906fdab22757339f35628beh8c74d5c4d
7a82dde5dcc45b8ecd4aactd82b651f3bcOfc8269568823bde331ce8282a81644
5399385a362a0a95cabbh6d6a6309632a7e66ella4a3446e9f495beaedfale7e6
b2773bacc003aaf73f100c959ac1iflcc009f987c31dfc32ef71e3f0a95301ff7
dce55ab4fb196ddf520e09c14de296ec677b2d091b58a4bf5e7bc420c82bae6f
48b29d3153325575bfc5e70c0458465054a743b91e89b21b68b5bbh3694163chf
01d794e94ad1c3528dd8df89186e418351eb432f55146d1ec6561Ff0fcdf857db
b55578748c8fd51ab0b5f697f2f955677787b1111da0f971f3bee90c4b1641d7
745e3f3cbha98755092b29e656c3ab8cf300ac5cf0@7a8786d230c76e6ae849ehd
429f18e9432281bc2f5c44024dadaadidibfadfedb18419d677a7f0fceb87f39
5904a2e6d199d849dab9774087c5213ce836274adbc17148d1ffd02130c8906b
650ada9c194e94dda5¢c10867a4b9fc2f3d258263d2b2569b4d0454h96968F46d
458h65a52e61aa54d52fc95a5523d71f13c026943cd7d54b8941a9b50d3fc7ec
3393fda5f9ca97h64a0f7abd46b28ed5bf99a3c23dcc82fbb382ea7ca703e962
49798148efd4037fbba92919a6b63bda850a79e81a8514e37ca56c6e8491fc14
09ca0d2fdef7fd035d3b43d6c320b53d269db181b18cfee7b86bb6f2d5dboa7a
b21f8081d18a20796f85a1131cal37013a89291d991ff60d33F5889hf97e728a
656604ch87665b5bab6560c7d12715d8a073091631d3d6elclee0d57496887a0
50a8b1321ccle4df4aad39f0b1493af4dch90cd7357598d455¢c78c5eb98dc3d9
b351b71608b9317f8ba97043c59b850bT58c3890eb35bbae5bdc59701f78b8cO
79207347ad4a4bc77db2f310f98b9c105f6del1b07d9d44bcd7b00@leelcl12fca7b
52f85216d7f10114ecfdbdbafe0bfbafd4b3f7f4037d5eb741bb304cala5fe45
0ca3d79c0474b3416d58cche7bha4cced4643c06c2079d8c04bcfabace6clab49c
07422e7069980e9f7d63d41589889474003da4f9eda5278d209d4eaf6c2a890b
535c05af7d91c895066a2ddb656T274a9f369606b3alall7d6c4326ebf837257
7b9T560b55990a9fe185c49957ch3f5abb6da33eledc2216alfdc2f82d36a2f7
a87e11c073a125482e1b4427¢c19e23b3e9648bdd413fac062f7e5d61f31dclifl
8c90e8f455b324c0410cfc8d75036cd4cdO5ef7fbedcf96521F621¢c49d6bfd53
6366b814a4a208c23d24ad03bb9aa7e7226e33cdf6d5505dc52e12c33fe68744
49416dff268aabe075871befb373173877d28cT89232af1e489357923h132624
6836€18740936519f3e9a06ce0f92f8732060c7748c5b3ae50caf7e2e3362098



497b897d0d74e11b77db979f0c8a68918d75c6625cd9cfa2794f995011f82091a
61b7aa57c3f9ch4a793c1dd6b62d7cf7cd7e4a1215b90259h580837f5e93062a
5d6e101a382alclald88bd4e5b12b2346b309811c4c3c07c4701eb8c3d4779ec
6468c7a8a8f51T4d6T84359d357eb1fb06cTdb83ebff8b7499bd567652bb7130
3814f2e45hb35a1804b06672600815c35e446b078231Fe4393bc00d50283ea200
Pa59febd@4a75c8ec8hb5a1b1f08a2717070c4303211fd18fad9b502bad039574
dab780e475948a409e4a508337131bd361bd0764ff14575624c42ba249849de9
9al1f2d06b4c7a67583e3eah360912elf9ea77dadldd0daca8fd80510dc2dd112
3e377b3b7e03d74c8b05d571ecfc04399b106e4c9e7d449a8604b2d56d263740
bb3915751cef0@c3945d99ec32d22d34174e9239b7181¢c527853b84dc4b75d5¢c3
538506227b8b4ea®d3935ad1ef2fc07053585b4f14f64723c707f546aaebb183
555266f18978e8986326af6bd9d57e917632h8ec4ef14e35003d864b943a18cl
5082d6bbdf37d25f9d4d4530e3bc25340a293f0b5d917¢cb1443b5f0f3c7758al
e8bf9e6158bdce642ch7c4641ad72d87d5cf4c8a92b85c5a8e058b2ae2bd8b66
0939730ae379a6a2c95be30c641ef5c790157019e36c371510c67f1b6ed41feel
874aa23d084e51a3db1ad9f55a006e54063589f0601T73944b5e515f2775e2eeb
ccfd41d22148902dc18235e83fb2eeb3a8bb73ae318ca2d04eab6fdd847a9545a
af002ae9995e72¢137124fbh02e02a50118ca7dcf62960c5d87351cf195Ff76T0
6d2deb595f8d77dead21767c50bbfc095a0al8e742fe09a6d97e7751bfc3402f
aa70b2e524d4efd7c4dal595b46e13ff87ba2d987c1d79eb05179d6ae8aaf8cd
d47aa2b53da9239b9414311008e1822d8b377645h83c2020be3eb41523d87¢c19
1299¢c5d0adbf8587b01359babac3c0029fcbh311ef691c9e427dal333a4151d44b
7c3db9f66e092affdd506397cada6b79bab14f8634663024f5F7f21f25b37624
68053523a66725840e1a8283fc2f48f1ce856111ab4635¢c21d1213951a26¢3a9
b8a41f8a852ae87ech32h041587eeafdl16d5a58ea36fc70b33dch62fchOc96a
2458597e09dd3b06141138940ff06791cd3c4721339115f5411bbd3362b718T8
932dc06e28c93e91c9417342d24d33e4f4264ae44e92cad8944314al1b96c2daf
2bb7ef46c469890b66b6Tab82bf526ch0f781e119a422aba738930da957e2292
59bb03c3f45cada7246d3949796c60733237Ffbaec5ea2e957f7446e9d936065a

Authentication Path for Bottom Tree:

08e46991453103f18e3fad715a1ee9722440399f35f1cObe6e43bbfb984fe670
6f2ba45e4078d06b385812cc7ca8h73ea41e15661bc4182d91d0fb4ec40aboff
7e6f17cefdfb09360bf183cd32d0b9d32fel6ea20b6bblabe5c7acfbb589e7c6
£39d542b5¢c74d0a7b77¢c70419816332749ccffff8c854159d7929413b4fd673cC
f76e1b6601f603f04edc23ffldcec725¢c5500f6b083Ff908cc273e82eebbc7fe6
al8bb4dee65e0ah6128619f5c411c45839e43df97709e4c1le5a88a5¢cc9232396
4e709f4758ca57a940c87900a6057390faca73a0260306916F9ec42305e75651
2d7077a6e685bad7d5ee0296a6a112be13571367d3fd11le6c439aced40836c8dc
314036534118e26615f1139688a77762e69d3d406b4f3dfbf56234a541€67646
54ea5d084175b5bb08bcfff1609759dad4d0a423b45ed57e85ea03facac460ce

Reduced signature for top tree:

OTS signature:
€6cd04196a939601¢c32d716d11877738762232a23fh3647f0fc420b4a729cfec
023c83550ea7578d72d7cf2232ec894cdf5bc403ab57bbc49e35715ccac8f744
db5adcObeb546c132d5b65448227ee0e92facdedf571922c7ab0e537¢cd427272
7cc76d9fed41888f57bbbd772761341d50476b001e69ec2e192195062cd473cc
6a25787c0e45a04d17628ed06a29f6ef63972daa366d5b72191f0489bb29db14



75668bcfdccec6b29a3e5c055ee0el1a2f300273a5e031a53a0357d9f4427ca27
9456a75c4250c4287f8a4ddb735210bd5ba®ec554f8d38afdf2a75f7218179d5
344a51d572239e6a6d303c0ddflbbddla2fe9bcc7a7cd22858818360b3b30431
4162ab31cbd7921b115144720e88cda90849595e45e99e9a724f03371a7bc67f
1¢c82d7526¢71228908bcc39e41c62ddc74das5d02d7ed3cd8da8d80217ff5407a
4b08a66ab73714f7579aa55905d6ee66583ddbaf019d32593741ae03a61a9e39
efb84006f79b08ee20b6a5c8178a102e22a9¢cc39634e452h335e53b594ee6b3c
542cdc9ab4el1f20a7365c63b7f81d7a1618bas58h26e62b2d7a198594a8b4735a
1e662e7304a45f3fa6cff5c819a382a474b528c3e04a48e86b2b995670e0322¢
9ad77adee0ed4288a696cad4d45797f19ee36226f0a3a2db6ee904d2d72480251
d36bb0a6e6d8d41cObb350fd6d105e0998824b4da7c2e447228c753da3afe8a3
b8b1d716fbf0a9ed414c497241fbd5d6e6e0bf2c10cc20551c0d7192db9ede418
506207aba37b3db17d5ad4d747ba5602870e63e30b2c50fe3be527b5638f038e
33d9d5bf04b4a83a03a90d1d7e464596¢c25d03b62F5b59a55785f22b0387e450
e445f66d30a300839bac74f13f6eees5bdb547c694f5d35aa9a85398fde18f8f2
f678d60b2cbhbc638ab06T2c3d380T2bb9715514ef42hb83cf02a488h52f4e247¢c7
95776fc26880T7624a296ef606b291a8ad3a564b724351449b77e5ef62c8282d
30657e1df7995609b374c39ec2b2e110e74b83ca54e8081d416d30e53e810458
5f99b9a652feb0770cde1b40a15804382ch9a244949a5b5936e24bh55afd8dc2c
bcf961c0b4d70106b640Teb50039c8bb1315e8df4c819b3bae41d63c9861e760
059b78d17ee5ce381ef128293e0cfc4449a98e3de6febb558fc0368c1c95b2f2
28bla50bc185fe21920cc4fedc192744ec97429744f932a55ee6d4294ad6a7a2
€a9d171886ffe5670a663821766572a97288bb7ebed4127e7337143752984b76b
517fad9ch887d0ed4ce53dcda®@dbae32fdbd279cd322904909ca803802c53c6
3d350ad33231163cc99b8b9ff4f2a64d0d9b71da7d9851ec7027b32fddd2810d
90ecOabeaahb546267138e7a610ah2780ff23eaf714914139067640T00b299a67
227a3f8f69bc25baecfelb3b379cf345bce38ce2e45b8ab5ee070ed35bfb41b4
0aB55f1a70123c4ch02bf10cel3f450a72e8eb9f2ead7f2ad3ee497bf07bb63f
5ba263bef7e5l1a76ecdfc95ef98a6c3639051205f18a94e2df4ab13b3fff1962
bof168da3322bde049b85105e0d88ec7a7fb4357d17b21694e62f6c21d0128b5
334f0e6c4d76e7915¢c81376200d8cea616e9d1094124c18d888133dedeh12223
4af7fb824475953e3164e32846881ab7d793cca72f73f919fbc43fa9519fd03e
b413ae0d9bf77144d5f3b0e8cOOb39e€9131ea2682226de722efe632901c892af
efle2e06fb45807e5d478ca273363b37780fb1f76fba538a9bfa5e87bd094676
3432beb34ca37c870c99623d4ec106T81d1fa4c258c953fd15f024e311a39b0e
5d6a6973759d62141fe64e3d0341e2ec59805433fhe371f189eba3354accifce
8a461728882542e48a03184a02760f812422754a181dala8eel182cd4ab@c78a8d
2445ff9465dd2d6ad87529a3c8T4f8d79f75T89a01f7f495d735f9c4c962e51b
£2e9c50dd27096414551268c8fdb7be5db2fe9ec6b77917bb18817064fe7926¢C
78395d83e4420bal70a748eda61918fa3c76f25da5b458a2981ca83a7a52ec3c
356hbc4059ac0al6b24663ee02fde785c5369beef7af0c79850053a2d6al2cled
50ebb565782dc3615f3ed71fcd133cbhfa51e9c094226a04c7ef83e30459h7699
bleGae37e1e95ec90ch9a9d3608c79bd1445d7d9340635ab8550d42828dd6e00
4a4ch676blichbffcaleb71a00d647e67462638d727007d0671a482fdbe68e0f9
42fdfa3439095d623461a3f0949e57cf73915b3d481d97061eba8dd860c3de46
37803bdbf0Oce51136f77b2bd4ed6381f1356F7c9cc4216017574F36df10d5d24
e20ff367183ceed81d8cdbc69768ac66aafaf1408234eabbb6eldc4020cc90c6
b4583e6e9bd31eb403ae20dfb3d37ch2f8c12e220ad6396348ac11e8f3cd5876
bb2cc448efec748ccfel3chl176f274ac20f7651e0459001aff573e9713afd2f66



ba6e0dacd9d585b20ed50f6T097177e63884Ffecaea83a3f93754b04163353bde
62f5c0f29d86ba73f557174d894e70fe6e433fd298dc952ef2920eb7d701877a
0d3c064c4ca260e809c8bbfe5ad8755250773d1e844485ac4b83aa7fhfd18996
lafca658f0@fablcaedb698a5e5ee2ca57251ba63141b08009ca5d65887917282
9e84f3afc1051d5459h1a222c111a9cd72fbdf3d7db2160881f047dd08feal34
55899c958e250e9b376b29245742226a19a6098641bad7f0ee2054f9f41a9e70
1208d009525335ff544ccdb6cebaa8d831439177ab1f2f81665048e70e204275
4a5f92c957chfe4110e01d1bdd3d91eb06e73ff4f1e2302f7f584a3cf92c70e0
78221dd30bbc6cd16160f22df659256501d9a4259972670288abeb8daa49ed46
a9ee360c44ad65f812708b3d720389a994975b23518¢c12548cf3ae9el1b6d2104
050ead89f035da5c13e9a311b529687b7a5bc91f0514764ed77abfd5b45F80fc
dfeab24cccc6523df5f8bb8danadh32e135cee05f0d707003ec25812d3b54d66
35417bbcbe43afb6d31173620ed3a46bh37d8339de8bT366c83bf6T886505c596

Authentication Path for Top Tree:

5c2110e8f14h28dc1d03855e91b3481054ce024914abedc61e5476c269b54345
767fbeb11c4d93107104dd2el1d36dc3ee5ca52c44928cde3723c2643a473belf
4a5056676cd0545450e3c66d445946345e5bbbadb67d84cda2d8544357802560
aa205caef0c9dc36617a936686b106a2a80d561b3b237¢c302896506346¢c59fe5
a71f2d7dde085c01ab91902322fee318ebba®@fbb50ca5b88f0b5bf2b18f51b2
8aac80b38d0675bbeded4ac1e45359699717ead9a6543748743a4d2ef6309be3
€218c317997188f29152cce28f4cdeed7ef719e320791b5676F41542a66d4dbd
53afd4eda8cd2866d4c558ece2f2c0cd2c6519133e8b0325d153ffadabcc74474
48108ff2cf84f343fbb165cd7ebe3b424eal165f14d5ff2a2a1644ddbe8718F1f
8ae76ddb1b0522h43c5ad085767431a6f4fe472a18a9abh20bf0f430601725e6¢C



7. IANA Considerations

This document updates the IANA registry "Domain Name System Security
(DNSSEC) Algorithm Numbers". The following entries are requested to
be added to the registry:

HSS/LMS

B S e e e oo oo +
| Number | TBD [
| Description |HSS/LMS |
| Mnemonic | HSSLMS |
| Zone Signing | Y |
| Trans. Sec. | * |
| Reference | This specification |
o m e o e e e e o - +
XMSS

D Y - S +
| Number | TBD |
| Description |XMSS |
| Mnemonic | XMSS [
| Zone Signing | Y [
| Trans. Sec. | * |
| Reference | This specification |
B e e e ooo - +
XMSSAMT

o m e o e e e e o - +
| Number | TBD |
| Description | XMSSAMT. [
| Mnemonic | XMSSMT. [
| Zone Signing | Y |
| Trans. Sec. | * |
| Reference | This specification |
B Y ) +

* There has been no determination of standardization of the use of
these algorithms with Transaction Security.

[LMSREGISTRY] and [XMSSREGISTRY] are IANA registries in which
additional algorithm identifiers may be registered in the future for
use with HSS/LMS, XMSS and XMSSAMT.

This document refers to allowable HSS/LMS algorithm signature
identifiers. These identifiers are found in the IANA "Leighton
Micali Signatures (LMS)" registry [LMSREGISTRY].
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HSS/LMS refers to allowable LMS OTS algorithm signature identifiers.
These identifiers are found in the IANA "LM-OTS Signatures" registry
[LMSREGISTRY].

This document refers to allowable XMSS and XMSSAMT algorithm
signature identifiers. These identifiers are found in the IANA "XMSS
Signatures" and "XMSSAMT Signatures" registries [XMSSREGISTRY].
Separate algorithm identifiers for XMSS and XMSSAMT are needed so
that the appropriate registry in [XMSSREGISTRY] is identified for
matching OIDs to algorithm parameter sets.

XMSS and XMSSAMT use a set of allowable XMSS 0TS signature
algorithms. Identifiers for allowable algorithms (WOTS+ signatures)
are found in the IANA "WOTS+ Signatures" registry [XMSSREGISTRY].

Implementation Status

NOTE: Please remove this section and the reference to RFC 794 prior
to publication as an RFC.

There are currently no implementations available for public
examination

Security Considerations
1. Guidelines for Secure Use of Hash-Based Signature Algorithms

HSS/LMS, XMSS and XMSSAMT as defined here MUST use 256-bit or larger
hash algorithms. 256-bit hash sizes are consistent with a desired
minimum 128-bit security level for HSS/LMS, XMSS and XMSSAMT per
[EATON] [SPHINCSPLUS].

The HSS/LMS public key MUST be generated in conformance with Section
4 of [NISTSP800208].

The XMSS public key for a single level tree structure or a XMSSAMT
hierarchical tree structure generated by a single computing device
("cryptographic module") MUST be generated in conformance with
processing steps described in section 5 of [RFC8391].

Implementations MUST use the same hash algorithm for hashes in all
nodes within a Merkle Tree or Merkle Tree hierarchy.

OTS private keys MUST NOT be used more than once for signing. This
requirement is needed as re-use of OTS private keys may provide an
attacker with key information that enables forging of signatures. A
detailed discussion of the vulnerabilities re-use of 0TS private
keys enables is described in [0O0PS].
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The requirement that OTS private keys may only be used once creates
the need for state management to assure OTS keys are not re-used.
This can be a challenge as state needs to be maintained in case of
system failure and also across distributed implementations. This
challenge is increased for DNSSEC implementations that perform
dynamic signing.

Seeds and random numbers used in key generation and for hashing
SHOULD be generated in accordance with 6.1 and 6.2 of
[NISTSP800208].

2. NIST SP 800-208 Compliance

The requirements in this section apply to implementations subject to
[NISTSP800208].

OTS private keys for hash-based algorithms MUST NOT be exported from
a cryptographic module. In adherence to this operational constraint,
OTS private keys for individual sub-trees in a hierarchical Merkle
Tree structure including the top-level tree MUST be generated,
stored and used within a single cryptographic module and MUST NOT be
exported.

In [NISTSP800208] NIST provides guidance and requirements for multi-
tree hash-based algorithms implemented across distributed
"cryptographic modules". Per 7.2. of [NISTSP800208], these
implementations require minor changes to XMSSAMT, and no changes to
HSS/LMS. XMSSAMT Implementations which distribute trees across
cryptographic modules and which are subject to [NISTSP800208]
therefore MUST use the algorithms specified in 7.2. of
[NISTSP800208]. NIST's approach is to have the cryptographic modules
for each tree level simply implement a single-tree signature scheme,
with the signer combining the outputs of the different cryptographic
modules into a multi-level signature, without further cryptographic
processing.

Seeds and random numbers used in key generation and for hashing MUST
be generated in accordance with 6.1 and 6.2 of [NISTSP800208].
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