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Abstract

This document specifies a method for an

IPFIX Exporting Process to inform an IPFIX Collecting Process
of equivalence between different Information Elements, so
that the Collecting Process can understand the equivalence
and be enabled to process data across a change of

Information Elements.

Status of this Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet
Engineering Task Force (IETF). Note that other groups may
also distribute working documents as Internet-Drafts. The
list of current Internet-Drafts is at
http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of
six months and may be updated, replaced, or obsoleted by
other documents at any time. It is inappropriate to use
Internet-Drafts as reference material or to cite them other
than as "work in progress."

This Internet-Draft will expire on July 1, 2014.
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This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(http://trustee.ietf.org/license-info) in effect on the date
of publication of this document. Please review these
documents carefully, as they describe your rights and
restrictions with respect to this document. Code Components
extracted from this document must include Simplified BSD
License text as described in Section 4.e of the Trust Legal
Provisions and are provided without warranty as described in
the Simplified BSD License.

Conventions used in this document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL
NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described
in REC 2119 [RFC2119].
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Introduction

The IPFIX Protocol [RFC7011] can export a large number of
Information Elements, including standard Information Elements
specified in the IPFIX information model [RFC7012],
Information Elements in IANA's IPFIX registry [IANA-IPFIX],
enterprise-specific Information Elements [RFC7011], and
Information Elements that are backwards compatible with
NetFlow Version 9 [REC3954].

From time to time, an Exporting Process may export the same
information using different Information Elements from before.

Use cases include:

* Enterprise-specific Information Elements have been
standardized, so the Exporting Process is changed to
export the IANA standard Information Elements [IANA-IPFIX]
rather than the enterprise-specific Information Elements.

* The Exporting Process is changed to export IANA standard
Information Elements [IANA-IPFIX] rather than NetFlow
version 9 fields [RFEC3954].

* The Exporting Process is updated to export different
enterprise-specific Information Elements.

* An updated Metering Process requests that the Exporting
Process exports using different Information Elements from
before.

* An Exporting Process which does not implement
[IPFIX-MIB-VARIABLE-EXPORT] indicates that an
enterprise-specific Information Element contains the same
information as a specific MIB 0OID.

In each case it's important to note that the same information
is being exported. The only change is in the Information
Element used to export the information.

Since different Information Elements are now being used to
express the same information, the Collecting Process cannot
process data received before the change with data received
after the change, because the Collecting Process does not know
that these Information Elements are related. It's not possible
to compare, aggregate, or sort data across such a change
without first understanding that the old and new Information
Elements are equivalent.


https://datatracker.ietf.org/doc/html/rfc7011
https://datatracker.ietf.org/doc/html/rfc7012
https://datatracker.ietf.org/doc/html/rfc7011
https://datatracker.ietf.org/doc/html/rfc3954
https://datatracker.ietf.org/doc/html/rfc3954
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Furthermore, it's impossible for every Collecting Process to
know how each IANA standard Information Element [IANA-IPFIX]
relates to every company's enterprise-specific Information
Elements. i.e., a Collecting Process from company X cannot be
expected to know that company Y's Exporting Process exports

enterprise-specific field Z which is equivalent to a certain
IANA standard element.

This document specifies a method for an Exporting Process to
inform a Collecting Process of such equivalence, so that the
Collecting Process is able to process data across the change.

Terminology

Original Information Element:
The Original Information Element specifies the old
Information Element which has been exported until now.

Equivalent Information Element:
The Equivalent Information Element specifies the new
Information Element which will been exported in future.

IE:
Shorthand for "Information Element" in the figures.

Other terms used in this document are defined in the
Terminology section of the IPFIX Protocol [RFC7011] and are to
be interpreted as defined there.
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3 Method

An Exporting Process informs a Collecting Process of the
equivalence of a pair of IPFIX Information Elements by
exporting an IPFIX Equivalence Message. Equivalence Messages
SHOULD be sent by the Exporting Process upon opening a new
Transport Session, before any other IPFIX Messages are
exported. In any case, an Equivalence Message MUST be sent
before exporting the Equivalent Information Element(s) to which
it pertains. i.e. Equivalence Messages do not apply
retrospectively.

An Equivalence Message may be sent in an Options Record Scoped
to the Exporter. Multiple Equivalence Messages may be sent
using IPFIX Structured Data [RFC6313].

3.1 Equivalence Message Format

The Equivalence Message consists of an original Information
Element in the "informationElementId" field (#303), followed by
the equivalent Information Element in the "equivalentElementId"
field (#TBD), using the Template shown in Figure 1 and Data
Record shown in Figure 2:

(¢} 1 2 3
012345678901 234567890612345678901
s ST S s ST S S S S S ars ol S Up U S 3

|[E| informationElementId #303 | Field Length |
tot-d-t-t-t-F-t-t-t-F-t-t-t-F-t-t-t-F-t-t-t-F-t-t-F-F-t-F-F-+-+-+
|[E| equivalentElementId #TBD | Field Length |

e s s S S s ST S S s st SPSE U S S e 3

Figure 1: Template for Equivalence Message

Figure 2: Equivalence Message Data Record

The encoding of these Information Elements follows the rules
specified in [RFC7011].
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3.1.1 Equivalence between IANA standard Information Elements

When the Original Information Element and the

Equivalent Information Element are both IANA standard elements
[IANA-IPFIX], both of the E bits are zero and the Equivalence
Message is as shown in Figure 1.

3.1.2 Equivalence Message with an Enterprise-Specific
Original Information Element

When the Original Information Element is enterprise-specific,
the Original Information Element's E bit is set and the
Information Element number is immediately followed by the

corresponding Private Enterprise Number [PEN], as shown in
Figure 3:

Figure 3: Equivalence Message with an Enterprise-Specific
Original Information Element

This allows an enterprise-specific Information Element to be

specified as equivalent to an IANA standard Information
Element.

3.1.3 Equivalence Message with an Enterprise-Specific
Equivalent Information Element

When the Equivalent Information Element is enterprise-specific,
the Equivalent Information Element's E bit is set and the
Information Element number is immediately followed by the

corresponding Private Enterprise Number [PEN] as shown in
Figure 4:

Figure 4: Equivalence Message with an Enterprise-Specific
Equivalent Information Element

This allows an IANA standard Information Element to be

specified as equivalent to an enterprise-specific Information
Element.
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3.1.4 Equivalence Message with an
Enterprise-Specific Original Information Element and
Enterprise-Specific Equivalent Information Element

When both of the Information Elements are enterprise-specific,
both of the E bits are set and both Information Element numbers
are immediately followed by their corresponding Private
Enterprise Number [PEN] as shown in Figure 5:

R S e +

|1] Original IE | Private Enterprise Number

B S S B +
R oo e e e e e e m o +
|1] Equivalent IE | Private Enterprise Number
S oo e e e o emoo--- +

Figure 5: Equivalence Message with two enterprise-specific
Information Elements

This allows two enterprise-specific Information Elements to be
specified as equivalent.

Note that the Private Enterprise Numbers do not have to be

equal. i.e., the Information Elements may belong to different
Private Enterprises.

Aitken Expires July 2015 [Page 7]



Internet-Draft Reporting Equivalent IPFIX IEs July 2014

3.1.5 Equivalence Message with a
MIB Object Original Information Element

In this special case, the Equivalence Message Template contains
a MIB Object Identifier [IPFIX-MIB-VARIABLE-EXPORT] with the
corresponding E bit set to zero, followed by the
equivalentElementId, as shown in Figure 6:

0 1 2 3
01234567890123456789012345678901
dod oo e e e e e e e e e e e b b 4o

|©] mibObjectIdentifier #MIB | Field Length |
B S e o e S S e S e h s
|[E|] equivalentElementId #TBD | Field Length |

ottt tototototototottotototototototototot-tototot-t-t-F-F-+-+
Figure 6: Template for MIB Object Equivalence Message
The MIB object details for the Original Information Element are
specified per [IPFIX-MIB-VARIABLE-EXPORT].
The Equivalent Information Element may be an IANA standard

Information Element as shown in Figure 7, or an
enterprise-specific Information Element as shown in Figure 8.

Figure 7: MIB Equivalence Message with an
IANA-standard Information Element

Figure 8: MIB Equivalence Message with an
Enterprise-Specific Information Element

[

The Collecting Process's Side
Equivalence Messages have global scope, unless they're sent in
an Options Message with a more restrictive scope, e.g. an

Options Record Scoped to the Exporter.

i.e., unless otherwise restricted, the specified equivalence



applies to all devices. Therefore the Collecting Process does
not need to maintain equivalence per device.
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5 Security Considerations
The same security considerations apply as for the IPFIX

Protocol [RFC7011].

IANA Considerations

o

A new Information Element "equivalentElementId" must be
allocated in IANA's IPFIX registry, [IANA-IPFIX]:

Description: This Information Element contains the ID of an
equivalent Information Element, which is specified in an
IPFIX Equivalence Message.

Abstract Data Type: Unsignedil6

Data Type Semantics: identifier

ElementId: TBD

Status: current

Reference: [this document]

[RFC-EDITOR: The assigned value "TBD" is to be replaced
throughout this document.]
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