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Abstract

   Communications security has been at the center of many security
   improvements in the Internet.  The goal has been to ensure that
   communications are protected against outside observers and attackers.

   This memo suggests that the existing RFC 3552 threat model, while
   important and still valid, is no longer alone sufficient to cater for
   the pressing security and privacy issues seen on the Internet today.
   For instance, it is often also necessary to protect against endpoints
   that are compromised, malicious, or whose interests simply do not
   align with the interests of users.  While such protection is
   difficult, there are some measures that can be taken and we argue
   that investigation of these issues is warranted.

   It is particularly important to ensure that as we continue to develop
   Internet technology, non-communications security related threats, and
   privacy issues, are properly understood.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on August 26, 2021.
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1.  Introduction

   Communications security has been at the center of many security
   improvements in the Internet.  The goal has been to ensure that
   communications are protected against outside observers and attackers.
   At the IETF, this approach has been formalized in BCP 72 [RFC3552],
   which defined the Internet threat model in 2003.
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   The purpose of a threat model is to outline what threats exist in
   order to assist the protocol designer.  But RFC 3552 also ruled some
   threats to be in scope and of primary interest, and some threats out
   of scope [RFC3552]:

      The Internet environment has a fairly well understood threat
      model.  In general, we assume that the end-systems engaging in a
      protocol exchange have not themselves been compromised.
      Protecting against an attack when one of the end-systems has been
      compromised is extraordinarily difficult.  It is, however,
      possible to design protocols which minimize the extent of the
      damage done under these circumstances.

      By contrast, we assume that the attacker has nearly complete
      control of the communications channel over which the end-systems
      communicate.  This means that the attacker can read any PDU
      (Protocol Data Unit) on the network and undetectably remove,
      change, or inject forged packets onto the wire.

   However, the communications-security -only threat model is becoming
   outdated.  Some of the causes for this are:

   o  Success!  Advances in protecting most of our communications with
      strong cryptographic means.  This has resulted in much improved
      communications security, but also highlights the need for
      addressing other, remaining issues.  This is not to say that
      communications security is not important, it still is:
      improvements are still needed.  Not all communications have been
      protected, and even out of the already protected communications,
      not all of their aspects have been fully protected.  Fortunately,
      there are ongoing projects working on improvements.

   o  Adversaries have increased their pressure against other avenues of
      attack, from supply-channel attacks, to compromising devices to
      legal coercion of centralized endpoints in conversations.

   o  New adversaries and risks have arisen, e.g., due to creation of
      large centralized information sources.

   o  While communications-security does seem to be required to protect
      privacy, more is needed, especially if endpoints choose to act
      against the interests of their peers or users.

   In short, attacks are migrating towards the currently easier targets,
   which no longer necessarily include direct attacks on traffic flows.
   In addition, trading information about users and ability to influence
   them has become a common practice for many Internet services, often
   without users understanding those practices.

https://datatracker.ietf.org/doc/html/rfc3552
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   This memo suggests that the existing threat model, while important
   and still valid, is no longer alone sufficient to cater for the
   pressing security and privacy issues on the Internet.  For instance,
   while it continues to be very important to protect Internet
   communications against outsiders, it is also necessary to protect
   systems against endpoints that are compromised, malicious, or whose
   interests simply do not align with the interests of the users.

   Of course, there are many trade-offs in the Internet on who one
   chooses to interact with and why or how.  It is not the role of this
   memo to dictate those choices.  But it is important that we
   understand the implications of different practices.  It is also
   important that when it comes to basic Internet infrastructure, our
   chosen technologies lead to minimal exposure with respect to the non-
   communications threats.

   It is particularly important to ensure that non-communications
   security related threats are properly understood for any new Internet
   technology.  While the consideration of these issues is relatively
   new in the IETF, this memo provides some initial ideas about
   potential broader threat models to consider when designing protocols
   for the Internet or when trying to defend against pervasive
   monitoring.  Further down the road, updated threat models could
   result in changes in BCP 72 [RFC3552] (guidelines for writing
   security considerations) and BCP 188 [RFC7258] (pervasive
   monitoring), to include proper consideration of non-communications
   security threats.

   It may also be necessary to have dedicated guidance on how systems
   design and architecture affect security.  The sole consideration of
   communications security aspects in designing Internet protocols may
   lead to accidental or increased impact of security issues elsewhere.
   For instance, allowing a participant to unnecessarily collect or
   receive information may lead to a similar effect as described in
   [RFC8546] for protocols: over time, unnecessary information will get
   used with all the associated downsides, regardless of what deployment
   expectations there were during protocol design.

   This memo does not stand alone.  To begin with, it is a continuation
   of earlier work by the two authors [I-D.farrell-etm]
   [I-D.arkko-arch-internet-threat-model]
   [I-D.arkko-farrell-arch-model-t].  There are also other documents
   discussing this overall space, e.g.
   [I-D.lazanski-smart-users-internet] [I-D.arkko-arch-dedr-report].

   The rest of this memo is organized as follows.  Section 2 makes some
   observations about the situation, with respect to communications

https://datatracker.ietf.org/doc/html/bcp72
https://datatracker.ietf.org/doc/html/rfc3552
https://datatracker.ietf.org/doc/html/bcp188
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   security and beyond.  The section also provides a number of real-
   world examples.

Section 3 discusses some high-level principles that relate to these
   changes, and could be used to tackle some of the emerging issues.

   Comments are solicited on these and other aspects of this document.
   The best place for discussion is on the model-t list.
   (https://www.ietf.org/mailman/listinfo/model-t)

2.  Attack Landscape

   This section discusses the evolving landscape of security
   vulnerabilities, threats, and attacks.

2.1.  Communications Security Improvements

   Being able to ask about threat model improvements is due to progress
   already made: The fraction of Internet traffic that is
   cryptographically protected has grown tremendously in the last few
   years.  Several factors have contributed to this change, from Snowden
   revelations to business reasons and to better available technology
   such as HTTP/2 [RFC7540], TLS 1.3 [RFC8446], QUIC
   [I-D.ietf-quic-transport].

   In many networks, the majority of traffic has flipped from being
   cleartext to being encrypted.  Reaching the level of (almost) all
   traffic being encrypted is no longer something unthinkable but rather
   a likely outcome in a few years.

   At the same time, technology developments and policy choices have
   driven the scope of cryptographic protection from protecting only the
   pure payload to protecting much of the rest as well, including far
   more header and meta-data information than was protected before.  For
   instance, efforts are ongoing in the IETF to assist encrypting
   transport headers [I-D.ietf-quic-transport], server domain name
   information in TLS [I-D.ietf-tls-esni], and domain name queries
   [RFC8484].

   There have also been improvements to ensure that the security
   protocols that are in use actually have suitable credentials and that
   those credentials have not been compromised, see, for instance, Let's
   Encrypt [RFC8555], HSTS [RFC6797], HPKP [RFC7469], and Expect-CT
   [I-D.ietf-httpbis-expect-ct].

   This is not to say that all problems in communications security have
   been resolved - far from it.  But the situation is definitely
   different from what it was a few years ago.  Remaining issues will be

https://www.ietf.org/mailman/listinfo/model-t
https://datatracker.ietf.org/doc/html/rfc7540
https://datatracker.ietf.org/doc/html/rfc8446
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   and are worked on; the fight between defense and attack will also
   continue.  Communications security will stay at the top of the agenda
   in any Internet technology development.

2.2.  Beyond Communications Security

   There are, however, significant issues beyond communications security
   in the Internet.

   To begin with, it is not necessarily clear that one can trust all the
   endpoints in any protocol interaction, including the user's own
   devices.  Managed or closed ecosystems with multiple layers of
   hardware and software have made it harder to understand or influence
   what your devices do.

   The situation is different, but not necessarily better on the side of
   servers.  Even for applications that are for user-to-user
   communication, a typical pattern of communications is almost always
   via an intermediary that has at least as much information as the
   other parties have.  For instance, these intermediaries are typically
   endpoints for any transport layer security connections, and able to
   see much communications or other messaging in cleartext.  There are
   some exceptions, of course, e.g., messaging applications with end-to-
   end confidentiality protection.

   For instance, while e-mail transport security [RFC7817] has become
   much more widely deployed in recent years, progress in securing
   e-mail messages between users has been much slower.  This has lead to
   a situation where e-mail content is considered a critical resource by
   some mail service providers who use the content for machine learning,
   advertisement targeting, and other purposes unrelated to message
   delivery.  Equally however, it is unclear how some useful anti-spam
   techniques could be deployed in an end-to-end encrypted mail universe
   (with today's end-to-end mail security protocols) and there are many
   significant challenges should one desire to deploy end-to-end email
   security at scale.

   Services that are not about user-to-user to communication often
   collect information about the user.

   Even services that are part of the infrastructure may have security
   issues.  For instance, despite progress in protecting DNS query
   protocols with encryption (see, e.g., [RFC7858] and [RFC8484]), DNS
   resolver services themselves may be targets for attack or sources for
   leaks.  For instance, the services may collect information or be
   vulnerable targets of denial-of-service attacks, attacks to steal
   user browsing history information, or be the target of surveillance
   activities and government information requests.  Infrastructure

https://datatracker.ietf.org/doc/html/rfc7817
https://datatracker.ietf.org/doc/html/rfc7858
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   services with information about a large number of users is collected
   in small number of services are particularly attractive targets for
   these attacks.

   With the growth of trading users' information by many of these
   parties, it becomes necessary to take precautions against endpoints
   that are compromised, malicious, or whose interests simply do not
   align with the interests of the users.

   In general, many recent attacks relate more to information than
   communications.  For instance, personal information leaks typically
   happen via information stored on a compromised server rather than
   capturing communications.  There is little hope that such attacks can
   be prevented entirely.  Again, the best course of action seems to be
   avoid the disclosure of information in the first place, or at least
   to not perform that in a manner that makes it possible that others
   can readily use the information.

2.3.  Types of Attacks

   This section discusses a few classes of attacks that are relevant for
   our consideration.

2.3.1.  Misuse of Accidental Vulnerabilities

   Not all adversarial behaviour starts as deliberate, some is initiated
   due to various levels of carelessness and/or due to erroneous
   assumptions about the environments in which those applications
   currently run at.  Nevertheless, a leak or vulnerability can be
   exploited by others that misuse the data for their own purposes.

   Some attacks in this category include:

   o  Virtualisation exposing secrets, for example, Meltdown and Spectre
      [MeltdownAndSpectre] [Kocher2019] [Lipp2018] and other similar
      side-channel attacks.

   o  Compromised badly-maintained web sites or services, e.g.,
      [Passwords] or Amazon S3 leaks.

   o  Supply-chain attacks, for example, the [TargetAttack] or malware
      within pre-installed applications on Android phones [Bloatware].

   o  Breaches of major service providers, that many of us might have
      assumed would be sufficiently capable to be the best large-scale
      "Identity providers", for example, Yahoo
      (https://www.wired.com/story/yahoo-breach-three-billion-

accounts/), Facebook (https://www.pcmag.com/news/367319/facebook-

https://www.wired.com/story/yahoo-breach-three-billion-accounts/
https://www.wired.com/story/yahoo-breach-three-billion-accounts/
https://www.pcmag.com/news/367319/facebook-
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      stored-up-to-600m-user-passwords-in-plain-text and
https://www.cnet.com/news/facebook-breach-affected-50-million-
people/), Telcos (https://www.zdnet.com/article/us-telcos-caught-
selling-your-location-data-again-senator-demands-new-laws/ and
https://www.zdnet.com/article/millions-verizon-customer-records-
israeli-data/), Google (https://www.wsj.com/articles/google-
exposed-user-data-feared-repercussions-of-disclosing-to-public-

      1539017194), and Microsoft
      (https://motherboard.vice.com/en_us/article/ywyz3x/hackers-could-

read-your-hotmail-msn-outlook-microsoft-customer-support).

2.3.2.  Misbehaving Applications

   There are many examples of application developers doing their best to
   protect the security and privacy of their users or customers.  That's
   just the same as the case today where we need to consider in-network
   actors as potential adversaries despite the many examples of network
   operators who both act in the best interests of their users and
   succeed in defending against attacks from others.

   In short, there are applications that do not act in the best
   interests of their users.

   This can also happen indirectly.  Despite the best efforts of
   curators, so-called App-Stores frequently distribute malware of many
   kinds and one recent study [Curated] claims that simple obfuscation
   enables malware to avoid detection by even sophisticated operators.
   Given the scale of these deployments, distribution of even a small
   percentage of malware-infected applications can affect a large number
   of people.  The end result is an application that

   Applications may also mislead users.  Many web sites today provide
   some form of privacy policy and terms of service, that are known to
   be mostly unread [Unread].  This implies that, legal fiction aside,
   users of those sites have not in reality agreed to the specific terms
   published and so users are therefore highly exposed to being
   exploited by web sites, for example [Cambridge] is a recent well-
   publicised case where a service provider abused the data of 87
   million users via a partnership.  While many web site operators claim
   that they care deeply about privacy, it seems prudent to assume that
   some do not in fact care about user privacy in ways with which many
   of their users would agree.

2.3.3.  Network Infrastructure Attacks

   The network infrastructure may also work in an inappropriate manner.
   For instance, a Virtual Private Network (VPN) may misrepresent how it
   carries the users' traffic, for example misrepresenting the countries

https://www.cnet.com/news/facebook-breach-affected-50-million-people/
https://www.cnet.com/news/facebook-breach-affected-50-million-people/
https://www.zdnet.com/article/us-telcos-caught-selling-your-location-data-again-senator-demands-new-laws/
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https://www.zdnet.com/article/millions-verizon-customer-records-israeli-data/
https://www.zdnet.com/article/millions-verizon-customer-records-israeli-data/
https://www.wsj.com/articles/google-exposed-user-data-feared-repercussions-of-disclosing-to-public-
https://www.wsj.com/articles/google-exposed-user-data-feared-repercussions-of-disclosing-to-public-
https://motherboard.vice.com/en_us/article/ywyz3x/hackers-could-read-your-hotmail-msn-outlook-microsoft-customer-support
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   in which they provide vantage points [Vpns].  A user's home network
   equipment may also be malicous or compromised.  For example, one
   study [Home] reports on a 2011 attack that affected 4.5 million DSL
   modems in Brazil.  The absence of software update [RFC8240] has been
   a major cause of these issues and rises to the level that considering
   this as intentional behaviour by device vendors who have chosen this
   path is warranted.

2.3.4.  Untrustworthy Devices

   Traditionally, there's been an implied trust in various parts of the
   system - such as the user's own device, nodes inside a particular
   network perimeter, or nodes under a single administrative control.

   Client endpoint implementations were never fully trusted, but the
   environments in which those endpoints exist are changing.  Users may
   not have as much control over their own devices as they used to, due
   to manufacturer-controlled operating system installations and locked
   device ecosystems.  And within those ecosystems, even the
   applications that are available tend to have privileges that users by
   themselves might not desire those applications be granted, such as
   excessive rights to media, location, and peripherals.  There are also
   designated efforts by various authorities to hack end-user devices as
   a means of intercepting data about the user.

   Examples of these issues are too many to list, for instance, so-
   called "smart" televisions spying on their owners and one survey of
   user attitudes [SmartTV].

   There are similar issues with larger, networked systems.  As these
   systems evolve over time, they get used and connected in different
   ways, run in virtual environments, and expanded for new functions.
   Old assumptions and security mechanisms may no longer be applicable
   in these new environments, leading to security vulnerabilities.

   Even in a closed network with carefully managed components there may
   be compromised components, as evidenced in the most extreme way by
   the Stuxnet worm that operated in an airgapped network.

   Every system runs large amount of software, and it is often not
   practical or even possible to prevent compromised code even in a
   high-security setting, let alone in commercial or private networks.
   Installation media, physical ports, both open source and proprietary
   programs, firmware, or even innocent-looking components on a circuit
   board can be suspect [TinyChip].  In addition, complex underlying
   computing platforms, such as modern CPUs with underlying security and
   management tools are prone to problems.  Analysis for the security of
   many interesting real-world systems now commonly needs to include

https://datatracker.ietf.org/doc/html/rfc8240
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   cross-component attacks, e.g., the use of car radios and other
   externally communicating devices as part of attacks launched against
   the control components such as brakes in a car [Savage].

   Untrustworthy systems can also cause damage to other parties.
   Examples of this range from attacks of badly constructed IoT devices
   [DynDDoS] to large Internet services that become single points of
   failure [I-D.arkko-arch-infrastructure-centralisation].

2.3.5.  Tracking

   One of the biggest threats to user privacy on the Web is ubiquitous
   tracking.  This is often done to support advertising based business
   models.

   While some people may be sanguine about this kind of tracking, others
   consider this behaviour unwelcome, when or if they are informed that
   it happens, [Attitude] though the evidence here seems somewhat harder
   to interpret and many studies (that we have found to date) involve
   small numbers of users.  Historically, browsers have not made this
   kind of tracking visible and have enabled it by default, though some
   recent browser versions are starting to enable visibility and
   blocking of some kinds of tracking.  Browsers are also increasingly
   imposing more stringent requirements on plug-ins for varied security
   reasons.

   Third party tracking

   One form of tracking is by third parties.  HTTP header fields (such
   as cookies, [RFC6265]) are commonly used for such tracking, as are
   structures within the content of HTTP responses such as links to 1x1
   pixel images and (ab)use of Javascript APIs offered by browsers
   [Tracking].

   Whenever a resource is loaded from a server, that server can include
   a cookie which will be sent back to the server on future loads.  This
   includes situations where the resource is loaded as a resource on a
   page, such as an image or a JavaScript module.  When loading a
   resource, the server is aware of the top-level page that the resource
   is used on, through the use of the Referer HTTP header [RFC7231].
   those loads include a Referer header which contains the top-level
   page from which that subresource is being loaded.

   The combination of these features makes it possible to track a user
   across the Web. The tracker convinces a number of content sites
   ("first parties") to include a resource from the tracker site.  This
   resource can perform some function such as displaying an
   advertisement or providing analytics to the first party site.  But

https://datatracker.ietf.org/doc/html/rfc6265
https://datatracker.ietf.org/doc/html/rfc7231
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   the resource may also be simply a tracker.  When the user visits one
   of the content sites, the tracker receives both a Referer header and
   the cookie.  For an individual user with a particular browser, the
   cookie is the same regardless of which site the tracker is on.  This
   allows the tracker to observe what pages within the set of content
   sites the user visits.  The resulting information is commonly used
   for targeting advertisements, but it can also be used for other
   purposes.

   This capability itself constitutes a major threat to user privacy.
   Additional techniques such as cookie syncing, identifier correlation,
   and fingerprinting make the problem even worse
   [I-D.wood-pearg-website-fingerprinting].

   As a given tracker will not be on all sites, that tracker has
   incomplete coverage.  However, trackers often collude (a practice
   called "cookie syncing") to combine the information from different
   tracking cookies.

   Sometimes trackers will be embedded on a site which collects a user
   identifier, such as social media identity or an e-mail address.  If
   the site can inform the tracker of the identifier, that allows the
   tracker to tie the identifier to the cookie.

   While a browser may block cookies, fingerprinting browsers often
   allows tracking the users.  For instance, features such as User-Agent
   string, plugin and font support, screen resolution, and timezone can
   yield a fingerprint that is sometimes unique to a single user
   [AmIUnique] and which persists beyond cookie scope and lifetime.
   Even in cases where this fingerprint is not unique, the anonymity set
   may be sufficiently small that, coupled with other data, this yields
   a unique, per-user identifier.  Fingerprinting of this type is more
   prevalent on systems and platforms where data-set features are
   flexible, such as desktops, where plugins are more commonly in use.
   Fingerprinting prevention is an active research area; see [Boix2018]
   for more information.

   Other types of tracking linked to web tracking

   Third party web tracking is not the only concern.  An obvious
   tracking danger exists also in popular ecosystems - such as social
   media networks - that house a large part of many users' online
   existence.  There is no need for a third party to track the user's
   browsing as all actions are performed within a single site, where
   most messaging, viewing, and sharing activities happen.

   Browsers themselves or services used by the browser can also become a
   potential source of tracking users.  For instance, the URL/search bar
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   service may leak information about the user's actions to a search
   provider via an "autocomplete" feature.  [Leith2020]

   Tracking through users' IP addresses or DNS queries is also a danger.
   This may happen by directly observing the cleartext IP or DNS
   traffic, though DNS tracking may be preventable via DNS protocols
   that are secured end-to-end.  But the DNS queries are also (by
   definition) seen by the used DNS recursive resolver service, which
   may accidentally or otherwise track the users' activities.  This is
   particularly problematic if a large number of users employ either a
   commonly used ISP service or an Internet-based resolver service
   [I-D.arkko-arch-infrastructure-centralisation].  In contrast, use of
   a DNS recursive that sees little traffic could equally be used for
   tracking.  Similarly, other applications, such an mail or instant
   messaging protocols, that can carry HTML content can be integrated
   with web tracking.  For instance, intentional tracking are also seen
   many times per day by email users - in one study [Mailbug] the
   authors estimated that 62% of leakage to third parties was
   intentional, for example if leaked data included a hash of the
   recipient email address.

   Tracking happens through other systems besides the web, of course.
   For instance, some mail user agents (MUAs) render HTML content by
   default (with a subset not allowing that to be turned off, perhaps
   particularly on mobile devices) and thus enable the same kind of
   adversarial tracking seen on the web.  Attempts at such intentional
   tracking are also seen many times per day by email users - in one
   study [Mailbug] the authors estimated that 62% of leakage to third
   parties was intentional, for example if leaked data included a hash
   of the recipient email address.

3.  Principles

   Based on the above issues, it is necessary to pay attention to the
   following aspects:

   o  Security of devices, including the user's own devices.

   o  Security of data at rest, in various parts of the system.

   o  Tracking and identification of users and their devices.

   o  Role of intermediaries, and in particular information passing
      through them.

   These topics are discussed below.  There are obviously many detailed
   technical questions and approaches to tackling them.  However, in
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   this memo we wish to focus on higher level architectural principles
   that might guide us in thinking about about the topics.

3.1.  Trusting Devices

   In general, this means that one cannot entirely trust even a closed
   system where you picked all the components yourself, let alone
   typical commercial, networked and Internet-connected systems.

   PRINCIPLE:  Consider all system components as potentially
      untrustworthy, and consider the implications of their compromise.

   There may also be ways to mitigate damages, should a compromise
   occur.

3.2.  Protecting Information

   Data leaks have become the primary concern.  Even trusted, well-
   managed parties can be problematic, such as when large data stores
   attract attempts to use that data in a manner that is not consistent
   with the users' interests.

   Mere encryption of communications is not sufficient to protect
   information.

   PRINCIPLE:  Consider information passed to another party as a
      publication to at least some number of entities.

   This principle applies even if the communications that carry that
   information are encrypted.

3.3.  Tracking

   Information leakage is particularly harmful in situations where the
   information can be traced to an individual, such as is the case with
   any information that users would consider private, be it about
   messages to another users, browsing history, or even user's medical
   information.

   PRINCIPLE:  Assume that every interaction with another party can
      result in fingerprinting or identification of the user in
      question.

   In many cases there are readily available user identifiers in data
   that is leaked, such as was the case with a recent medical
   information leak in Finland [Vastaamo].  But even when such
   identifiers are not present, in many communication methods, there is
   ample opportunity for narrowing down which entity is connecting,
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   through geolocation, fingerprinting, and correlation with other
   information.

3.4.  Role of End-to-End

   [RFC1958] notes that "end-to-end functions can best be realised by
   end-to-end protocols":

      The basic argument is that, as a first principle, certain required
      end-to-end functions can only be performed correctly by the end-
      systems themselves.  A specific case is that any network, however
      carefully designed, will be subject to failures of transmission at
      some statistically determined rate.  The best way to cope with
      this is to accept it, and give responsibility for the integrity of
      communication to the end systems.  Another specific case is end-
      to-end security.

   The "end-to-end argument" was originally described by Saltzer et al
   [Saltzer].  They said:

      The function in question can completely and correctly be
      implemented only with the knowledge and help of the application
      standing at the endpoints of the communication system.  Therefore,
      providing that questioned function as a feature of the
      communication system itself is not possible.

   These functional arguments align with other, practical arguments
   about the evolution of the Internet under the end-to-end model.  The
   endpoints evolve quickly, often with simply having one party change
   the necessary software on both ends.  Whereas waiting for network
   upgrades would involve potentially a large number of parties from
   application owners to multiple network operators.  The end-to-end
   model supports permissionless innovation where new innovation can
   flourish in the Internet without excessive wait for other parties to
   act.

   But the details matter.  What is considered an endpoint?  What
   characteristics of Internet are we trying to optimize?

   There is a significant difference between actual endpoints from a
   user's interaction perspective (e.g., another user) and from a system
   perspective (e.g., a third party relaying a message).  Such
   intermediaries can provide a useful service.  As [I-D.thomson-tmi]
   points out, networks themselves would not exist without
   intermediaries that can forward communications to others.

   PRINCIPLE:  Limit the use of intermediaries, and what they can do.
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   PRINCIPLE:  Pass information only between the "real ends" of a
      conversation, unless the information is necessary for a useful
      function in an intermediary.

   For instance, a transport connection between two components of a
   system is not an end-to-end connection even if it encompasses all the
   protocol layers up to the application layer.  It is not end-to-end,
   if the information or control function it carries actually extends
   beyond those components.  For instance, just because an e-mail server
   can read the contents of an e-mail message does not make it a
   legitimate recipient of the e-mail.

   This memo also proposes to focus on the "need to know" aspect in
   systems.  Information should not be disclosed, stored, or routed in
   cleartext through parties that do not absolutely need to have that
   information.  This relates to the discussion in [I-D.thomson-tmi], in
   that the valuable functions provided by intermediaries need to be
   balanced against the information that they need to perform their
   function.  And, in a lot of cases unnecessary information is provided
   to intermediaries, which leads to privacy and other problems.

4.  Security Considerations

   The entire memo covers the security considerations.

5.  IANA Considerations

   There are no IANA considerations in this work.
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