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Introduction

E-mail end-to-end security with OpenPGP and S/MIME standards can
provide integrity, authentication, non-repudiation and
confidentiality to the body of a MIME e-mail message. However, PGP/
MIME ([RFC3156]) alone does not protect message headers. And the
structure to protect headers defined in S/MIME 3.1 ([REC3851]) has
not seen widespread adoption.

This document defines a scheme, "Protected Headers for Cryptographic
E-mail", which has been adopted by multiple existing e-mail clients
in order to extend the cryptographic protections provided by PGP/MIME
to also protect the message headers.


https://datatracker.ietf.org/doc/html/rfc3156
https://datatracker.ietf.org/doc/html/rfc3851

Einarsson, et al. Expires 7 May 2020 [Page 3]



Internet-Draft Protected Headers for Cryptographic E-mail November 2019

This document describes how these protections can be applied to
cryptographically signed messages, and also discusses some of the
challenges of encrypting many transit-oriented headers.

It offers guidance for protecting the confidentiality of non-transit-
oriented headers like Subject, and also offers a means to preserve
backwards compatibility so that an encrypted Subject remains
available to recipients using software that does not implement
support for the Protected Headers scheme.

The document also discusses some of the compatibility constraints and
usability concerns which motivated the design of the scheme, as well
as limitations and a comparison with other proposals.

While the document (and the authors') focus is primarily PGP/MIME, we
believe the technique is broadly applicable and would also apply to
other MIME-compatible cryptographic e-mail systems, including S/MIME
([RFC8551]). Furthermore, this technique has already proven itself
as a useful building block for other improvements to cryptographic
e-mail, such as the Autocrypt Level 1.1 ([Autocrypt]) "Gossip"
mechanism.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Terminology
For the purposes of this document, we define the following concepts:
* _MUA_ is short for Mail User Agent; an e-mail client.
* _Protection_ of message data refers to cryptographic encryption
and/or signatures, providing confidentiality, authenticity or

both.

* _Cryptographic Layer_, _Cryptographic Envelope_ and _Cryptographic
Payload_ are defined in Section 3

* _Original Headers_ are the [RFC2822] message headers as known to
the sending MUA at the time of message composition.

* _Protected Headers_ are any headers protected by the scheme
described in this document.


https://datatracker.ietf.org/doc/html/rfc8551
https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc8174
https://datatracker.ietf.org/doc/html/rfc2822
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* _EXposed Headers_ are any headers outside the Cryptographic
Payload (protected or not).

* _Obscured Headers_ are any Protected Headers which have been
modified or removed from the set of Exposed Headers.

* _Legacy Display Part_ is a MIME construct which provides
visibility for users of legacy clients of data from the Original
Headers which may have been removed or obscured from the Exposed
Headers. It is defined in Section 5.

* _User-Facing Headers_ are explained and enumerated in
Section 1.2.1.

* _Structural Headers_ are documented in Section 1.2.2.

1.2.1. User-Facing Headers

Of all the headers that an e-mail message may contain, only a handful
are typically presented directly to the user. The user-facing
headers are:

* "Subject"
* "From"

x  nTon

x  mpgn

*  "Date"

*  "Reply-To"
* "Followup-To"

The above is a complete list. No other headers are considered "user-
facing".

Other headers may affect the visible rendering of the message (e.g.,

"References" and "In-Reply-To" may affect the placement of a message

in a threaded discussion), but they are not directly displayed to the
user and so are not considered "user-facing" for the purposes of this
document.
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1.

.2. Structural Headers

N

A message header whose name begins with "Content-" is referred to in
this document as a "structural" header.

These headers indicate something about the specific MIME part they
are attached to, and cannot be transferred or copied to other parts
without endangering the readability of the message.

This includes (but is not limited to):

* "Content-Type"

* "Content-Transfer-Encoding"

* "Content-Disposition"

Note that no "user-facing" headers (Section 1.2.1) are also

"structural" headers. Of course, many headers are neither "user-
facing" nor "structural".

FIXME: are there any non-"Content-*" headers we should consider as
structural?

Protected Headers Summary

The Protected Headers scheme relies on three backward-compatible
changes to a cryptographically-protected e-mail message:

* Headers known to the composing MUA at message composition time are
(in addition to their typical placement as Exposed Headers on the
outside of the message) also present in the MIME header of the
root of the Cryptographic Payload. These Protected Headers share
cryptographic properties with the rest of the Cryptographic
Payload.

* When the Cryptographic Envelope includes encryption, any Exposed
Header MAY be _obscured_ by a transformation (including deletion).

* If the composing MUA intends to obscure any user-facing headers,
it MAY add a decorative '"Legacy Display" MIME part to the
Cryptographic Payload which additionally duplicates the original
values of the obscured user-facing headers.

When a composing MUA encrypts a message, it SHOULD obscure the
"Subject:" header, by using the literal string "..." (three U+002E
FULL STOP characters) as the value of the exposed "Subject:" header.
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[eM]

3.1.1. PGP/MIME Signing Cryptographic Layer (multipart/signed)

3.1.2. PGP/MIME Encryption Cryptographic Layer (multipart/encrypted)

When a receiving MUA encounters a message with a Cryptographic
Envelope, it treats the headers of the Cryptographic Payload as
belonging to the message itself, not just the subpart. 1In
particular, when rendering a header for any such message, the
renderer SHOULD prefer the header's Protected value over its Exposed
value.

A receiving MUA that understands Protected Headers and discovers a
Legacy Display part SHOULD hide the Legacy Display part when
rendering the message.

The following sections contain more detailed discussion.
Cryptographic MIME Message Structure

Implementations use the structure of an e-mail message to protect the

headers. This section establishes some conventions about how to
think about message structure.

3.1. Cryptographic Layers

"Cryptographic Layer" refers to a MIME substructure that supplies
some cryptographic protections to an internal MIME subtree. The
internal subtree is known as the "protected part" though of course it
may itself be a multipart object.

For PGP/MIME [REC3156] there are two forms of Cryptographic Layers,
signing and encryption.

In the diagrams below, "t" (DOWNWARDS ARROW FROM BAR, U+21A7) is used
to indicate "decrypts to".

L-multipart/signed
— [protected part]
L—application/pgp-signature

L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

I (decrypts to)
L— [protected part]


https://datatracker.ietf.org/doc/html/rfc3156
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3.

3.3.1. Simple Cryptographic Payloads

3.3.2. Multilayer Cryptographic Envelopes

2. Cryptographic Envelope

The Cryptographic Envelope is the largest contiguous set of
Cryptographic Layers of an e-mail message starting with the outermost
MIME type (that is, with the Content-Type of the message itself).

If the Content-Type of the message itself is not a Cryptographic
Layer, then the message has no cryptographic envelope.

"Contiguous" in the definition above indicates that if a
Cryptographic Layer is the protected part of another Cryptographic
Layer, the layers together comprise a single Cryptographic Envelope.

Note that if a non-Cryptographic Layer intervenes, all Cryptographic
Layers within the non-Cryptographic Layer _are not_ part of the
Cryptographic Envelope (see the example in Section 3.3.3).

Note also that the ordering of the Cryptographic Layers implies
different cryptographic properties. A signed-then-encrypted message
is different than an encrypted-then-signed message.

3.3. Cryptographic Payload

The Cryptographic Payload of a message is the first non-Cryptographic
Layer - the "protected part" - within the Cryptographic Envelope.
Since the Cryptographic Payload itself is a MIME part, it has its own
set of headers.

Protected headers are placed on (and read from) the Cryptographic
Payload, and should be considered to have the same cryptographic
properties as the message itself.

As described above, if the "protected part" identified in
Section 3.1.1 or Section 3.1.2 is not itself a Cryptographic Layer,
that part _is_ the Cryptographic Payload.

If the application wants to generate a message that is both encrypted
and signed, it MAY use the simple MIME structure from Section 3.1.2
by ensuring that the [RFC4880] Encrypted Message within the
"application/octet-stream" part contains an [RFEC4880] Signed Message.

It is possible to construct a Cryptographic Envelope consisting of
multiple layers for PGP/MIME, typically of the following structure:


https://datatracker.ietf.org/doc/html/rfc4880
https://datatracker.ietf.org/doc/html/rfc4880
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L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

T (decrypts to)
L—multipart/signed
I— [Cryptographic Payload]
L—application/pgp-signature

OmMMmMmooO W >

When handling such a message, the properties of the Cryptographic
Envelope are derived from the series "A", "E".

As noted in Section 3.3.1, PGP/MIME applications also have a simpler
MIME construction available with the same cryptographic properties.

3.3.3. A Baroque Example
Consider a message with the following overcomplicated structure:

H L—-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream
T (decrypts to)
L—multipart/signed
F—multipart/mixed
| —multipart/signed
|| F—text/plain
| | “——application/pgp-signature
| .— text/plain
L—application/pgp-signature

VDO TO=Z=orXaH

The 3 Cryptographic Layers in such a message are rooted in parts "H",
"L", and "N". But the Cryptographic Envelope of the message consists
only of the properties derived from the series "H", "L". The
Cryptographic Payload of the message is part "M".

It is NOT RECOMMENDED to generate messages with such complicated
structures. Even if a receiving MUA can parse this structure
properly, it is nearly impossible to render in a way that the user
can reason about the cryptographic properties of part "0" compared to
part "Q".

3.4. Exposed Headers are Outside
The Cryptographic Envelope fully encloses the Cryptographic Payload,

whether the message is signed or encrypted or both. The Exposed
Headers are considered to be outside of both.
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4. Message Composition

This section describes the composition of a cryptographically-
protected message with Protected Headers.

We document legacy composition of cryptographically-protected
messages (without protected headers) in Section 4.4, and then
describe a revised version of that algorithm in Section 4.5 that
produces conformant Protected Headers.

4.1. Copying All Headers

All non-structural headers known to the composing MUA are copied to
the MIME header of the Cryptographic Payload. The composing MUA
SHOULD protect all known non-structural headers in this way.

If the composing MUA omits protection for some of the headers, the
receiving MUA will have difficulty reasoning about the integrity of
the headers (see Section 11.2).

4.2. Confidential Subject

When a message is encrypted, the Subject should be obscured by
replacing the Exposed Subject with three periods: "..."

This value ("...") was chosen because it is believed to be language
agnostic and avoids communicating any potentially misleading
information to the recipient (see Section 7.1 for a more detailed
discussion).

4.3. Obscured Headers

Due to compatibility and usability concerns, a Mail User Agent SHOULD
NOT obscure any of: "From", "To", "Cc", "Message-ID", "References",
"Reply-To", "In-Reply-To", (FIXME: MORE?) unless the user has
indicated they have security constraints which justify the potential
downsides (see Section 7 for a more detailed discussion).

Aside from that limitation, this specification does not at this time
define or limit the methods a MUA may use to convert Exposed Headers
into Obscured Headers.

4.4. Message Composition without Protected Headers
This section roughly describes the steps that a legacy MUA might use

to compose a cryptographically-protected message _without_ Protected
Headers.
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The message composition algorithm takes three parameters:

*

"origbody": the traditional unprotected message body as a well-

formed MIME tree (possibly just a single MIME leaf part). As a

well-formed MIME tree, "origbody" already has structural headers
present (see Section 1.2.2).

"origheaders": the intended non-structural headers for the
message, represented here as a table mapping from header names to
header values.. For example, "origheaders['From']" refers to the
value of the "From" header that the composing MUA would typically
place on the message before sending it.

"crypto": The series of cryptographic protections to apply (for
example, "sign with the secret key corresponding to OpenPGP
certificate X, then encrypt to OpenPGP certificates X and Y").
This is a routine that accepts a MIME tree as input (the
Cryptographic Payload), wraps the input in the appropriate
Cryptographic Envelope, and returns the resultant MIME tree as
output,

The algorithm returns a MIME object that is ready to be injected into
the mail system:

*

4.5.

Apply "crypto" to "origbody", yielding MIME tree "output"
For header name "h" in "origheaders":

- Set header "h" of "output" to "origheaders[h]"

Return "output"

Message Composition with Protected Headers

A reasonable sequential algorithm for composing a message _with_
protected headers takes two more parameters in addition to
"origbody", "origheaders", and "crypto":

*

"obscures": a table of headers to be obscured during encryption,
mapping header names to their obscuring values. For example, this
document recommends only obscuring the subject, so that would be
represented by the single-entry table "obscures = {'Subject':
'...'}". If header "Foo" is to be deleted entirely,
"obscures['Foo']" should be set to the special value "null".

"legacy": a boolean value, indicating whether any recipient of the
message is believed to have a legacy client (that is, a MUA that
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is capable of decryption, but does not understand protected
headers).

The revised algorithm for applying cryptographic protection to a
message is as follows:

* if "crypto" contains encryption, and "legacy" is "true", and
"obscures" contains any user-facing headers (see Section 1.2.1),
wrap "orig" in a structure that carries a Legacy Display part:

- Create a new MIME leaf part "legacydisplay" with header
"Content-Type: text/rfc822-headers; protected-headers="v1""

- For each obscured header name "obh" in "obscures":
o If "obh" is user-facing:
+ Add "obh: origheaders[ob]" to the body of
"legacydisplay". For example, if
"origheaders['Subject']" is "lunch plans?", then add the

line "Subject: lunch plans?" to the body of
"legacydisplay"

- Construct a new MIME part "wrapper" with "Content-Type:
multipart/mixed"

- Give "wrapper" exactly two subarts: "legacydisplay" and
"origbody", in that order.

- Let "payload" be MIME part "wrapper"
*  Otherwise:
- Let "payload" be MIME part "origbody"
* For each header name "h" in "origheaders":
- Set header "h" of MIME part "payload" to "origheaders[h]"

* FIXME: Enigmail adds "protected-headers="v1"" parameter to
"payload" here. 1Is this necessary?

* Apply "crypto" to "payload", producing MIME tree "output"
* If "crypto" contains encryption:

-  For each obscured header name "obh" in "obscures":
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o

o If "obscures[obh]" is "null":
+ Drop "obh" from "origheaders"
0o Else:
+ Set "origheaders[obh]" to "obscures[obh]"
* For each header name "h" in "origheaders":
- Set header "h" of "output" to "origheaders[h]"
* return "output"

Note that both new parameters, "obscured" and "legacy", are
effectively ignored if "crypto" does not contain encryption. This is
by design, because they are irrelevant for signed-only cryptographic
protections.

Legacy Display

MUAs typically display user-facing headers (Section 1.2.1) directly
to the user. An encrypted message may be read by a decryption-
capable legacy MUA that is unaware of this standard. The user of
such a legacy client risks losing access to any obscured headers.

This section presents a workaround to mitigate this risk by
restructuring the Cryptographic Payload before encrypting to include
a "Legacy Display" part.

Message Generation: Including a Legacy Display Part

A generating MUA that wants to make an Obscured Subject (or any other
user-facing header) visible to a recipient using a legacy MUA SHOULD
modify the Cryptographic Payload by wrapping the intended body of the
message in a "multipart/mixed" MIME part that prefixes the intended
body with a Legacy Display part.

The Legacy Display part MUST be of Content-Type "text/
rfc822-headers", and MUST contain a "protected-headers" parameter
whose value is "vi1". It SHOULD be marked with "Content-Disposition:
inline" to encourage recipients to render it.

The contents of the Legacy Display part MUST be only the user-facing
headers that the sending MUA intends to obscure after encryption.

The original body (now a subpart) SHOULD also be marked with


https://datatracker.ietf.org/doc/html/rfc822
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"Content-Disposition: inline" to discourage legacy clients from
presenting it as an attachment.

5.1.1. Legacy Display Transformation

Consider a message whose Cryptographic Payload, before encrypting,
that would have a traditional "multipart/alternative" structure:

X L—multipart/alternative
Y |—text/plain
z L—text/html

When adding a Legacy Display part, this structure becomes:

L—-multipart/mixed

[—text/rfc822-headers ("Legacy Display" part)
L-multipart/alternative ("original body")

— text/plain

L— text/html

N < X =<

Note that with the inclusion of the Legacy Display part, the
Cryptographic Payload is the "multipart/mixed" part (part "V" in the
example above), so Protected Headers should be placed at that part.

5.1.2. When to Generate Legacy Display

A MUA SHOULD transform a Cryptographic Payload to include a Legacy
Display part only when:

*

The message is going to be encrypted, and

*

At least one user-facing header (see Section 1.2.1) is going to be
obscured

Additionally, if the sender knows that the recipient's MUA is capable
of interpreting Protected Headers, it SHOULD NOT attempt to include a
Legacy Display part. (Signalling such a capability is out of scope
for this document)

5.2. Message Rendering: Omitting a Legacy Display Part

A MUA that understands Protected Headers may receive an encrypted
message that contains a Legacy Display part. Such an MUA SHOULD
avoid rendering the Legacy Display part to the user at all, since it
is aware of and can render the actual Protected Headers.

If a Legacy Display part is detected, the Protected Headers should
still be pulled from the Cryptographic Payload (part "V" in the
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example above), but the body of message SHOULD be rendered as though
it were only the original body (part "X" in the example above).

5.2.1. Legacy Display Detection Algorithm
A receiving MUA acting on a message SHOULD detect the presence of a
Legacy Display part and the corresponding "original body" with the
following simple algorithm:

* Check that all of the following are true for the message:

The Cryptographic Envelope must contain an encrypting
Cryptographic Layer

The Cryptographic Payload must have a "Content-Type" of
"multipart/mixed"

* The Cryptographic Payload must have exactly two subparts

* The first subpart of the Cryptographic Payload must have a
"Content-Type" of "text/rfc822-headers"

* The first subpart of the Cryptographic Payload's "Content-Type"
must contain a property of "protected-headers", and its value must
be "vi".

* If all of the above are true, then the first subpart is the Legacy
Display part, and the second subpart is the "original body".
Otherwise, the message does not have a Legacy Display part.

a1

.3. Legacy Display is Decorative and Transitional

As the above makes clear, the Legacy Display part is strictly
decorative, for the benefit of legacy decryption-capable MUAs that
may handle the message. As such, the existence of the Legacy Display
part and its "multipart/mixed" wrapper are part of a transition plan.

As the number of decryption-capable clients that understand Protected
Headers grows in comparison to the number of legacy decryption-
capable clients, it is expected that some senders will decide to stop
generating Legacy Display parts entirely.

A MUA developer concerned about accessiblity of the Subject header
for their users of encrypted mail when Legacy Display parts are
omitted SHOULD implement the Protected Headers scheme described in
this document.
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6.

Message Interpretation

This document does not currently provide comprehensive
recommendations on how to interpret Protected Headers. This is
deliberate; research and development is still ongoing. We also
recognize that the tolerance of different user groups for false
positives (benign conditions misidentified as security risks), vs.
their need for strong protections varies a great deal and different
MUAs will take different approaches as a result.

Some common approaches are discussed below.

.1. Reverse-Copying

One strategy for interpreting Protected Headers on an incoming
message is to simply ignore any Exposed Header for which a Protected
counterpart is available. This is often implemented as a copy
operation (copying header back out of the Cryptographic Payload into
the main message header) within the code which takes care of parsing
the message.

A MUA implementing this strategy should pay special attention to any
user facing headers (Section 1.2.1). If a message has Protected
Headers, and a user-facing header is among the Exposed Headers but
missing from the Protected Headers, then an MUA implementing this
strategy SHOULD delete the identified Exposed Header before
presenting the message to the user.

This strategy does not risk raising a false alarm about harmless
deviations, but conversely it does nothing to inform the user if they
are under attack. This strategy does successfully mitigate and
thwart some attacks, including signature replay attacks

(Section 11.2) and participant modification attacks (Section 11.3).

.2. Signature Invalidation

An alternate strategy for interpreting Protected Headers is to
consider the cryptographic signature on a message to be invalid if
the Exposed Headers deviate from their Protected counterparts.

This state should be presented to the user using the same interface
as other signature verification failures.

A MUA implementing this strategy MAY want to make a special exception
for the "Subject:" header, to avoid invalidating the signature on any
signed and encrypted message with a confidential subject.
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Note that simple signature invalidation may be insufficient to defend
against a participant modification attack (Section 11.3).

6.3. The Legacy Display Part

This part is purely decorative, for the benefit of any recipient
using a legacy decryption-capable MUA. See Section 5.2 for details
and recommendations on how to handle the Legacy Display part.

6.4. Replying to a Message with Obscured Headers

When replying to a message, many MUAs copy headers from the original
message into their reply.

When replying to an encrypted message, users expect the replying MUA
to generate an encrypted message if possible. If encryption is not
possible, and the reply will be cleartext, users typically want the
MUA to avoid leaking previously-encrypted content into the cleartext
of the reply.

For this reason, an MUA replying to an encrypted message with
Obscured Headers SHOULD NOT leak the cleartext of any Obscured
Headers into the cleartext of the reply, whether encrypted or not.

In particular, the contents of any Obscured Protected Header from the
original message SHOULD NOT be placed in the Exposed Headers of the
reply message.

I~

Common Pitfalls and Guidelines

Among the MUA authors who already implemented most of this
specification, several alternative or more encompasing specifications
were discussed and sometimes tried out in practice. This section
highlights a few "pitfalls" and guidelines based on these discussions
and lessons learned.

7.1. Misunderstood Obscured Subjects

There were many discussions around what text phrase to use to obscure
the "Subject:". Text phrases such as "Encrypted Message" were tried
but resulted in both localization problems and user confusion.

If the natural language phrase for the obscured "Subject:" is not
localized (e.g. just English "Encrypted Message"), then it may be
incomprehensible to a non-English-speaking recipient who uses a
legacy MUA that renders the obscured "Subject:" directly.
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On the other hand, if it is localized based on the sender's MUA
language settings, there is no guarantee that the recipient prefers
the same language as the sender (consider a German speaker sending
English text to an Anglophone). There is no standard way for a
sending MUA to infer the language preferred by the recipient (aside
from statistical inference of language based on the composed message,
which would in turn leak information about the supposedly-
confidential message body).

Furthermore, implementors found that the phrase "Encrypted Message"
in the subject line was sometimes understood by users to be an
indication from the MUA that the message was actually encrypted. 1In
practice, when some MUA failed to encrypt a message in a thread that
started off with an obscured "Subject:", the value "Re: Encrypted
Message" was retained even on those cleartext replies, resulting in
user confusion.

In contrast, using "..." as the obscured "Subject:" was less likely
to be seen as an indicator from the MUA of message encryption, and it
also neatly sidesteps the localization problems.

7.2. Reply/Forward Losing Subjects

When the user of a legacy MUA replies to or forwards a message where
the Subject has been obscured, it is likely that the new subject will
be "Fwd: ..." or "Re: ..." (or the localized equivalent). This
breaks an important feature: people are used to continuity of subject
within a thread. It is especially unfortunate when a new participant
is added to a conversation who never saw the original subject.

At this time, there is no known workaround for this problem. The
only solution is to upgrade the MUA to support Protected Headers.

The authors consider this to be only a minor concern in cases where
encryption is being used because confidentiality is important.
However, in more opportunistic cases, where encryption is being used
routinely regardless of the sensitivity of message contents, this
cost becomes higher.

7.3. Usability Impact of Reduced Metadata

Many mail user agents maintain an index of message metadata
(including header data), which is used to rapidly construct mailbox
overviews and search result listings. If the process which generates
this index does not have access to the encrypted payload of a
message, or does not implement Protected Headers, then the index will
only contain the obscured versions Exposed Headers, in particular an
obscured Subject of "...".
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For sensitive message content, especially in a hosted MUA-as-
a-service situation ("webmail") where the metadata index is
maintained and stored by a third party, this may be considered a
feature as the subject is protected from the third-party. However,
for more routine communications, this harms usability and goes
against user expectations.

Two simple workarounds exist for this use case:

1. If the metadata index is considered secure enough to handle
confidential data, the protected content may be stored directly
in the index once it has been decrypted.

2. If the metadata index is not trusted, the protected content could
be re-encrypted and encrypted versions stored in the index
instead, which are then decrypted by the client at display time.

In both cases, the process which decrypts the message and processes
the Protected Headers must be able to update the metadata index.

FIXME: add notes about research topics and other non-simple
workarounds, like oblivious server-side indexing, or searching on
encrypted data.

7.4. Usability Impact of Obscured Message-ID

Current MUA implementations rely on the outermost Message-ID for
message processing and indexing purposes. This processing often
happens before any decryption is even attempted. Attempting to send
a message with an obscured Message-ID header would result in several
MUAs not correctly processing the message, and would likely be seen
as a degradation by users.

Furthermore, a legacy MUA replying to a message with an obscured
"Message-ID:" would be likely to produce threading information
("References:", "In-Reply-To:") that would be misunderstood by the
original sender. Implementors generally disapprove of breaking
threads.

7.5. Usability Impact of Obscured From/To/Cc

The impact of obscuring "From:", "To:", and "Cc:" headers has similar
issues as discussed with obscuring the "Message-ID:" header in
Section 7.4.

In addition, obscuring these headers is likely to cause difficulties
for a legacy client attempting formulate a correct reply (or "reply
all") to a given message.
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.6. Mailing List Header Modifications

Some popular mailing-list implementations will modify the Exposed
Headers of a message in specific, benign ways. 1In particular, it is
common to add markers to the "Subject" line, and it is also common to
modify either "From" or "Reply-To" in order to make sure replies go
to the list instead of directly to the author of an individual post.

Depending on how the MUA resolves discrepancies between the Protected
Headers and the Exposed Headers of a received message, these mailing
list "features" may either break or the MUA may incorrectly interpret
them as a security breach.

Implementors may for this reason choose to implement slightly
different strategies for resolving discrepancies, if a message 1is
known to come from such a mailing list. MUAs should at the very
least avoid presenting false alarms in such cases.

Comparison with Other Header Protection Schemes

Other header protection schemes have been proposed (in the IETF and
elsewhere) that are distinct from this mechanism. This section
documents the differences between those earlier mechanisms and this
one, and hypothesizes why it has seen greater interoperable adoption.

The distinctions include:
* backward compatibility with legacy clients
* compatibility across PGP/MIME and S/MIME

* protection for both confidentiality and signing

.1. S/MIME 3.1 Header Protection

S/MIME 3.1 ([REC3851]) introduces header protection via "message/
rfc822" header parts.

The problem with this mechanism is that many legacy clients
encountering such a message were likely to interpret it as either a
forwarded message, or as an unreadable substructure.

For signed messages, this is particularly problematic - a message
that would otherwise have been easily readable by a client that knows
nothing about signed messages suddenly shows up as a message-within-
a-message, just by virtue of signing. This has an impact on _all_
clients, whether they are cryptographically-capable or not.


https://datatracker.ietf.org/doc/html/rfc3851
https://datatracker.ietf.org/doc/html/rfc822
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For encrypted messages, whose interpretation only matters on the
smaller set of cryptographically-capable legacy clients, the
resulting message rendering is awkward at best.

Furthermore, Formulating a reply to such a message on a legacy client
can also leave the user with badly-structured quoted and attributed
content.

Additionally, a message deliberately forwarded in its own right
(without preamble or adjacent explanatory notes) could potentially be
confused with a message using the declared structure.

The mechanism described here allows cryptographically-incapable
legacy MUAs to read and handle cleartext signed messages without any
modifications, and permits cryptographically-capable legacy MUAs to
handle encrypted messages without any modifications.

In particular, the Legacy Display part described in {#legacy-display}
makes it feasible for a conformant MUA to generate messages with
obscured Subject lines that nonetheless give access to the obscured
Subject header for recipients with legacy MUAs.

8.2. The Content-Type Property "forwarded=no" {forwarded=no}
[I-D.draft-ietf-lamps-header-protection-requirements-00] contains a

proposal that attempts to mitigate one of the drawbacks of the scheme
described in S/MIME 3.1 (Section 8.1).

In particular, it allows _non-legacy_ clients to distinguish between
deliberately forwarded messages and those intended to use the defined
structure for header protection.

However, this fix has no impact on the confusion experienced by
legacy clients.

8.3. PpEp Header Protection

[I-D.draft-luck-lamps-pep-header-protection-03] is applicable only to
signed+encrypted mail, and does not contemplate protection of signed-
only mail.

In addition, the pEp header protection involved for "pEp message
format 2" has an additional "multipart/mixed" layer designed to
facilitate transfer of OpenPGP Transferable Public Keys, which seems
orthogonal to the effort to protect headers.

Finally, that draft suggests that the exposed Subject header be one
of "=?utf-8?Q?p=E2=89=A1p?=", "pEp", or "Encrypted message". "pEp" is


https://datatracker.ietf.org/doc/html/draft-ietf-lamps-header-protection-requirements-00
https://datatracker.ietf.org/doc/html/draft-luck-lamps-pep-header-protection-03

Einarsson, et al. Expires 7 May 2020 [Page 21]



Internet-Draft Protected Headers for Cryptographic E-mail November 2019

a mysterious choice for most users, and see Section 7.1 for more
commentary on why "Encrypted message" is likely to be problematic.

8.4. DKIM

[RFC6736] offers DKIM, which is often used to sign headers associated
with a message.

DKIM is orthogonal to the work described in this document, since it
is typically done by the domain operator and not the end user
generating the original message. That is, DKIM is not "end-to-end"
and does not represent the intent of the entity generating the
message.

Furthermore, a DKIM signer does not have access to headers inside an
encrypted Cryptographic Layer, and a DKIM verifier cannot effectively
use DKIM to verify such confidential headers.

8.5. S/MIME "Secure Headers"

[RFC7508] describes a mechanism that embeds message header fields in
the S/MIME signature using ASN.1.

The mechanism proposed in that draft is undefined for use with PGP/
MIME. While all S/MIME clients must be able to handle CMS and ASN.1
as well as MIME, a standard that works at the MIME layer itself
should be applicable to any MUA that can work with MIME, regardess of
whether end-to-end security layers are provided by S/MIME or PGP/
MIME.

That mechanism also does not propose a means to provide
confidentiality protection for headers within an encrypted-but-not-
signed message.

Finally, that mechanism offers no equivalent to the Legacy Display
described in Section 5. 1Instead, sender and receiver are expected to
negotiate in some unspecified way to ensure that it is safe to remove
or modify Exposed Headers in an encrypted message.

8.6. Triple-Wrapping

[RFC2634] defines "Triple Wrapping" as a means of providing cleartext
signatures over signed and encrypted material. This can be used in
combination with the mechanism described in [REC7508] to authenticate
some headers for transport using S/MIME.

But it does not offer confidentiality protection for the protected


https://datatracker.ietf.org/doc/html/rfc7508
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headers, and the signer of the outer layer of a triple-wrapped
message may not be the originator of the message either.

In practice on today's Internet, DKIM ([REC6736] provides a more
widely-accepted cryptographic header-verification-for-transport
mechanism than triple-wrapped messages.

Test Vectors

[©

The subsections below provide example messages that implement the
Protected Header scheme.

The secret keys and OpenPGP certificates from
[I-D.draft-bre-openpgp-samples-00] can be used to decrypt and verify
them.

They are provided in textual source form as [RFC2822] messages.
9.1. Signed Message with Protected Headers
This shows a clearsigned message. Its MIME message structure is:

L-multipart/signed
text/plain «~ Cryptographic Payloa
/plai hi load
L—application/pgp-signature

Note that if this message had been generated without Protected
Headers, then an attacker with access to it could modify the Subject
without invalidating the signature. Such an attacker could cause Bob
to think that Alice wanted to cancel the contract with BarCorp
instead of FooCorp.


https://datatracker.ietf.org/doc/html/rfc6736
https://datatracker.ietf.org/doc/html/draft-bre-openpgp-samples-00
https://datatracker.ietf.org/doc/html/rfc2822
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Received: from localhost (localhost [127.0.0.1]);
Sun, 20 Oct 2019 09:18:28 -0400 (UTC-04:00)
MIME-Version: 1.0
Content-Type: multipart/signed; boundary="904b809781";
protocol="application/pgp-signature"; micalg="pgp-sha512"
From: Alice Lovelace <alice@openpgp.example>
To: Bob Babbage <bob@openpgp.example>
Date: Sun, 20 Oct 2019 09:18:11 -0400
Subject: The FooCorp contract
Message-ID: <signed-only@protected-headers.example>

--904b809781

Content-Type: text/plain; charset="us-ascii"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Sun, 20 Oct 2019 09:18:11 -0400

Subject: The FooCorp contract

Message-ID: <signed-only@protected-headers.example>

Bob, we need to cancel this contract.
Please start the necessary processes to make that happen today.

Thanks, Alice

Alice Lovelace
President

OpenPGP Example Corp

--904b809781
content-type: application/pgp-signature

WNUEARYKABOFA12sXpMWIQTrhbtfozpl14V6UTmPYyMVUMTOT jjgAKCRDYMVUMTOT j
jjVKAPWOVIBTcSVKcji7kBwO1ljyBwp0goQ7UGaY6CcINTFhGg5HAEA4 ] jbHaEUGZ29
WDTKxW/exL1lcWiwgYefva3t6jbniyQI=

=IsHn

--904b809781- -
9.2. Signed and Encrypted Message with Protected Headers

This shows a simple encrypted message with protected headers. The
encryption also contains an signature in the OpenPGP Message
structure. Its MIME message structure is:
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L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

T (decrypts to)
L— text/plain < Cryptographic Payload

The "Subject:" header is successfully obscured.

Note that if this message had been generated without Protected
Headers, then an attacker with access to it could have read the
Subject. Such an attacker would know details about Alice and Bob's
business that they wanted to keep confidential.

The protected headers also protect the authenticity of subject line
as well.

The session key for this message's crypto layer is an AES-256 key
with value
"8df4b2d27d5637138ac6de46415661bedObdOledl2ecf8cldb22a33cf3ede82f2"
(in hex).

If Bob's MUA is capable of interpreting these protected headers, it
should render the "Subject:" of this message as "BarCorp contract
signed, let's go!".

Received: from localhost (localhost [127.0.0.1]);
Mon, 21 Oct 2019 07:18:39 -0700 (UTC-07:00)
MIME-Version: 1.0
Content-Type: multipart/encrypted; boundary="bcde3ce988";
protocol="application/pgp-encrypted"
From: Alice Lovelace <alice@openpgp.example>
To: Bob Babbage <bob@openpgp.example>
Date: Mon, 21 Oct 2019 07:18:11 -0700
Message-ID: <signed+encrypted@protected-headers.example>
Subject:

--bcde3ce988
content-type: application/pgp-encrypted

Version: 1

--bcde3ce988
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQdAk4rw/q9TK6dtIBm42jF627z34KmMNIDAKF4v4fO9n510w
O0AgtdmIHyUu3ZOHSb8cFRbjAGQ3RcgIAe4DdsZIy/m9eLEDXEzT9yMSufBtap6xb
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 jMNUOVJIsOs3N
BJOB1rctk5QykDAu3rVf+sgyqzQ7ohFqlGOwW/7haocAQqW++Wy9PW/n@oNAuwugVv=870A

--bcde3ce988- -

Unwrapping the Cryptographic Layer yields the following content:
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Content-Type: text/plain; charset="us-ascii"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Subject: BarCorp contract signed, let's go!

Message-ID: <signed+encrypted@protected-headers.example>

Hi Bob!

I just signed the contract with BarCorp and they've set us up with an
account
on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.

Thanks, Alice

Alice Lovelace
President

OpenPGP Example Corp

9.3. Signed and Encrypted Message with Protected Headers and Legacy
Display Part

If Alice's MUA wasn't sure whether Bob's MUA would know to render the
obscured "Subject:" header correctly, it might include a legacy
display part in the cryptographic payload.

This message is structured in the following way:

L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

T (decrypts to)

L-multipart/mixed — Cryptographic Payload
— text/rfc822-headers ~ Legacy Display Part
L— text/plain

The example below shows the same message as Section 9.2.
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If Bob's MUA is capable of handling protected headers, the two
messages should render in the same way as the message in Section 9.2,
because it will know to omit the Legacy Display part as documented in
Section 5.2.

But if Bob's MUA is capable of decryption but is unaware of protected
headers, it will likely render the Legacy Display part for him so
that he can at least see the originally-intended "Subject:" line.

For this message, the session key is an AES-256 key with value
"95a71b0e344cce43a4dd52c5fd0ldeec5118290bTd0792a8a733c653a12d223e"
(in hex).

Received: from localhost (localhost [127.0.0.1]);

Mon, 21 Oct 2019 07:18:39 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="73c8655345";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Message-ID: <signed+encrypted+legacy-display@protected-headers.example>

Subject:

--73c8655345
content-type: application/pgp-encrypted

Version: 1

--73c8655345
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQJASOGOtRGiOCcGe2INISDT7xS8b5eliezXzXuFOrAalfwgw
JK32KLaTpnHegkEVB/cdMLMEEQ56BKkktXxtC94YNS0eKIJOTMNPhR+YWL ruWwRmZoAk p8RNAYyvk93InQuseX7
mgHADtk9LANTWumiud8pvm/ChXoRKv(qjSV7mHpdBil1OD4JIKpZTGAQiePA4fF71IYw
AE+VwiZZKIDSiYMUE1jA3U7+M9siEL1VKRACrrPZKr60E58JywlIgRdewzroMWIO
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HONJ4EO0zij5rJfd6fAF4A31H3wRu8dcuqrKwK2DhL+as1Zc/AABZDIOOV8t97/A/t
b6jwIqVAVWilgarvOwwI4icN6q9hdwPZF50alLgvpskGAtG3z51vkJuAiMogwWP2Iv
TOGuamzb5177yH5ShtowlTZN6D5WR7ShYbdHAPKRWFCYZz4S9b7UZiWH1Ts21HglJ
5mUbpTI1EVIFO1nwUCVLTuUgqB2N71wVvDOOM91SDcgUmrS041gBDEax1V+PoKXYAL
Q0z3eHBEDzwOXYWZhiBjgvor2qmGuIEqjBa+5qI0MrzBZK+7y0KO01lkgaPik0BeYB
jC/107Us+517c3EFQXj4K5XP72/SROKCIcr//q9tRBOGKi8yVicy0GhbtSGsNgul/
5TOV1rTecw+3Z0OH4mQRGCJImxkeslamdDek1lISfBeOe+LBx/tjkyixeXeh05ildoy
n9VY/ut0oqu3006XnTWktxajuhfvwSA2wNB/ JNRFqQU8QEVMQVzD/jwNVSVETQC83]
GPKY0+P1PpAHeqRs4tMq18JQzzytXzr511Lp26gT4Sgul+8tqafkfS6zGL1xShMQ
V1uMtoAt5KBf04nfiGUA1ZeR2RQRrT4YLHEZVpblIE8Y713y8WV8gdiFf0XZ21mg
gGntqnxUBhrCOIggGVBBY7zHVrcQxJOGsnAsqhQJpVBSNPOYgyrKCEVgDF4ibPBz
y2bRxKP4es0@advUEVKGAHULhzoV26Siz8h9MkeI6o+d28vestHng++2DsmCrdpSv
EatA

=MxXQ

--73c8655345- -

Unwrapping the Cryptographic Layer yields the following content:
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Content-Type: multipart/mixed; boundary="6aedcc9247"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Subject: BarCorp contract signed, let's go!

Message-ID: <signed+encrypted+legacy-display@protected-headers.example>

--6ae@cc9247

Content-Type: text/rfc822-headers; charset="us-ascii"; protected-
headers="v1"

Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

--6ae@cc9247
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with an
account
on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.

Thanks, Alice

Alice Lovelace
President
OpenPGP Example Corp

--6ae0cc9247- -

9.4. Multilayer Message with Protected Headers
Some mailers may generate signed and encrypted messages with a
multilayer cryptographic envelope. We show here how such a mailer

might generate the same message as Section 9.2.

A typical message like this has the following structure:



Einarsson, et al. Expires 7 May 2020 [Page 30]



Internet-Draft Protected Headers for Cryptographic E-mail November 2019

L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

I (decrypts to)

L-multipart/signed
— text/plain < Cryptographic Payload
L—application/pgp-signature

For this message, the session key is an AES-256 key with value
"5e67165ed1516333daeba32044f88fd75d4a9485a563d14705e41d31fb61a9e9"
(in hex).

Received: from localhost (localhost [127.0.0.1]);
Mon, 21 Oct 2019 07:18:39 -0700 (UTC-07:00)
MIME-Version: 1.0
Content-Type: multipart/encrypted; boundary="15d01lebd43";
protocol="application/pgp-encrypted"
From: Alice Lovelace <alice@openpgp.example>
To: Bob Babbage <bob@openpgp.example>
Date: Mon, 21 Oct 2019 07:18:11 -0700
Message-ID: <multilayer@protected-headers.example>
Subject:

--15d01ebd43
content-type: application/pgp-encrypted

Version: 1

--15d01ebd43
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQdArQ8apKYOciE47ZyBKgh0ditGO60BizW/VeQItRACXAOW
KaoRJewLgRnuvwaEisHWjiA@IHB9+0BSja+GFIh6gBWCFqzAfJQX0ywAZMHZNN6k]jSSXZoanYyuCPfOm5r
rpzf18kz8gYk92RTLzefALgMiIUU9CXFtd673/MalsZ2DRYjnI3tCOAXEdVIyVVa
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KYX/ECbFPHNxxulu/HU7hL7QQbgXxA1E41RM2KjEzmwUEABEOMUNN7eQ5AJ jDPOQgk
EIjIxIsw8at8FB4vB4sxh950iF3hHFZj8q6/VZW8K8LSpPERCArKmtu46xt2g7uKx
81fdwgMT50Pu4VD5EPUOZLIRNSNYskTBw]jZnX+ZgRdz/7z7XdUhvn4CjjiFt804a
4uunVgTeVXQay97a70z+SCrNc+Gvv7KOdt7o0Ut512+0hQAJI3W9J3Chlht4UKs759
QymPx4smS8kY7c570Wpab481cqeQZLMIftBconhzSzAGl1LZhc5MVoc713dEABCX
G+zCcTIiRT+108PwaBvnUg3nEOXP201s5vpK2vbBBMDh303titYMBDJIp3riyp81AR
Rm6tymUZaRMxql7T6BJObOTXyQ2fiz5vuudK5L/zDBvkOSI1lhvav2zxJgMh1lSS54
W2RrwNjxkgBCiz1ulYzi/HQ+jUwO/p8uGnOhyyIEEDIX50gPe2IQjgE]jGteIBrDF
sfi9jCEhK/YOXANG4MtO1Ukt6cgGQhrKuBnyy9KRG+US7aaPdMQuPLT01hPZ0jIQ
Bytek3JyT/QCsKPSjcGiNinllYk+Za8gL6SCNfZamly/E802xX4z30t7Z6EBSRL1
+qwzOCu7wTkJkoOPLfZFLY410rVaR81yBGleZmt JXbER1GUURV/7IC2xcDZv/2V0
ahdnPLy7

=roD1

--15d01ebd43- -

Unwrapping the encryption Cryptographic Layer yields the following
content:
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Content-Type: multipart/signed; boundary="a6b911f1d1";
protocol="application/pgp-signature"; micalg="pgp-sha512"

--a6b911f1dl

Content-Type: text/plain; charset="us-ascii"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Subject: BarCorp contract signed, let's go!
Message-ID: <multilayer@protected-headers.example>

Hi Bob!

I just signed the contract with BarCorp and they've set us up with an
account
on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.

Thanks, Alice

Alice Lovelace
President

OpenPGP Example Corp

--a6b911fid1i
content-type: application/pgp-signature

WNUEARYKABOFA12tviMWIQTrhbtfozp14V6UTMPYMVUMTOT jjgAKCRDYMVUMTOT ]
jk50AQCUL+1TDVp2pMOgcDuwnYtYCU9XMRXLgG4bZERZaYT1jQEA]j85x09Cjd7dz
jBU3M8KYCcHe5P5Qt0YMw8snpliWXXgA=

=Vh3K

--a6b911f1d1--
Note the placement of the Protected Headers on the Cryptographic

Payload specifically, which is not the immediate child of the
encryption Cryptographic Layer.
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9.5. Multilayer Message with Protected Headers and Legacy Display Part

And, a mailer that generates a multilayer cryptographic envelope
might want to provide a Legacy Display part, if it is unsure of the
capabilities of the recipient's MUA. We show here how sucha mailer
might generate the same message as Section 9.2.

Such a message might have the following structure:

L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

I (decrypts to)
L—-multipart/signed
F—multipart/mixed — Cryptographic Payload
| F—text/rfc822-headers « Legacy Display Part
| .— text/plain
L—application/pgp-signature

For this message, the session key is an AES-256 key with value
"b346a2a50fa0cf62895b74e8c0d2ad9e3eelf02b5d564c77d879caaee7afaa70"
(in hex).

Received: from localhost (localhost [127.0.0.1]);

Mon, 21 Oct 2019 07:18:39 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="750bb87f7c";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Message-ID: <multilayer+legacy-display@protected-headers.example>

Subject:

--750bb87f7c
content-type: application/pgp-encrypted

Version: 1

--750bb87f7cC
content-type: application/octet-stream

wV4DR2b2udXyHrYSAQdAQL61vB1SduqtPTk/Y3+1jcQ+N5NYFD1+0474FT/BUBIwW
iZzmY+CQQrHf2iRPm2GUOON+XuZtFYk4cIhwe@gAK7+p/440sZGipnzcwONDbMC3
wcDMA3wv(gk35PDeyAQWAtPLguH2X/ugqQupJWoF5bnpcxogM2hr+7W5FSFNCiTh6L
ZWYY9B1M+qQqO0sTSqpA9mhOoqlnUGiRWYFU164mla3KmMu4rDKSrP761E90zQ14k
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07+xjVWEBSVeU6KZLPpi9r5KDXxwiGO8PT7qsNHv+0TSvJbOvilazLcSo4g67J03uUl
rSbMDjPD1BAZDyf7TwKpg4MXVmJtnuHURjzIQ/VtS6eZOFYzvPZX0rMoOOG4bNkR
t1wO6hEUemFREEI/ JhD8H3hDkx4Xo/XBWuiVD/UWr1XhlrGjTCfezd4p7F74/+t+
VHXLWWkyeNXnQqFzX6nIclvowW/ZQr2RycA8j7L/BSYEeINxE4gau+Mh/9IN460G5
Aabjok1FIv8D3inMDI9MgxHYOkAReCMJ4btObtL1zQy+f6aE3BPihIVAY1RzCBel
9C1604BDGmMVug+UeYJ7+1S55HB5vbWzx88IwWELWA4FCFaYwiK2FOB53tXSc/sGkBQ
Eh7hf2RLSqOc17fMBUNa@sKDAY5PKWUKRG+RDz/TeMBe2Y42hPsVm6rOPKNIjygd
OGHLfXw/vYtpxVcdipa9LRAN0J4INSaB3vOLz54yxeXu0Jrg6nT9JVvSRUQ1ALZHq
7ST2i0kbYkNYZ0ig54PVJ1/ESkzyrNImx1Rrmo/I9tCr7wWa5bM1ghOS7wm5wPUm4
SEEf+WeqU9CcAQKGz4gmY87/ErvPUnudcl21SKyFZ6S1gXdol1lGEAUagf3YPL/e0aw
KSG/c69L3K2nBr8NnsTHO54A0KkKOEJKMO+Tu+z8dSRFfa8vJt+fbaV/wL3xXKOyEQ
KxJurGTCQ3uKyaeVEyyc5o0scvO05iaaS9cskkU2eAr jAoXNcS7dFMUNXJIBbnOwzc
vDmM1USnpob6ZEVYSNiQLKYVPsd50VQALVIYSSVT/LNXIN+QR4PSg7uX029itcXbp
zuJgBg8hnpZxKD1vWPzWs1lmyaC61S4Q0qiD4XL669NEMt rSpXjX1xFv5SGLWO7IE
TQttUOUgH2tarrFESGOV+354h8kW/CewMO3yR/rTV19HsZfBbuzCLMiURPmMK51gb
dizCD9mxd+LPuMPKoOnnoKgloFMgiono9bimJonGNKdfwhoRFFP8tIHZhkue9zqgb
AnjZazfsI6YyfGsshfjQ2xHUUT8tTXtNCA/yhhld3yplb2L fWwdwdGxcGrVugFhy3
fUBgeilL2cIfO9cn10Y19cIISwa++LpkVWLWUINORU+d2z5Yi9E2I3Tqoi7kt3PVA
GVFKK+Vpytf5f19vm53gfYPGHeF+V9fLZq2JrD4ewSzHSzbSTOLO2uIUCRVIQTXV
SCKiRVA700t jQHKFQKcrZLcUd1YE3uRcLqL4GM1HZMdRIQ2STEVZe8Ad5ZxoacTwW
nthYxDipYMhealLmXmePyTGXVOyo/btUe9gqOVErhxIrwWwxnonhQxronVR2go9695Ia
w/b1FdihjhBvVmymHdYXXCSbIKIPSE7MeAtOYXEmOly2MsqlbYv+XVwFpw9gYa6E
QwWMRS3Kd1bJgpuqZ4nOnHgZ1QewhilwWbF9M3Kz6EryAgQJ6Sgy7syHqdYh4MzVOE
+VMThZ5Q92DIQcJSPpPEKPDIfNbEYM7N6IcTmz6fj1L9s7X1oew==

=KH2Q

--750bb87f7cC- -

Unwrapping the encryption Cryptographic Layer yields the following
content:

Content-Type: multipart/signed; boundary="4e3b9ccaba";
protocol="application/pgp-signature"; micalg="pgp-sha512"

--4e3b9ccaba

Content-Type: multipart/mixed; boundary="6aed0cc9247"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Subject: BarCorp contract signed, let's go!

Message-ID: <multilayer+legacy-display@protected-headers.example>

--6ae0cc9247

Content-Type: text/rfc822-headers; charset="us-ascii"; protected-
headers="v1"

Content-Disposition: inline



Subject: BarCorp contract signed, let's go!
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--6ae@cc9247
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with an
account
on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.

Thanks, Alice

Alice Lovelace
President

OpenPGP Example Corp

--6ae0cc9247- -

--4e3b9ccaba
content-type: application/pgp-signature

WNUEARYKABOFA12tviMWIQTrhbtfozp14V6UTmPyMVUMTOT jjgAKCRDYMVUMTOT j
jgzVAQCXwrEyApDaRBeUX1kQOChb3RVpXcSO+BAROF1TSK3FXAEAS4hYWZXJID11p
UBe7D64qKa+fyQElakkIWgoqoaTSlgk=

=zdtG

--4e3b9ccaba- -
9.6. An Unfortunately Complex Example

For all of the potential complexity of the Cryptographic Envelope,
the Cryptographic Payload itself can be complex. The Cryptographic
Envelope in this example is the same as the previous example

(Section 9.5). The Cryptographic Payload has protected headers and a
legacy display part (also the same as Section 9.5), but in addition
Alice's MUA composes a message with both plaintext and HTML variants,
and Alice includes a single attachment as well.
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While this message is complex, a modern MUA could also plausibly
generate such a structure based on reasonable commands from the user
composing the message (e.g., Alice composes the message with a rich
text editor, and attaches a file to the message).

The key takeaway of this example is that the complexity of the
Cryptographic Payload (which may contain a Legacy Display part) is
independent of and distinct from the complexity of the Cryptographic
Envelope.

This message has the following structure:

L-multipart/encrypted
—application/pgp-encrypted
L—application/octet-stream

I (decrypts to)
L-multipart/signed
F—multipart/mixed — Cryptographic Payload
| —text/rfc822-headers ~ Legacy Display Part
| L-multipart/mixed
| F—multipart/alternative
| | F—text/plain
| | —text/html
| L—text/x-diff « attachment
L—application/pgp-signature

For this message, the session key is an AES-256 key with value
"1c489cfad9f3cObf3214bf34e6dad42b7f64005e59726baalbl17ffdefe6echbb52"
(in hex).

Received: from localhost (localhost [127.0.0.1]);
Mon, 21 Oct 2019 07:18:39 -0700 (UTC-07:00)

MIME-Version: 1.0

Content-Type: multipart/encrypted; boundary="241c1d8182";
protocol="application/pgp-encrypted"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Message-ID: <unfortunately-complex@protected-headers.example>

Subject:

--241c1d8182
content-type: application/pgp-encrypted

Version: 1

--241c1d8182
content-type: application/octet-stream
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wV4DR2b2udXyHrYSAQAAGHr r6FR4JVEU7eJP/tRMX/kaargXF/e5wrUW2Et3Ty8w
HbZhbIWw4vt9reojwemfCX99j9s6zmKCEaAYVwyDZTZd+28AINIScDgUVD9346CA
wcDMA3wv(gk35PDeyAQWALCNRUVFh7GjzxzLpu6he63MNSKNKFFDKz/mXp51007Je
EUzUd1Hbrmn40P/fznXrgP0oi62DG1JkH/A131EF5SqkxR71A9v9S3DnJ3PEjNAM9O
1rOgEmJInNKLGMOoFy3wkDDs6c/qQqjLZTtdTrfteQtHOrlLgrPLqQV+wbhfxGi6gBho7
mUBqbdidgqOpBKRs3k5vTXDr sSAhGUKKOVTZd5yYJOemBLtENKM6MpJdaGWg07CVnq
8/14U0MV11KEQQMB2gnrZ2wGXBD24jkaPefpPhLYa6WSOWL9E49fuo4AJy1CDxm8
aN2PQa+8VsBovsavh2BF50Auy0dGmjdrul00t8hD1KyFrogeGJ/JgEJFkX5kKOM6
jgwW+UZDws0ex3b7ikxM2Gbogq2WeOowWqrP7Q09vPUo7fabR74ngjl1VpjAdnY5v+cO
HVG+hdAB5dgxXXzI8xYIP7z3bm2refQldbomlc8cXb7UJwKhpVgTPdwjcheZDeE9
RVLWradRXPmTqGfWTWSSOsSPCcAXU5DKkOUXx17P1iRObKeCAmw2sUnwh9t6évTq+ZFIqQ
JmvsI++VTtKg5hignPV88pF5fvjDbbcTVHNEAMtMFXLFjGHtcz1dRNWAN8DOX]5F IxVbIgwkqVVmewoLmLJi3Lh9qil0oJ+
66XTQQtreq2GUHY5jHapulmTB2FRmbLftQ+yPsooNVvtzAroEwo2+NKNsHZdyqma
28ECMCbHbCkoVkDyyZDwx9HF8V+OVvVxW1lwW2feYISIfEbsR1000s5gMT6e+NZ71Lt
OmwxtPMOUZk6Hx0Cb+ZaqQDizZz1jp6NypFhz4rxbgZHU40UgQOQNdLKION1ipCKj2Q
FX7WBgggXt jMPUHCR6XH2+VPNOQN503exT1TCnrT9k2t+8IXB/hgVP/0QSHiI+og
AZQrF12j0bo6Cvs000jsy4rxfawiTo5HafaFBz8GpqQuUt4IGHZIofFGIMLU10Q==
=XtUM

--241c1d8182- -

Unwrapping the encryption Cryptographic Layer yields the following
content:
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Content-Type: multipart/signed; boundary="c72d4fa142";
protocol="application/pgp-signature"; micalg="pgp-sha512"

--c72d4fai142

Content-Type: multipart/mixed; boundary="6ae0cc9247"

From: Alice Lovelace <alice@openpgp.example>

To: Bob Babbage <bob@openpgp.example>

Date: Mon, 21 Oct 2019 07:18:11 -0700

Subject: BarCorp contract signed, let's go!

Message-ID: <unfortunately-complex@protected-headers.example>

--6ae@cc9247

Content-Type: text/rfc822-headers; charset="us-ascii"; protected-
headers="v1"

Content-Disposition: inline

Subject: BarCorp contract signed, let's go!

--6ae@cc9247
Content-Type: multipart/mixed; boundary="8dfc@e9ecf"

--8dfcee9ecf
Content-Type: multipart/alternative; boundary="32c4d5a901"

--32c4d5a901
Content-Type: text/plain; charset="us-ascii"

Hi Bob!

I just signed the contract with BarCorp and they've set us up with an
account
on their system for testing.

The account information is:

Site: https://barcorp.example/
Username: examplecorptest
Password: correct-horse-battery-staple

Please get the account set up and apply the test harness.
Let me know when you've got some results.

Thanks, Alice

Alice Lovelace
President

OpenPGP Example Corp



--32c4d5a901
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Content-Type: text/html; charset="us-ascii"

<html><head></head><body><p>Hi Bob!

</p><p>

I just signed the contract with BarCorp and they've set us up with an
account on their system for testing.

</p><p>

The account information is:

</p><dl>

<dt>Site</dt><dd><a href="https://barcorp.example/">https://barcorp.example/
</a></dd>

<dt>Username</dt><dd><tt>examplecorptest</tt></dd>

<dt>Password</dt><dd>correct-horse-battery-staple</dd>

</d1l><p>

Please get the account set up and apply the test harness.
</p><p>

Let me know when you've got some results.
</p><p>

Thanks, Alice<br/>

-- <br/>

Alice Lovelace<br/>

President<br/>

OpenPGP Example Corp<br/>
</p></body></html>

--32c4d5a901- -

- -8dfcee9ecf

Content-Type: text/x-diff; charset="us-ascii"
Content-Disposition: inline; filename="testharness-config.diff"

diff -ruN a/testharness.cfg b/testharness.cfg
--- a/testharness.cfg

+++ b/testharness.cfg

@@ -13,3 +13,8 @@

endpoint = https://openpgp.example/test/
username = testuser
password = MJVMZ1HR75mILg

+

+[barcorp]

+endpoint = https://barcorp.example/

+username = examplecorptest
+password correct-horse-battery-staple

--8dfcoe9ect- -

--6ae0cc9247--



--c72d4fa142
content-type: application/pgp-signature
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11.

11

WNUEARYKABOFA12tviMWIQTrhbtfozp14V6UTMPYMVUMTOT jjgAKCRDYMVUMTOT ]
JjuFdAQDjMySpe88yowVduslDi/IGFTGNN1dOZXpA3IGW5Ss8ZQD9H2zhBtiKXtc7
axmvtiKF4z1DdY/IgOKFfmyGX2WZrws=

=Sv5w

--c72d4fal142--

IANA Considerations

FIXME: register content-type parameter for legacy-display part

MAYBE: provide a list of user-facing headers, or a new "user-facing"
column in some table of known RFC5322 headers?

MAYBE: provide a comparable indicator for which headers are
"structural" ?

Security Considerations

This document describes a technique that can be used to defend
against two security vulnerabilities in traditional end-to-end
encrypted e-mail.

1. Subject Leak

While e-mail structure considers the Subject header to be part of the
message metadata, nearly all users consider the Subject header to be
part of the message content.

As such, a user sending end-to-end encrypted e-mail may inadvertently
leak sensitive material in the Subject line.

If the user's MUA uses Protected Headers and obscures the Subject
header as described in Section 4.2 then they can avoid this breach of
confidentiality.

.2. Signature Replay

A message without Protected Headers may be subject to a signature
replay attack, which attempts to violate the recipient's expectations
about message authenticity and integrity. Such an attack works by
taking a message delivered in one context (e.g., to someone else, at
a different time, with a different subject, in reply to a different
message), and replaying it with different message headers.


https://datatracker.ietf.org/doc/html/rfc5322
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11.

A MUA that generates all its signed messages with Protected Headers
gives recipients the opportunity to avoid falling victim to this
attack.

Guidance for how a message recipient can use Protected Headers to
defend against a signature replay attack are out of scope for this
document.

3. Participant Modification

A trivial (if detectable) attack by an active network adversary is to
insert an additional e-mail address in a "To" or "Cc" or "Reply-To"
or "From" header. This is a staging attack against message
confidentiality - it relies on followup action by the recipient.

For an encrypted message that is part of an ongoing discussion where
users are accustomed to doing "reply all", such an insertion would
cause the replying MUA to encrypt the replying message to the
additional party, giving them access to the conversation. If the
replying MUA quotes and attributes cleartext from the original
message within the reply, then the attacker learns the contents of
the encrypted message.

As certificate discovery becomes more automated and less noticeable
to the end user, this is an increasing risk.

An MUA that rejects Exposed Headers in favor of Protected Headers
should be able to avoid this attack when replying to a signed
message.

Privacy Considerations

This document only explicitly contemplates confidentiality protection
for the Subject header, but not for other headers which may leak
associational metadata. For example, "From" and "To" and "Cc" and
"Reply-To" and "Date" and "Message-Id" and "References" and "In-
Reply-To" are not explicitly necessary for messages in transit, since
the SMTP envelope carries all necessary routing information, but an
encrypted [RFC2822] message as described in this document will
contain all this associational metadata in the clear.

Although this document does not provide guidance for protecting the
privacy of this metadata directly, it offers a platform upon which
thoughtful implementations may experiment with obscuring additional
e-mail headers.


https://datatracker.ietf.org/doc/html/rfc2822
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13.

13.

14.

15.

15.

Document Considerations
[ RFC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial
changes can be suggested via merge requests at
https://github.com/autocrypt/protected-headers or by e-mail to the
authors. Please direct all significant commentary to the public IETF
LAMPS mailing list: spasm@ietf.org
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