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Abstract

This document reviews how multiple address discovery methods can
coexist in a single savi device and collisions are resolved when the
same binding entry is discovered by two or more methods.
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Introduction

There are currently several documents [I-D.ietf-savi-fcfs],
[I-D.ietf-savi-dhcp], [I-D.ietf-savi-send] that describe the
different methods by which a switch can discover and record bindings
between a node's layer3 address and a binding anchor and use that
binding to perform Source Address Validation.

The method used by nodes to assign the address drove the break down
into these multiple documents, whether StatelLess Autoconfiguration
(SLACC), Dynamic Host Control Protocol (DHCP), Secure Neighbor
Discovery (SeND) or manual. Each of these documents describes
separately how one particular discovery method deals with address
collisions.

While multiple assignment methods can be used in the same layer2
domain, a savi-switch might have to deal with a mix of binding
discovery methods. The purpose of this document is to provide
recommendations to avoid collisions and to review collisions handling
when two or more such methods come up with competing bindings.

Terminology

Mixed Address Assignment Methods Scenario

Currently, there are four SAVI solutions which cover different types

of address assignment methods:

1. SAVI-FCFS: SLAAC

2. SAVI-DHCP: stateful DHCP, static DHCP

3. SAVI-SeND: CGA with certificate, CGA without certificate

4 Manually configuration: static address manually configured by
administrator on SAVI device.

Any combination of address assignment methods can be potentially
found within a layer2 domain, and a savi device will have to
implement the corresponding savi discovery methods (savi solutions)
to prevent packets from valid sources to be filtered out. If more
than one SAVI solution is enabled on a SAVI device, the method is
referred to as "mix address assignment method" in this document.

Basic Structure
Different savi solutions are independent from each other, each one

handling its own entries. 1In the absence of a reconciliation, each
solution will reject packets sourced with an address it did not
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discovered. To prevent addresses discovered by one solution to be
filtered out by another, the binding table should be shared by all
the solutions. However this could create some conflict when the same
entry is discovered by two different methods: the main purpose of
this document is to resolve such conflicts if and when they happen.

5. Problem Scope, Statement and Solution
5.1. Problem Scope

This document reviews the case of collisions between different SAVI
solutions. Collision happening within a given solution is not in the
scope of this document.

5.2. Recommendations for preventing collisions

If each solution has a dedicated address space, collisions won't
happen. Thus, it is recommended to avoid overlap in the address
space across SAVI solutions enabled on any particular savi switch.
More specifically:

1. DHCP/Static: exclude the static address from the DHCP pool.

2. DHCP/SLAAC: separate the prefix scope of DHCP and SLAAC. Set the
A bit in Prefix information option of Router Advertisement for
SLAAC prefix. And set the M bit in Router Advertisement for DHCP
prefix. [RFC4861] [RFC4862].

3. SLAAC/Static: separate the prefix scope of SLAAC and Static. It
may be impossible in practice. SAVI device can perform DAD proxy
for static address to hold the address from SLAAC node.

4, SEND/non-SEND: In an environment where SeND is deployed, the only
way to avoid collisions in the SAVI devices is to have SeND-only
nodes. In a mixed environment, two nodes, SeND and non-SeND,
could configure the same address and the SAVI-device will have to
deal with a collision.

5.3. Binding on the Same Address

In situation where collisions could not be avoided, two cases should

be considered:

1. The same address is bound on two different binding anchors by
different SAVI solutions.

2. The same address is bound on the same binding anchor by different
SAVI solutions.


https://datatracker.ietf.org/doc/html/rfc4861
https://datatracker.ietf.org/doc/html/rfc4862
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5.3.1. Same Address on Different Binding Anchors
5.3.1.1. Basic preference

Within the SAVI perimeter, one address bound to a binding anchor by
one SAVI solution could also be bound by another SAVI solution to a
different binding anchor. For example an address could be initially
bound to a binding anchor by SAVI-FCFS solution. If another host is
assigned the same address from DHCP and the DAD procedure is not
performed, the same address will also be bound to the new binding
anchor. Both bindings are legitimate in the corresponding solution.

Though it is possible that the hosts and network can still work in
such scenario, the uniqueness of address is not assured. The SAVI
device must decide whom the address should be bound with. A binding
preference level based solution is proposed here.

To determine a proper preference level, following evidences are used:

1. "Duplicate Address Detection MUST be performed on all unicast
addresses prior to assigning them to an interface, regardless of
whether they are obtained through stateless autoconfiguration,

DHCPv6, or manual configuration,..." [RFC4862]

2. "A tentative address that is determined to be a duplicate as
described above MUST NOT be assigned to an interface,..."
[REC4862]

3. "The client SHOULD perform duplicate address detection on each of

the addresses in any IAs it receives in the Reply message before
using that address for traffic." [RFC3315]

4. "A SEND node that uses the CGA authorization method to protect
Neighbor Solicitations SHOULD perform Duplicate Address Detection
as follows. If Duplicate Address Detection indicates that the
tentative address is already in use, the node generates a new
tentative CGA. If after three consecutive attempts no non-unique
address is generated, it logs a system error and gives up
attempting to generate an address for that interface.

When performing Duplicate Address Detection for the first
tentative address, the node accepts both secured and unsecured
Neighbor Advertisements and Solicitations received in response to
the Neighbor Solicitations. When performing Duplicate Address
Detection for the second or third tentative address, it ignores
unsecured Neighbor Advertisements and Solicitations." [RFEC3971]

5. "The node MAY have a configuration option whereby it ignores
unsecured advertisements, even when performing Duplicate Address
Detection for the first tentative address. This configuration
option SHOULD be disabled by default. This is a recovery
mechanism for cases in which attacks against the first address
become common." [RFEC3971]


https://datatracker.ietf.org/doc/html/rfc4862
https://datatracker.ietf.org/doc/html/rfc4862
https://datatracker.ietf.org/doc/html/rfc3315
https://datatracker.ietf.org/doc/html/rfc3971
https://datatracker.ietf.org/doc/html/rfc3971
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From the above materials, FCFS is found to be a universal principle
with only one exception: SEND node may use a duplicate address if the
DAD NA is only from non-SEND node. And Duplicate Address Detection
is enforced to detect the uniqueness of address (though in [REC3315],
"SHOULD" is used but not "MUST"). The static address is not covered
in any document, as we believe the "manual configuration'" in
[REC4862] means address configured on host by user, but not static
address must be protected for servers and special purpose.

The following preference level can be inferred from listed materials

and above analysis:

1. SLAAC, DHCP and manually configured address by user have the same
priority.

2. SEND can have higher priority because it may configure an address
bound by non-SEND node.

3. Static address should have the highest priority to ensure
administrator having the right to manage the usage of address.

Combined solution preference with binding sequence, there will be 16
scenarios (Denote solutions by FCFS, DHCP, SEND, and Admin

correspondingly):

Existing Candidate PREFERENCE

FCFS FCFS In the scope of SAVI-SLAAC
FCFS DHCP FCFS

FCFS SEND SEND

FCFS Admin Admin

DHCP FCFS DHCP

DHCP DHCP In the scope of SAVI-DHCP
DHCP SEND SEND

DHCP Admin Admin

SEND FCFS SEND

SEND DHCP SEND

SEND SEND In the scope of SAVI-SEND
SEND Admin Admin

Admin FCFS Admin

Admin DHCP Admin

Admin SEND Admin

Admin Admin Candidate binding

5.3.1.2. 1Issues in Multiple SAVI Device Scenario

A single SAVI device doesn't have the information of all bound
addresses on the perimeter. Therefore a collision may not be
explicit based only on local bindings. To make the perimeter-scope
collision explicit to each SAVI device requires:


https://datatracker.ietf.org/doc/html/rfc3315
https://datatracker.ietf.org/doc/html/rfc4862
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1. A SAVI device must have the ability to know whether a local
binding setup request violate a binding on other SAVI devices or
not.

2. A SAVI device must have the ability to know whether a local
binding should be removed because the address is bound on another
SAVI device by solution with higher priority.

The first requirement is relatively easy to meet, as DAD must have
been performed on address bound by SAVI-SLAAC and SAVI-SEND, and
there is no need to check if a static address violates an existing
binding. However DAD is not required by SAVI-DHCP, and static
addresses must be prevented from being grabbed by other solutions.
Thus, following mechanisms MUST be enforced:

1. SAVI device MUST perform DAD procedure on DHCP address or track
if DAD performed by DHCP client itself is successful before
binding a DHCP address. Only if the DAD succeeds, the DHCP
address can be bound.

2. SAVI device MUST perform DAD proxy for static address. Or all
the other SAVI devices MUST be configured to deny static address
bound on other SAVI devices, in condition that SAVI-SEND is
enabled and it may bind a static address.

3. The second requirement is relatively hard to satisfy. Whenever
SAVI-SEND decides to bind an address even it is used by a non-
SEND node, and a bound address is bound manually to another
binding anchor, the SAVI device with the existing binding must
get noticed and delete the binding. Following mechanisms MUST be
enforced:

1. If the SAVI-SEND solution decides to bind an address despite
that the binding collides with an existing FCFS/DHCP address,
a SEND NA MUST be sent by the SAVI device.

2. If a SAVI device receives a SEND NA targeting at a local
bound address by FCFS and DHCP, it MUST remove the binding,
and announce the conflict to the host with the binding.

3. If a static address bound manually collides with any exiting
binding, the existing binding MUST be removed manually by
administrator, and the conflict MUST be announced to the host
with existing binding.

5.3.1.3. Conflict Announcement
If a host is prohibited from using a bound address, the violation

MUST be announced to it, through delivering one (or more) Neighbor
Advertisement message to the host.
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5.3.2. Same Address on the Same Binding Anchor

A binding may be set up on the same binding anchor by multiple
solutions. Generally, the binding lifetimes of different solutions
are different. Potentially, if one solution requires to remove the
binding, the node using the address may be taken the use right.

For example, a node performs DAD procedure after being assigned an
address from DHCP, then the address will also be bound by SAVI-FCFS.
If the SAVI-FCFS lifetime is shorter than DHCP lifetime, when the
SAVI-FCFS lifetime expires, it will request to remove the binding.
If the binding is removed, the node will not be able to use the
address even the DHCP lease time doesn't expire.

The solution proposed is to keep a binding as long as possible. A
binding is kept until it has been required to be removed by all the
solutions that ever set up it.
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