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Abstract

CBOR Web Token (CWT, REC 8392) Claims Sets sometimes do not need the
protection afforded by wrapping them into COSE, as is required for a
true CWT. This specification defines a CBOR tag for such unprotected
CWT claims sets (UCCS) and discusses conditions for its proper use.
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Introduction

A CBOR Web Token (CWT) as specified by [RFC8392] is always wrapped in
a CBOR Object Signing and Encryption (COSE, [RFC8152]) envelope.

COSE provides - amongst other things - the integrity protection
mandated by RFC 8392 and optional encryption for CWTs. Under the
right circumstances, though, a signature providing proof for
authenticity and integrity can be omitted from the information in a
CWT without compromising the intended goal of authenticity and
integrity. If a secure channel is established in an appropriate
fashion between two remote peers, and if that secure channel provides
the correct properties, it is possible to omit the protection
provided by COSE, creating a use case for unprotected CWT Claims
Sets.

This specification allocates a CBOR tag to mark Unprotected CWT
Claims Sets (UCCS) as such and discusses conditions for its proper
use.

This specification does not change [RFC8392]: A true CWT does not
make use of the tag allocated here; the UCCS tag is an alternative to
using COSE protection and a CWT tag.

Terminology
The terms Claim and Claims Set are used as in [RFC8392].
UCCS: Unprotected CWT Claims Set

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in


https://datatracker.ietf.org/doc/html/rfc8392
https://datatracker.ietf.org/doc/html/rfc8152
https://datatracker.ietf.org/doc/html/rfc8392
https://datatracker.ietf.org/doc/html/rfc8392
https://datatracker.ietf.org/doc/html/rfc8392
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BCP 14 [REC2119] [REC8174] when, and only when, they appear in all
capitals, as shown here.

Characteristics of a Secure Channel

A Secure Channel for the conveyance of UCCS needs to provide the
security properties that would otherwise be provided by COSE for a
CWT.

Secure Channels are often set up in a handshake protocol that agrees
a session key, where the handshake protocol establishes the
authenticity of one of both ends of the communication as well as
confidentiality. The session key can then be used to protect
confidentiality and integrity of the transfer of information inside
the secure channel. A well-known example of a such a secure channel
setup protocol is the TLS [RFC8446] handshake; the TLS record
protocol can then be used for secure conveyance.

If only authenticity/integrity is required, the secure channel needs
to be set up with authentication of the side that is providing the
UCCS. If confidentiality is also required, the receiving side also
needs to be authenticated.

IANA Considerations

In the registry [IANA.cbor-tags], IANA is requested to allocate the
tag in Table 1 from the FCFS space, with the present document as the
specification reference.

. R oo e e emeeoooo- +
| Tag | Data Item | Semantics |
Fomm oo - SR oo e e e e e e e e e e m oo oo +
| TBD6OG1 | map | Unprotected CWT Claims Set [RFCthis] |
B S o m e e e e mmemeoaooo- +

Table 1: Values for Tags
Security Considerations
The security considerations of [REC7049] and [RFC8392] apply.

{#secchan} discusses security considerations for secure channels, in
which UCCS might be used.


https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc8174
https://datatracker.ietf.org/doc/html/rfc8446
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Example

The example CWT Claims Set from Appendix A.1 of [RFC8392] can be
turned into an UCCS by enclosing it with a tag number TBD601:
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<TBD601>(

{
/ iss / 1: "coap://as.example.com",
/ sub / 2: "erikw",
/ aud / 3: "coap://light.example.com",
/ exp / 4: 1444064944,
/ nbf / 5: 1443944944,
/ iat / 6: 1443944944,
/ cti / 7: h'Gb71'

}

)
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