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1.

Introduction

This document defines a YANG [RFEC6020] data model for the
configuration of SNMP engines. The configuration model is consistent
with the MIB modules defined in [RFC3411], [RFC3412], [RFC3413],
[RFC3414], [RFC3415], [RFC3418], [RFC3584], [RFC5591] and [RFC6353]
but takes advantage of YANG's ability to define hierarchical
configuration data models. The structure of the model has been
derived from existing proprietary configuration models implemented as
command line interfaces.

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", '"NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14, [REC2119].


https://datatracker.ietf.org/doc/html/rfc6020
https://datatracker.ietf.org/doc/html/rfc3411
https://datatracker.ietf.org/doc/html/rfc3412
https://datatracker.ietf.org/doc/html/rfc3413
https://datatracker.ietf.org/doc/html/rfc3414
https://datatracker.ietf.org/doc/html/rfc3415
https://datatracker.ietf.org/doc/html/rfc3418
https://datatracker.ietf.org/doc/html/rfc3584
https://datatracker.ietf.org/doc/html/rfc5591
https://datatracker.ietf.org/doc/html/rfc6353
https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/bcp14
https://datatracker.ietf.org/doc/html/rfc2119
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2. Overview

In order to preserve the modularity of SNMP, the YANG configuration
data model is organized in a set of YANG submodules, all sharing the
same module namespace. This allows to add configuration support for
additional SNMP features while keeping the number of namespaces that
have to be dealt with down to a minimum.

Bjorklund & Schoenwaelder Expires September 13, 2012 [Page 4]



Internet-Draft A YANG Data Model for SNMP Configuration March 2012

3. Data Model
3.1. General Considerations

Most YANG nodes are mapped 1-1 to the corresponding MIB object. The
"reference" statement is used to indicate which corresponding MIB
object the YANG node is mapped to. When there is not a simple 1-1
mapping, the "description" statement explains the mapping.

3.2. Common Definitions

The submodule "ietf-snmp-common" defines a set of common typedefs,
features, and the top-level container "snmp". All configuration
parameters defined in the other submodules are organized under this
top-level container.

This submodule defines four YANG features:

proxy: A server implements this feature if it can act as an SNMP
Proxy.

notification-filter: A server implements this feature if it supports
SNMP notification filtering.

tsm: A server implements this feature if it supports the Transport
Security Model (tsm) [RFC5591].

tlstm: A server implements this feature if it supports the Transport
Layer Security (TLS) Transport Model (tlstm) [RFC6353].

3.3. Engine Configuration

The submodule "ietf-snmp-engine", which defines configuration
parameters that are specific to SNMP engines, has the following
structure:

+--rw snmp
+--rw engine
+--rw enabled? boolean
+--rw listen
| +--rw udp [ip port]

| +--rw ip inet:ip-address
| +--rw port inet:port-number
+--rw version

|  +--rw v1? empty

|  +--rw v2c? empty

|  +--rw v3? empty

+--rw engine-id? snmp:engine-id


https://datatracker.ietf.org/doc/html/rfc5591
https://datatracker.ietf.org/doc/html/rfc6353
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The leaf "/snmp/engine/enabled" can be used to enable/disable an SNMP
engine.

The container "/snmp/engine/listen" provides configuration of the
transport endpoints the engine is listening to. In this submodule,
SNMP over UDP is defined. TLS and Datagram Transport Layer Security
(DTLS) are also supported, defined in "ietf-snmp-tls" (Section 3.11).
The "listen" container is expected to be augmented for other
transports.

The "/snmp/engine/version" container can be used to enable/disable
the different message processing models.

3.4. Target Configuration
The submodule "ietf-snmp-target", which defines configuration
parameters that correspond to the objects in SNMP-TARGET-MIB, has the

following structure:

+--rw snmp
+--rw target [name]

+--rw name snmp:identifier

+--rw (transport)

| +--:(udp)

| +--rw udp

| +--rw ip inet:ip-address
| +--rw port? inet:port-number
| +--rw prefix-length? uints

+--rw tag* snmp:identifier

+--rw timeout? uint32
+--rw retries? uints8
+--rw (params)?

An entry in the list "/snmp/target" corresponds to an
"snmpTargetAddrEntry".

The "snmpTargetAddrTDomain" and "snmpTargetAddrTAddress" objects are
mapped to transport-specific YANG nodes. Each transport is
configured as a separate case in the "transport" choice. 1In this
submodule, SNMP over UDP is defined. TLS and DTLS are also
supported, defined in "ietf-snmp-tls" (Section 3.11). The
"transport" choice is expected to be augmented for other transports.

In order to provide a simpler configuration model with less cross-
references, the "target" list also inlines the
"snmpTargetParamsEntry" pointed to by "snmpTargetAddrParams". This
is accomplished with a choice "params", which is augmented by
security model specific submodules, currently "ietf-snmp-community"
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(Section 3.7), "ietf-snmp-usm" (Section 3.9), and "ietf-snmp-tls"
(Section 3.11).

The YANG model does not define a separate list that maps directly to
"snmpTargetParamsTable". Since "snmpProxyTable" also has a reference
to this table, "snmpProxyTable" also has a choice "params" which is
augmented by security model specific submodules (Section 3.6).

3.5. Notification Configuration

The submodule "ietf-snmp-notification", which defines configuration
parameters that correspond to the objects in SNMP-NOTIFICATION-MIB,
has the following structure:

+--rw snmp
+--rw notify [name]
| +--rw name snmp:identifier
| +--rw tag leafref
| +--rw type? enumeration
+--rw notify-filter-profile [name]
| +--rw name snmp:identifier
| +--rw include* wildcard-object-identifier
| +--rw exclude* wildcard-object-identifier
+--rw enable-authen-traps? boolean

It also augments the "target" list defined in the "ietf-snmp-target"
submodule (Section 3.4) with one leaf:

+--rw snmp
+--rw target [name]

+--rw notify-filter-profile? leafref

An entry in the list "/snmp/notify" corresponds to an
"snmpNotifyEntry".

An entry in the list "/snmp/notify-filter-profile" corresponds to an
"snmpNotifyFilterProfileEntry". 1In the MIB, there is a sparse
relationship between "snmpTargetParamsTable" and
"snmpNotifyFilterProfileTable". In the YANG model, this sparse
relationship is represented with a leafref leaf
"notify-filter-profile" in the "/snmp/target" list, which refers to
an entry in the "/snmp/notify-filter-profile" list.

The "snmpNotifyFilterTable" is represented as a list "filter" within
the "/snmp/notify-filter-profile" list.
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3.6. Proxy Configuration
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The submodule "ietf-snmp-proxy", which defines configuration
parameters that correspond to the objects in SNMP-PROXY-MIB, has the

following structure:

+--rw snmp

+--rw proxy [name]
+--rw name
+--rw type
+--rw context-engine-id
+--rw context-name?
+--rw params-in
| +--rw (params)
+--rw single-target-out?
+--rw multiple-target-out?

snmp:identifier
enumeration
snmp:engine-id
snmp:context-name

leafref
leafref

An entry in the list "/snmp/proxy" corresponds to an

"snmpProxyEntry".

Like the "target" list (Section 3.4),

the "proxy" list inlines the

"snmpTargetParamsentry" pointed to by "snmpProxyTargetParamsIn".
This is accomplished with a choice "params", which is augmented by
security model specific submodules, currently "ietf-snmp-community"
(Section 3.7), "ietf-snmp-usm" (Section 3.9), and "ietf-snmp-tls"

(Section 3.11).

3.7. Community Configuration

The submodule "ietf-snmp-community", which defines configuration
parameters that correspond to the objects in SNMP-COMMUNITY-MIB, has

the following structure:

+--rw snmp

+--rw community [index]
+--rw index
+--rw (name)?
| +--:(text-name)
| | +--rw text-name?
| +--:(binary-name)
| +--rw binary-name?
+--rw security-name
+--rw engine-id?
+--rw context?
+--rw target-tag?

snmp:identifier

string

binary
snmp:security-name
snmp:engine-id
snmp:context-name
leafref

It also augments the "/snmp/target/params" and "/snmp/proxy/
params-in/params" choices with nodes for the Community-Based Security
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Model used by SNMPv1l and SNMPv2c:

+--rw snmp
+--rw target [name]

+--rw (params)?

I

|| +--:(v1)

| | | +--rw vl

|1 | +--rw community leafref
| | +--:(v2c)

| ] +--rw v2c

| ] +--rw community leafref
| +--rw mms? union

+--rw proxy

+--rw params-in
+--rw params
+--:1(v1)
| +--rw vi
| +--rw community leafref
+--:(v2c)
+--rw v2c
+--rw community leafref

An entry in the list "/snmp/community" corresponds to an
"snmpCommunityEntry".

When a case "v1" or "v2c" is chosen, it implies a
snmpTargetParamsMPModel ©@ (SNMPvl) or 1 (SNMPv2), and a
snmpTargetParamsSecurityModel 1 (SNMPv1l) or 2 (SNMPv2), respectively.
Both cases implies a snmpTargetParamsSecuritylLevel of noAuthNoPriv.

3.8. View-based Access Control Model Configuration
The submodule "ietf-snmp-vacm", which defines configuration

parameters that correspond to the objects in SNMP-VIEW-BASED-ACM-MIB,
has the following structure:
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+--rw snmp
+--rw vacm
+--rw group [name]

| +--rw name group-name
+--rw member [security-name]
| +--rw security-name snmp:security-name

| +--rw security-model* snmp:security-model
+--rw access [context security-model security-level]

I
I
I
I
| +--rw context snmp:context-name
| +--rw context-match? enumeration
| +--rw security-model snmp:security-model-or-any
| +--rw security-level snmp:security-level
| +--rw read-view? leafref
| +--rw write-view? leafref
| +--rw notify-view? leafref
+--rw view [name]
+--rw name view-name

+--rw include* snmp:wildcard-object-identifier
+--rw exclude* snmp:wildcard-object-identifier

The "vacmSecurityToGroupTable" and "vacmAccessTable" are mapped to a
structure of nested lists in the YANG model. Groups are defined in
the list "/snmp/vacm/group" and for each group there is a sublist
"member" that maps to "vacmSecurityToGroupTable", and a sublist
"access" that maps to "vacmAccessTable".

MIB views are defined in the list "/snmp/vacm/view" and for each MIB
view there is a leaf-1list of included subtree families and a leaf-
list of excluded subtree families. This is more compact and thus a
more readable representation of the "vacmViewTreeFamilyTable".

3.9. User-based Security Model Configuration

The submodule "ietf-snmp-usm", which defines configuration parameters
that correspond to the objects in SNMP-USER-BASED-SM-MIB, has the
following structure:

+--rw snmp
+--rw usm

+--rw local

| +--rw user [name]

| +-- {common user params}

+--rw remote [engine-id]
+--rw engine-id snmp:engine-id
+--rw user [name]

+-- {common user params}

The "{common user params}" are:
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+--rw name snmp:identifier
+--rw auth?
| +--rw (protocol)

| +--:(md5)
| |  +--rw md5
| | +-- {common key params}
| +--:(sha)
| +--rw sha
| +-- {common key params}
+--rw priv?
+--rw (protocol)
+--:(des)
| +--rw des
| +-- {common key params}
+--:(aes)
+--rw aes

+-- {common key params}
The "{common key params}" are:

+--rw (key-type)?
+--:(password)
| +--rw password? string
+--:(key)
+--rw key? string

It also augments the "/snmp/target/params" and "/snmp/proxy/
params-in/params" choices with nodes for the SNMP User-based Security

Model.

+--rw snmp
+--rw target [name]

+--rw (params)?

I

| +--:(usm)

| +--rw usm

| +--rw user-name

| +--rw security-level
+--rw proxy [nhame]

+--rw params-in
+--rw (params)
+--:(usm)
+--rw usm
+--rw user-name

+--rw security-level

snmp:security-name
security-level

snmp:security-name
security-level

In the MIB, there is a single table with local and remote users,



Bjorklund & Schoenwaelder Expires September 13, 2012 [Page 11]



Internet-Draft A YANG Data Model for SNMP Configuration March 2012

indexed by the engine id and user name. In the YANG model, there is
one list of local users, and a nested list of remote users.

In the MIB, there are several objects related to changing the
authentication and privacy keys. These objects are not present in
the YANG model. 1Instead, there is a choice between a password or a
localized key. If a password is given, it is used by the server to
calculate a localized key, which is stored in the configuration. The
clear-text password is never stored. This implies that if the engine
id is changed, all users keys need to be changed as well.

3.10. Transport Security Model Configuration

The submodule "ietf-snmp-tsm", which defines configuration parameters
that correspond to the objects in SNMP-TSM-MIB, has the following
structure:

+--rw snmp
+--rw tsm
+--rw use-prefix? boolean

It also augments the "/snmp/target/params" and "/snmp/proxy/
params-in/params" choices with nodes for the SNMP Transport Security

Model.

+--rw snmp
+--rw target [name]

+--rw (params)?

|

| +--:(tsm)

| +--rw tsm

| +--rw security-name snmp:security-name
| +--rw security-level security-level
+--rw proxy [name]

+--rw params-in
+--rw (params)

+--:(tsm)
+--rw tsm
+--rw security-name snmp:security-name
+--rw security-level security-level

3.11. Transport Layer Security Transport Model Configuration

The submodule "ietf-snmp-tls", which defines configuration parameters
that correspond to the objects in SNMP-TLS-TM-MIB, has the following
structure:
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+--rw snmp
+--rw target [name]

+--rw (transport)

I

|

| +--:(tls)

| | +--rw tls

| | +-- {common (d)tls transport params}

| +--:(dtls)

| +--rw dtls

| +-- {common (d)tls transport params}

+--rw tlstm

+--rw cert-to-security-name [id]

+--rw id uint32
+--rw fingerprint? tls-fingerprint
+--rw map-type? identityref

+--rw cert-specified-security-name? admin-string
The "{common (d)tls transport params}" are:

+--rw ip? inet:ip-address

+--rw port? inet:port-number

+--rw client-fingerprint? tls-fingerprint

+--rw (server-identification)?
+--:(server-fingerprint)
| +--rw server-fingerprint? tls-fingerprint
+--:(server-identity)
+--rw server-identity? admin-string

It also augments the "/snmp/engine/listen" container with objects for
the D(TLS) transport endpoints:

+--rw snmp
+--rw engine
+--rw listen
+--rw tls [ip port]

| +--rw ip inet:ip-address
| +--rw port inet:port-number
+--rw dtls [ip port]

+--rw ip inet:ip-address

+--rw port inet:port-number
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4. Definitions

4.1. Module 'ietf-snmp'
<CODE BEGINS> file "ietf-snmp.yang"
module ietf-snmp {

namespace "urn:ietf:params:xml:ns:yang:ietf-snmp";
prefix snmp;

include ietf-snmp-common {
revision-date 2012-03-07;

}

include ietf-snmp-engine {
revision-date 2012-03-07;

}

include ietf-snmp-target {
revision-date 2012-03-07;

}

include ietf-snmp-notification {
revision-date 2012-03-07;

}

include ietf-snmp-proxy {
revision-date 2012-03-07;

}

include ietf-snmp-community {
revision-date 2012-03-07;

}

include ietf-snmp-usm {
revision-date 2012-03-07;

}

include ietf-snmp-tsm {
revision-date 2012-03-07;

}

include ietf-snmp-vacm {
revision-date 2012-03-07;

}

include ietf-snmp-tls {
revision-date 2012-03-07;

}

organization
"IETF NETMOD (NETCONF Data Modeling Language) Working Group";

contact
"WG Web: <http://tools.ietf.org/wg/netmod/>
WG List: <mailto:netmod@ietf.org>



http://tools.ietf.org/wg/netmod/
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WG Chair: David Kessens
<mailto:david.kessens@nsn.com>

WG Chair: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>

Editor: Martin Bjorklund
<mailto:mbj@tail-f.com>

Editor: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>";

description
"This module contains a collection of YANG definitions for
configuring SNMP engines.

Copyright (c) 2011 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC XXXX; see
the RFC itself for full legal notices.";

// RFC Ed.: replace XXXX with actual RFC number and remove this
// note.

// RFC Ed.: update the date below with the date of RFC publication
// and remove this note.

revision 2012-03-07 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Model for SNMP Configuration";

<CODE ENDS>


http://trustee.ietf.org/license-info
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4.2. Submodule 'ietf-snmp-common'
<CODE BEGINS> file "ietf-snmp-common.yang"
submodule ietf-snmp-common {

belongs-to ietf-snmp {
prefix snmp;

}
organization
"IETF NETMOD (NETCONF Data Modeling Language) Working Group";
contact
"WG Web: <http://tools.ietf.org/wg/netmod/>
WG List: <mailto:netmod@ietf.org>
WG Chair: David Kessens
<mailto:david.kessens@nsn.com>
WG Chair: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>
Editor: Martin Bjorklund
<mailto:mbj@tail-f.com>
Editor: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>";
description

"This submodule contains a collection of common YANG definitions
for configuring SNMP engines.

Copyright (c) 2011 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC XXXX; see
the RFC itself for full legal notices.";

// RFC Ed.: replace XXXX with actual RFC number and remove this
// note.


http://tools.ietf.org/wg/netmod/
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// RFC Ed.

A YANG Data Model for SNMP Configuration March 2012

: update the date below with the date of RFC publication

// and remove this note.

revision 2012-03-07 {
description
"Initial revision.";

reference

"RFC XXXX: A YANG Data Model for SNMP Configuration";

}

/* Collection of SNMP features */

feature proxy {
description
"A server implements this feature if it can act as an
SNMP Proxy";

}

feature notification-filter {
description
"A server implements this feature if it supports SNMP
notification filtering.";

}

feature tsm {
description
"A server implements this feature if it supports the
Transport Security Model for SNMP.";

reference

"REC5591: Transport Security Model for the

}

Simple Network Management Protocol (SNMP)";

feature tlstm {
description
"A server implements this feature if it supports the
Transport Layer Security Transport Model for SNMP.";

reference

"REC6353: Transport Layer Security (TLS) Transport Model for

3

the Simple Network Management Protocol (SNMP)";

/* Collection of SNMP specific data types */

typedef admin-string {
type string {
length "@©..255";

}


https://datatracker.ietf.org/doc/html/rfc5591
https://datatracker.ietf.org/doc/html/rfc6353
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description
"Represents and SnmpAdminString as defined in RFC 3411.

Note that the size of an SnmpAdminString is measured in
octets, not characters.";
reference "SNMP-FRAMEWORK-MIB.SnmpAdminString";

}

typedef identifier {
type admin-string {
length "1..32";
}
description
"Identifiers are used to name items in the SNMP configuration
data store.";

}

typedef context-name {
type admin-string {
length "0..32";
}
description
"The context type represents an SNMP context name.";

}

typedef security-name {
type admin-string {
length "1..32";
3
description
"The security-name type represents an SNMP security name.";
reference

mnmi .
4

}

typedef security-model {
type union {
type enumeration {
enum vi { value 1;
enum v2c { value 2;
enum usm { value 3;
enum tsm { value 4;

[SSE S N N’

}
type int32 {
range "1..2147483647";
}
}

reference


https://datatracker.ietf.org/doc/html/rfc3411
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"REC3411: An Architecture for Describing SNMP Management
Frameworks";

}

typedef security-model-or-any {
type union {
type enumeration {
enum any { value 0; }

}

type security-model;
}
reference
"REC3411: An Architecture for Describing SNMP Management
Frameworks";

}

typedef security-level {
type enumeration {
enum no-auth-no-priv { value 1; }

enum auth-no-priv { value 2; }
enum auth-priv { value 3; }
}
reference

"REC3411: An Architecture for Describing SNMP Management
Frameworks";

}

typedef engine-id {

type string {
pattern '([0-9a-fA-F]){2}(:([0-9a-fA-F]){2}){4,31}";

}

description
"The Engine ID specified as a list of colon-specified hexa-
decimal octets e.g. '4F:4C:41:71'.";

reference
"REC3411: An Architecture for Describing SNMP Management

Frameworks";

}

typedef wildcard-object-identifier {
type string;
description
"The wildcard-object-identifier type represents an SNMP object
identifier where subidentifiers can be given either as a label,
in numeric form, or a wildcard, represented by a *.";

}

container snmp {


https://datatracker.ietf.org/doc/html/rfc3411
https://datatracker.ietf.org/doc/html/rfc3411
https://datatracker.ietf.org/doc/html/rfc3411
https://datatracker.ietf.org/doc/html/rfc3411
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description
"Top-level container for SNMP related configuration and
status objects.";

}

<CODE ENDS>

4.3. Submodule 'ietf-snmp-engine'
<CODE BEGINS> file "ietf-snmp-engine.yang"
submodule ietf-snmp-engine {

belongs-to ietf-snmp {
prefix snmp;

}

import ietf-inet-types {
prefix inet;

}

include ietf-snmp-common;

organization
"IETF NETMOD (NETCONF Data Modeling Language) Working Group";

contact
"WG Web: <http://tools.ietf.org/wg/netmod/>
WG List: <mailto:netmod@ietf.org>

WG Chair: David Kessens
<mailto:david.kessens@nsn.com>

WG Chair: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>

Editor: Martin Bjorklund
<mailto:mbj@tail-f.com>

Editor: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>";

description
"This submodule contains a collection of YANG definitions
for configuring SNMP engines.


http://tools.ietf.org/wg/netmod/
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Copyright (c) 2011 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC XXXX; see
the RFC itself for full legal notices.";

// RFC Ed.: replace XXXX with actual RFC number and remove this
// note.

// RFC Ed.: update the date below with the date of RFC publication
// and remove this note.

revision 2012-03-07 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Model for SNMP Configuration";

}

augment /snmp:snmp {
container engine {

description
"Configuration of the SNMP engine.";

leaf enabled {
type boolean;
default "false";
description
"Enables the SNMP engine.";

}

container listen {
description
"Configuration of the transport endpoints on which the
engine listens. Submodules providing configuration for
additional transports are expected to augment this
container.";

list udp {


http://trustee.ietf.org/license-info
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key "ip port";

description
"A list of IPv4 and IPv6 addresses and ports to which the
engine listens.";

leaf ip {
type inet:ip-address;
description
"The IPv4 or IPv6 address on which the engine
listens.";
}
leaf port {
type inet:port-number;
description
"The UDP port on which the engine listens.";

3
b
}

container version {
description
"SNMP version used by the engine";
leaf vi1 {
type empty;
}
leaf v2c {
type empty;
}
leaf v3 {
type empty;
}
}

leaf engine-id {
type snmp:engine-id;
description
"The local SNMP engine's administratively-assigned unique
identifier.

If this leaf is not set, the device automatically
calculates an engine id, as described in RFC 3411. A
server MAY initialize this leaf with the automatically
created value.";
reference "SNMP-FRAMEWORK-MIB.snmpEngineID";
}
}
}
}


https://datatracker.ietf.org/doc/html/rfc3411
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<CODE ENDS>

4.4. Submodule 'ietf-snmp-target'
<CODE BEGINS> file "ietf-snmp-target.yang"
submodule ietf-snmp-target {

belongs-to ietf-snmp {
prefix snmp;

}

import ietf-inet-types {
prefix inet;

}

include ietf-snmp-common;

organization
"IETF NETMOD (NETCONF Data Modeling Language) Working Group";

contact
"WG Web: <http://tools.ietf.org/wg/netmod/>
WG List: <mailto:netmod@ietf.org>

WG Chair: David Kessens
<mailto:david. kessens@nsn.com>

WG Chair: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>

Editor: Martin Bjorklund
<mailto:mbj@tail-f.com>

Editor: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>";

description
"This submodule contains a collection of YANG definitions
for configuring SNMP targets.

Copyright (c) 2011 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions


http://tools.ietf.org/wg/netmod/

Bjorklund & Schoenwaelder Expires September 13, 2012 [Page 23]



Internet-Draft A YANG Data Model for SNMP Configuration March 2012

Relating to IETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC XXXX; see
the RFC itself for full legal notices.";

// RFC Ed.: replace XXXX with actual RFC number and remove this
// note.

reference
"RFC3413: Simple Network Management Protocol (SNMP)
Applications";

// RFC Ed.: update the date below with the date of RFC publication
// and remove this note.

revision 2012-03-07 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Model for SNMP Configuration";

3

augment /snmp:snmp {

list target {
key name;
description
"List of targets.";
reference "SNMP-TARGET-MIB.snmpTargetAddrTable";

leaf name {
type snmp:identifier;
description
"Identifies the target.";
reference "SNMP-TARGET-MIB.snmpTargetAddrName";
}
choice transport {
mandatory true;
description
"Transport address of the target.

The snmpTargetAddrTDomain and snmpTargetAddrTAddress

objects are mapped to transport-specific YANG nodes. Each

transport is configured as a separate case in this

choice. Submodules providing configuration for additional

transports are expected to augment this choice.";
reference "SNMP-TARGET-MIB.snmpTargetAddrTDomain


http://trustee.ietf.org/license-info
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SNMP-TARGET-MIB.snmpTargetAddrTAddress";
case udp {
reference "SNMPv2-TM.snmpUDPDomain
TRANSPORT-ADDRESS-MIB. transportDomainUdpIpv4
TRANSPORT -ADDRESS-MIB. transportDomainUdpIpv4z
TRANSPORT-ADDRESS-MIB. transportDomainUdpIpv6
TRANSPORT-ADDRESS-MIB. transportDomainUdpIpv6z";
container udp {
leaf ip {
type inet:ip-address;
mandatory true;
reference "SNMP-TARGET-MIB.snmpTargetAddrTAddress";
}
leaf port {
type inet:port-number;
default 162;
description
"UDP port number";
reference "SNMP-TARGET-MIB.snmpTargetAddrTAddress";
}
leaf prefix-length {
type uint8;
description
"The value of this leaf must match the value of
../snmp:ip. If ../snmp:ip contains an ipv4 address,
this leaf must be less than or equal to 32. If it
contains an ipv6 address, it must be less than or
equal to 128.

Note that the prefix-length is currently only used
by the Community-based Security Model to filter
incoming messages. Furthermore, the prefix-length
filtering does not cover all possible filters
supported by the corresponding MIB object.";
reference '"SNMP-COMMUNITY-MIB.snmpTargetAddrTMask";

b
}
}

b
leaf-1list tag {

type snmp:identifier;
description
"List of tag values used to select target address.";
reference "SNMP-TARGET-MIB.snmpTargetAddrTagList";
}
leaf timeout {
type uint32;
units "@.01 seconds";
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default 1500;
description
"Needed only if this target can receive
InformRequest-PDUs.";
reference "SNMP-TARGET-MIB.snmpTargetAddrTimeout";
}
leaf retries {
type uint8;
default 3;
description
"Needed only if this target can receive
InformRequest-PDUs.";
reference "SNMP-TARGET-MIB.snmpTargetAddrRetryCount";
}
choice params {
description
"This choice is augmented with case nodes containing
security model specific configuration parameters. Each
such case represents one entry in the
snmpTargetParamsTable.

When the snmpTargetAddrParams object contains a reference
to a non-existing snmpTargetParamsEntry, this choice does
not contain any case, and vice versa.";
reference "SNMP-TARGET-MIB.snmpTargetAddrParams
SNMP-TARGET-MIB.snmpTargetParamsTable";

<CODE ENDS>

4.5. Submodule 'ietf-snmp-notification'
<CODE BEGINS> file "ietf-snmp-notification.yang"
submodule ietf-snmp-notification {

belongs-to ietf-snmp {
prefix snmp;

}

include ietf-snmp-common;
include ietf-snmp-target;

organization
"IETF NETMOD (NETCONF Data Modeling Language) Working Group";
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contact
"WG Web: <http://tools.ietf.org/wg/netmod/>
WG List: <mailto:netmod@ietf.org>

WG Chair: David Kessens
<mailto:david.kessens@nsn.com>

WG Chair: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>

Editor: Martin Bjorklund
<mailto:mbj@tail-f.com>

Editor: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs-university.de>";

description
"This submodule contains a collection of YANG definitions
for configuring SNMP notifications.

Copyright (c) 2011 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC XXXX; see
the RFC itself for full legal notices.";

// RFC Ed.: replace XXXX with actual RFC number and remove this
// note.

reference
"RFC3413: Simple Network Management Protocol (SNMP)
Applications";

// RFC Ed.: update the date below with the date of RFC publication
// and remove this note.

revision 2012-03-07 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Model for SNMP Configuration";


http://tools.ietf.org/wg/netmod/
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}

augment /snmp:snmp {

list notify {
key name;
description
"Targets that will receive notifications.

Entries in this lists are mapped 1-1 to entries in
snmpNotifyTable, except that if an entry in snmpNotifyTable
has a snmpNotifyTag for which no snmpTargetAddrEntry exists,
then the snmpNotifyTable entry is not mapped to an entry in
this list.";

reference "SNMP-NOTIFICATION-MIB.snmpNotifyTable";

leaf name {
type snmp:identifier;
description
"An arbitrary name for the list entry.";
reference "SNMP-NOTIFICATION-MIB.snmpNotifyName";

}
leaf tag {
type leafref {
path "/snmp/target/tag";
}
mandatory true;
description
"Target tag, selects a set of notification targets.";
reference "SNMP-NOTIFICATION-MIB.snmpNotifyTag";
}
leaf type {
type enumeration {
enum trap { value 1; }
enum inform { value 2; }
}
default trap;
description
"Defines the notification type to be generated.";
reference "SNMP-NOTIFICATION-MIB.snmpNotifyType";
3
3

list notify-filter-profile {
if-feature snmp:notification-filter;
key name;

description
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"Notification filter profiles.

The leaf /snmp/target/notify-filter-profile is used
to associate a filter profile with a target.

If an entry in this list is referred to by one or more
/snmp/target/notify-filter-profile, each such
notify-filter-profile is represented by one
snmpNotifyFilterProfileEntry.

If an entry in this list is not referred to by any
/snmp/target/notify-filter-profile, the entry is not mapped
to snmpNotifyFilterProfileTable.";
reference "SNMP-NOTIFICATION-MIB.snmpNotifyFilterProfileTable
SNMP-NOTIFICATION-MIB.snmpNotifyFilterTable";

leaf name {
type snmp:identifier;
description
"Name of the filter profile";
reference
"SNMP-NOTIFICATION-MIB.snmpNotifyFilterProfileName";
}

leaf-1list include {
type wildcard-object-identifier;
description
"A family of subtrees included in this filter.";
reference "SNMP-NOTIFICATION-MIB.snmpNotifyFilterSubtree
SNMP-NOTIFICATION-MIB.snmpNotifyFilterMask
SNMP-NOTIFICATION-MIB.snmpNotifyFilterType";

}

leaf-1list exclude {
type wildcard-object-identifier;
description
"A family of subtrees excluded from this filter.";
reference "SNMP-NOTIFICATION-MIB.snmpNotifyFilterSubtree
SNMP-NOTIFICATION-MIB.snmpNotifyFilterMask
SNMP-NOTIFICATION-MIB.snmpNotifyFilterType";
}
}

leaf enable-authen-traps {
type boolean;
description
"Indicates whether the SNMP entity is permitted to
generate authenticationFailure traps.";
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reference "SNMPv2-MIB.snmpEnableAuthenTraps";

b
}

augment /snmp:snmp/snmp:target {
reference "SNMP-NOTIFICATION-MIB.snmpNotifyFilterProfileTable";
leaf notify-filter-profile {
if-feature snmp:notification-filter;
type leafref {
path "/snmp/notify-filter-profile/name";
}
description
"This leafref leaf is used to represent the sparse
relationship between the /snmp/target list and the
/snmp/notify-filter-profile list.";

reference "SNMP-NOTIFICATION-MIB.snmpNotifyFilterProfileName";

<CODE ENDS>

4.6. Submodule 'ietf-snmp-proxy'
<CODE BEGINS> file "ietf-snmp-proxy.yang"
submodule ietf-snmp-proxy {

belongs-to ietf-snmp {
prefix snmp;

}

include ietf-snmp-common;
include ietf-snmp-target;

organization
"IETF NETMOD (NETCONF Data Modeling Language) Working Group";

contact
"WG Web: <http://tools.ietf.org/wg/netmod/>
WG List: <mailto:netmod@ietf.org>

WG Chair: David Kessens
<mailto:david.kessens@nsn.com>

WG Chair: Juergen Schoenwaelder
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<mailto:j.schoenwaelder@jacobs-university.de>

Editor: Martin Bjorklund
<mailto:mbj@tail-f.com>

Editor: Juergen Schoenwaelder
<mailto:j.schoenwaelder@jacobs