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Abstract

This memo describes algorithms for deterministically generating
parameters for elliptic curves over prime fields offering high
practical security in cryptographic applications, including Transport
Layer Security (TLS) and X.509 certificates. The algorithms can
generate domain parameters at any security level for modern (twisted)
Edwards curves.
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Introduction

Since the 1initial standardization of elliptic curve cryptography
(ECC) 1in [SEC1] there has been significant progress related to both
efficiency and security of curves and implementations. Notable
examples are algorithms protected against certain side-channel
attacks, different 'special' prime shapes which allow faster modular
arithmetic, and a larger set of curve models from which to choose.
There is also concern in the community regarding the generation and
potential weaknesses of the curves defined in [NIST].
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This memo describes a deterministic algorithm for generation of
elliptic curves for cryptography. The constraints in the generation
process produce curves that support constant-time, exception-free
scalar multiplications that are resistant to a wide range of side-
channel attacks including timing and cache attacks, thereby offering
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high practical security 1in cryptographic applications. The
deterministic algorithm operates without any hidden parameters,
reliance on randomness or any other processes offering opportunities
for manipulation of the resulting curves. The selection between
curve models 1is determined by choosing the curve form that supports
the fastest (currently known) complete formulas for each modularity
option of the underlying field prime. Specifically, the twisted
Edwards curve -x"2 + y72 = 1 + dx”2y*2 is used for primes p with p =
1 mod 4, and the Edwards curve x"2 + y?2 = 1 + dx*2y*2 dis used with
primes p with p = 3 mod 4.

Requirements Language
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" 1in this
document are to be dinterpreted as described in RFC 2119 [RFC2119].

Scope and Relation to Other Specifications

This document specifies a deterministic algorithm for generating
elliptic curve domain parameters over prime fields GF(p), with p
having a length of twice the desired security level 1in bits, 1in
(twisted) Edwards form. Furthermore, this document identifies the
security and implementation requirements for the generated domain
parameters.

Security Requirements

For each curve at a specific security level:

1. The domain parameters SHALL be generated in a simple,
deterministic manner, without any secret or random -inputs. The

derivation of the curve parameters 1is defined in Section 5.

2. The trace of Frobenius MUST NOT be in {0, 1} 1in order to rule out
the attacks described in [Smart], [AS], and [S], as in [EBP].



https://datatracker.ietf.org/doc/pdf/rfc2119
https://datatracker.ietf.org/doc/pdf/rfc2119

3. MOV Degree: the embedding degree k MUST be greater than (r - 1) /

100,

as in [EBP].

4. CM Discriminant: discriminant D MUST be greater than 27100, as 1in

[SCT.

4. Notation

Throughout this document, the following notation is used:

Black, et al.

Expires May 30, 2015

[Page 3]

Internet-Draft

GF(p):
: An element in the finite field GF(p), different from -1,0.
Ed:
tEd:
rd:

td:

rd':
hd:

hd!':

P:

X(P):
Y(P):

(@]
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Denotes the prime number defining the base field.
The finite field with p elements.

The elliptic curve Ed/GF(p): x"2 + y"2 = 1 + dx"2y”"2 1in
Edwards form, defined over GF(p) by the parameter d.

The elliptic curve tEd/GF(p): -x"2 + yr2 =

1 + dx"2y”2 1n

twisted Edwards form, defined over GF(p) by the parameter d.
The largest odd divisor of the number of GF(p)-rational

points on Ed or tEd.

The trace of Frobenius of Ed or tEd such that

#Ed(GF(p)) =
respectively.
The largest odd divisor
points on Ed' or tEd'.

The index (or cofactor)
group of GF(p)-rational
The index (or cofactor)
group of GF(p)-rational
twist of Ed or tEd.

p+1- td

or #tEd(GF(p)) =

of the

of the
points
of the
points

A generator point defined over

or tEd.

p+1- td,

number of GF(p)-rational
subgroup of order rd 1in the
on Ed or tEd.

subgroup of order rd' in the

on the non-trivial quadratic

GF(p) of prime order rd on Ed

The x-coordinate of the elliptic curve point P.
The y-coordinate of the elliptic curve point P.

Parameter Generation

This section describes the generation of the curve parameters, namely
the curve parameter d, and a generator point P of the prime order
subgroup of the elliptic curve.



5.1. Deterministic Curve Parameter Generation
5.1.1. Twisted Edwards Curves

For a prime p = 1 mod 4, the elliptic curve tEd in twisted Edwards
form is determined by the non-square element d from GF(p), different
from -1,0 with smallest absolute value such that #tEd(GF(p)) = hd *
rd, #tEd'(GF(p)) = hd' *x rd', {hd, hd'} = {4, 8} and both subgroup
orders rd and rd' are prime. In addition, care must be taken to
ensure the MOV degree and CM discriminant requirements from Section 3

are met.
Black, et al. Expires May 30, 2015 [Page 4]
Internet-Draft Rigid Parameter Generation for ECC November 2014

Input: a prime p, with p = 1 mod 4
Output: the parameter d defining the curve tEd
1. Setd =0

2. repeat
repeat
if (d > 0) then
d = -d
else
d=-d+1
end if

until d is not a square in GF(p)
Compute rd, rd', hd, hd' where #tEd(GF(p)) = hd * rd,
#tEd' (GF(p)) = hd' * rd', hd and hd' are powers of 2 and rd, rd'
are odd
until ((hd + hd'
3. Output d

12) and rd is prime and rd' s prime)

GenerateCurveTEdwards
5.1.2. Edwards Curves

For a prime p = 3 mod 4, the elliptic curve Ed in Edwards form is



determined by the non-square element d from GF(p), different from
-1,0 with smallest absolute value such that #Ed(GF(p)) = hd * rd,
#Ed' (GF(p)) = hd' *x rd', hd = hd' = 4, and both subgroup orders rd
and rd' are prime. In addition, care must be taken to ensure the MOV
degree and CM discriminant requirements from Section 3 are met.

Input: a prime p, with p = 3 mod 4
Output: the parameter d defining the curve Ed
1. Setd =0

2. repeat
repeat
if (d > 0) then
d = -d
else
d=-d+1
end if

until d is not a square in GF(p)
Compute rd, rd', hd, hd' where #Ed(GF(p)) = hd * rd,
#Ed' (GF(p)) = hd' x* rd', hd and hd' are powers of 2 and rd, rd'
are odd
until ((hd = hd' = 4) and rd is prime and rd' 1is prime)
3. Output d

GenerateCurveEdwards
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6. Generators

The generator points P = (X(P),Y(P)) for all curves are selected by
taking the smallest positive value x in GF(p) (when represented as an
integer) such that (x, y) is on the curve and such that (X(P),Y(P)) =
8 x (x, y) has large prime order rd.

Input: a prime p and curve parameters d and
a = -1 for twisted Edwards (p = 1 mod 4) or
a 1 for Edwards (p = 3 mod 4)
Output: a generator point P = (X(P), Y(P)) of order rd
1. Set x = 0 and found_gen = false
2. while (not found_gen) do
X =x +1
while ((d * xA2 = 1 mod p)



or ((1 - a* x"2) *x (1 - d * x"2) is not a quadratic residue

mod p)) do
X =x + 1
end while

Compute an integer s, 0 < s < p, such that
sh2 x (1 - d* x"2) =1 -a* x"2 mod p
Set y = min(s, p - s)

(X(P), Y(P)) = 8 x (X, y)

if ((X(P), Y(P)) has order rd on Ed or tEd, respectively) then
found_gen = true
end if
end while
3. Output (X(P),Y(P))

GenerateGen
7. Test Vectors
The following figures give parameters for twisted Edwards and Edwards

curves generated using the algorithms defined in previous sections.
All integer values are unsigned.
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p = OX7FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

FFFFFFFFFFED
d = O0x15E93
r = 0x2000000000000000000000000000000016241E6093B2CE59B6B9
8FD8849FAF35
x(P) = 0x3B7C1D83AQEF56F1355A0B5471E42537C26115EDE4C948391714
COF582AA22E2

OX775BEODEC362A16E78EFFEOFF4E35DATE17B31DC1611475CB4BE

y (P)



1DA9A3E5A819
h = Ox4

p = 24255 - 19

p = OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEC3
d = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFD19F
r = Ox3FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE2471A1
CB46BE1CF61E4555AAB35C87920B9DCC4E6GA3897D
Ox61B111FB45A9266CCOB6A2129AE55DB5B30BF446E5BE4COO5763FFA
8F33163406FF292B16545941350D540E46C206BDE
Ox82983E67BOAGEEBO8738B1A423B10DD716AD8274F1425F56830F98F
TF645964B0072BOF946EC48DCOD8DO3E1F0729392
h = 0x4

x (P)

y (P)

p = 2A384 - 317

|co
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