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Status of this Memo

This document 1is an Internet-Draft and 1is in full conformance with all
provisions of Section 10 of RFC2026. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It 1is inappropriate to use Internet-Drafts as reference material
or to cite them other than as "work in progress."

The 1list of current Internet-Drafts may be found at
http://www.ietf.org/ietf/lid-abstracts.txt

The 1list of Internet-Draft Shadow Directories may be found at
http://www.ietf.org/shadow.html.

Abstract

This document specifies how to use ECDSA (Elliptic Curve Digital
Signature Algorithm) with the XML-digital signature syntax.

The mechanism specified provides integrity, message authentication,
and/or signer authentication services for data of any type, whether
located within the XML that includes the signature or 1included by
reference.
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1l. Introduction

This document specifies how to use ECDSA (Elliptic Curve Digital
Signature Algorithm) with the XML signature syntax.

The XML Digital Signature syntax, or XMLDSIG is specified 1in
[REC2807, XMLDSIG]. Currently there are only two digital signature
methods defined for use within XMLDSIG: RSA signatures and DSA (DSS)
signatures. This document 1introduces ECDSA signatures as a third
method.

This specification uses both XML Schemas [XML-schema] and DTDs [XML].
2. ECDSA

The Elliptic Curve Digital Signature Algorithm (ECDSA) 1is the elliptic
curve analogue of the DSA (also called DSS) signature method
[FIPS186-2]. The Elliptic Curve Digital Signature Algorithm (ECDSA) -s
defined in the ANSI X9.62 standard [ECDSA]; other compatible
specifications include FIPS 186-2 [FIPS186-2], IEEE 1363 [IEEE1363],
and SEC1 [SEC1]. [PKIX2] describes the means to carry ECDSA keys 1in
X.509 certificates. Recommended elliptic curve domain parameters for
use with ECDSA are given in [SEC2].

Like DSA, ECDSA incorporates the use of a hash function; currently,
the only hash function defined for use with ECDSA is the SHA-1 message
digest algorithm [FIPS-180-1].

ECDSA signatures are smaller than RSA signatures of similar
cryptographic strength. ECDSA public keys (and certificates) are smaller
than similar strength DSA keys, resulting in improved communications
efficiency. Furthermore, on many platforms ECDSA operations can be
computed faster than similar strength RSA or DSA operations (see [KEYS]
for a security analysis of key sizes across public key algorithms).
These advantages of signature size, bandwidth, and computational
efficiency may make ECDSA an attractive choice for XMLDSIG -implementations.

3. Specifying ECDSA within XMLDSIG

This section specifies the details of how to use ECDSA with the


https://datatracker.ietf.org/doc/pdf/rfc2807

XML-s1

gnature syntax. It relies heavily on the syntax and namespace

defined in [XMLDSIG].

3.1 Identifier

The XML namespace [XML-ns] URI that MUST be used by implementations

of thi

s (dated) specification -is:
xmlns="http://www.certicom.com/2000/11/xmlecdsig#"

The identifier for the ECDSA signature algorithm is:

http://www.certicom.com/2000/11/xmlecdsig#ecdsa-shal
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3.2 Core Syntax

The syntax 1is defined via DTDs and [XML-Schema] with the following XML
preamble, declaration, internal entity, and simpleType:
Schema Definition:

<?xml version='1.0'?>
<!DOCTYPE schema

PUBLIC "-//W3C//DTD XMLSCHEMA 200010//EN" "http://www.w3.0rg/2000/10/XMLS

chema.dtd"

[

]

<IATTLIST schema
xmlns:ds CDATA #FIXED "http://www.w3.0rg/2000/09/xmldsig#">
<IATTLIST schema
xmlns:ecds CDATA #FIXED "http://www.certicom.com/2000/11/xmlecdsig#'">
<!ENTITY ecdsig 'http://www.certicom.com/2000/11/xmlecdsig#'>
<IENTITY dsig 'http://www.w3.0rg/2000/09/xmldsig#'>
>

<schema xmlns="http://www.w3.0rg/2000/10/XMLSchema"

xmlns:ds="&dsig;"
xmlns:ecds="'&ecdsig;"'
targetNamespace="&ecdsig;"
version="0.1"
elementFormDefault="qualified">

<!-= In order to include ECDSA in XML-signature syntax, the

following definition of the KeyValue schema SHOULD
replace the one in [XMLDSIG]-->

<element name="KeyValue'">
<complexType mixed="true">

<choice>
<any namespace="##other" processContents="1lax" minOccurs="0"


http://www.certicom.com/2000/11/xmlecdsig#ecdsa-sha1

maxOccurs="unbounded" />
<element ref="ds:DSAKeyValue'"/>
<element ref="ds:RSAKeyValue'"/>
<element ref="ecds:ECDSAKeyValue" />
</choice>
</complexType>
</element>

DTD:

<!-=- In order to include ECDSA in XML-signature syntax, the
following definition of the entity Key.ANY SHOULD
replace the one in [XMLDSIG]-->

<IENTITY % Key.ANY ' (#PCDATA|KeyName|KeyValue|RetrievalMethod |
X509Data|PGPData|MgmtData|DSAKeyValue |RSAKeyValue |
ECDSAKeyValue) x'>

3.3 ECDSA Signatures

The output of the ECDSA algorithm consists of a pair of integers
usually referred by the pair (r, s). The signature value consists

of the base64 encoding of the concatenation of two octet-streams that
respectively result from the octet-encoding of the values r and s.

r and s are converted into octet strings of length [log_2 n/8], where
n is the order of the elliptic curve base point, using the

conversion routine specified in Section 4.3.1 of ANSI X9.62 [ECDSA].
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3.4 ECDSA Key Values

The syntax used for ECDSA key values closely follows the ASN.1l syntax
defined in ANSI X9.62 [ECDSA].

ECDSA key values consist of two elements: ECDSAPublickey and
ECCParameters. ECDSAPublicKey contains the ECDSA public key which

is a point on the elliptic curve and is encoded as a base64 value of
its octet-stream representation converted as specified 1in

Section 4.3.1 of ANSI X9.62 [ECDSA]. The element ECCParameters
specifies the associated elliptic curve domain parameters which

are represented by the nicknames given to them in [SEC2].

Schema:

<element name='ECDSAKeyValue'>



<complexType content='elementOnly'>
<sequence minOccurs='1l"'" maxOccurs='1"'>
<element name='ECDSAPublicKey' type='ecds:CryptoBinary'
minOccurs='1' maxOccurs='1l"'/>
<element name='ECCParameters' type='string'
minOccurs='1l"' maxOccurs='1"'/>
</sequence>
</complexType>
</element>

DTD:

<!ELEMENT ECDSAKeyValue (ECDSAPublicKey, ECCParameters) >
<!ELEMENT ECDSAPublicKey (#PCDATA) >
<!ELEMENT ECCParameters (#PCDATA) >

4. Security Considerations

Implementers should ensure that appropriate security measures are in
place when they deploy ECDSA within XMLDSIG. In particular, the security
of ECDSA requires the careful selection of both key sizes and elliptic
curve domain parameters. Selection guidelines for these parameters and
some specific recommended curves that are considered safe are provided
in [X9.62], [NIST-ECC], and [SEC2]. For further security discussion,

see [XMLDSIG].

5. Intellectual Property Rights

The IETF has been notified of intellectual property rights claimed in
regard to the specification contained in this document.

For more 1information, consult the online list of claimed rights
(http://www.jetf.org/ipr.html).
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The IETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be claimed to
pertain to the implementation or use of the technology described 1in
this document or the extent to which any license under such rights
might or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
IETF's procedures with respect to rights in standards-track and
standards-related documentation can be found in BCP-11. Copies of
claims of rights made available for publication and any assurances of
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licenses to be made available, or the result of an attempt made to
obtain a general license or permission for the use of such
proprietary rights by implementers or users of this specification can
be obtained from the IETF Secretariat.
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8. Full Copyright Statement
Copyright (C) The Internet Society (1999). All Rights Reserved.

This document and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwise explain
it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction
of any kind, provided that the above copyright notice and this
paragraph are included on all such copies and derivative works.
However, this document itself may not be modified in any way, such
as by removing the copyright notice or references to the Internet
Society or other Internet organizations, except as needed for the
purpose of developing Internet standards in which case the procedures
for copyrights defined in the Internet Standards process must be
followed, or as required to translate it into languages other than
English.

The limited permissions granted above are perpetual and will not be
revoked by the Internet Society or 1its successors or assigns.

This document and the information contained herein is provided on an
"AS IS" basis and THE INTERNET SOCIETY AND THE INTERNET ENGINEERING
TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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