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Abstract

CoAP (RFC7252) comes with a conservative base congestion control
scheme. Advanced congestion control schemes can be defined where
better performance is desired for a certain area of application.

This document is a strawman for a set of questions that could be used
in qualifying a CoAP advanced congestion control scheme.
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Introduction
(See abstract.)

This document should be read in conjunction with more fundamental
documents such as [RFC2914], [RFC5405].

The set of questions posed here cannot be deemed to be a set of
acceptance criteria. The questions are broad enough that it is
unlikely good research will be available to answer each and every
single facet of them.

(The set of questions in the current version of the document is
clearly just a start; this version is being published to elicit
contributions.)

Area of application

Q(1) 1Is the algorithm meant for general use? If not, can the scope/
area of application be defined in an unambiguous way? This is
particularly important if some of the below questions only can
be answered in a positive way for that area of application.


https://datatracker.ietf.org/doc/html/rfc2914
https://datatracker.ietf.org/doc/html/rfc5405
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3. Protection

Q(2)

Q(3)

Does this scheme really protect the network?

Answering this question requires realistic simulations (see
Section 10). Generally, a single set of simulations should
vary a parameter such as offered load, number of clients etc.

"Protecting the network" is not easily defined. Comparing the
behavior to that of base CoAP ([RFC7252], Section 4.7) is an
acceptable proxy. Indicators that might be evaluated include:

*  Number of retries (or the related metric: energy per
delivered bit)

* Number of spurious retransmissions
* Goodput/throughput ratio (average, burst)

* Settling time (e.g., reaction time to and recovery after a
burst)

Does the protection rely on the self-protection of the
underlying network? If that can be switched off, does the
scheme still protect the network?

(Anecdote: An early version of CoCoA turned out to work well
only as long as it was run over a MAC with exponential
backoff.)

4. Stability

Beyond congestion collapse, there are other situations that a
congestion control algorithm should try to avoid.

Q(4)

Q(5)

Are synchronization effects expected in CORE environments (also
see granularity statement below); i.e., if an application tries
to deliver an exchange at a predetermined point of time (i.e.
temperature reading every 5 min), all stacks might
"synchronize" into colliding with each other, and backing off
in a lock-step fashion. That might result in unreasonably
large RTOs in significant parts of the population of sensors;
It might be good to have the binary backoff combined with some
kind of dithering/randomization, in order to break such sync
early on?

What is the expected (required, desirable) granularity of the
RTT measurements? For an algorithm that has all the intervals


https://datatracker.ietf.org/doc/html/rfc7252#section-4.7
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specified in seconds, an implementer not aware of this issue
might choose a granularity of a second. If that is not
intended, or RTT timer granularity should be a certain
resolution (i.e. in the same order of magnitude of the lowest
expected RTT), a hint on that might be good.

Q(6) What is the expectation of the algorithm on the stability of
the parameters of the network? How long is a history of
measured RTTs expected to be useful in predicting the future?

Q(7) 1If any mechanisms are adopted from other congestion control
algorithms, what analysis has been undertaken to avoid known
problems of those mechanisms (e.g., [RFC6298] will increase RTO
when RTT decreases).

Scalability
Q(8) Do we have numbers for larger networks?

CoAP applications are expected to be run in networks with thousands
of nodes (and even many more). At least some of the qualifying
questions (and in particular protection) should be examined up to
such a scale.

Range

Q(9) Wwhat is the range of parameters the scheme is supposed to
cover?

Congestion control schemes need to adapt to a large range in each of
the governing parameters such as latency, loss, and offered load.
What do we know about the range actually being covered? (Note that
it is quite acceptable for a scheme not to "use" the full range,
e.g., not to be able to exploit very short latencies for improved
performance.)

Scope

Q(10) what is the scope of a single instance of the algorithm?
(E.g., a five-tuple, a host pair, a single host and an IP
address prefix with many peers?)

Q(11) what is done to control the aggregate congestion behavior (cf.
[REC5405] section 3.1)?



https://datatracker.ietf.org/doc/html/rfc6298
https://datatracker.ietf.org/doc/html/rfc5405#section-3.1
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Performance
Q(12) Is it worth it?
While improved performance certainly is not part of the acceptance
criteria, deployers are unlikely to switch on a scheme that is worse
than the default one.
Metrics might include goodput, latency (average, median, 95th
percentile, etc.), goodput/throughput ratio, ... Again, these are
best presented over a scale varying some input parameter.

Concurrent traffic

While TCP fairness is both overrated and almost trivially achieved
for what is basically a lockstep protocol, some information is
desirable on how the scheme fares with concurrent traffic (such as
base CoAP, TCP, or even inelastic UDP flows).

Q(13) Does the scheme starve?

Q(14) Does it do significant damage to the control algorithms of the
concurrent traffic?

Evaluation quality
Of course, for all simulations and experiments, we need to know more
about the models and environments used. Ideally, the evaluation
would not fail the criteria in [incredibles].

IANA Considerations

This document makes no requirements on IANA. (This section to be
removed by RFC editor.)

Security considerations
The security considerations of [RFEC2914] apply.

Q(15) Does the scheme have any special security considerations beyond
those intrinsic to congestion control?
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