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Abstract

The OpenPGP development community benefits from sharing samples of
signed or encrypted data. This document facilitates such
collaboration by defining a small set of OpenPGP certificates and
keys for use when generating such samples.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

This Internet-Draft will expire on April 16, 2020.

Copyright Notice

Copyright (c) 2019 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust's Legal
Provisions Relating to IETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.
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Introduction

=

The OpenPGP development community, in particular the e-mail
development community, benefits from sharing samples of signed and/or
encrypted data. Often the exact key material used does not matter
because the properties being tested pertain to implementation
correctness, completeness or interoperability of the overall system.
However, without access to the relevant secret key material, a sample
is useless.

This document defines a small set of OpenPGP certificates and secret
keys for use when generating or operating on such samples.

Samples are provided for two "personas", Alice and Bob. Alice uses
keys based on the Ed25519 elliptic curve algorithm, but Bob is a bit
behind the times and has a 3072-bit RSA key.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
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1.

N

N

14 [RFEC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Terminology

This document makes use of the terminology section from
[I-D.draft-dkg-openpgp-abuse-resistant-keystore-04].

Alice's Ed25519 Samples

Properties:

0 OpenPGP Version: 4

o Fingerprint: EB85 BB5F A33A 75E1 5E94 4E63 F231 550C 4F47 E38E

0 Primary key algorithm: Ed25519 [I-D.ietf-openpgp-rfc4880bis]

o Primary key creation date: Tue Jan 22 11:56:25 GMT 2019

o Primary key capabilities: certify, sign

0 User ID: "Alice Lovelace <alice@openpgp.example>"

o Symmetric algorithm preferences: AES-256, AES-192, AES-128, 3DES
0 Hash algorithm preferences: SHA512, SHA384, SHA256, SHA224, SHA1l
o Compresson algorithm preferences: ZLIB, BzZip2, ZIP

0 Subkey algorithm: Curve25519

0 Subkey capabilities: encrypt

0 Subkey creation date: Tue Jan 22 11:56:25 GMT 2019

0 There are no expiration dates in the entire certificate

0 The secret key material is in the clear (no password)

o All OpenPGP signature packets contain a hashed Issuer Fingerprint
subpacket (see [I-D.ietf-openpgp-rfc4880bis]

1. Alice's OpenPGP Certificate


https://datatracker.ietf.org/doc/html/rfc2119
https://datatracker.ietf.org/doc/html/rfc8174
https://datatracker.ietf.org/doc/html/draft-dkg-openpgp-abuse-resistant-keystore-04
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Comment: Alice's OpenPGP certificate

MDMEXECEG6RY JKwYBBAHaRw8BAQdAr jWwk3FAqyiFbFBKT4TzXcVBqPTB3gmz1C/U
b701u120JkFsaWNIIExXvdmVsSYWN1IDxhbG1ljZUBvcGVucGdwLmV4YWiwbGU+1JAE
EXYIADgCGWMFCwkIBWIGFQ0JCASCBBYCAWECHgECF4AWIQTrhbtfozpl4V6UTmPy
MVUMTOT jjguCXawfOgAKCRDYMVUMTOT jjukrAPoDnHBS0ogOmsHOsd9qGsiZpgRnO
dypvbm+QtXZqth9rvwD9HcDCOtC+PHASO70Th1S1TC9RiJsvawAfCPaQzZoed8gKk4
OARCRWTpEgorBgEEAZdVAQUBAQJAQV8GIa2rSTzggbXCpDDYMiKRVitCsy203x3s
E9+eviIDAQgHiHgEGBYIACAWIQTrhbtfozp14V6UTmPYyMVUMTOTjjgUCXECE6QIb
DAAKCRDYMVUMTOT jj 1nQAQDFHUSBTIcXrNTtEZFjUFM1MOPJ1DNg/cDW4XN8Ofsn
OQEA22Kr7VkCjeAECO8VSTeV+QFsmz55/1ntWkwYWhmvOgE=

=iIGO

2.2. Alice's OpenPGP Secret Key Material

Comment: Alice's OpenPGP Transferable Secret Key

1FgQEXECEGBRY JKwYBBAHaRw8BAQdAr jWwk3FAqQyiFbFBKT4TzXcVBqPTB3gmz1C/U
b701ul0AAP9XBeW61zGOLX7zHH9ASUDUTb2pggYGMzdOP3ulJ2AfvQ4RtCZBbG1 j
ZSBMb3Z1bGFjZSA8YWxpY2VAb3BlbnBncC51eGFtcGx1PoiQBBMWCAA4AhSDBQSJ
CAcCBhUKCQgLAgQWAgMBAh4BAheAFiEE64W7X6M6deFelE5j8jFVDE9H444FAL2]1
NnzoACgkQ8jFVDE9H447pKwD6A5XwUQIDprBzrHfahrImaYEZzncgb25vkLV2arYf
a78A/R3AwtLQvjxwLDuzk4dUtUwvUYibL2sAHW]j2kGaHNfICnFOEXECE6RIKKwWYB
BAGXVQEFAQEHQEL/BiGtqOk84Km1wqQw2DIikVYrQrMttN8d7BPfnr4iAwEIBwAA
/3/XFPG6BU17rhTugq+07gmEvaFYKfXRB6SgAYiW6TMTPpQEK6IeAQYFggAIBYhBOUF
ul+jonXhXpROY/IxVQxPR+00BQJCRWTpAhsMAAOJEPIXVQxPR+00WdABAMUdSzpM
hzGs100RKWNQWbUZzQ8nUOeD9wWNb jE3zR+yfRAQDbYqvtWQKNAAQLTXVINSX5AWYb
Pnn+WelaTBhaGa86AQ==

=n80OM

2.3. Alice's Revocation Certificate

Comment: Alice's revocation certificate

iHgEIBYIACAWIQTrhbtfozp14V6UTmPyMVUMTOTjjguCXawkOwIdAAAKCRDYMVUM
TOfjjoBlAQDAQUKZFKRFGCooVcVoDVmMXTaHLUX1Ig9TPh2f7zzI9KgD/SLNXUOaH
06T0z0S7C91wIHWwWdHdAXgT5BzuhLT9iuAM=

=Tm8h
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3. Bob's RSA-3072 Samples
Properties:
0 OpenPGP Version: 4
o Fingerprint: D1A6 6E1A 23B1 82C9 980F 788C FBFC C82A 015E 7330
o Primary key algorithm: RSA 3072 [RFC4880]
0 Primary key creation date: Tue Oct 15 10:18:26 GMT 2019
o Primary key capabilities: certify, sign
o User ID: "Bob Babbage <bob@openpgp.example>"
o Symmetric algorithm preferences: AES-256, AES-192, AES-128, 3DES
0 Hash algorithm preferences: SHA512, SHA384, SHA256, SHA224, SHA1l
o Compresson algorithm preferences: ZLIB, BzZip2, ZIP
0 Subkey algorithm: RSA 3072
0 Subkey capabilities: encrypt
0 Subkey creation date: Tue Oct 15 10:18:26 GMT 2019
0 There are no expiration dates in the entire certificate
0 The secret key material is in the clear (no password)

o All OpenPGP signature packets contain a hashed Issuer Fingerprint
subpacket (see [I-D.ietf-openpgp-rfc4880bis]

w
[

Bob's OpenPGP Certificate


https://datatracker.ietf.org/doc/html/rfc4880
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Comment: Bob's OpenPGP certificate

MQGNBF21nPIBDAC5cL9PQoQLTMuhjbYvb4Ncuuo®@bfmgPRFywX53jPhoFf4Zg6mv¢c
ZUzs6Xh4+I55NRW15smrLg66y0QoFPy9jot/Qxikx/wP3MsAzeGaZSEPCOfHp5G1
6r1GbxQ3v18/usUV7W+TMEM1jgwd5x8POR6HC8EaCDfVNUBCP1i/Gv+egLjsIbPJZ
ZEroiE40e6/U0CiQt1pQB5exPJYSd1Q1txCwueih99PHepsDhmUQKiACszNU+RRo
zAYau2VdHQNRJI7QYdxHDiH49jPK4ANTMyb/tJh2TiIwcmsIpGuUQGNBF21nPIBDADW
ML9cbGMrpl12CtF9b2P6z9TTT74S81yB0zaSvdGDQY/sUtZXRg21HWamXnn9sSXvI
DEINOQ6A9QxdxogqWdCHrouw3ofneYXoG+zeKc4dC86walTR2q9VW+RMXSO4uImA+
Uzula/6k1DogDf28qhCxMwG/i/m9glc/0aApuDyKdQ1PXsHHN1gd/Dn6rrd5y2A0
baifV7wIhEJNnvqgFXDN2RXG]jLeCOHV4Q2WTYPQg/S4k1nMXVDWZXrvISAOYwWIMgIT
86Rafp1lqKlgPNbiI1C1g9RY/iFaGN2b4Ir6GDohBQSTZW2+LX0PZUVE/wG1QO1rh
827KVZW41Xvgsge+wtnWlszcselGATyzqOKOLAHPdZGzR0OZYI2e8c+paLNDAVPL6
vdRBUNkCaEkOt1imr2JpQi5nTU+gTX4IeInC7E+1a9UDF/Y85ybUz8XV8rUnR76U
gVC7KidNepdHbZjjXCt8/Zo+Tec9JINbYNQB/e9EXmDntmlHESSEQzFwzj8sxH48A
EQEAAYKBtgQYAQOAIBYhBNGmbhojsYLJImMA94jPv8yCoBXnMwBQJdpZzyAhsMAA0J
EPv8yCoBXnMw6T8L/26C34dkjBf fTzMj5Bdzm8MtF670YneJ4TQMw7+41IL4rVcS
KhIhk/3Ud5knaRtP2ef1+5F66h9/RPQ0J5+tvBwhBACUWSUpKNnUrdvVazQanYmtSx
CVV2PL9+QEiNN3tzluhaW0//rACxJ+K/ZXQlIzwQVTpNhfGzAaMVV9zpf3uBklidi
tcv6alKY8+rLZvOlwIIeRZLmUOtZDD5HtWDVUV7rIFI1WuoLb+KZgbYn30WjCPHV
dTrdz2CqnzbG3SXw6awH9bzRLVIEXkbhIMez0deCVdeo+wFFk1h8/5VK2bovk/+w
gMJIxfpallHvJILobzOP9fvrswsr92MA2+k901WeISR7gEZCcIOFdg8AYFAEXAEKGBVY
JP7SXGLwvTisw340xuZr3qgmx1Sufu4toH3XrB7QJIN8XyqqbsGxUCBgWif9RSK4X ]
ZRTe561iPeiSJJ0IciMP9i21dI+KgLycyeDvGoBjOHCLO3gVaBe4ubVrj5KjhX2PV
NEJd3XZRzaXZE2aAMQ==

=NXei

3.2. Bob's OpenPGP Secret Key Material

Comment: Bob's OpenPGP Transferable Secret Key
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1QVYBF21nPIBDAC5cL9PQoQLTMuhjbYvb4Ncuuo®bfmgPRFywX53jPhoFf4Zg6mv
/se0XpgecTdOcVttfzC8ycIKrt3aQTiwOG/ctaR4Bk/t6ayNFfdUNXHWk4WCKzdz
/56fW200F23qIRd8UUIp5IIINARDARCtdhVQIAUzvVp20Vy/LaS2kxQoKvph/5pQ/
5whgsyroEWDJoSVOyO0b25B/iwk/pLUFoyhDG9bjOkIzDXxrEqW+7Ba8nocQlecMF3
X5KMN5kp2zralLvodlBBpwWw43XktjcCZgMy20SouraVma8Je/ECWUWYUIAZXLI1Mv
9CUrEOtXUwBN3RAOtLMYZSQUENN5y1UKkF8808Nku890uk6BrewFzJyLAX5WRZ4FO
qV/yq36UWQ0JB/AUGhHVPAFf6pl6eaxBwT5GXvbBUibt f8YI20g5RsgTWtXfU7eb
SGXr15ZMpbA6mbfhdOR8aPxWfmDWiIOhBufhMCvUHh1sApMKVZnvIff9/0Dca3wb
vLIwa3T4CyshfTOAEQEAAQAL/RZqbJIW2IqQDCNJIi40zm++gPgBPiX1RhTWS jwxfM g6
fRDYA+pkgKnwOwfH2Qho3ysAA+OmVOX8H1dg+Pc0Zs0e5pCavbOEN8iFLVTAGQ2E
LR5rLue9uD7aFuKFU/VdcddY9wWw/vo4k5p/tVGp7F8RYCFNOrSjIWbfvvzilg5Tx
+akozbga+4qQ4wYzB/obdX6SCmi6BndcQ1QdjCCQUEgPYXOMAdVERbIpP9+2SXDyL
hpxjSyz+RGsZi/9UAshT4txP4+MZBgDFK3ZqtW+h2/eMRxKANGOJIpxSjMyLO/FXN
WxzTDYeWtHNYiAlOwlQZEPOydZFty9IVzzNFQCIUCG)Q/nNyhw7adSgUk3+BXEx/
MyJPYYOBYuhLXLYcrfQ9nrhaVKxRJj25SVH]j2ASsiwGJRZWACC3uw400YXFKEVNC
mer/VxM3kg8qqGTIKUzJI1dVdAV]jyx2Hz63Y2qWCYRQ6IMjWHYd43C4r3jx00YKUC
YnstRQyb/gCSKahveSEjo07CiXMr88UGALwWzEr3npFAsPW3osGaFLj49yloRellE
he9gCHFm+fuzbXrwmdPjYU5/ZdgdojzDqfud4ThfnipknpVUM106MQgk jM896FHM8
zbKVFSMhEP6DPHSCexMFrrSgNO3PdwHT061BaIBBFgQMGYO1tmJIO3SxvSpiBPON9P
NVvy/6UZFedTq8AO70UAXO062YUSNtT5pmK2vzs3SAZImbFbMh+NN204TRI72G1qT
t5hcfkuv8hrmwPS/ZR6g312mKQ6w/1pgq09qitCFCh2IgQmFiYmMFNZSA8Ym91iQGOw
ZW5wZ3AuZXhhbXBsZT6 JAC4EEWEKADgCGWMFCwkIBWIGFQ0JCASCBBYCAWECHQEC Jv+OmHZOIjByawikad
BVgEXaWCc8gEMANYwWV1XSsYyunXYKOX1vY/rPINNPVhLYLIE7NpK9OYNB]j+xS11dGD
budzgzeef2xJe8gMQg@5D0D1DF3GipZ0Ies65beh+d5hegh7N4pzhOLzrBrVNHar
29b5EXdI7i4i1YD5T06Vr/qTUOLIAN/bygELEZAb+L+b2DVZz/RoCm4PIplDU9ewcc?2
WB380fqut3nLYA5tqJ9XVAiEQme+qAVCcM3ZFcaMt4I4dXhDZZNg+D9LiTWcxdUPB
leu8iwDRjAgyAhPzpFp+nWoqWA81uIiULWD1Fj+IVoY3ZvgivoYOiEFBJ91bb4te
gOm5UT/AaVDTWuHzbspV1biVe+qyB77C2dawWzNyx6UYBPLO04r0t0c91kbNE51g]
Z7xz610sON1UBV(Q91EFSeQJoSQ62XWavYm1ICLMANTE6BNTgh4icLsT7VriQMX9jzn
JEtTPxdXytSdHvpSpULsqJ01610dtmONCcK3z9mj5N5z0k1tgl1AHO70TGY0e2aUcSx
IRDMXDOPYZEf jwARAQABAAVOF2Cws jS+SjhiM1veglbZjeid4gF1HHPEMOKOPSXsp



Einarsson, et al. Expires April 16, 2020 [Page 7]



Internet-Draft OpenPGP Example Keys and Certificates October 2019

STVVpR4A0SI4He6CXSMWgO0ot8XKtDUZoV9jnJaESS5UL9pPMAD7 IwI0qZm/DYVJIM5h
0ASCh1c356/wSbFbzRHPtUdZ09Q30WFNJIM5pHbCJIPj tNORMRGKf71RXtVHBZY7np
Ga+W6U/NVKHWOi0CYWMIOQY1KDakYW3Pm+QL+gHZFvngGweTodOf912VLLAmMeQR/c
+EZs71Numhuz8mXcwhUc9JQIhOkpO+wreDysEFKACcsKbkQP3UDUSA1gFXx9pbMzTO
tri1ozq2a4QBtxShHzP/ph7KLpN+6qtjks3xB/yjTgaGmt rwM8tSe@wD1RwWXS+/10
BHpXTnQ7Tfe0OGUAU4KCoOQLVBELpKWbRBLWUiPwMdbGpvVFALO8+kvKAQ9/r+/ny
ZM2GQHY+J3Jh5JIXP1JnNHfXNZJIKLbFbIPdSKNyJBuazXw8xIa//mEHMI50cvSZBK
ClAIp7LXzjEjKXIwHWDCcTn9pBgDpdOKTHOt J3JUKXOrWVsDHEwq6iKV/FTVSY5]1
ZN+puOEsSskF1Lfxn9JsJihAVO3yNsp6RvVKkKtyN1FazaCVKtDAmk joh6OXNXCNRqr
gCnwdpbgdHP6Vv/hvZY54ZaJjz6L2e8unNEKYLXDt8CcmAYGPgH2XgL7giHIp9jrsQ
aS381gnYwNX6wElaEikgtY91nqJjwPlibF9avSyYQoMtEgM/1UjTjB2KdD/MitK5
fPOVpvUXpNYZedmyq4UOMwdk iNMGAOr fm0eTO01lgLrTMT5H97Cn3Yxbk13uXHNu/
ZUZZNe8s+QtuLfUlKAJtLEUUtN33T1WQY522FVOmM17S+b80xJib3yZVJteVurrh5
HSWHAM+zghQAvCesg5CLXa2dNMkTCmZKgCBvfDLZuzZbjFwnwCI6u/NhOY9egKuUf
SA/je/RXaT8m5VXLYMXwqQXKApzD87fvOtLP1VIEVjEsaf992tFEFSNPcG11/jpd
5AVXwW6KKuUf85Uk JtYR1Xx2MkQDrqY1QX/XMwOOkt8y9kMZUrel9aCArcmor+hDhRJ
E3Gt4QJrD9z/bICESwW4b4z2DbgD/Xz9IXsA/r9cKiM1h5QMtXvuhyfVeMOlenhxM
GbOH3gjqqGNKysXxOUODGEwWr 6AVOhAd8RWXMchJLaExXK9J5SRawSg6710bAU24SdY
VvMQ9Z4kAQ2+1ReUZzf30gSMRZtMT+d18gT6L90/y+APZIaoAr LPhebIAGQ39HLmMJ=miES

3.3. Bob's Revocation Certificate
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o

7.

Comment: Bob's revocation certificate

1QG2BCABCgAgFiEE@azZuGiOxgsmYD3iM+/zIKgFeczAFA121nQQCHQAACgkQ+/zI
KgFeczAIHAV/Rr1G1PFKSWOBShC8sVtPfbT1N91lUqyrsgBhrUryM/i+rBtkbnSjp
28R5araupt0og1g2L5VSCRM+ql0jfOzrzX00rKFAO7OHCP3X+M1EquUVZ tMUZGIRZ
7TSMgIY1MeFgLmOw9pDKf3tSoouBOpPe5eVTXviEDD02z0fdnt jPyCM1xHgAcjZo
XgMaurV+nKWoIx0zbdpNLsSRy4JZcmnOSFAPwW37R8U2miPi2gNyVwcyCxQyOLjN7Y
AwWadrs9vEODrneSVP20pBh17g+Dj2uXJQRPVXcq6w9g5Fir6DnlhekTLsa78T5cD
n8g7aRusM1ALPAOOSENOgINgsVcjuILkPN1eD+zGAgHgdiKaep1l+P3pbo5n0CLk1
UCAsLNCE08eBV9DCh/n1F1I5yhQhgQyMY1lp/49H0JSc3IY9KHhv6TfOzIaRWsOJuD
ajcXTJ9AYB+SA6GBb9Q+XsNXjz1gj75ekuUD1sQ3ezTvVfovgP5bD+vPVILhSIMKB
au6v3zld/x/1

=mMwU

Security Considerations
The keys presented in this document should be considered compromised
and insecure, because the secret key material is published and

therefore not secret.

Applications which maintain blacklists of invalid key material SHOULD
include these keys in their lists.

IANA Considerations

IANA has nothing to do for this document.

Document Considerations

[ RFC Editor: please remove this section before publication ]

This document is currently edited as markdown. Minor editorial
changes can be suggested via merge requests at https://gitlab.com/
openpgp-wg/openpgp-samples or by e-mail to the authors. Please
direct all significant commentary to the public IETF OpenPGP mailing
list: openpgp@ietf.org

.1. Document History
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